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About this Administrator's Guide

The QX1000 Manual is divided into three parts:

e Manual-I: Installation Guide gives step-by-step instructions to provision the QX1000 and configure the phone extensions with the Epygi
SIP Server. After successfully configuring the QX1000, users will be able to make SIP phone calls to remote QX1000 devices, make local
calls from extension to extension and access the Internet from devices connected to the WAN.

e Manual-1l: Administrator's Guide explains all QX1000 management menus available for administrators only. It includes a list of all System
Default Values.

e Manual-lll: Extension User's Guide explains all QX1000 management menus available for extension users. A list of all call codes can be
found there, too.

This guide contains many example screen illustrations. Since QX1000 offer a wide variety of features and functionality, the example screens shown
may not appear exactly the same for your particular QX1000 as they appear in this manual. The example screens are for illustrative and explanatory
purposes, and should not be construed to represent your own unique environment.

QX1000’s Graphical Interface describes to the QX1000's graphical user interface and explains all recurrent buttons.

Administrator's Main Page explains the Administrator's management pages according to the menu structure shown on the main page of the
QX1000 management.

Administrator's Additional Features explains some input-options for administrators only that may be selected from the extension user's main
page.

Appendix: PBX Services for QX1000's Administrator explains PBX features for administrator accessible from the handset.

Appendix: Extension User's Welcome Page includes a form that allows the administrator to inform his extension user with all individually needed
addresses and phone numbers.

Appendix: System Default Values lists all factory defaults.

Appendix: Moderator's Menus explains all menus that can be accessed and configured by conference moderators. (Applicable if the Conference
Server and/or Video Conferencing feature is activated on system.)

Appendix: Software License Agreement includes the contract for using QX1000's hardware and software.

QX1000; (SW Version 5.3.x) 4
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QX1000’s Graphical Interface

Administrator’s Main Page

When the administrator logs in, the QX1000 Management page is displayed with a table of active calls (including information about call peers, call
duration and start time) at the startup. The number of total active calls is displayed above the table. The button Terminate next to each active call is
used to terminate the corresponding call. The Start Recording button next to each active call (except for calls to Auto Attendant) is used to manually
start the recording of the corresponding call. Once the call recording is started, the button changes to Stop now used to manually stop the call
recording. The call recording can be restarted again if needed.

o
Main System Users Conferences Telephony Internet Uplink Network @ep} gl

quadsillc225
Refresh in 579 seconds!

Epygi QX1000 Management
Active Calls

Call Start Time | Call Duration | Calling Phone | Called Phone

Mo items in list.

Usez= curzently logged in:
- admin from 152.1€8.70.24, expires 15:02
- =dmin frem 152_1£8.70.26, ewpire= 15:03
- admin from 192.168.70.2€, expire= 15:04

Internet connection status: static IP

Please check your pending events!
Copyright {C) 2003-2011 Epyni Technologies, Ltd. All rights reserved

Fig. 1l: 1: QX1000 Management

Here the administrator may access the following settings and perform the actions:

By clicking on System, Users, Telephony, Conferences, Internet Uplink or Network the administrator may access the following settings in each
respective category and perform actions specific to each category.

The Install Checklist option in the Main Menu opens a page that lists the most useful actions and the corresponding hyperlinks for the QX1000's
initial setup and configuration procedure. From this page you can be linked to the appropriate pages where the corresponding configuration can be
done. Here, you can also save your progress of QX1000'’s setup by selecting the corresponding action’s checkbox and pressing Save.

System Menu Users Menu Telephony Menu Internet Uplink Menu
e System Configuration Wizard e Extensions Management e Call Statistics e Firewall
e Uplink Configuration Wizard ® Receptionist Management e S|P Settings
® System Security Management e Extensions Directory ® RTP Settings w
e Status e Authorized Phones Database o NAT Traversal Settings ® DNS Settings )
e |P Routing Configuration e ACD Management ® Line Settings ® DHCP Serf’er Settings
e Configuration Management ® FXO Settings ¢ :?]It—le(r:fzcseettmqs for the VLAN
e Events ® |SDN Settings
e Time/Date Settings Conference Menu e External PSTN Gateways ) )
o Mail Settir]gs e Conferences Management ® Gain Control . E—negrme—ggm
® SMS Settings e Conference Statistics e S|P Tunnel Settings
® Firmware Update e Mail Default Settings e Call Routing Logout
e Networking Tools ® VolP Carrier Wizard
® SNMP Settings e RADIUS Client Settings
® Diagnostics ® Voice Mail Common Settings
® Features e Dial Timeout
e Upload Language Pack ® 3PCC Settings
e User Rights Management ® RTP Streaming Channels
® Redundancy Settings e Call Recording

The link Please Check Your Pending Events will be displayed on the administrator Main Menu page if new system events exist. The link leads to
the Events page that can be also accessed from the System menu.

The list of Users currently logged into the system is seen in the lower right corner of the Administrator's Main Menu. Information about IP address
user accessed QX1000 GUI from, the username user is logged in and the time until the next automatically logout is provided herein. The current
version of the QX1000's firmware and of its boot loader is also available here. The idle session timeout is set to 20 minutes. If no action is performed
during that time, user will be automatically moved to the Login page and will be requested to login again.

QX1000; (SW Version 5.3.x) 5
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Administrator’s Menus

Recurrent Buttons

Throughout this guide, you will see a variety of recurrent buttons. Below is a description of these buttons.

Button

Description

Button Description

Previous

This button leads back to the previous
page of a fixed sequence of pages (used
mainly in wizards).

This button returns you to the page you were
previously on.

m
[v4]
[
-~

Me

This button leads forward to the next page
of a fixed sequence of pages (used mainly
in wizards).

This button confirms an operation you started
before.

B
o

Cancel

This button discards the latest not yet
confirmed entries.

This button confirms an operation you chose

Yes before.

Finish

This is the last button of a fixed sequence
of pages that completes and saves the
entries of an entire sequence.

This button discards an operation you chose
before.

Help

This button opens the help page
belonging to the currently active QX1000
management page.

This button saves the settings modified on the
currently active management page.

[0y
= .
=
46}

IP-Clipboard

This button opens a window where the last
inserted IP addresses are listed. It allows
the user to make a quick selection of an IP
address that has been previously used.
This will avoid the user needing type it
again. The clipboard can hold up to 10 IP
addresses and a new IP address will
replace the oldest one from the list.

This button opens a window where the last
inserted SIP addresses are listed. It allows the
user to make a quick selection of an IP address

that has been previously used. This will avoid

SIP-Clipboard the user needing type it again. The clipboard

can hold up to 10 SIP addresses and a new
SIP address will replace the oldest one from the
list.

Recurrent Functional Buttons

In connection with the tables, the following are the few buttons you will see:

Functional Button

Description

Ad

o

Allows adding a new record to the displayed table. A new page will be displayed to enter any new settings.

Allows modifying the settings of the record selected by a checkbox. Normally only one (1) record may be selected. A new

Edit page will be displayed to enter the modified settings.
Delete Deletes the selected entry(s) of a table. A warning message will ask for confirmation before deleting an existing entry.
Select All Selects all table entry(s) for example for further deletion.

Inverse Selection

Inverses (opposites) an existing selection of table entry(s). If no entries are selected, clicking the button will select all

records.

Refresh in...

May be shown in the upper right corner of a page. It displays the number of seconds remaining until the next refresh of the
page will occur. It may be used to reload the page manually.

Most of the tables offer the option to sort the entries in ascending or descending order by clicking the headings of the columns. A small arrow next to
the column heading indicates the direction of sorting - upward or downward. The entries of the table can be selected by using the corresponding
checkboxes in order to edit or delete them.

Entering SIP Addresses Correctly

Calls over IP are implemented based on Session Initiating Protocol (SIP) on the QX1000. When making a call to a destination that is somewhere on
the Internet, a SIP address must be provided.

SIP addresses needs to be specified in one of the following formats:

“display hame” <username@ipaddress:port>
“display hame” <username@ipaddress>
username@ipaddress:port
username@ipaddress

username

For your convenience, the following combinations can be used:

e *@ipaddress - any user from the specified SIP server

® username@* - a specified user from any SIP server

® *@* - any user from any SIP server

The display name and the port number are optional parameters in the
SIP address. If a port is not specified, 5060 will be set up as the default
one. The range of valid ports is between 1024 and 65536.

A flexible structure of wildcards is allowed. In comparison with a
wildcard, the “?” character stands for only one unknown digit and the “*”
character stands for any number of any digits.

Please Note: Wildcards are available for caller addresses only. No
wildcard characters are allowed for called party addresses. Exceptions
are addresses in the Supplementary Addresses table that are used by
Outgoing Call Blocking and Hiding Caller Information Settings
services. To use “*” and “?” alone (as non wildcard characters), use “\*”
and “\?” correspondingly.

QX1000; (SW Version 5.3.x)
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Administrator’s Menus

Administrator’s Menus

System Menu

Main  System Users Conferences  Telephony Internet Uplink Network
System Configuration Wizard
Uplink Configuration Wizard

Epyg Systern Security Management

©cpys

quadrillo225
Refresh in 515 seconds!

System

e 2 EPYGI

System
o System Configuration VWizard
o Uplink Configurati on Wizard
Systermn Security Management
Status

oeoo

_ Status IP Routing Configuration
Active IP Rouling Configuration Configuration Managerment
= = o Ewents

Call 1 Conguraion bk one | Called Phone J Time / Date Seffings
— Ewerits ———— o Mail Settings

X o 5SS Settings

Time/ Date Settings o Firmware Update

Mail Settings o Metworking Tools

" o Diagnostics

SMS Seftings ) ) o Features

Firmmware Update Firmware ¥ersion: 5.2.5/Release o Upload Language Pack

Networking Tools . o ser Rights Management

[ Users currently logged in: o Redundancy Settings

Diagnostics - adwin from 192.166.70.26, expires 15:20 e Users
Interme Fealures = Conferences
Please = Telephony

oot Upload Language Pack bk resamed * Internet Uplink
" User Rights Managerment * Metnark
. .g = Install Checklist
Redundancy Setings s Feature Codes
= Help
- - = Logout
Fig. 1I-1: System Menu in Dynamo theme

System Configuration Wizard

Flease check your pending events!

Home Logout
Copyright 20032011 Epyai Technalogies, Ltd. All ights resenved

Fig. 1I-2: System Menu in Plain theme

The System Configuration Wizard allows the administrator to define the QX1000's Local Area Network settings and to specify regional
configuration settings to make QX1000 operational in its LAN. The System Configuration Wizard MUST be run upon QX1000's first startup to
make sure that it works properly in its network environment. The Wizard allows navigating through the following basic configuration parameters and

settings:

e  System Configuration
e  DHCP Server Settings

®  Regional Settings and Preferences (see below)

e Emergency Codes and PSTN Access Codes Settings (see below)

DHCP Server Settings are described in the chapters below. The LAN
configuration and regional settings will be described later in this Main  System Users

chapter.

Please Note: It is strongly recommended to leave the factory
default settings if their meanings are not fully clear to the

administrator.

Conferences  Telephony Internet

System Configuration Wizard

Uplink Network

@cpyyi

quadilo

Getting Started
This wizard guides you through:

* System Configuration

* DHCP Sewer Settings

* Regional Settings and Preferences

® Emergency Codes and PSTN Access Code Settings

| = |

=l | |

Please check your pending events!
Copyright (C) 2003-2011 Epyai Technologies, Ltd. Al rights reserve

Fig. 11-3: System Configuration Wizard - Start page

QX1000; (SW Version 5.3.x)
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The System Configuration page contains the host name, IP Main System Users Conferences  Telephony Internet Uplink Hetwork @ep}’SI
address and Subnet Mask information about the QX1000 LAN e
interface. These settings make QX1000 available to the internal System Configuration Wizard
network.
The System Configuration page offers the following input options: Network Interface Configuration
Host Name requires a host name for the QX1000 device.

HostName: |quadrillo225
DNS suffix requires the LAN side domain name which the QX1000 DNS suffix:  [smvgi-configloc
belongs to.

IP Address 192 |[188 | [70 225
IP Address requires the QX1000 host address for the LAN interface. subnetmasc  [255 |[255  |[zs 1[0
Subnet Mask requires the QX1000 host's Subnet Mask. Default Gateway: [192 168 |[70 L[5

Next Cancel

Please check your pending events!
Copyright (C) 2002-2011 Esvai Technolegies, Lid. All rights reserved.

Fig. 1I-4: System Configuration Wizard - System Configuration page

The Regional Settings and Preferences are used to select settings .
specific to the location of the QX1000. This is important for the Man Sysem Uss  Coofercnces  Teepbory  WemetUplek etk @"P‘.‘fﬂ']
functionality of the voice subsystem.

TRuatnE
The Regional Settings and Preferences page has two drop down System Conflguration Wizard
lists to select the Location (country) and a corresponding Timezone.
QX1000 will support Daylight Savings (DST) correction if it is Regional Sattings and Prefarences
available for the selected time zone.

Your ket ale focation): | Unded Kngdom ¥

This page also has a manipulation radio button group to choose:

e System Language — selection is available only when the
custom Language Pack has been uploaded and it is used
to enable custom language for system voice messages or
returning back to the default language English.

® GUI Theme - selection used to select the GUI theme style
of the web based configuration pages.

e The Choose Theme on Login checkbox indicates
whether the GUI theme selection radio buttons should be
displayed on the QX1000 Login page. Selecting the
checkbox will allow users to choose the GUI theme before
logging into the QX1000. Leaving the checkbox unselected
will require the administrator to run the System
Configuration Wizard to change the theme.

Proviows | | et | [ Camel | | Hely |

Fig. 1I-5: System Configuration Wizard - Regional Settings page

The Emergency Codes and PSTN Access Codes Settings are .
used to configure the emergency d|a| p|an. Main  System Users Conferances Talaphony Intarnat Liplink Hatwork @ {.P}. ;‘;_E‘
The Emergency _Codes text field r(_equires the PSTN numbers of the System Configuration Wizard

emergency or lifeline services. Multiple emergency codes, separated

by commas, can be inserted in this field. For each emergency code, Emergency Codes and PSTN Access Code Settings

a routing pattern will be generated in the Call Routing Table, which

will allow faster and easier calls to emergency destinations. Please enler all your Emergency Codes separaled by commas and PSTN Access Code into fallowing felds

The PSTN Access Code drop down list allows you to select the Emergency Codes a1

prefix code for accessing the PSTN line in the routing mode. Dialing ERTH A aas Bade: -

the digits inserted in this text field will provide the PSTN dial tone
when dialed from the handset.

[ Frevious | [ Hem ] [ Canesl | [ Hele |

N NI evEnis!

2011 51 AN Fights resasves

Fig. 11-6: System Configuration Wizard - Emergency Codes and PSTN Codes Settings page

QX1000; (SW Version 5.3.x) 8
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Uplink Configuration Wizard

The Uplink Configuration Wizard allows the administrator to configure the WAN interface settings and to adjust QX1000's connectivity with an
external network. The Uplink Configuration Wizard MUST be run for QX1000 to be connected to the Internet.

All the settings of the Uplink Configuration Wizard are described ) . . @e v oi
. A A ) Main System Users Conferences Telephony Internet Uplink Network [ Yo
in the chapters below except those for the IP settings, which will be quaditez2s

described in this chapter. . ) . )
Uplink Configuration Wizard

Attention: It is strongly recommended not to change the factory
default settings if their meanings are not fully clear to an Getting Started
administrator. This wizard guides you thraugh

* Uplink Selection
* Ethernetlan IP Configuration
* DNS Settings

| ] | =g | =g |

Please checkyour pending events!
Copyright (C) 2003-2011 Epygi Technologies, Ltd. All rights resene ]

Fig. 1I-7: Internet Configuration Wizard - Start page

The Wizard allows navigating through the following basic configuration parameters and settings:
e  Uplink Selection

e  Ethernet/Vlan IP Configuration

®  DNS Settings

The Uplink Configuration page allows you to select the QX1000's WAN interface connection type and its bandwidth settings. These settings will
make QX1000 available to the external network.

Depending on the Uplink Interface Type selection, the page

]E?Ilowmfg thedl;p“nk C}onfigurahtion page iS dlﬁerﬁntb Thu?/:_fA\f\ILAIE Main System Users Conferences Telephony Internet Uplink Network @ep‘)'gl

if configured) is selected, the next page will be quadiillo25

Configuration, while selecting Ethernet will bring up the Ethernet . i _ .

IP Configuration page. Uplink Configuration Wizard

The bandwidth provided by the ISP has to be specified in the text

+ . . Uplink Configuration

fields Upstream Speed and Downstream Speed.This settings

allow the specification of the upstream and downstream speeds in

kbit/s, helping to assure the quality of IP calls. An IP call looses the

voice quality if there is no available bandwidth. When approaching Inlerface Trpe: Ethemet; ¥

the limits of bandwidth capacity, another IP call will be declined. Upstream 1000000 Ikbitis] (max. 1000000 )

The default entry in both fields is 1000000, the maximum bandwidth pometam: 10000ee el e 10000007

of a 1000 MB Ethernet. You may see the required bandwidth in the Hin Baia Rl 2 IRDILE]

chapter Needed Bandwidth for IP Calls. Maximum Transfer Unit (1500 |+ Bytes

The Min Data Rate text field requires the amount of upstream

bandwidth that ought to remain for data applications even if voice

applications use the entire available upstream bandwidth. The value

selected here needs to be smaller than the upstream bandwidth

and is measured in kbit/s. | | o | | |
Pleasze check your pending events!

Copyright (C)2003-2011 Epyai Technologies, Ltd. Al rights reserved

Fig. 11-8: Internet Configuration Wizard - Uplink Configuration page

The Maximum Transfer Unit drop down list allows you to select the maximum packet size on the Ethernet (in bytes). MTU is used to fragment the
packets before transmitting them to the network. The MTU preferred value is dependent on the Ethernet connection. The default MTU size is 1500
Bytes for Ethernet.

QX1000; (SW Version 5.3.x) 9
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Administrator’s Menus

The Ethernet IP Configuration page is only displayed if Ethernet
has been selected to be the uplink protocol. It offers the following
components:

IP Address requires the IP address for the QX1000 WAN interface.

Subnet Mask requires the subnet mask for the QX1000 device
WAN interface.

Default Gateway requires the IP address of the router where all
packets are to be sent to, for example, to the router of the provider.

Please Note: DHCP referred to here is the one that runs on the
provider’s side and not the QX1000's personal DHCP server.

The VLAN IP Configuration page is only displayed if VLAN has
been selected to be the uplink protocol and requires the VLAN IP
address of the default gateway.

The DNS Settings page provides the option of setting up a name
server for the QX1000. It offers the following components:

e The Nameserver text field requires the IP address of an
external name server.
® The Alternative Nameserver text field requires the IP

address of the secondary name server. The Alternative
Nameserver is used if the main name server cannot be
accessed.

Needed Bandwidth for IP Calls

@epysi

Main System Users Conferences Telephony Internet Uplink Network
quadrillo225

Uplink Configuration Wizard

Ethernet IP Configuration

IP Address:

Subnet Mask;

Default Gateway: 192 .|168 70 L9 IP-Cliphoard

\ \ \ \ |

Please checkvour pending events!
Copyright (C) 20032011 Epwai Teehnologies, Ltd. All rights reserved.

Fig. 11-9: Internet Configuration Wizard - WAN IP Configuration page

Main  System  Users  Conferences Talephony

System Configuration Wizard

Intermet Uplink

Notwork

DNS Settings

HMameserer

Alternative Hameserer | 192

IP-Clipboard

Halp

Pleage chack your pending
Capyrgnt (£} 3003-3011 Ex

The bandwidth required by an IP call depends on the codecs used and these specifications are listed in the tables below:

Required Bandwidth for Standard Packets:

Packet Needed bandwidth in kbit/s using the Codecs:

Size in -

msec. G.711ua/G.711 G.726-16 G.726-24 G.726-32 | G.726-40 G.729%a IJI_‘ngg G.722
10 105 58 66 74 82 50 - 105
20 84 37 45 53 61 29 - 84
30 76 30 38 45 53 22 27 76
40 74 27 34 42 50 19 - 74
50 71 25 32 40 48 17 - 71
60 67 22 30 37 45 15 20 67

Fig. 11-10: DNS Settings page

G.722.1

74
53
45
42
40
37

QX1000; (SW Version 5.3.x)

10



QX1000 Manual Il: Administrator's Guide Administrator’s Menus

Needed Bandwidth for Encrypted Packets when using a SRTP:

Packet Needed bandwidth in kbit/s using the Codecs:

Sizein iLBC-

msec. G.711u/G.711a| G.726-16 G.726-24 G.726-32 = G.726-40 G.729a 13.33 G.722 G.722.1
10 114 66 74 82 90 58 - 114 82
20 89 41 49 57 65 33 - 89 57
30 81 33 41 49 57 26 31 81 49
40 76 28 36 44 52 20 - 76 44
50 74 26 34 42 50 18 - 74 42
60 72 24 32 40 48 16 22 72 40

Required Bandwidth for Encrypted Packets when a VPN is used:

Packet Needed bandwidth in kbit/s using the Codecs:

Sizein iLBC-

msec. G.711u/G.711a| G.726-16 G.726-24 G.726-32 = G.726-40 G.729a 13.33 G.722 G.722.1
10 148 98 105 118 124 92 - 148 118
20 105 59 65 74 81 49 - 105 74
30 90 43 52 60 66 35 41 90 60
40 85 38 45 53 61 30 - 85 53
50 80 34 41 48 56 26 - 80 48
60 74 29 37 45 52 22 26 74 45

System Security Management

The System Security Management offers a possibility of managing the global security levels, running the system security diagnostics program and
receiving complete reports on the QX1000 configuration security. It includes three pages- the System Security Settings page, System Security
Diagnostics page and the SIP IDS Settings page.

The System Security Settings page includes the following @t‘p\’oi
Components: Main System Users Conferences Telephony Internet Uplink Metwork unsé,“\?;;g
The Security Level table - allows selecting the Security Level
defining requirements to the IP Lines' password strength and
the Security Report granularity. The security levels are as

. PR = Security Diagnostics SIP IDS S
follows: System Security Settings Svstern Security Diagnostics SIP IDS Seftings

System Security Management

Security Level

e Low - There are no specific restrictions on the
Strength Of the SaVed pa.SSWOrd Only the Critical O Low This allows a user to enter any SIP Registration password when configuring an IP phone.
3 N : The Security Diagnostics tool will warn for only the most critical security issues
warnings on the Call Routing Rules to PSTN and IP-

PSTN’ disabled Firewall and IDS will be generated in @ Medium This applies moderate password enforcement for the SIP Registration password when configuring an IP phane.
S .t R t The Security Diagnostics tool will warn about critical and medium security issues.
ecurity rReport.

) High This applies very strict passwaord criteria for the SIP Registration password when configuring an IP phone
The Security Diagnostics tool will indicate even the smallest potential security issues.

e Medium - The minimum strength of the IP Line
passwords should be "good". The Security Report

W|” generate WarningS on a” Unsecured Ca” ROUting Epyai treats system security with the utmost priority and has taken an active approach to provide users with information and tools to
i i HETE aid in maintaining system security. It is highly recommended that users of an IP based system need to be familiar with industry best
rules, IP Line passwords, Firewall level (if it is set to s eticas (o i Sisterhl Goctaity

lower than "Medium") and disabled IDS.

Limitation of Liability and Remedies. In no event shall Epygi Technologies be liable for any consequential, incidental, direct, indirect,
special, punitive or other damages, including, without limitation, loss of data, loss of phone calls, loss of business profits, business

L] H|gh - The minimum Strength of the |P Line interruption, loss of business information, or other pecuniary loss, arising out of the use or inability to use the Quadro
passwords should be "strong". The Security Report
will generate warnings on the IP Line passwords,
disabled IDS, unsecured SIP, and unsecured i Sleckcuta poic i wiaiss

Routing Rules to SIP, PSTN and IP-PSTN and also  |eeerieht e12002:2011 Eoyai Technoloaies
regarding the Firewall level if it is set to lower than
"High".

Ltd Al rights reserved

Fig. 1I-11: QX1000 System Security Management page

The System Security Diagnostics page allows running the security audit and getting the security reports. The Start Security Audit functional
button is used for running the security audit. The QX1000 security audit is a security reporting system, which generates the warnings regarding the
QX1000's weaknesses relative to the selected Security Level. The warnings may vary depending on the selected global security level. The security
audit will detect the security related configuration issues in Firewall, IP Line passwords, Call Routing and extension settings.

QX1000; (SW Version 5.3.x) 11
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The output of security audit may look as follows: U Sysem Uses Combrwces Tophory buenet ik ek @
Start security audit... System Secuity Menagement
Checking... e e s

| S Secuty

Firewall ... done

IP Lines ... done

Call Routing ... done

Extensions ... done S *

Users ... done

Ll bria b eund ST vty

Settings do not correspond to selected security
level.

You can view the complete report by clicking the
'Show the latest security report’ link below.

a0 ictiom a0 1 pravide usera il informuabin and foota fa i in maiataining swshm secrly. B Sighly scammeeded B atuaers of 1 F Based aralem

Imnmlulml:ln o Bine 11

Duang wihout misten, o35 oldaa, Bs olphons
2 of busrss

Fig. 11-12: QX1000 System Security Diagnostics page

The Show the latest security report link allows to display the last security audit report. This page also contains the following useful links to adjust
the system security:

e  User Rights Management
® |P Line Settings

(] Firewall

The SIP IDS Settings page includes the following Main  System Users Conferences  Telephony Internet Uplink Network @(‘-P}’f-{l
auadrillozZs
components:

. System Security Management
Enable SIP IDS checkbox selection allows to prevent the SIP

attacks. STElar Secut Setl co Gyer oo i ooy b e Setnos
The Add the IP address into the Blocked IP list in Firewall [“l Enable SIF IDS
checkbox allows to block SIP attacker's IP address. SIP Actions to perform after the detection:

attacker's IP address will be blocked by QX1000 Firewall and
will be added on the Firewall Blocked IP List table.

Add the IP address into the Blocked IF list In Firewall *

] Discard SIP messages from P address o |32 sec,
The Discard SIP messages from IP address for checkbox ucentions
allows to discard the accumulated SIP messages from the Epygi treals systam security with the utmost priofity and has taken an active approach to provide USers with information and tools to
it rity. It iss highly recammended thal usens of an [P bage
sty

|n||nm ikarining

systerm need o be Bamiliar with industy best

QX1000 SIP cash after defined timeout (default timeout value
of “Discard SIP messages from IP address for” service is 32

o of Liability and Hesme =5 N IIII eraend Shall Epygl Te IJIrI(I][IuII s D Mabibe Tar any l.()ll peential, ncidental, cirect, indinect
jial, punitive or ather ges, , without i loss of data, loss of phone s of husiness profits, business
Seconds) . 1, loss of , or O‘ﬂ er |099 EHSIHU out of !ne useor |naDI|'('r ‘O use the Quadro,

Save Dack Help

Please check vour pending events!

1 - Warning: For thiz actien to take effect the firewall should be enabled
Copynight [C} 20032011 Leygi Technalogies, Lid. All Aghts resened

Fig. 11-13: QX1000 System Security Diagnostics page
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The Exceptions link leads to the Exceptions for SIP IDS .
page where user can require the trusted IP address(es) that Main System Users Conferences  Telephony Internet Uplink Network @epygi
can't be blocked. AR

Add opens the page Exception IP- Add Entry, where a
trusted IP address can be established.

Delete removes the selected entries from the IP address table.

Exceptions for SIP IDS

Add Delete Selectall Inverse Selection
Select all selects all entries of the table. IP address
[ | 192.0.0.0i8

Inverse Selection inverses the current selection (if no record
is selected, clicking on inverse selection will check all records).

Please check your pending events!
Copyright (C) 20032011 Ecvai Technologies, Lid. All rights reserved

Fig. 11-14: QX1000 Status - General Information page

Status

The system status window displays non-editable tables providing extensive system status information about QX1000: General Information, Network
Status,_Lines Status, Memory Status, Hardware Status, SIP_Reqistration Status, |IP_Lines Registration Status and License Status. The links on this
page lead to device Transfer Statistics, user mailboxes and supplementary services configuration pages.

The System Status page has several tables providing system information.

General Information

The General Information page includes the following information:

Uptlme duration Period QXlOOO Is runnmg since Main System Users Conferences  Telephony Internet Uplink Network @ep}’gl
last reboot. axi000
Eefresh in 280 seconds!

® Device hostname - QX1000 device host name. Quadro Status - General Information
® (QX1000 Operating System - QX1000 operating General Information Uptime duration: 31 min 26 sec

system version. Metwork Status Device hostname: 000

. . . Li Stat " -

e Application Software - Software and file system e Guadro Operafing system: | NiA

VerSiOnS Of the QXlOOO Memary Status Application Software: 5.2.8- Release

Hardware Status

® | anguage Pack — this field is present only when the SIP Reoistration Stalus
custom language pack is uploaded and it indicates [P Linzs Reaisiration Stz
the version License Stalus

Please check your nending events!
Copyright () 2003-2011 Epyai Technolagies, Ltd. All rights reserved

Fig. 11-15: QX1000 Status - General Information page

Network Status

The Network Status page includes the fO”OWing information Maln  System  Users Comferences  Telephony Iteret Lplink Motwork @(‘P}'gj
about Interfaces: Hatisah in 903 24 6am

. . ) Quadro Status - Network Status
Interface Name lists the Network interfaces available on the

QXlOOO (LAN’ VLAN’ DSP). Generalinformation WiterTaces
etk Statis mertace name | P adaress Supnet Mask | Proparties oo
IP Address lists the IP addresses corresponding to each Lines Statis wan 102168 70,225 | 266 256 2560 | MAG. 00028358 F5-5E | Waloh VAN
network interface. A DSPO 172.40.0.100 255.255.0.0 MAC: 00-F1-AD-00-00-24 | Wateh DSPO
argware Status
Subnet Mask lists the subnet masks corresponding to each T — Detault Gatewa: rarErng
H 1P Lines Realsiration Stalus DNS Server: 192.168.0.2
network interface. License Staus Atternathve DS Server: 192.168.0.156
Properties will list either the MAC address corresponding to semees
each network interface on the QX1000. Sendce Haine | Statis
NTP Sersr Running
Monitor includes links to survey LAN, VLAN and DSP traffic NIE Cliont | Running
correspondingly. The selection of these links will open a new JHUE Saper | Stopped

DHCP Client Stopped

window with a table of network traffic statistics on the following

selected interfaces: o Stopped
Elr all Disabled
MAT Stopped

| Back Help
Plefse Chack vour pending evants!
Copyright (0) Z009.2011 Loyl Technologies, L13. A1 dghis rsanies

Fig. 11-16: QX1000 Status Network Status page
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® Received Bytes

® Received Packets

® Received Errors

® Received Drop Errors

® Received Overrun Errors

® Received MultiCast Packets

® Transmitted Bytes

Transmitted Packets

Transmitted Errors

Transmitted Drop Errors

Transmitted Carrier Errors

e Transmitted Collisions

When opening the corresponding interface statistics window, no traffic values are displayed at first. After opening the window, the tables will serve as

a counter and traffic statistics will be updated every minute.

DNS Server, Alternative DNS Server and Default Gateway - these display the QX1000 settings corresponding to what has been configured with

the System Configuration Wizard.

Services (NTP Server and Client, DHCP Server, Firewall) statuses: shows if they have stopped or if they are still running.

Transfer Statistics - link to the Transfer Statistics page.

The Transfer Statistics page shows a user-defined statistics
table with the transmit/receive value (criteria), interface type

and time period. It contains the following components:

Time range of statistic table - the drop down list includes the
period (in days) statistics data that is to be collected and the

corresponding diagram charts that are to be built.

When Show also as readable values checkbox is selected,
an additional table with statistics values will be displayed on

the next page.

Main System Users Conferences Telephony Internet Uplink Network

Transfer Statistics

Time range of statistic table: 7 Days |
Interface

Show also as readable values

Receive values: Transmitvalues
Received Bytes [#] Transmitted Bytes
Received Packets [¥] Transmitted Packets
[¥IReceive Errors [¥] Transmit Errors
Receive Drop Errors [¥] Transmit Drop Errors
Receive Qverrun Errors [¥] Transmit Collisions

Received Multicast Packets [ Transmit Carrier Errors

Please check your pending ewe
Copyright {C) 2002-2011 Epygi Technol

Lid. Al rights reserved

@-pysi

quadrillo225

Fig. 11-17: Transfer Statistics page

QX1000; (SW Version 5.3.x)
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The area Receive Values provides the following:

Receive Bytes - number of received bytes.

Receive Packets - number of received Ethernet
packets.

Receive Errors - number of received packets
containing errors.

Receive Drop Errors - number of received packets
that have been discarded.

Receive Overrun Errors - number of received
overrun errors that occur when the receive buffer is
not large enough to hold all incoming packets. This
error usually appears due to a slow receiving
system.

Receive MultiCast Packets - number of received
broadcast packets.

The area Transmit Values provides the following:

Transmit Bytes - number of transmitted bytes

Transmit Packets - number of transmitted Ethernet
packets.

Transmit Errors - number of transmitted packets
containing errors.

Transmit Drop Errors - number of transmitted
packets that have been discarded.

Transmit Carrier Errors - number of transmit
carrier errors that occur due to a defective or lost
connection on the Ethernet link.

Transmit Collisions - number of transfer errors that
occurred during a simultaneous packet transmission
from both sides.

Main Systenn  Useis ol e s Tedeplininy Tt e Uik Metwolk @tll)\gl
|l|| 1 |‘” || lI Il_ll I‘" ||.|| ol dow Lo iloe e v hoon iy Mte itn Dae ns e Lt |||| I
-
—t
-
[ Rese Statistcs
| Bk Help

Fig. 11-18: Transfer Statistics Diagram Chart

To see the Transfer Statistics Diagram Charts, select the desired criteria and click Save to generate the corresponding chart and the table
showing the transfer statistics values (if enabled). The letters M (millions) and K (thousands) used in the legend of the displayed diagrams show the

total number of specified criteria. The Reset Statistics button is used to reset the chart and the table (if enabled).

Lines Status

The QX1000 Status - Lines Status page shows the current status of each IP lines including details of the attached extension. Since only one line of
information can be displayed at a time, the IP Line functional buttons are used to navigate through the information regarding other lines.

The Lines Status table displayed for IP lines includes a group of static and dynamic parameters. Static parameters are always displayed. Dynamic
parameters only appear when an event takes place on the extension.

QX1000; (SW Version 5.3.x)
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Static Parameters:

i i Main  System U Conl Tebeph Intemet Uplink  Network
Extension shows the extension number of the selected telephone R ——— R— - quadils
line. Foefoeshs in 283 second!
Display Name shows the corresponding hame. Quadre Stalus - Linea Status
Phone State may have the value On Hook or Off Hook. For IP Hite fisabled 1P lines
Line Status, this field may additionally have Not Configured and i
Temporary Offline values. = o = —

IPLine § IP Line 10 Ling 11 Plin|
Number of Active Calls shows the number of calls that are Fling1? Pline 18 Lize
currently present on the phone. . - .
IP Line 75 |P Line 70 Ling 2. Plin|

Dynamic Parameters: IP Ling 33 IP Ling Line 35 I Lin
Call State shows the current state of the extension (in voice mail, Elkelz e =

1P Lin: 50 Ling 51 [P Lin

in call, waiting, busy, call out, ring in, etc.).

Caller Party appears when a call is received and indicates the
caller extension and the IP address or a phone number, depending
on type of call.

Called Party appears when a call is placed and indicates the
destination extension and the IP address or a phone number,
depending on type of call.

Call Type shows whether the call is Internal or External and
whether it is a PSTN call, PBX call or IP call.

Call Start Time shows the call start date and time.

IP Lirw: 65

IP Ling 73
IP Ling 81
IP Lina 89

IP Ling 47

IP Lirg 105

IPLine 113

IP Line 131

1P Ling 124

| Ling 131

@y

P Line 93 P Ln
P Ling 107 P Lim|
FLne11s  Lim|

P Ling 123 P Lim

F Line 131 L

. . Fig. 1I-19: Lines Status - Lines Status page upon established call
Call Duration shows the current call duration. 9 page up

RX Codec shows the codec used to encrypt the incoming packets. TX Codec shows the codec used to encrypt the outgoing packets. If RX and TX
codecs are the same, only one Codec field will be displayed.

For IP Line Status, the following dynamical parameters appear on this page:
Username shows the IP phone’s client name registered on the QX1000.
Last Registered shows the date and time, the corresponding IP phone has been last registered on the QX1000.
Expires In shows when the last registration of the IP phone will expire.
Binding IP Address shows the IP address of the IP phone within the QX1000’s LAN network.
The list of supplementary services provides the following additional status information for each telephone line: Enabled or Disabled.

For Incoming and Outgoing Call Blocking, Speed Calling, Hiding Caller Info, Voice Mailbox and Group List services, the number of Entries
will be displayed in the corresponding service table. For Voice Mail Service, the voice mailbox configuration mode is displayed here.

This allows administrator to view the status and to be notified about services running on QX1000 for every line. The services are designed as links
that guide the administrator to the corresponding service page of the selected user.

QX1000; (SW Version 5.3.x) 16
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Memory Status

The Memory Status page includes tables with the available User
Space information for each extension. These tables display the
space used by the voice mailbox and uploaded/recorded system
greetings. It shows the free and total space (counted in
minutes/seconds) for every extension. This page includes the
following information:

Memory Size shows total memory space (counted in
minutes/seconds) available on the QX1000 and assigned to all
extensions.

The table’s links lead the administrator to the extension settings
page where User Space may be altered.

The System Memory row indicates the space occupied by the
universal extension recordings. Link refers to the Upload Universal
Extension Recordings page where universal extension system
messages may be uploaded.

Call Statistics shows the current number of calls with recorded
statistic entries.

Conference Memory Status shows total memory space (counted
in minutes/seconds) available on the QX1000.

The table’s links lead the administrator to the conference
extension settings page where Total Space for the corresponding
conference extension may be altered.

Hardware Status

The Hardware Status table displays a list of the hardware devices
and parts present and currently available on the QX1000 board.
The hardware device version number and additional comments
about its state are indicated here.

o 111 000008 el Tt sbigini, L Al Aghis esarend

@vp\'v_i
Tauaes

Man System Uses  Confeemces  Tebphoiy  WbernetUpliok  Netwaek
B e 808 sassnie
Quadro Status - Memory Status
a —— Moy Size 11 di 19 hour 1 min 4 see
Haiok Salus Uses Space [or Exbenshon e Space Tatal Space
L i 3 mamant [ [T 2 how 43 min 43 e 2 hour 40 e 40 242
e 0 ser 2 min 38 sec 2 how 47 min 17 sec 2 hour 48 min 48 sec
Margware SEae
- 1 U s [ 2 o 49 min 40 see 2 haur 41 e 41 94
Lot e - a e Denc 2 how 45 min 45 sec 2 hour 48 min 48 sec
F—— 1 U set [ U how 2% min 2% sac # haur 20 s 26 244
2 ¢ |3 min 19 wac iy 18 e 39 min 57 s | 8 iy 70 hour 15 e &0 49
0 sec 1 min 34 sec 1 hour 24 min 53 sec
20 50t 450t T haur 28 i 83 s
I s T hour 24 rie 57 vae
20 5e¢ 4500 1 o 34 min 77 50 1 hour 24 i 53 94
Vinin sec |4 sec 1 hour T3 min 43 s T hour 24 mie 43 see
Wmindd see |4 sec 1 hows 16 min 1 sac 1 hour 24 i 53 14
0 sec tsec 050 050
20 8¢ s 1 s 34 i 29 s T haur 24 e 83 see
i 33 60 3 80 2 how 45 min 43 sec 2 hour 48 min 48 1ec
1 U6t [ 2 how 43 min 4% sac 2 haur 4 rin 48 8¢
101 I s e o ane
43 s 58 s | v 32 s 0y o 45 e 42 s | 10 v 7 oo 36 s 12 50
il Slanatics 1000 encardis)
Gonfarance Namery Satus
Coageremce W) | Basonde Conferances | Sestem Messages | e Space Tatal Space
20242 [ Qe T hour 48 ein 40 3¢ 2 b 49 min A1 soc
0 ser asc T hour 48 min 48 0 2 hvour 43 min 48 sec
4 min 34 set Bt 14 hour 3 min 5 s 14 b 4 i 3 s
15 min 10 e wane 5 hour 24 min 11 sac 5 heur 19 min 37 st
1 0 sec e T hour 48 min 48 a0 2 b 48 min 48 sec
20 17 v 16wec Tty 3 hou 57 i 31 w0 | 1y 4 hoam 10 v 4 e

[Ceaw ]

Fig. 11-20: Memory Status page

Main System Users Conferences

Quadro Status - Hardware Status

General Information LAN Ethernet
MNetwork Status DSP
Lines Status RAM memory

Memory Status
M — HDDISDD Storage
Hardware Status

SIP Reaistration Status

IP Lines Reaisiration Status

License Status

Please check vour pending events!

Telephony

10/100/1000 Mbps | Linkis up ( 100Mb/s | full duplex )
4 D8P units Available
503,2 MB Available
27,9GB Available

Copyright (G} 2003-2011 Epyai Technologies, Ltd, All rights reserved

@cpysgi

quadrillc225
Refrash in 583 seconds!

Internet Uplink Network

Fig. 11-21: Hardware Status page
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SIP Registration Status

The SIP Registration Status is a table displaying the SIP
registration information of the QX1000 extensions.

The table contains a list of all the registered extensions of the e ' epyel
) 5 . lain  System Users Conferences  Telephony Internet Uplink Hetwork P‘ o

QX1000, SIP registration name for each extension, addresses of quesdilaz25
SIP servers where they are registered (if applicable), whether or not Refiesh in 884 seconds!
it is registered for each extension, and the registration date and Quadro Status - SIP Registration Status
time. By clicking on the row heading, the table will be sorted by the
selected column. When sorting (ascending or descending), arrows

General Information Registration on SIP Servers

will be displayed next to the column heading.

Network Status e
. - - . Litwork Sl Extension ¥ | Req. Name | 3 Redistered | Registration T
The links inside the table will link you to the Extensions — i rered | ToqsTanon ime

. . . Lines Status
Management page where the SIP registration settings may be 00 2251000 | sipepygiloc Yes 25132011 13:24:19
Memory Status
altered. 1001 2251001 | sip.epygiloc Yes 25-Mar-2011 13:24:19
Hardware Status
The Detected Connection Type field displays the connection type - 1002 2251002 | sipepygiloc | Yes 25-Mar-2011 13:24:19
. . . . - . eqistration status
QX1000 currently is acting in (direct connection or behind NAT). If 1003 2251003 | sipepygilac Yes EMAr2011 132419
QX1000 is acting behind NAT, the NAT machine IP address is also IP Lines Regishrafion Stalus . —
di . 1005 2251005 | sip.epygiloc | Yes 25-Mar-2011 13:24:19
isplayed. License Status
. . . . 1008 2251008 | sip.epyailoc Yes 25-Mar2011 13:41:01
The Registered IP Lines table lists the IP lines and remote
extensions registered on the QX1000. The table indicates the actual Z0 2252300 | sipapygiloc | Ves i
IP addresses of the remote devices, the usernames by which the 2500 2252500 | sipepygiloc | Ves 25-Mar-2011 13:24:19
devices have been registered on the QX1000, as well as the
registration status information.

The SIP Tunnels to Slave Devices and SIP Tunnels to Master Plesss chack vour sending svents!

Devices tables list the SIP tunnels between local and the remote Cm—r_p_q—_”gmjlzm'mEc_,iTEMIG_,ES Lis, Al ights reerved,
QX1000s (see SIP _Tunnel Settings). The SIP Tunnels to Slave
Devices table lists those tunnels where local QX1000 acts as a
master. The SIP Tunnels to Master Devices table lists those
tunnels where local QX1000 acts as a slave.

Fig. 11-22: SIP Registration Status page

IP Lines Registration Status

S TYVT
Main  System Users Conferences  Telephony Intemet Uplink Hetwork @LP\ »)

i
The IP Lines Registration Status displays a table with the IP Lines -
registration information on the QX1000. '

Quadro Status - IP Lines Registration Status
The table lists the IP lines and remote extensions registered on the

QX1000. The table indicates the actual IP addresses of the remote R uneExtenson vsemame | Reastersd ST RechwknTine | Befshaton b
devices, the usernames by which the devices have been registered on focat1001 | Ho HiA A A
the QX1000, as well as the registration status information. lecent1002 | Yes 192180.70.455 47 min 40 se¢
Subscription Count field indicates used and allowed number of locent1003 | Yes 19216870219 £7 min 50 see
subscriptions for all IP phones registered on the QX1000. Subscriptions i P SRR
are events originated by IP phones when watching other extensions or
SLAs on the QX1000 and when monitoring voice mailbox for new IELing 51105 | locaal1005 | Vus w21 TD2T 250 30 38
received voice mails.

£ dy 371060

U LF { M I Tolal) 07313

Back | Help |

Fig. 11-23: SIP Registration Status page

When the allowed number of subscriptions is reached, no new subscriptions are possible. Typically the number of subscription should be keep
reasonably below the maximum allowed number, to avoid losing subscriptions. Thus, in case the actual subscription number is close to the limit,
configuration of IP phones should be adjusted to decrease the number of total subscriptions on the QX1000.

Used Subscription Distribution field indicates IP phone's subscriptions distribution among BLF (Busy Lamp Field) subscriptions, which are used
for watching extensions and SLAs on IP phones, and MWI (Message Waiting Indication) subscriptions, which are used for voice mailbox status
indication on the phone.
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License Status

The License Status page displays a table with all available
licenses on the QX1000 and the corresponding settings for each
license (Currently only QCM and DCC license statuses are
displayed).

This page includes the following information:
Type indicates the type of the license available on the QX1000.

Count indicates the number of the corresponding licenses

available on the QX1000.

In Use indicates the number of used licensed from the total
available licenses.

Extension lists the extensions that are using the corresponding
license. Links in this column move to the corresponding service
configuration page for the extension.

IP Routing Configuration

@©-cpysi

Main System Users Conferences  Telephony Internet Uplink Network
quadrom
Esfresh in 893 seconds!
Quadro Status - License Status
General Information License information
MNetwork Status Twe count [InUse | Extensions
Hines Satus QM License 1o
Memary Status
DCC Pro License " 3 102, 152, 171
Hardware Status
DCC Basic License | 11 0
SIP Registration Status

IP Lines Reqistration Status
License Status

Please check your pending events!
Copyright (C) 2003-2012 Epwai Technologies, Ltd. All rights resenved

Fig. 11-24: License Status page

Routing is used to relay information across the Internet from a source to a destination. Along the way, at least one intermediate node is typically
encountered. Routing is different than bridging. The main difference between bridging and routing is that bridging operates at the OSI Data Link
Layer (Level Two Media Access Control Layer) and routing operates at OSI Network Layer (Level Three).

QX1000's IP Routing service allows you to route IP packets from one destination to another (or to a specified router) through QX1000.

The IP Routing Configuration page is used to make IP Static and IP Policy routes for IP packets routing. This page consists of three tables. Entries
in the tables are color coded according to the state of the route. For example, yellow indicates disabled routes, green indicates successful routes and

red indicates routes with an error.

IP Static Routes are used to forward IP packets from the
Network, where the QX1000 is connected, to the specified
destination.

The IP Static Routes table displays all established IP static
routes with their parameters: Target State for the state of the
route (enabled or disabled), Actual State for the state of the route
connection (up, down or erroneous), Route To for the subnet
where the incoming packets should be routed to and Via IP
Address for the router IP address where incoming packets should
be routed through.

Add opens the Add IP Static Route page where a new static
route can be established.

Enable/Disable is used to activate and deactivate a selected
route(s). At least one route should be selected in order to use
these functions, otherwise the following error message will
appear: “No record(s) selected.”

The Add IP Static Route page offers the following components:

Route To requires the IP address and subnet mask for the
destination the IP packet should be forwarded to.

Via IP Address requires the IP address of the subsequent router
for IP packet forwarding to the specified destination.

Attention: The rule with the longest subnet (smallest IP range)
will take effect when having two or more IP Static routing rules
with the coinciding subnets.

Main System Users  Conferences  Telephory  Wnbemnet Uplink  Hetwork

IP Static Routes

1P Stafic Rowtes I
Cugble [

©@epys

Help

Fig. 11-25: IP Static Routing table

Main  System Users  Conferences  Telephony Inbeaned Uplink. Mt mork

Add IP Static Route
162 |fies |75 |ls 16

[_®capboar |

[ ie-Cipboarg |

@cpysi

Help

Fig. 11-26: Add IP Static Routing page

IP Policy Routes allow IP packets forwarding to the specified router depending on the source IP address as well as defining the priority for the

current routing rule.
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The IP Policy Routes table displays all specified IP policy routes (cv el
with their parameters: Target State for the state of the route Jhokt Sy Loy T Casiorone TNy I ety PY§!
(enabled or disabled), Actual State for the state of the route

connection (up, down or erroneous), Priority for the route priority, IP Policy Routes

Route From is where the subnet, routed packets come from and

Via IP Address is where the router IP address incoming packets i3c oty PPy loatey (i1
should be routed through. ; !
Wi B Addiess
Add opens the Add IP Policy Route page to establish a new
policy route.

Enable and Disable are used to activate or to deactivate the 01 Heratieg
selected route(s).

Raise Priority and Lower Priority are used to increase or
decrease the priority of the selected policy route(s) by one. At e e iy

| Bk Help

least one route should be selected to use these functions, Fig. 1I-27: IP Policy Routing table
otherwise the error message “No record(s) selected” will appear.
The Add IP Policy Route page offers the following input options: T —— @“I".".‘-U

Priority requires a numeric value (from 1 to 252) to define the _
priority of the routing rule. The lower the number, the sooner the Add IP Policy Route
routing rule will take effect (higher priority).

From requires the packet source IP address and subnet mask of ; B
the specified destination to match with the rule. v v e ([ | |(Cromem )

(T Back | Hew |

Via IP address requires the IP address of the subsequent router
for IP packet forwarding.

Fig. 11-28: Add IP Policy Route page

The Enable and Disable functional buttons are used to activate or to deactivate the selected route(s). At least one route should be selected to use
these functions, otherwise the error message “No record(s) selected” will appear.

To Add an IP Static Route

Select the IP Static Routes link on the Routing Configuration page.

Press the Add button on the IP Static Routes page. The Add Entry page will appear in the browser window.

Enter the destination IP address and subnet mask in the Route To text fields. Use the IP-Clip button to select a previously entered IP address.
Enter the router IP address into the Via IP Address text fields.

Press the Save button to make the static route with these settings.

arwNE

To Add an IP Policy Route

Select the IP Policy Routes link on the Routing Configuration page.

Press the Add button on the IP Policy Routes page. The Add Entry page will appear in the browser window.

Specify the policy routing rule priority in the Priority text field.

Enter the packet source IP address and subnet mask in the From text fields. Use the IP-Clip button to select a previously entered IP address.
Enter the router IP address into the Via IP Address To text fields.

Press the Save button to make the policy route with these settings.

oghswNE

Configuration Management

The Configuration Management page assists the administrator with managing the system configuration settings and voice data. For example, the
administrator is able to backup and download the settings to a PC and then upload and restore them back to the QX1000. Additionally, this page
provides the possibility of restoring the factory default configuration settings.

The Backup & Automatically Download all config & voice ) ) @f‘p\-’ﬂi
data link leads to the Automatically Backup Configuration Main System Users Conferences Telephony Internet Uplink Network -quaémgzg
Settings page where the automatic backup of the system

configuration and the voice data can be configured. The Configuration Management

service allows you to setup QX1000 so it will automatically

backup the system configuration and the voice data and store Backup & Automalically Download all config & voice data

itin the Speciﬁed location. Backup & Download all config & voice data

Upload & Restore all config & voice data

Restore Default Configuration

Download current configuration in a legible format

Upload & legible configuration file

Please check vour pending events!
Copyright (C) 2003-2011 Epygi Technologies, Ltd. All rights reserved.

Fig. 11-29: Configuration Management page
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TITe Autom;‘:lticall;gl B?ﬁkUptcontf.igut:at:(on Sfettt:‘]ngs ptage Main System Users Conferences Telephony Internet Uplink Network @epygl
allows you to enable the automatic backup of the system quadilia22s
configuration and the voice data on the QX1000. With this

service, QX1000 will automatically backup the system Automatically Backup Configuration Settings

configuration and the voice data and store it in the specified

|OcatI0n Infa: n via the event system

. . i [¥]Enable Automatic Backup
This page contains the following components:

The Enable Automatically Backup checkbox enables © sendis Emal| g mail address [ashol sargeyan@epygiamm.am
automatic backup mechanism on the QX1000.
) Send to server Server Mame
The following group of manipulation radio buttons allows you
N . . M Server Port
to select whether the backup files will be delivered by email or
stored in some location: Path on Server
® The Send via Email radio button is used to send e
the automatically backed up files via email. The TFIP
selection enables Email Address text field that
requires the email address of the administrating fre
person to receive the automatically backup files. User Name
® The Send to Server radio button is used to store Password
the automatically backup files on a remote server.

This selection enables the following fields to be

Backup Interval Selection:

inserted:
. Mond: w | oat| 1400 »
The Server Name requires the IP address or the host 4
name of the remote server.
;'Qr?/esrerver Port requires the port number of the remote
. K Yt AL H
The Path on Server requires the path on the server to Elease checkvournending events!

Copyright (C) 2002-2011 Epvai Technologies, Ltd. All rights reserved

store the backup files in.

Fig. 11-30: Configuration Management page
The Send Method manipulation radio buttons allow you to select the remote server type: TFTP or FTP. In case of FTP selection, the
authentication username and the password need to be inserted. In case these fields are left empty, anonymous authentication will be used.

The Backup Interval Selection drop down lists is used to select the frequency and the time when the automatic backup of the QX1000's system
configuration and the voice data will take place.

Backup Now button is used to perform a manually immediate backup of the system configuration and the voice data.

The Backup & Download all config & voice data link generates a backup file with all configuration settings and user uploaded greeting messages.
It opens a file chooser window for immediate download to the users PC.

The Upload & Restore all config & voice data link opens a page that has a Browse button, (which opens a file chooser to select a backed-up file)
and a Configuration to Upload field requiring the file path to upload and to restore it immediately. Pressing Save will restore the selected backup
file, and delete all current user defined greetings and replace configuration settings.

The Restore Default Configuration functional button resets all configuration settings and restores the board’s factory default configuration. By
restoring the default configuration you will replace your current configuration, lose all voice mails and reboot the device. You will not be automatically
redirected to the GUI start page. After the successful reboot you will need to enter into the management page and login again to access the
QX1000's configuration. A warning message will ask you to confirm your selection before restoring the default configuration.

Please Note: Unlike the factory default settings restore procedure initialized from the Reset button on the QX1000 board, this link will keep the
following data:

e  Call Statistics

e  Transfer Statistics
®  System Events

(] Feature Keys

®  Device Registration state

The Download current configuration in a legible format and Upload a legible configuration file links leads you to the Legible Configuration
Management page where legible configuration can be downloaded and uploaded back after the required edits.

Legible Configuration Management

The Legible Configuration Management is used to manually manage the configuration on the QX1000. This will allow you to download a piece of
configuration from the QX1000 in the way of legible file, to make necessary changes in that file and to upload it back to the same or different
QX1000. With this service, some pieces of configuration (like extension settings, NAT settings, etc.) of one QX1000 can be used on another
QX1000. This also helps to apply the same group of settings to the several instances (for example, to apply the same SIP settings to multiple
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extensions on the QX1000) on the same or different QX1000s avoiding manual configuration of each of those instances (i.e. extension) from the web
management on each of the QX1000s. The QX1000 reseller, distributor, ISP or carrier usually uses this service.

The Download current configuration in a legible format link refers to the Configuration Summary page where a partial or complete
configuration can be defined and downloaded or viewed.

The Configuration Summary page is used to generate a piece of legible configuration and to download it to a PC or to view it directly in the
browser. This page consists of the following components:

The manipulation radio buttons are used to select between particular CGI or a named group of CGls for which the legible configuration file will be

Administrator’s Menus

generated.

e The Specific CGI selection allows you to choose a certain CGI from the list of QX1000's Web management pages for which the legible
configuration can be manually managed. For example, selecting "RTP Settings" will generate a legible configuration file with parameters

present on the RTP Settings page.

e The Named Group of CGls selection allows you to choose among the four predefined groups: Internet Connection Settings, LAN
Configuration Settings, Telephony General Settings and Extension Settings. Each of these groups refer to all CGls characterized by the
selected criteria, e.g. Internet Connection Settings group contains all parameters on the CGls related to the networking and WAN

configuration.

The Extension drop down list allows you to limit the settings in
the generated legible configuration file to one specific extension.
For example, each of the extensions on the QX1000 have own
SIP settings or Codecs. To download the settings for a particular
extension only, you need to choose the corresponding extension
from the list. The drop down may also have a blank selection. In
that case the legible configuration file will contain the parameter
of all available extensions on the QX1000 (if the selected
parameter applies to the extension and not to the overall system,
like RTP settings).

The Start generate a legible configuration file button start
parsing the configuration structure of the device for the defined
parameters. The progress will be displayed in the area below.

The Cancel generation process button appears when the
configuration generation procedure starts and it is used to stop it.

The Download generated configuration button becomes
available when the legible configuration generation is finished. It
is used to download the generated file to the PC in a plain text
format. Necessary changes can be made in the downloaded
configuration file and then uploaded back to the system.

Attention: Make sure the changes you have done in the
downloaded legible configuration file are valid and will not
corrupt the system when being uploaded back to device.

The View generated configuration button becomes available
when the legible configuration generation is finished. It is used to
view the generated file directly in the browser.

The Restart generation! button becomes available when the
legible configuration generation is finished. It is used to cancel
the generated configuration file and to start over.

Man Sriem Uims  Crweivmes  (obubews  WwwABd  Betmed

Configuration Sumamary

@

Fig.

11-31: Configuration Summary — Parameters page

[

Man System Users  Corferences  Telephony Witetnet Upled Hetwotk

Configuration Summary

Process: finished!

@cpysi
TOusdsbis

Generating global legible contigaracion:
Eneen Ear cenBigueation. ..

| owninad generated configurationt | [ view generatad configuration! |

Back

[y (£ 20809008 Egpai Tasbasliging, L Al ights essomsd

Restan generatont

[Heln |

Fig. 11-32: Configuration Summary Preview page

The Upload Legible Configuration page is used to upload a configuration file in a text format. The Browse button in the opened page is used to
browse certain legible configuration file to be uploaded and updated into the system. The configuration files to be uploaded should be in the *.txt
format, otherwise a system error occurs. Configuration file upload progress will be displayed in the area below. During legible configuration file

upload, QX1000's functionality failures may occur.

Events

The Events page has two tables. All system events that have occurred will be displayed in one table and event settings will be displayed in the other.

The System Events page may be accessed through the Events
link from the main menu. It lists information about system events
that have occurred on QX1000. When a new event takes place, a
record is added to the System Event table. For failure events
(priority 2 and 3, see below), the warning “Please check your
pending events!” will appear at the bottom of all management
pages.

The system events and the warning message are visible only for
the administrator. The warning link, (which leads directly to the
System Events page) will disappear from the management

Internet connection status: static IP

Please check vour pending events!
Copyright (C) 2005 Epyal Technologies, Ltd. All fights resenved.

3.0.15/Release
Firmmware Version: 2.0.17

Boot loader

Users curren &1y logged in
- admin fzom 192.168.0.26, expires 15:17

Fig. 11-33. Event Warning on the Main Menu page
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pages if the administrator has marked all new events as “read”.

The System Events table is the list of new and read system L Sl L LD s @‘EPY%L
events. System events have corresponding coloring depending i m 67 s
on the nature of the event: success (priority 1, color green), low System Events

importance failure (priority 2, color yellow), critical failure (priority SreniPany Evin| s

3, color red). Curmant Fystenn Time: Mon Sep 26 155158 J005

Debst B o s voind Disoble LED Ssloct ol hnewrss Sedsction
| Sty | Tnestamis | Pxianiny | Application | Haime

The table shows the Status of the event (new or read) as well as
the name of the application the event refers to, event description,
and the date when the event was received. For example, if the
event has occurred due to incorrect mail sending or SIP
registration, the corresponding links will be seen in the Reference
column of the table. The administrator can view the detailed log
for each event that has occurred.

The System Events page offers the following components:

Current System Time displays the local date and time on
QX1000.

Mark all as read marks newly occurred events as “read”.

plajo]jalo|elofale]a|a]alalolalala

olojao

Hun Bop 25 Finaaan: MGne of i aonars
| 143 2004

TETE sl
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Fig. I1-34: System Events list
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Numerous circumstances may cause a certain application on
QX1000 to flag an event.

The Event Settings page lists all possible events on the QX1000
and allows controlling notification (action) when an event takes
place.

Each entry in the events’ table has a checkbox assigned to each
row. By selecting the corresponding checkboxes, operations such
as Edit may be done for one or more events.

Edit opens the Edit Event Settings page to modify the event
action.

The Edit Event Settings page offers the following input options:

Application displays the application the event refers to. Multiple
is shown here if more than one event has been selected for the
action assignment.

Name displays the name of the event. Multiple is shown here if
more than one event has been selected for the action
assignment.

Description displays additional information about the event.
Multiple is shown here if more than one event has been selected
for the action assignment.

Action offers radio buttons to choose one of the actions to notify
the QX1000 administrator when an event(s) takes place. The
following actions can be available:

Main  System  Users  Coaderences  Teliphiiy Mt lplink  Netwotk

Event Settings

Evean Settiners

Application By

Priony | Descipion

oo

=]

a

[ btk |

@cpysi

[ Fe

Fig. 11-35: Event Configuration Settings page

Main System Users Conferences  Telephony Internet Uplink

Edit Event Settings

Application.  SYSTEM

MName reboot
Description: the device has been successfully started after reboot

Actians
¥ Display notification

¥ send mail
¥ send SNMP trap
[¥Isend sus

Copyright {C] 2003-2013 Epyni Technalegies,

MHetwork

Fig. 11-36: Edit Event Settings page

e Display Notification - A notification link will be displayed on the bottom of all pages and a record is added into the Events table. The
notification is executed as a link “Please Check your pending events!”. The link leads to the System Events page. This action also will take
place if Send Mail has been selected, even if not specifically selected.

e Send Mail — an e-mail notification about the new event on the QX1000 will be sent to the e-mail address specified in the Mail Settings

page.

e Send SNMP Trap - an SNMP noatification will be sent to the traphost(s) listed in the SNMP Trap Settings table.

e Send SMS — an SMS notification about the new event on the QX1000 will be sent to the mobile phone specified in the SMS Settings page.

QX1000; (SW Version 5.3.x)
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Actions that are not allowed for the selected event (like mail notification if the PPP link is down or the mail server has been configured improperly)
are hidden. For multiple events editing, actions that are not appropriate for least one of the selected events will also be hidden.

If QX1000 cannot receive an IP address from the DHCP servers, or cannot register an extension on the SIP or Routing servers, or cannot reach an
NTP server, it raises only one event for the entire period the action has failed, but will continue to try. When the required action is successful QX1000
raises an appropriate message.

To Assign an Action to the Event

1. Select the checkbox of one or more events to assign an action to them.

2. Press the Edit button. The Edit Event Settings page appears.

3. Select an action type from the Action radio buttons to notify the administrator about the event.
4.  Press the Save button to submit the changes or use Back to abort the selected action.

Time/Date Settings

The Time and Date Settings page provides information about the current system time and date. The settings may be updated through the
international time and date servers.

Time is used to set the local time (hour, minute).
Date is used to set the date (month, day, year).

Enable Simple Network Time Protocol Server enables the SNTP (Simple Network Time Protocol) server on QX1000, thus QX1000 becomes the
timeserver for its LAN.

Enable Simple Network Time Protocol Client enables the Main System Users Conferences  Telephony Internet Uplink Network @e—})}"gl
SNTP client on the QX1000, thus QX1000 becomes a client to e

an external timeserver. A checkbox disables Date and Time

. . Ti [ Date Setti
drop down lists and enables the following parameters: bl

The SNTP Servers table lists all defined NTP Servers. Time

The Add functional button opens an Add NTP Server page P

where a new NTP server can be defined. This page offers the [ Enable Simale Network Time Protocol Server
NTP Server radio buttons that are used to choose between a

) [“1Enable Simple Network Time Protocol Client
manual and a predefined NTP server.

Add Edit Delete Moveup Move down
e Manual requires the NTP server's FQDN (Full Qualified SNTP Server
Domain Name) or its IP address.

[ | ntp1.epygi.com

e Predefined is used to select the NTP server's host

N Paolli it It 6 | | hour(s)
address from the drop down list, where the most common e i
NTP servers are listed.
The Move Up and Move Down functional buttons are used to Please check vour pending events!
sort NTP servers in the order they need to be accessed. If the — |seeiant (120032011 Eoual Technologies, Lis. Allighs resenved
NTP server in the first position of the SNTP Servers table does - — - —
not answer, NTP server in the next position will try to be Fig. II-37: Time and Date Settings page
reached.
Please Note: You can add another NTP server to the list if the Main System Users Conferences  Telephony Internet Uplink HNetwork @ep}“g]
defined NTP servers are not functional (for example, QX1000's s s
date/time is not being updated automatically). Add SNTP Server
Polling Interval indicates the time interval for the periodical -
. . . Server.
synchronization between the timeserver and QX1000. It counts
in hours. O manual
Attention: Time and Date Settings will be reset if QX1000 has ® predefinect | [fime sase com.a (usirali) =
lost power.
Please check your pending events!
Copyright {C) 2002-2011 Epygi Technologies, Lid. All rights reserved

Fig. 11-38: Add NTP Server page

Mail Settings

The System Mail Settings page allows you to send warnings automatically about the board status or problems to the administrator. System events
that require email notification are selected on the Events page. System mail must be enabled and the SMTP server needs to be configured for voice
message transmission to the extension user’s mailing account.

QX1000 may automatically generate emails to the administrator:

e |f events specified in the Events list occur,
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(] If voice mails are set from the Voice Mail Settings to be sent as e-mail.

With the Enable checkbox system mail sending and voice
messages transmission to the extension user's mailbox could be
enabled.

SMTP Host requires the IP address or host name of the Simple
Mail Transfer Protocol (SMTP) server. This SMTP server is part
of your mail server that you normally use to receive and send
mails.

SMTP Port requires the SMTP host port number.

Mail Sender Address text field requires the source address for
the QX1000 notification emails. The email address defined here
should be an existing valid email address registered on the
selected SMTP server or it should have permission to use that
particular SMTP server for e-mail transmission.

Mail Recipient Address text field requires an active email
address where system emails will be delivered. The e-mail
recipient here can be a QX1000 administrator or someone
responsible for network and system problems.

Mail Recipient Address (CC) text field requires an active email
address where a carbon copy (CC) of the system e-mails will be
delivered.

The server requires a secure connection (SSL) must be
selected if the specified SMTP server requires secure
connection using SSL. If the specified SMTP server allows using
both secure and unsecure connections then this selection forces
to establish the secure connection.

Main System Users Conferences  Telephony Internet Uplink

System Mail Settings

Enable
SMTP Host: smip.gmail.com
SMTP Port: 25

Mail Sender Address avmanukyan@amail.com

Mail Recipient Address: aram.manukyan@epyaiarm.am
lail Recipient Address (CC):

[ The server requires a secure connection (S5L)

Enable SMTF Authentication

User Name

avmanukyan@amail.com

User Password: |esessss

Flease check your pending events!

Copyright {C) 2003-2011 Epygi Technologies, Ltd. All rights reserved.

Network

@cpysi

quadrillo225

Fig. 11-39: System Mail Settings page

Enable SMTP Authentication must be selected if the specified SMTP server requires authentication. In this case authentication User Name and
User Password configured on the SMTP server should be defined in the corresponding text fields.

Attention: The following symbols are not allowed for the Password field: '$', '(', ')",'/, "', ‘&', '\, "

With the button Send Test Mail a test mail can be sent to the defined email address to verify the settings. This button will be enabled if correct

values have been submitted and saved on this page.

To configure the System Mail

Press the Save button to submit these settings.

ONOGOAWNE

SMS Settings

Enable the system mail sending by the Enable checkbox selection.

Update or set the SMTP host in the SMTP Host text field.

Update or set the e-mail sender address in the Mail Sender Address text field.
Update or set the e-mail address in the Mail Recipient Address text field.
Enable SMTP Authentication if it is required on the server.

Insert into the corresponding text fields an authentication User Name and User Password defined by your SMTP server.

Use the Send Test Mail button to send a test e-mail with the configured settings.

The SMS Settings are used to configure the SMS parameters that will allow QX1000 to send the voice mail notifications or event notifications via
SMS to the extension user's mobile phone. Every extension user can enable voice mail notifications when a new voice mail is received and they can
to define their own mobile numbers from the Voice Mail Settings or to set the certain Events notification to be delivered per SMS. However, for
QX1000 to deliver SMS notifications, the SMS service should be enabled and SMS settings should be configured from this page.

QX1000; (SW Version 5.3.x)
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Enable SMS Service enables the SMS service on the QX1000.

User Name and Password text fields require the authentication
settings of the SMS server.

SMS Sender Address requires the source address for the
QX1000 notification SMS. The address defined in this field will
be seen in the “From” field of the SMS delivered to the mobile
phone.

SMS Recipient Address requires a destination mobile number

Main System Users

SMS Settings

[FEnanle SMs Serice

User Mame
Password
ShS Sender Address

SME Recipient Address

Conferences Telephony

Astghik
essssee
EpwSME

37493258496

Internet Uplink

@cpygi

1000

Hetwork

for a test SMS.

. . . SMS Gateways
SMS Gateways manipulation radio buttons allow to select

between pre-defined Clickatell SMS gateway and the custom
defined SMS gateways.

@ clickatell | apyip [710298

. . . . O custom | Resource
e Clickatell — this selection allows to use a pre-defined
SMS gateway. Selection enables the API ID text field
which indicates a Clicatell specific parameter obtained

from the server and should match on both sides.

Farameters

Server
® Custom - this selection allows to use a custom SMS
gateway. Selection requires following parameters to
be inserted:
Resource text field requires the HTTP resource
name on the SMS gateway, for example:
/http/sms.cgi. POST
Parameters text field requires the parameters to be GET
submitted to the resource address. The value of
this field represents a string with tokens (separated
by percent (%) symbols) inside. Each token
indicates a value of the certain field on this page.
The value is dependent on the SMS gateway
requirements. For example:

Port
Use Secure HTTP
Secure Port

Reguest Method

Please checkyvour pending events!
Copyright (C) 2003-2012 Epvai Technologies, Ltd. Al rights resernved

Fig. 11-40: SMS Settings page
user=%username%&password=%password%&to=%t0%&from=%from%&text=%text%
The tokens are the strings that have the following dependencies from the field in this page:

%username% — indicates the username defined in the field Username

%password% — indicates the password defined in the field Password

%t0% - indicates the password defined in the field SMS Recipient Address

%from% - indicates the password defined in the field SMS Sender Address

%text% - indicates the SMS text generated by QX1000 (voice mail notification, event notification, etc.)

Server text field requires the IP address or the host name of the SMS gateway.

Port text field requires the port number of the SMS gateway.

Use Secure HTTP checkbox enables access to SMS server via HTTPS. Checkbox selection enables a Secure Port text field that
requires the port number for HTTPS traffic.

Request Method manipulation radio buttons allow to select the HTTP request method used by QX1000 the access the SMS gateway:
POST or GET.

Send Test SMS is used to send a test SMS to the defined SMS Recipient Address.
submitted and saved on this page.

This button will be enabled if correct values have been

Firmware Update

This window allows updating the software of QX1000 by installing new firmware (image). Users registered at Epygi will receive a notice when new
firmware is available and will be able to download it from the Epygi Technical Support WEB page.
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Please Note: Installing new firmware will take about 15
minutes. During this time, QX1000, telephony and Internet
access will be disabled.

Attention: When the older firmware is installed on the
QX1000, the system configuration will be lost and the
device will be factory reset.

Please Note: It is recommended to backup the
configuration prior to upgrading the firmware. You can do
that by clicking the Download Configuration link, which
generates a backup file with all configuration settings and
user uploaded greeting messages. It opens a file chooser
window for immediate download to the users PC.

Main System Users

@cpysi

quadrillc225

Conferences  Telephony Internet Uplink Network

Firmware update

To configure your device to automatically update from external server whenever a new firmware is available,
use Automatic Firmware Update page.

Otherwise to update firmware manually proceed with the instructions below

Upload Firmware Update Get Firmware Update From Server

ATTENTION. ltis recomended to backup the configuration prior to upgrading the firmware.
You can do that right now by clicking the following link: Download Configuration

Warning: Make sure the Firmware Update process is not disrupted until itis completed!
A power down while upgrading may cause serious damage!

The update process takes about 5 minutes. Normal operation will be stopped during that time.

Progress: idle

Specifyimage:

Browse...

Copyright (C) 2003-2011 Epyai Technologies, Ltd. Al rights reserved

Fig. 11-41: Firmware Update page

The following main processes will be stopped during the firmware update and will be restarted after the installation is completed:

® \/oice Software
o Network Time Protocol Daemon
o Network Interface Statistic Daemon

® Dynamic DNS Daemon

The Automatic Firmware Update link leads you to the page where the automatic update of the QX1000's firmware (software image) can be

configured.

To update firmware manually select one of the options: Upload Firmware or Get Firmware From Server.

The Upload Firmware procedure is created in 3 pages. In

the first page of Upload Firmware the image file should
be selected.

Specify Image text field displays the selected image
filename.

Browse button used to browse the image file.

Pressing Save will start uploading the image file to the

board and the next page will display results and
verification of the image being burned.

The Cancel Uploading button appears when the update
procedure starts and it is used to stop it.

o
Main System Users Conferences Telephony Internet Uplink Hetwork @ep}’ g]
qusdills

Firmware update

To configure your device to automatically update from external server whenever a new firmware is available,

use Autormnatic Firmware Update page

Otherwise to update firmware manually proceed with the instructions below.

Upload Firmware Update GetFirmware Update From Server

ATTEMTION: Itis recomended to backup the configuration prior to upgrading the firmware

You can do that right now by clicking the following link: Download Configuration

Warning: Make sure the Firmware Update process is not disrupted until itis completed!

A power down while upgrading may cause serious damage!

The update process takes about 5 minutes. Normal operation will be stopped during that time

Progress: uploading 1 ]

Cancel Uploading

Specifyimage: |\delta\Fiadimages\ReleaseBuild\QuadroP C\5-2-00  Browse... |

Copyright (C) 20022011 Epvgi Technologies, Lid. All rights reserved

Fig. 11-42: Firmware Update page
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This page displays non-editable information about the
image validity. The Image Check field will display “invalid”
if the image does not correspond to the hardware version.

The Current Software Version field shows the old
software version. The New Software Version field shows
the new version of the software image.

This page needs to be confirmed in order to continue
image updating. If you are sure that the image version is
appropriate for your device press Yes, otherwise press
No.

After pressing No, press Discard this image button to
start upload a new image.

If you have confirmed the firmware version, a new page
with firmware update progress will be displayed next.
There are no functions available on this page, just
information about the firmware update procedure. At some
point the connection with the device is being lost and you
need to wait until the firmware will be burned on the
QX1000.

You will not be automatically redirected to the Login page.
To access the QX1000's Web GUI, you need to connect
QX1000 again and login.

Attention: After the firmware update, all IP phones
attached to the QX1000 should be restarted.

©@-cpygi

quadrills
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Firmware update

To configure your device to automatically update from external server whenever a new firmware is available,
use Autornatic Firmware Update page.

Otherwise to update firmware manually proceed with the instructions below.

Upload Firmware Update Get Firmware Update From Server

ATTEMTION: It is recomended to backup the configuration prior to upgrading the firmware
You can do that right now by clicking the following link: Download Configuration

Warning: Make sure the Firmware Update process is not disrupted until it is completed!
A power down while upgrading may cause serious damage!

The update process takes about 5 minutes. Mormal operation will be stopped during that time
Image check:
Current software version

Mew software version

Da you really want to proceed ?

Copyright {C) 2003-2011 Epyni Technolo

Lid. All rights ressrved

Fig. 11-43: Firmware Check page
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Firmware update

Performing software update now. This process cannot be interrupted.

Stopping services...

The device will reboot itself when the software update i3 ready.

WARNING: If your IP phones are not in the 'Supported Phones' list, you will have to reboot them
You can reach the device again after the reboot.

This i3 the last message you will see here.

Copyright (C) 2003-2011 Eow

Ltd. All rights reserved

Fig. 11-44: Firmware Update page

QX1000; (SW Version 5.3.x)

29




QX1000 Manual Il: Administrator's Guide

Administrator’s Menus

The Get Firmware From Server option allows you to get a new
Firmware (image) from the FTP server.

Firmware URL text field requires the path of new firmware
image which located on the FTP server.

Username and Password text fields require the FTP server
authentication parameters.

You should save changes before Download or Download and
Update.

Pressing the Download functional button a new page with
firmware download process will be displayed.

This page displays non-editable information about the image
validity. Last Status shows that firmware download process is

running and whether the new firmware version is downloaded
or not.

The Image Check field will display “invalid” if the image does
not correspond to the hardware version.

The Current Software Version field shows the old software
version. The New Software Version field shows the new
version of the software image.

This page needs to be confirmed in order to continue image
updating. If you are sure that the image version is appropriate
for your device press Update, otherwise press Discard.

If you have confirmed the firmware version, a new page with
firmware update progress will be displayed next. There are no
functions available on this page, just last status about the
firmware update procedure. At some point the connection with
the device is being lost and you need to wait until the firmware
will be burned on the QX1000.

Copyrig

©cpygi

quadrilla225
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Firmware update

To configure your device to automatically update from external server whenever a new firmware is available,
use Automatic Firmware Update page

Otherwise to update firmware manually proceed with the instructions below.

Upload Firmware Update Get Firmware Update From Server

ATTENTION: Itis recomended to backup the configuration prior to upgrading the firmware
You can do that right now by clicking the following link: Download Configuration

Warning: Make sure the Firmware Update process is not disrupted until itis completed!
A power down while upgrading may cause serious damage!

The update process takes about 5 minutes. Normal operation will be stopped during that ime

Firmware URL: [fip:/192.168.70.11AQX1000mage bin

UserName:  |aaa

Passwors  [eeesses |

[ Download | [ Downloadand Update |

{€) 20022011 Epvai Technole

ies, Lid. All rights reserved

Fig. 11-45: Firmware Update page

Copyright (C) 20022011 Ecyai Technologies, Ltd. All rights reserved.
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Firmware update

To configure your device to automatically update from external server whenever a new firmware is available,
use Automatic Firmware Update page.

Otherwise to update firmware manually proceed with the instructions below.

Upload Firmware Update Get Firmware Update From Server

ATTENTION: Itis recomended to backup the configuration prior to upgrading the firmware
You can do that right now by clicking the following link: Download Configuration

Warning: Make sure the Firmware Update process is not disrupted until it is completed!
A power down while upgrading may cause serious damage!

The update process takes about 5 minutes. Normal operation will be stopped during that time

Last Status: 2011/04/07 17:28: Firmware download process is running...

Fig. 11-46: Firmware Update page

Sowyright (S) 20032011 Exvnl Tevhslvaies Al thghis resarved
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Firmware update

To configure your device to automatically update from external server whenevar a new firmware is Jvallable
use Autormatic Firmware Updats page

otherwisa to update firmware manually precesd with the instruclions below.

Upload Finmware Update  Get Fimware Update Frem Seryer
ATTEMTION. It s recomended to backup the conhguralion priorlo upgrading the inmware
You can do Mat nght now by cicking he following link. Downioad Confiaurabion

warning: Make sure the Firmware Update procass is not disruptod until i is completed!
A pOwer down whild upgrading may calse Senous damage!

The update process takes about S minutes, Mormal operation will be stapped during hat time

Last Status: 20110807 17:28: How wersion 5.2.2 ia

Image check
Current sofware veraian:
Mew Softwars varsion

Do you really want 1o proceed 7

Update | [ Discard

Fig. 11-47: Firmware Update page
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The Download and Update functional button will automatically

N . Main  System Users Conferences Telephony Internat Upklink Hetwork @l‘])\‘r\j’i
download and update the firmware version from the FTP server. i o
. . Fi dat
Pressing the Download and Update functional button a new e BEaats.
page with firmware download process will be displayed. ) L " '
To configurs your devics to autamatically update From examal Saner whanaver 3 naw inmware 15 avallabla,
use Aytemaiic Firmwars Upgdate page
This page displays non-editable information about the image QMmorwine 1o URdata firmwars Manually Pracesd With 1he instnctions below
validity. Last Status shows that firmware download and
updating process is running. Upioad Firmware Update Get Flomware Update From Server

CTTENTICON: Itis focomended to Backup M configuration prior 1o Upgrading the firmware
You can do that nght now by clicking tha fellewing link: Downdoad Confiquration

wwarning: Make sure i Flimeware Update process is nol glsrupled unbil it is completed!
A powar down whils Upgrading may cause serlcus damagal

The update process lakes aboul § minutes. Mormal operation will be stopped during that time.

Last Status: 207110408 14:17: Updating frmwar vorsion 5.2.2.

() 2003-2011 Epwai Tehosleuins, Lid Al righls resared

Fig. 11-48: Firmware Update page
Automatic Firmware Update

The Automatic Firmware Update page allows you to configure an automatic update of the QX1000's firmware (software image) as it becomes
available on the server. When this service is enabled, on the configured day and time QX1000 will automatically check for a new available firmware
on the server and will either notify the administrator or update the firmware right away, depending on the configured settings.

The server configuration can be done manually.

Please Note: Independent on the selected server type, there should be an “auto-update” folder in the root directory of the server. QX1000 will check

for any new firmware in that specific folder only. Besides the firmware *.bin file, the “auto-update” folder should contain supplementary file(s) to point
to the correct firmware file.

The detailed instructions on the functionality of automatic firmware update as well as server configuration are described in the “Automatic Firmware
Update” document which you can find at the Epygi Web support portal.

This page consists of the following components:

The Enable Automatically Firmware Update checkbox selection enables the automatic firmware update service on the QX1000.

The Server Name (the IP address or hostname), the Server 01
PO” and the Update Method ShOUId be deﬁned. The Update Main System Users Conferences Telephony Internet Uplink Network ep‘)’a
Method drop down list provides a possibility to choose among hs
FTP, HTTP or HTTPS methods. For some of these selections, -

S Automatic Firmware Update
authentication Username and Password can be entered.

Please Note: In order to use Epygi's public ftp server leave the
Server Name, Server Port, Update Method, User Name and
Password text fields to their default values (ftp.epygi.com, 21,
ftp and anonymous respectively, use blank for password). Server Name: ftp epyai.com

cwill be given via the event system

Enable Automatically Firmware Update

Check for updates options allow you to select the frequency of ServerPort 21

checking for a new update. Updateetnog:  [7p %

® Check and notify — choose this selection if you only _
wish to be notified about the new available firmware UserName:
on the server. With this selection, on the indicated

. . - Password: seasnee
weekday and time, on daily or weekly basis, the
QX1000 will check for a new firmware available on the Check for updates: |Check and notify |+ ||Every Day % |at 14:00 %
Sé?/rgr?trs. I;)I"‘;]geeway of notification is configured from the
® Check and update — choose this selection to check
and automatically install the new firmware on the
QX1000 as it becomes available on the server. With Please check your pending events!

this selection, on the indicated weekday and time, on | "orwient (¢ 2005201 Ecuai Technolonies Lig Allrights esered
daily or weekly basis, the QX1000 will check for a new
firmware available on the server, will automatically
download and install it on the QX1000. Fig. II-49: Upload Configuration page

The Check/Update Now button is used to manually initiate Check and notify or Check and update actions. The action to be executed depends on
the options selected above.

Networking Tools
The Networking Tools page provides the possibility to check the Internet connection.

Ping sends four ICMP (Internet Control Message Protocol) requests with a default size of 64 bytes to the destination (IP address or host name)
specified in the text field Ping Target. The response times are logged, and the round trip time (the time required from being sent until being received
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again) is measured. The minimum and maximum round trip time and its average as well as the percentage of lost and of received frames results are
displayed in the lower area of the page.

Traceroute checks the Internet connection by triggering the routers (hops) that are passed to reach the destination specified in the Traceroute

Target text field. Trace routing gives feedback on the routers passed by packets on the way toward the destination and the round trip delay of
packets to these routers.

Attention: No Traceroute is possible if a high priority Firewall has been enabled (see chapter Firewall).

For the purpose of tracerouting, several IP packets are sent out. UDP (User Datagram Protocol) is used to send packets and ICMP (Internet Control
Message Protocol) is used to receive information about the routers. In their headers, the TTL (Time To Live) value increases from 1 to 30. When the
first IP frame is received by the first router, its IP address will be returned in its acknowledgement.

The second frame delivers the IP address of the second Main System Users Conferences  Telephony Internet Uplink  Network @epygi
router and so on and so forth. The results of Traceroute are ausailoz2s
displayed on the lower area of the page. Networking Tools
Ping )T?rgethrequires the destirflation (P addrer?s kol:: host Ping Tercét: [192:188.10. 220 Tacerouts Trge Juse oms
name) for the ping request. If Use ICMP checkbox is
. . . . Ti i
selected, an ICMP request will be send to the ping destination
(MS Windows standard). Otherwise, if checkbox is not Fiigng i Dales et
selected, a UDP request will be send (Linux standard). ELIG 192.168.70.226 (1 -226) 56(24) byces of data.

64 bytes from 192
64 bytes from 19

cnp seg=l ttl=64 tim

. . . - . cmp_seg=2 ttl=64 time
The Ping button starts pinging the specified ping target. 64 bytes Zrom 19 cap_seg=3 ttl=6! tim
&4 bytes from 192.1 : icmp_seg=4 ttl=64 time
Traceroute Target is used to enter the IP address or host - 152.165.70.226 ping statisvics —
name Of the dest|nat|on tO be trace rOuted 4 packets transmitted, 4 received, 0% packet loss, time 2999ms

rit min/avg/max/mdev = 0.224/0.344/0.678/0.193 n3

The Traceroute button is used to process the router
triggering to check the Internet connection.

In the field below these, the output of the Ping or Traceroute
procedure is shown.

Elease check your pending events!

Copyright (G) 2003-2011 Epyai Technologies, Lid. All rights reserved

Fig. 11-50: Networking Tools page

To Check the Internet connection

1. Specify the destination address for the ICMP request in the Ping Target text field.
2. Press the Ping button to process the ICMP request.

3. Specify the destination address to trace the route.

4. Press the Traceroute button to process the router triggering.

SNMP Settings

The Simple Network Management Protocol (SNMP) is an application layer protocol that facilitates the exchange of management information

between network devices and is used by network administrators to manage network performance, find and solve network problems, and plan for
network growth.

On QX1000, SNMP agent is running to allow administrators to remotely manage QX1000’s network and the device's configuration. Remote

administration is being performed by means of special SNMP monitoring programs (SNMP Manager), which can automatically feedback by the
certainly configured actions on some events on the QX1000 or remotely modify QX1000'’s settings.

SNMP Settings page is divided into two pages: Global SNMP Settings and SNMP Trap Settings. Global SNMP Settings are used to enable the
SNMP agent on the QX1000, to select the SNMP protocol version for communication with the administrating application and to define the community
for administrating application to connect the QX1000.

Enable SNMP checkbox is used to enable SNMP agent on the QX1000.

System Location text field requires optional information to describe the network where SNMP management is performed.
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System Contact text field requires optional information about
the contact person responsible for the SNMP management in
the defined network. Field may indicate the point person’s name,
email address, phone number or other contact information.

Enable SNMP v1 / 2c checkbox is used to enable SNMP v1/2¢c
protocol version for the messaging between QX1000's SNMP
agent and the administrating application. If this checkbox is not
selected, SNMP v1 will be implied.

SNMP v1 / v2c Read-Only Community text field is used to
insert the community description (public, private, etc.) for the
read-only management (like gathering information (events,
statistics, etc.) about QX1000's). Field may contain some kind of
password which should be matching both on QX1000 and on

the administrating application for successful SNMP
management.

Enable SNMP vl / 2c Read-Write Access checkbox
additionally enables a read-write access on the QX1000 for the
SNMP monitoring application. With this checkbox enabled,
administrator will be able to remotely configure the QX1000 via
SNMP administrating program.

SNMP v1 / v2c Read-Write Community text field is used to
insert the community description (public, private, etc.) for the
read-write  management (like gathering information (events,
statistics, etc.) about QX1000's and remotely changing
QX1000's configuration). Field may contain some kind of
password which should be matching both on QX1000 and on
the administrating application for successful SNMP
management.

Main

¥ Enal

System

ble SNMP

System Location

System Contact

Copyright (C) 2002-2011 Ep

Users

Conferences

Global SNMP Settings

Telephony

Global SHMP Settings SNMP Trap Seftings

Quadro Network

admin@sip.epygi.com

Enable SNMP v1/ 2¢

Please check your pending events!
/i Technolo:

SNMP v1/v2c Read-Only Community:

public

Enable SNMP v1/ 2c Read-Write Access

SNMP w1/ 2c Read-Write Community: | private

Senice Restart

giss, Lid. All rights reserved.

Internet Uplink

©cpysi

«quadrom

Network

Fig. 11-51: Global SNMP Settings page

The Service Restart button restarts the SNMP sub-system on the QX1000. Restarting the SNMP sub-system is recommended if it does not respond

to a SNMP manager's requests.

SNMP Trap Settings are used to define the traphosts that
should be informed when certain events occur on the QX1000.
For the listed traphosts to be informed about the events on the
QX1000, Send SNMP Trap action should be configured for the
corresponding event(s) from the Events page.

SNMP Trap Settings page contains a list of all configured
traphosts with the referring information.

Add functional button is used to add a new traphost to the table
and opens Add SNMP Traphost page where the new traphost
might be defined. Page consists of the following components:

Traphost text field requires an IP address or the host name of

the traphost. Administrating application’s host address should be
inserted here.

Community text field requires community description (public,
private, etc.) for the administrating application to accept the
notifications about the certain events on the QX1000. Field may
contain some kind of password which should be the same both
on QX1000 and on the administrating application for successful
SNMP management.

A group of radio buttons is used to select the SNMP protocol
version used for events notifications delivered by the QX1000 to
the administrating application.

Diagnostics

S it Sellmns

Main  Systemn  Users  Conderences

SNMP Trap Settings

Teleplhwoary

Iitenmret Uplink

SHIP Ve wiomn

Hetwnrk,

@cpygi

Fig. 11-52: SNMP Trap Settings page
Main System Users  Comferences  Tolephemy  bmemetUplink  Network @[‘P}:},[
Add SNMP Traphost
192168026
y |public
g | [ Bac [ Hep |

Fig. 11-53:Add SNMP Traphost page

The System Diagnostic page gives a possibility of running Network protocol diagnostics to verify QX1000's connectivity and to download all system

logs for possible problems recovery.
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The Start Network Diagnostics button is used to initiate
network diagnostics, i.e., to check the WAN link and IP
configuration, to verify gateway, DNS primary and secondary
(if configured) servers' accessibilities.

The Reboot this Device button is used to reboot the
QX1000. Please note that the session with the QX1000 will
be closed, i.e., the QX1000 GUI should be newly opened and
a new login will be required afterwards.

The Download system logs button is used to download all
logs to the local PC as a *.tar archive file. These logs can
then be used by the Epygi Technical Support Office to
determine the problem that has occurred on your QX1000.

Main System Users  Conferences Telephony Internet Uplink Network

System Diagnostics

Start Network Diagnostics
Daownload system logs

Rehoot this Device

C

1000

Bazic Tests:
Checking for physical link 1 WaN link ok
Checking IP configuration 1 statically
Checking internet connectiwity (ICMP ping):
Gateway (192.165.74.5): reached
Primary nameserwver (192.168.0.2): reached
Secondary nameserver (192.165.0.158): reached
STUN Wetwork Address Translation [NAT) Check:
Checking server/port: 74.54.85.200/5060
External visible address : Bl.le.5.101
Detected NAT tvme ¢ dvmmetric NAT

Showr Systern Lons

Systern Logs Archive

Please checkvour pending events!

Copyright () 2003-2011 Epwai Technologies, Ltd. All rights resenved

Fig. 11-54: System Diagnostic page

The field below will display the diagnostics results and the connectivity conditions. The system should be reconfigured if problems occur during the

diagnostics.

Show System Logs link leads to the page where QX1000’s logs might be viewed, downloaded and the logging setting may be adjusted.
System Logs Archive link leads to the page where an automatically collected system logs can be managed. System logs archive starts automatically

each time you run QX1000 since last reboot.

System Logs

The System Logs page is accessible by pressing the Show System Logs link on the Diagnostics page. This page is used to adjust where system
logging settings, view system logs directly in your browser or download them locally to your PC.

The System Logs page consists of three sub-pages.

The System Logs Settings page is used to adjust the system logging settings and contains the following components.

The Enable User Logging checkbox is used to enable user level logging. This logging contains brief information about events on the QX1000.

The Enable Developer Logging checkbox is used to enable developer high level logging. This logging contains detailed information about events

on the QX1000.

The Mark all Logs button is used to set a line marker in the logs. If
you need to follow a certain piece of log, push this button to set a
starting mark in all logs and then perform the needed actions over
the QX1000. When the actions are done, push this button again to
set an ending mark in all logs. This way you shall clearly see a
piece of log between the staring and ending marks generated
during the certain actions taken over the QX1000. The Comment
text field is used to insert some text information which will be
displayed next to the marks inserted in the logs. This comment
may describe the problem captured in the following logs and may
be useful for the Technical Support.

The Download all Logs button is used to download all logs to the
local PC as a *.tar archive file. These logs can then be used by the
Epygi Technical Support Office to determine the problem that has
occurred on your QX1000.

Main  System Users Conferences Telephony Internet Uplink

System Logs

System Lous Settings  View System Logs

EﬂahlE User Logging
Enable Developer Logging

LogLinesto Show | 25 |«

Please check your pending events!
Copyright (£ 2003-2011 Epyai Technalogies, Ltd. All rights reserved
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Fig. 11-55: System Logs - System Logs Settings page
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In the View System LOgS page you may view the generated |OgS Main System Users Conferences  Telephony Internet Uplink Network @ep}’gl
on the QX1000. System logs are useful to determine any kind of e

problems on the QX1000 as well as to monitor the user’s access

A System Logs - System Messages
and the usage of it.

Systemn Lons Seffings  View System Logs

On the left side of the page, a list of main logs is displayed.
Clicking on the needed link will display the most recent log lines.
The number of log lines displayed on this page is set on the

Call Controlling Sep 509:08:15 gl 000 userinfo cgimains.coi: huffer lenght= 51
Sep 5 09:08:19 gx1000 user.info cgimains.cai: huffer lenght= 74

Lonference Controller Sep 5 09:08:21 gl 000 user.nfo cgimains.cyi: huffer lenght= 4103

Folicy Server Sep 5 08:08:23 gx1 000 user.info cgimains.cgi: buffer lenght= 1143
. Sep 5 03:10:14 epel 000 userinfo cgimains.cgis buffer lenght= 120
SyStem LOQS Settlngs page' Media Strearm Sep 509:10:19 gl 000 userinfo cyimains.coi: buffer lenght= 196
. i . . iine il Ssiern Sep s DB.WB 18 g1 000 user.info ng!mama ng! buﬁerlenghtz 160
The text field on the left side is dedicated for support personnel I 5ep 5 09:14110 g1 000 user.info cyimains col: buffer lenght = 141
only and is used to search a custom log not listed on this page. To S usarfaent PRSI T AT v S st eI 180
R X X . SIF Registrati o
do so, insert a required log name to the text field and press Show P St << 18810 11 12 End
Custom Log functional button. er
H <)
If the user has used Logs Collection (@@ @) feature code S
. Configuration History

after or during (from another phone connected to the same CZ”M‘ A
QX1000) the call, a special log file will be generated containing the oo

details of that call and few last calls done in the system. This log
file will be internally kept in the system until the next time someone
used the Logs Collection feature code again. The collected logs

Show Custom Log

will be a part of the System Logs when user downloads them next
. . . . . 1

time, so it can be reviewed by appropriate support staff. This could [, re s e iendiaeilel oot vemes

be used to collect the logs at the exact moment when a problem o o0, Syotom Logs —view System Loos page
has happened.

System Logs Archive

The System Logs Archive page is accessible by pressing the System Logs Archive link on the Diagnostics page. The System Logs Archive
page shows the archived logs table with time period by Date. Clicking on the corresponding date will open the archived system logs table in hourly
basis. Hour shows the initiation time of the system logs. This could be used to collect the logs at the exact moment when a problem has happened.
The Unpacked size on disk shows the system logs size on disk for the corresponding Date and Hour.

The following functional buttons are available on this page: S e e B CTrasrees ) e o) I e v U N e @ epysi
a= 1000
Download link is used to d_ownload the a_rchived system logs filg to System Logs Archive
the PC and opens the file-chooser window where the saving
Iocatlon Can be SpeCIfled' Dalete  Sobect all Weoersa Sebrction  Dowadoad
. Date Unpacked size on disk ¥ e
Delete removes the selected entry from the archived system logs — P IR
table. .
1 | z0-Aua-2011 4 KB
. O | 088002011 4mE
Select all selects all entries of the table.
O | pa-8e0-2011 B M8
. . . . . [ | pz-5ee-2011 b ME
Inverse Selection inverses the current selection (if no entries are O [ormn oo -
selected, clicking on inverse selection will check all entries). —
O | 31:Aua-2011 64 MB “
Back Halp I

Floass check your nonding svants!
c FOU3T011 Epra) Tashuslogies, Lid. All sights imsares 4

Fig. 11-57: System Logs Archive page

Features

This page lists all features that may be activated by a software key, characterized by a Feature Description and provided with its Status:
e 3 No Key Found - the feature is currently not available
® Reboot Needed - the feature key has been entered and QX1000 needs to be rebooted
e Activated - the feature is now available on the QX1000
Following features may be activated via the software key:
® Debug — enables Telnet connection towards the Quadro for debugging purposes.

® 3pcc Support - enables Third Party Call Control feature on the QX1000. The feature allows the call controlling applications running on a user
PC to remotely initiate and handle calls on the QX1000 and to subscribe for certain event notifications from the QX1000.

® ACD Support — enables the ACD Management feature which provides contact center solution for queuing and automatic distribution of the
calls between contact center agents.
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® Barge In — enables the Barge In Service on the QX1000. The )
feature allows the PBX users to partiCipate to the third party‘s Main  System Users  Conferences  Telephony Internet Uplink Network @ﬁ‘p)'gl
calls while remaining imperceptible. 000
® Redundancy - activates the Redundancy feature on the
Features
QX1000.
e DCC Pro Support - allows run with QX1000 the Pro-level Unigue D 0-6.2.4-000100
Desktop Communication Console (the application description Add
can be found at EDVCII Technical SUDDOI’I). Upgrade Name Additional Features Status
® DCC Basic Support - allows run with QX1000 the Basic-level -
. . . . L. Debug Enables Debug support Activated
Desktop Communication Console (the application description .
can be found at Epygi Technical Support). 3pce Support support for Third Party Call Control [E::rgtl;:nme: 012.07.08.16:00
* IP Phone support - enables additional LAN-sided IP phones ACD Support Support for Automatic Call Distribution Free trial
support on the QX1000. 200 SIP phones are activated by o Expiration Date: 2012.07.08-16:00
default. Up to 800 additional SIP phones may be added with Bameln Supportfor Barge n Free trial
feature keys using the 16, 32 or 64 IP Phone Expansion Keys. Expiration Date: 2012.07.08-16:00
) Autc_)dia_ller Support_- a_llows run_w!th QX1000 the Autodialer_ Instant Conferencing | Support for Instant Conferencing E:;[g:ﬁ:"me:2012'07'0&16;00
application (the application description can be found at Epyaqi p—
Technical SUQQOI’I). Redundancy Support for Redundancy E:;r::ﬁum ates 2012.07.08-16:00
® QCM Support — allows QX1000's extensions to be used by IP Phone support | Support for additional P Phanes Bt 201207084500
QX1000 Communication Manager after QCM trial period piraflon ate: 20120708 101
expires. Depending on the feature key type, additional 4 or 10 Autodialer Support | Support for Automatic Dialer Application E:;rl':tiﬁwlnwe' 01207081600
QCM licenses can be activated on the QX1000. Bt
. Free trial
° Conference Server _ aCtiVateS the Conference Server QCM Support Full support for Quadro Communication Manager Expiration Dates 2012.07.08-16:00
feature on the system, enab”ng it to act as a standalone Conference Server | Full support for Conference Server Free tral
conference server. This allows up to 288-person conference " Expiration Date: 2012.07.08-16:00
calls to be set up and offers a bundle of helpful features to ] ] ] Free trial
manage the conferences. Call Recording Support for Call Recording capability Expiration Date: 2012.07.08-16:00
) pa” Recording — activates the Call Recording feature which Video Conferencing | Video Conferencing Enabler for the Corference Server E:;rgtii::ane: 2012.07.08-16:00
is used to record PBX, SIP or PSTN calls on the QX1000 and
save the recordings into the local recording box or upload to
the remote server. Please checkyour nending events!
) ) ) ) ) Copyright (C)2003-2012 Epyni Technalogies, Ltd. All rights resenied.
e VVideo Conferencing — activates the Video Conferencing
feature on the system. This allows video conference calls of Fig. 11-58: Features page
up to 104 participants.
To enter a Feature Key, click Add. A page with the Feature Key text s e T T i Vi (cl-p\'_l_.;i
field is opened. Enter the key and press Save. The status of the TGtun
selected feature entry will change to Reboot needed. Reboot the
QX1000 and the feature will receive the status Activated. Features
To receive a Feature Key, register the QX1000 device and send a Foanrmkey. DTDNSARLLIWT WO BMIg=|
corresponding request to Epygi's Technical Support. This request ol e
must include the Unique ID that is displayed in the Features page | immme mems s s i st
above the features list.

Fig. 11-59: Features Add page

Upload Language Pack

The Upload Language Pack page allows you to upload a custom language for GUI and Voice Messages of the QX1000. The language of voice
messages can be switched to the custom Language Pack language from the GUI setting page in the System Configuration Wizard. The language of
GUI session can be changed to the custom Language Pack language from the radio buttons on the login page.

Uploading a language pack will also change the language of some
supported IP phones (Aastra, snom v.6.x, Grandstream GXP2000).

After a custom Language Pa_Ck is uploaded onto the system, reboot Mok Systemn  Uses  Comfersnces  Telepliony  WternetUpliik  Metwork @‘-‘[J\H'
the IP phone to load a matching language onto the phone. aundilozzs
Please Note: Only one custom Language Pack can be uploaded at Upload Language Pack

the time. Uploading a Language Pack will remove the existing one (if Installing or remosing 3 language pack wil cause

applicable) and will reboot the QX1000. S—

= Anew language pack replaces the sxisting ane.
The Current Language Pack field displays read-only information oot language pack
about the custom language pack uploaded. When no custom v

. . . . “ . Language packfile 1o uplosd Brawse.
language pack is uploaded, the field indicates “unknown”.

Bameva curmant ISnguags pack

Lipdate | g far IP phongs

Below, there is a Language Pack File to Upload text field that

displays the selected image filename. The Browse button is used to ATTENTION: Aler pressing *Saver, & manually, even fyou dan install e languags pack
browse the custom language pack to be uploaded. Save [T
Blease check vour pending

2011 Epvai T 25, LAd. All ights reserved.

The Remove Current Language Pack link is only seen when a
custom language pack is uploaded and is used to remove it from the
system.

Fig. 11-60: Upload Language Pack page
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The Custom languages for IP phones link is only seen when a custom language pack is uploaded and is used to move to the Update Languages
for IP_ Phones page where a custom language pack may me uploaded to the IP phone.

Pressing Save will start uploading the custom language pack to the board.

Attention: Pressing the Save button will stop some vital processes on the QX1000, therefore you will need to reboot your device manually even if
you have cancelled the language pack update procedure on the following steps.

The next page displayed will show verification of the language pack being uploaded and asks for confirmation to overwrite the existing custom
language pack (if applicable). After final confirmation, the system will upload the selected custom Language Pack and it will reboot.

Update Languages for 1P Phones

The Update Languages for IP Phones page is used to upload a custom language pack to the IP phone. This page only contains those IP phones
that support custom language pack uploading from the QX1000.

To upload the custom language pack, go to your IP phone related

page and Browse the custom Ianguage paCk flle Save the Main System Users Conferences  Telephony Internet Uplink Network @ep\"“i
changes to upload the custom language pack to the IP phone. : T
Attention: Pressing the Save button will stop some vital processes Update languages for IP phones

on the IP Phone, therefore you will need to reboot your phone o

manually even if you have cancelled the language pack update o snom

procedure on the following steps. snem

Grandst Snom GUI Language Pack file to substitute (* xml} Choose File | Mo file chosen
randstream

Polvcom Snom Web Language Pack file to substitute (* xml) Choose File | Mo file chosen

Help

Fig. 11-61: Update Languages for IP Phones page

The next page displayed will show verification of the language pack being uploaded and asks for confirmation to overwrite the existing custom
language pack (if applicable). After final confirmation, QX1000 will upload the selected custom Language Pack to your IP phone. You should then
reboot your phone to make the new language pack active.

User Rights Management

The User Rights Management service sets restrictions on the GUI access for various users, permits or denies the access to certain Web GUI
configuration pages and creates multilevel user management of the QX1000. The feature is useful to the ISPs in order to set the restrictions for
certain customers to manage the QX1000's configuration.

Two levels of QX1000 GUI administration are available:
° Administrator — this is the main administrator’s account. The administrator can configure to have the factory reset safe the default

password or choose not to. The administrator has access to all Web GUI pages and no one else has configuration permission to adjust
this account. The administrator is responsible for granting access to all other user groups.

L Local Administrator — this is a common (sub-) administrator's account. The password is not factory reset safe. Local Administrator can
have permission to adjust each GUI page.

L Extension — this account refers to all extensions created on the QX1000. The password for default extensions is not factory reset safe
but is contained in the backed up configuration. Permissions for an extension to access each GUI page can be adjusted here.

The User Rights Management page consists of two pages. The p
Users page is used to manage the available users on the Main System Users Conferences  Telephony Internet Uplink Hetwork @6‘})}.’3—1—
QX1000. The Roles page is used to assign the corresponding e

permissions to the users. User Rights Management

The Users page contains a table where the Administrator and
Local Administrator users are listed. This page allows them to
modify the passwords of available users in the table and to

Users Roles

Change Password Enable User Disable User

manage the Local Administrator's account. The following s Roke .

functional buttons are available on this page: 0 | admin i Enabled

The Change Password functional button is used to change the o et AT o
password of the Administrator and Local Administrator user’s
account. Select one of the available users in the table by toggling

the corresponding checkbox and press Change Password to BT —

Copyright (C) 2002-2011 Epyai Tech

s, Ltd. All rights reserved.

open the corresponding page.

Fig. 11-62: Users page at User Rights Management
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For Administrator or Local Administrator account the Change
Password page contains two parts - one for GUI Access
Password, the other one for Phone Access Password.

The GUI Access Password offers the following components:

e The Old Password text field is only present when
modifying the Administrator account password and requires
the current password of the Administrator. An error
message prevents entering the wrong password.

e The New Password text field requires a new password for
the Administrator or Local Administrator. Reentering the
new password in the Confirm New Password text field will
confirm the new password. The New Password field is
checked against its strength and you may see how strong
is your inserted password right below that field.

Main

System  Users  Telephony

Change Password
Account Name: admin

GUI Access Password Phone Access Password

Old Pagsword:

(L1 111]]

Mews Password

Confirm Mew Password:

Please checkyour pending events!
Copyright (C) 2003-2011 Epwai Technologies, Lid. All rights reserved.

Internet Uplink

@-pysi

quadro

Network

Fig. 11-63: Change Password page

Please Note: The password can consist of numeric values and symbols. Up to twenty (0-20) digits and symbols are allowed.

The Phone Access Password offers the following components:

e The Old Password text field is present when
modifying the Administrator account password and
requires the current password of the Administrator. An
error message prevents entering the wrong password.

e The New Password text field requires a new
password for the Administrator or Local Administrator.
Reentering the new password in the Confirm New
Password text field will confirm the new password.
The New Password field is checked against its
strength and you may see how strong is your inserted
password right below that field. The password can
consist of numeric values only. Up to twenty (0-20)
digits are allowed. A corresponding warning appears if
any other symbols are inserted.

Main System Users Conferences Telephony

Change Password
Account Name: admin

GUlAccess Password Phone Access Password

Old Passwiord: .. digits anly

Please checkyour pending events!
Copyright (C) 2003-2012 Epyai Technologies, Ltd. All rights resenred

Mew Passward digits anly

Confirm Mew Password digits only

@-pysi

000

Internet Uplink Network

The Enable User and Disabled User functional buttons are used to enable or disable the Local Administrator’s account.
Attention: It is highly recommended to define a proper and non-empty password on this page if the extension is being used for the Call Relay

service from the QX1000's Auto Attendant.
Please Note: The Administrator’'s account cannot be disabled.

The Roles page contains a table where the Local Administrator
and Extensions users are listed. This page allows you to set the
permissions to the GUI pages for each user in the table.

The Edit functional button leads to the Change Access Rights
page where a list of user specific GUI pages is displayed.
Select the user in the table and press Edit to manage the
permission for the corresponding user.

Main  System  Users  Conferences Talephany

User Rights Management
Users Eoles
Eait
Bole
] | Extensions

[ | Local Administrators

Coem

Intermat Uplink

Natwork

Fig. 11-64: Roles page at User Rights Management
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Main Sten Bemi  Cosfermcet  Tesphimy  bwnelUplsk  Bitwok

On the Change Access Rights page, Grant Access/Deny
Access functional buttons are used to grant or deny access to
certain GUI page(s) for the selected user.

User Rights Management
changing actess rights fur role extensions

Gumthceen Bemchicens Sebeclal i Seecin

When access to a certain GUI page is denied for a user, the Cotbars
“You are not authorized to access this page!” warning message O evmsinen
will be displayed.

o1 D Banad Seins

Fig. 11-65: Edit Roles page at User Rights Management

Redundancy Settings

Redundancy feature is used to increase QX1000 device availability using second QX1000 as a backup unit. This requires two units running the same
firmware version and connected to each other through Ethernet or LAN ports, depending on the device model.

The idea of redundancy is to ensure uninterrupted functionality of the QX1000. The Redundancy Settings should be configured on both QX1000s.
One of the QX1000s is configured as a master, the second one as a backup unit.

Please Note: To setup a redundant network, you should first startup the master device with all attached IP phones and other devices, make sure it
works normally and then startup the backup device.

If the master device becomes unavailable, which can be caused by power loss, reboot or network malconfiguration, the second QX1000 becomes
automatically available and starts to run as a master device. Depending on the configuration, the second QX1000 can remain master or go to the
backup mode once the first device becomes available again.

Attention: During failover procedure all active calls will be disconnected and the system will be out of service during 2-5 minutes (depending on the
number of IP phones connected to the system), which is needed for running the applications and rebooting the phones. If there are IP phones in the
network that are not auto configured by QX1000 (IP phones not supported by Epygi) or IP phones with the changed login name and password, you
will need to reboot them manually. After failover the license keys, firmware and language pack are not being transferred from the master to backup
QX1000 therefore, so make sure both QX1000s are configured identically in the redundant network before enabling redundancy mechanism.

When you login to the device which runs in a backup mode, only Redundancy Settings are available. All other GUI configuration settings are non
editable and automatically synchronized with the master device's configuration.

To ensure the interaction between the master and slave devices, corresponding configuration should be done in the Redundancy Settings on both
devices.

Enable Redundancy checkbox is used to enable/disable

the redundancy functionality on the QX1000.
ACtiVe DeViCe Mode drop dOWn I|St iS Only present on Main System Users Conferences Telephony Internet Uplink Network @ePYSI
. R . . quadrom
backup device and is used to adjust the behavior of the
backup device during unavailability of master device. When Redundancy Settings
Active is selected, backup device will become master once Info; Device with |0 06-5.2.47-01952 s in Master mode.
the original master device became unavailable. When [l Enable Redunancy
Passive is selected, backup device stops its synchronization a
. . . edundant Graup 1D 1
with the master device and will not take over the control
even when the original master got failed unless Swap Vinual 1P Adaress LT LRI LN AL
Master Device button is pressed on the master QX1000. L 1w T
The Passive mode is used for Firmware Update, Language
Pack and License Key updates on master device when a Redundant Device Virtual IF Address [172_ |[s0 | [0 z
rebc_)ot is reguired. After the reboot of master device, the Synehronization Interval o0
Active Device Mode on the backup device should be
N Backup Device GUI Access Port 8765
changed back to Active to restore the redundant network
functionality
Please checkyour pending events!
Copyright (C) 20032011 Epyai Technologies, Ltd. All rights reserved.

Fig. 11-66: Redundancy Settings list

Redundant Group ID text field unique ID (values 1 and up) identifying master and backup devices. The same value must be set on both QX1000s.

Virtual IP Address text fields require the virtual IP address of the device where the configuration is done. Virtual Subnet Mask text fields require
the virtual subnet mask of the device where the configuration is done. These two parameters identify an alternate IP network of the LAN interface
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which stays unchanged when the device switches its mode (from master to backup or vice versa). The configuration and voice data synchronization
daemon uses this IP address to communicate with the second QX1000.

Redundant Device Virtual IP Address text fields require an alternate IP address of the LAN interface of the second QX1000.

Synchronization Interval text field requires the period of time (in seconds) between two consecutive configuration and voice data synchronizations
from master to backup device.

Swap Master Device button is used for manual swapping of functionality of master and backup devices. This action will result in rebooting the
current master. After rebooting the current master device will start running in a backup mode. Switching the backup to master starts all applications
on QX1000 and causes all IP phones to reboot. The swapping takes around 1 minute however another 1-3 minutes are required in order to reboot all
the IP phones connected to redundant system. If backup device before swapping was in passive mode then after swapping the master will start
running as backup in passive mode, otherwise if it was in active mode then master will start running as backup in active mode.

Download system logs link is only present on backup device and is used to download system logs to the local PC as a *.tar archive file. These logs
can then be used by the Epygi Technical Support Office to determine the problem that has occurred on your QX1000.
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Users Menu

70]

IntemetUplink  Network @ep} g1
quadillo225

h in 583 seconds!

Main System Users Conferences  Telephony

Extensions Wanagement

Receptionist Management
Epygi QX1C extensions Directory
Authorized Phones Database

Active Calls  cn 1ianagement

Call Start Time | Call Duration | Calling Phone | Called Phone

No itemns in list.

Fizmeare Veraion: §.2.1TEST1/Release

Tserz curzently legged in:
- admin from 152.168.70.24, expires 15:42
- admin Erom 182.168.70
- admin from 152.1€8.7
~ admin from 152.168 xp:
- admin from 192.16€8.70.2€, expires 15:40

Internet connection status: static IP

Please check your pending events!
Capyright (C) 2002-2011 Epygi Technologies, Lid. Al rights reserved.

Users

* System
* Users

o Extensions Management
o Receptionist Management
o Extensions Directory
o Authorized Phones Database
o ACD Management
s iConferences
* Telephony

» |nternet Uplink
o Meteork

s |nstall Checklist
s Feature Codes
* Help

o Logout

Fig. 11-67: Telephone Users Menu in Dynamo Theme

Extensions Management

Flease check your pending events!

Horne Logout

Copyright 2003-2011 Epyai Technologies, Lid. All rights rezsened.

quadrilla @ ep y’gl

Fig. 11-68: Telephone Users Menu in Plain Theme

The Extensions Management page is used to create a variety of extensions and auto attendants on the QX1000. From this page, by clicking on the

user extension, the Administrator can go to the extension settings pages.

When this page is accessed for the first time after the QX1000’s initial
boot-up or the default configuration settings restore, an intermediate
page is displayed.

The Change Extension Length page is used to define the extension
settings applicable to all extensions on the QX1000. This page
disappears once being saved.

The Change Extension Length page consists of a radio-button
selection:

Main - System  Users  Conferences  Telephony Intermiet Uplink Metwork

Choose Extenslons Length

) Leave Cument Lengm | &

0 Chranye Lenglh Fidensinn | prgih

Fidensinn Prefie

ave back

©@cpys

quadrile

=)

Fig. 11-69: Extensions Management - Add Entry page

e |eave Current Length radio-button selection is used to leave the current length of extensions on the QX1000. Per default the extensions
length on the QX1000 is 4. In front of this selection, the actual configured length of extensions is displayed.

e Change Length radio-button selection is used to change the actual length of extensions on the QX1000. This selection enables the

following information to be defined:

The Extension Length drop-down list requires you to choose the length of the extensions on the QX1000. This number will apply to
all existing extensions on the QX1000 as well as to any newly created extensions. The length of the extension can be 2, 3, 4 or 5.

The Extension Prefix text field is used to define a prefix with which all existing extensions on the QX1000 as well as to any newly
created extensions should start. The prefix cannot start with the digits O or 9, otherwise an error message appears.

Please Note: By saving the settings on the Change Extension Length page, all existing extensions will lose the custom voice messages and voice
mails in the voice mailbox. The device will be rebooted. You will not be automatically redirected to the login page, so you need to access it manually
again when reboot ends. After the reboot, the Change Extension Length page will disappear and the Extensions Management page will be
displayed. The Change Extension Length page will not appear again unless the default configuration settings are restored on the device.

Two types of user extensions, active and inactive, can be created on the QX1000. Active extensions are those that are attached to a line, can place
and receive calls and use available telephony services. Inactive extensions are those that are not attached to the line. They can use some available
telephony services but they cannot place and receive calls. Instead, inactive extensions have a voice mailbox available to store the messages from

callers.
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Attendant extensions are dedicated to the IVR system on the QX1000. These extensions are used by callers to reach QX1000’s users and use the
remote access and call relay services. It is possible to create Auto Attendants with the custom scenarios. By default, QX1000 has one Auto
Attendant extension (00) which is undeletable.

Attention: The system is limited to 1200 extensions! Once the number of extensions in the Extensions table reaches 1200, there will be no more
possibility to add new extensions.

The Extensions table is a list of all extensions and their parameters.

i
Main Systemn Users Conferences Telephony Internet Uplink Network @ = I) } 8 1

31000

Extensions Management

Add Edit Delete Select all

werse Selection Hide i attached to disabled IP lines Use Epyai SIP server

Display Name | Attached Line SIP Address Percentage of e Memor External Access | Codecs e
| oo Attendant 7423800@sip.epydiloc:a060 | 0.08% (2 hour 4 min 6 sec) BCML, ...
1 |1001 IP Line 1 2381001 @sip epyiloc 5060 0.08% (2 hour 4 min 6 sec) Mone PCML
[ | 1002 IF Line 2 238 002@sip.epydiloc:a060 | 1% (1 day 1 hour 51 min 20 sec) Maone BCML, ...
] | 1002 IF Line 3 1003 0.08% {2 hour 4 min 6 sec) Maone BCML, ...
[1 | 1004 IP Line 4 1004 0.08% (2 hour 4 min 6 sec) Mone PCML
[ | 1005 IP Line 5 1005 0.08% (2 hour 4 min 6 sec) Mone FCrU, ..
[ | 1008 IF Line & 1006 0.08% {2 hour 4 min 6 sec) Maone BCML, ...
[1 | 1007 IP Line ¥ 1007 0.08% (2 hour 4 min 6 sec) Mone PCML ~
Total extensions count: 1003
Upload Universal Extension Recordings

Add Multiple Extensions

User Extension Bulk lmport

Back Help
FPlease checkyour pending events]
Copyright (C) 2003-2012 Epvai Technologies, Ltd. All rights resened.

Fig. 11-70: Extensions Management page

The following columns are present in the table:

® Extension - lists user or attendant extensions on the QX1000. This number is used for internal PBX calls.
e Display Name - indicates an optional display name to identify the caller.

e Attached Line - indicates the IP line corresponding extension it is attached to. “R” is displayed in this column when SIP Remote Extension
(see below) functionality is enabled on the extension.

e S|P Address - displays the SIP address of the corresponding extension. The column displays the full SIP address, (i.e.,
username@sipserver:port) when the Registration on SIP Server checkbox is selected. If registration is disabled, the SIP address will be
displayed in the following format: “username, Proxy: sipserver:port”. If no SIP registration server or SIP server port is defined, corresponding
information will not be included in this column. If no username is defined, the extension number will be displayed instead.

® Percentage of System Memory - indicates the user space (in percentages) configured for each extension. The actual available duration (in
minutes) for the extension voice mails, uploaded/recorded greetings and blocking messages is also displayed here. The available minutes
corresponding to the selected user space are dependent on the Voice Recording codec selected from the Voice Mail page. For example,
for the same amount of marked out user space, selection of the G726 voice recording codec will provide more space for voice mails and
user defined voice greetings than the G711 codec selection.

® External Access - indicates whether the GUI Login, 3pcc/Click2Dial login or Call Relay options are enabled on the extension.

® Codecs — column lists the short information (full information is seen in the tool tip) about extension specific voice Codecs. Extension
codec’s can be accessed and modified by clicking on the link of the corresponding extension’s Codecs. The link leads to the Extension
Codecs page.

Clicking on each user extension in the Extensions table will open the extension specific Extension Settings menu. The Pickup Group, Call Park and
Paging Group extensions are displayed without a link in the Extensions Management table and extension pages. Additionally, the supplementary
services configuration pages will not be accessible for this type of extensions. Clicking on the Recording Box extension will move to the
corresponding extension’s Recording Box where the recorded calls can be managed.

Add opens the Add Entry page where the type and number @<y
Of the neW eXtenSIOn ShOuld be deflned. ThlS page COnSIStS of Main  System  Useis  Confefences Telepleoary Inbeamet Updink Retwork '(I[ ‘; =)

the following components: )
Extensions Management - Add Entry

The Extension text field is used to enter a new extension Besnsen 124
number. If non-digit symbols have been entered, the error Tt [User Exension ¥
“Incorrect Extension: no symbol characters allowed” will e ]

appear. If an extension with the same number already exists
in the Extensions Management table, the error “Extension
already exists” will appear.

o 6 0002008 Eput Tasbasleging, LI AN g restirad

Fig. 1I-71: Extensions Management - Add Entry page

Please Note: Extension number cannot start with the digits 0. You can add extensions of up to 20 digits long. However, the Call Routing won't be
adjusted automatically; you may need to manually adjust the routing rules for extensions in custom length.

The Type drop down list is used to select the type of the extension to be created (for details see below). The following values are available in this list:
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e  Attendant,

®  User Extension,

e  Pickup Group,

e  Call Park,

®  Paging Group,

®  ACD Group (if this feature is previously activated from Features page),

e  Recording Box (if the Call Recording feature is previously activated from Features page).

Edit opens the Edit Entry page where a newly created user or attendant extension settings might be adjusted. To operate with Edit, one or more
record(s) have to be selected; otherwise the “No records selected” error message will appear.

The Edit Entry page consists of two frames. In the left frame settings groups are listed. Clicking on the corresponding settings group displays their
configuration options in the right frame.
Please Note: Save changes before moving among settings groups.

Hide extensions attached to disabled IP lines functional button is used to hide extensions which are attached to the disabled IP lines. When this
functional button is pressed, it transforms to Show all extensions functional button, which is used to show all hidden extensions. To enable the
lines, install a feature key from the Features page.

Reset SIP Settings functional button is used to reset all SIP settings of the selected extension(s) to the default values, including all settings listed
under SIP Settings and SIP Advanced Settings pages (see below).

The Upload Universal Extension Recordings link found at the bottom of the page leads to the Upload Universal Extension Recordings page,
where universal default voice messages for all extensions can be defined.

The Add Multiple Extensions link leads to the Add Multiple Extensions page, where multiple extensions can be added to the Extensions
Management table at once.

The User Extension Bulk Import link leads to the User Extension Bulk Import page, where group of user-type extensions can be added/modified,
configuring their settings or modifying the configurations of group of existing extensions.

User Extension Settings

l. General Settlngs Main System Users Conferences Telephony Internet Uplink Network @e[)}’gl l
This group requires extension‘s personal information and has =]
the following components: Extensions Management - Edit Entry |
Display Name is an optional parameter used to recognize the General Settings

caller. Usually the display name appears on the called party’s General Settings - 1001 |
phone display when a call is made or a voice mail is sent. SIP Setings |

Display Name / Subject Usert
SIP Advanced Settings

Password requires a password for the new extension. Remote Settins Passward e

Call Queue Seftings
i i igi i Confirm Password e
The extension password may only contain digits. If non-numeric Joiee bl St

symbols are entered, the “Incorrect Password: no symbol Licensing Attached Line P Line 1[=]
characters allowed” error will prevent creating the extension. 7 Use Kickback |
If you are unable to define a strong password, press Generate Ao Gal Retay '
Password to use one of system defined strong passwords. [ eui Login Alowed

Go To User Seftings [¥] 3peciciickaDial Access Allowed |
The Password field is checked against its strength and you may GoToLineSettings | g ok b
see how strong is your inserted password right below that field. GoTolodee SSNGS | o e ofTotsl smory 008 [<] o

Confirm Password requires a password confirmation. If the 7] ltow oiner users to Barge In o this extension
input is not corresponding to the one in the Extension ‘
Password field, the “Incorrect Password confirm” error will
appear.

Attached Line lists all free lines to where an extension may be
attached. copy

Fig. 11-72: Extensions Management - Edit Entry — General Settings page

Please Note: Extensions cannot be detached from the line if the SIP Remote Extension service is enabled on it. To detach the extension from the
line, disable the SIP Remote Extension service on the extension first.

Use Kickback checkbox enables the Kickback service on the extension for the blind call transfer. When the extension transfers the call to the other
extension and if there is no answer from the destination side, the call will automatically get back to the extension who initiated the transfer instead of
getting into the destination's voice mailbox or being disconnected.

Allow Call Relay enables the current extension to be used to access the Call Relay service in the QX1000's Auto Attendant. It is recommended to
define a proper and non-empty password when enabling this feature in order to protect the Call Relay service from an unauthenticated access.
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Login Allowed checkbox enables the current extension to be used to access the QX1000 via WEB interface by extension name and password.

3pcc/Click2Dial Access Allowed checkbox enables the current extension to be used with applications based on QX1000 3PCC interface and
QX1000 Click to Dial application.

With the Show on Public Directory checkbox enabled, the details of the corresponding extension will be displayed in the User Settings table on the
Main Page of the Extension's QX1000 Web Management (accessed by the extension’s login, see Manual |ll — Extension User’s Guide). Besides this,
the details of the extension will be displayed in the Public Directories on the snom and Aastra SIP phones. Leave this checkbox unselected if the
extension is reserved or not used, or when the extension serves as an intermediate unit for call forwarding, etc.

The Percentage of Total Memory drop down list allows you to select the space for the extension’s voice mails and uploaded/recorded greetings
and blocking messages. The maximum value in the drop down list is equal to the maximum available space for voice messages on QX1000. When
editing an existing extension and decreasing the voice mailbox size, the system will check the present amount of voice mails in the mailbox of the
extension. If the memory required for these voice mails exceeds the size entered, the system will suggest either to remove all voice messages from
the extension’s voice mailbox or to select a larger size so that the existing voice messages can be stored in the mailbox.

The Edit Call Intercept Access List link leads you to the page where the extensions that are allowed to intercept calls should be defined.
The Allow other users to Barge In to this extension checkbox and the Edit Call Barge In / Intercept Access List link appears only if a Barge In
feature is activated from the Features page.

e The Allow other users to Barge In to this extension checkbox is used to enable the Barge In Service on the extension.

e The Edit Call Barge In / Intercept Access List link leads you to the Call Barge In / Intercept Access List page where the extensions that
are allowed to barge in to the current extension or intercept calls should be defined.

Please Note: After activating Barge In feature, the extensions that are previously configured to intercept calls from the Call Intercept Access List
page, will be automatically redirected to the Call Barge In / Intercept Access List page along with the Barge In options.

The Edit Watch Access List link leads you to the page where the extensions that are allowed to watch calls should be defined.
Call Intercept Access List

The Call Intercept Access List page is used to define a list of extensions that are capable to intercept the current extension calls and to define the
appropriate permissions.

The Call Intercept service allows you to intercept the calls assigned to an individual extension. The extensions that are allowed to intercept calls are
defined in the Call Intercept Access List. With the special feature codes (for details, see Feature Codes in the Manual Il — Extension User’'s
Guide), you may pick up a ringing call of the extension

Administrator’s Menus

ThIS page contains the fO”OWing functional buttons: Main System Users Conferences Telephony Internet Uplink Hetwork @epygl
quadram
Add functional button opens an Add Entry page where

extensions may be added to the Call Intercept Access List. Call Intercept Access List of Extension 105

This page requires the extension number in the Address text Add Edit Delste Selectall Inverse Selection
field that will be allowed to intercept calls. The wildcard is Caller lntercept
supported in the Address field to add a group of extensions with O [Pox 108 |vee
one entry.
O |PEx-110 Mo
The Allow Intercept checkbox on this page allows to select the
Intercept option for the added extension: Flease checkyour pending events!

Copyright (C) 2003-2012 Epwai Technologies, Lid. All rights resened

. . . . Fig. I1-73: Call Intercept Access List
Attention: Call Intercept service calls are not displayed in ¢ P

Active Calls table on the Administrator’'s Main Page, nor are
registered in the Call Statistics.

ror 1
Main System Users Conferences Telephony Internet Uplink Metwork @ € P } 81

quadram

Call Intercept Access List - Add Entry
Call Type: PBX
Address 108 fwildeard supported)

A\\lentercept

Please check your pending events|
Copyright (C) 2003-2012 Epyai Technologies, Lid. All rights reserved

Fig. 11-74: Call Intercept Access List - Add Entry

Call Barge In/Intercept Access List

The Call Barge In / Intercept Access List page is used to define a list of extensions that are capable to Barge In/Intercept the current extension
calls and to define the appropriate permissions. This page is only available when the Barge In Service is enabled from the Features page.
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This page contains the following functional buttons:

Add functional button opens an Add Entry page where
extensions may be added to the Call Barge In / Intercept
Access List. This page requires the extension number in the
Address text field that will be allowed to intercept calls. The
wildcard is supported in the Address field to add a group of
extensions with one entry.

The checkboxes on this page allow to select one or more
options of the Barge In Service and Call Intercept for the

extension:
e Allow Listen In
e Allow Whisper
e Allow Barge In
e Allow Intercept
Attention: Barge In/Call Intercept service calls are not

displayed in Active Calls table on the Administrator's Main
Page, nor are registered in the Call Statistics.

Watch Access List

The Watch Access List page is used to define a list of
extensions that are capable to watch the current extension calls
and to define the appropriate permissions.

This page contains the following functional buttons:

Add functional button opens the Watch Access List - Add
Entry page where extensions may be added to the Watch
Access List.

The Watch Access List - Add Entry page consists of the
following components:

e Call Type lists the available call types:
PBX - local calls to QX1000's extensions.
SIP - calls through a SIP server.

Auto - used for undefined call types.

The destination (independent on whether it is a PBX number or
a SIP address) will be reached through the Call Routing Table.

® The Address text field is used to define the address where
the call will be redirected. The value in this field is strictly
dependent on the Call Type defined in the same named
drop down list. If the PBX call type is selected, the QX1000
extension number should be defined in this field. For the
SIP call type, the SIP_address should be defined. For the
Auto call type, a routing pattern needs to be defined. The
SIP-Clipboard button at the end of the line can be used
only when SIP is selected in the Call Type drop down list. It
opens a small window where one of the previously entered
10 SIP addresses can be automatically selected again. If
the address already exists in the table, selecting Save will
cause the error "Caller address already exists". Wildcard is
allowed in this field.

Main System Users Conferences  Telephony Internet Uplink Network

@cpysi

quadiom

Call Barge In / Intercept Access List - Add Entry

Call Type: PBX
Address:  |105 dwildcard supported)
[ allaw Listen In
[#] atlow Whisper
[ altow Barge In

[] attow Intercept

Please checkyour pending events!
Copyright (Z) 2003-2012 Epwni Technologies, Lid. Al rights resenved.

Fig. 11-75: Call Barge In/Intercept Access List

@-cpysi

Main System Users Conferences  Telephony Internet Uplink Network
quadrem
Call Barge In / Intercept Access List of Extension 104
Add Edit Delete Selectall lverse Selection
Caller js'e" Whisper Eﬂﬂﬁ Intercept
O] | PEX-105 |Yes | Yes ves | es
O | PEx-101 | ves Yas ‘as Mo

Please check your pending events!
Copyright(C) 2003-2012 Epyai Technologies, Lid. All rights resenved.

Fig. 11-76: Call Barge In/Intercept Access List - Add Entry

@epysi

quadrom

Main System Users Conferences  Telephony Internet Uplink Network

Watch Access List of Extension 104

Add Edit Delete Selectall lverse Selection

Watcher Presence Dialog A

O | Pex-* eg og ‘Yag

Please check your pending events!
Copyright (C) 2003-2012 Epyai Technologies, Lid. All ights resenved.

Fig. 1I-77: Watch Access List page

@-pysi

quadrom

Main System Users Conferences  Telephony Internet Uplink Network

Watch Access List - Edit Entry
Call Type |FBx w
Address
(wildcard supparted)
[¥] sllow Presence Subseriptions

[ llow Dialog Subscriptions

[ o vl Subscriptions

Please checkyour pending events!
Copyright (C) 2003-2012 Epyni Technalogies, [4d. All rights resenved

Fig. 11-78: Watch Access List - Add Entry page

The checkboxes on this page allow to select one or more options of the Watch Access List for the extension:

e Allow Presence Subscriptions

e Allow Dialog Subscriptions
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Edit opens a page Watch Access List-Edit Entry where the permissions of the added extensions may be modified.

Delete removes the selected extensions from the list. If no records are selected an error message occurs.
Select all selects all existing records in the list.
Inverse selection inverses the current selection of records (if no records are selected, all records will be checked).

. rol
2.SIP Settlngs Main System Users Conferences Telephany Internet Uplink Network @er)‘) 81

qusdrilla225

This group is used to configure extension’s SIP registration

X . . Extensions Management - Edit Enti
settings and consists of the following components: g i

User Name requires a user name for the extension registration Generel Setinas SIERegistration SSHifgs =001
on the SIP server. The registration user name needs to be SIP Settinas R e
unique on the SIP server and it is displayed on the called phone SIP Advanced Seffings
when performing an IP call. This field length is limited to 32 Remote Setiings Password srasese
symbols. CallQueue Selings | confirm Password [sessess

Voice Mailbox Settings - -
Password indicates the password for the extension registration Licensing bl i epygi1oc
on a SIP server. SIP Fort 5060

. . . . [l Registration on SIP Server
Registration Password is used to confirm the password. If the

entered password does not correspond to the one entered in the Go To User Settings

Password field, the error message “The passwords do not Go To Line Settinas
match. Please try again” will appear. Go To Codec Settings Save Back

SIP Server indicates the host address of the SIP server. The DBt chac i ots S oty

field is not limited regarding symbol usage or length. It can be  ceeviant c12002-2011 Zovai Tecmnolegies, Lia. Allrights reserves
either an IP address such as 192.168.0.26 or a host address
such as sip.epygi.com.

Fig. 11-79: Extensions Management - Edit Entry — SIP Settings page

SIP Port indicates the host port number to connect to the SIP server. The SIP server port may only contain digit values, otherwise the error message
“SIP Server Port is incorrect” will be displayed when applying the extension settings. If the SIP server port is not specified, QX1000 will access the
SIP server through the default port 5060.

Registration on SIP Server enables the SIP server registration option. If the extension has already been registered on an SIP server, its IP address
will be displayed in brackets.

3. SIP Advanced Settings

This group is used to configure advanced SIP settings (Outbound Proxy, Secondary SIP Server and Outbound Proxy for the Secondary SIP Server
settings and to define other SIP server specific settings).

The SIP Outbound proxy is an SIP server where all the SIP requests and other SIP messages are transferred. Some SIP servers use an outbound
proxy server to escape restrictions of NAT. For example, Free World Dialup service uses an Outbound Proxy server. If an Outbound proxy is
specified for an extension, all SIP calls originating from that extension are made through that outbound proxy, i.e., all requests are sent to that
outbound proxy, even those made by Speed Calling.

The Secondary SIP Server acts as an alternative SIP registration server when the primary SIP Registration Server is inaccessible. If the connection
with the primary SIP server fails, QX1000 will automatically start sending SIP messages to the Secondary SIP Server. It will switch back to the
primary SIP server as soon as the connection is reestablished.
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Authentication User Name requires an identification parameter
to reach the SIP server. It should be provided by the SIP service
provider and can be requested for some SIP servers only. For
others, the field should be left empty.

Send Keep-alive Messages to Proxy enables the SIP
registration server accessibility to the verification mechanism.
Timeout indicates the timeout between two attempts for the SIP
registration server accessibility verification. If no reply is received
from the primary SIP server within this timeout, the Secondary
SIP server will be contacted. When the primary SIP server
recovers, SIP packets will resume being sent to it.

The RTP Priority Level drop down list is used to select the
priority (low, medium or high) of the RTP packets sent from a
corresponding extension. RTP packets with higher priority will be
sent first in case of heavy traffic.

The Do Not Use SIP Old Hold Method checkbox enables the
new recommended method of call hold in SIP, in which case the
hold request is indicated with the "a=sendonly" media attribute,
rather than with the IP address of 0.0.0.0 used before. The

Main System

Extensions Management - Edit Entry

General Settings

SIP Seftings

SIP Advanced Settings
Remote Seftings

Call Queue Settings
Voice Wailbox Settings
Licensing

Go To User Settings
Go To Line Settings
Go To Codec Seftings

Users

@cpysi

quadrillo226

Conferences Telephony Internet Uplink Network

SIP Advanced Settings - 1001

Advanced Settings
Authentication User Name
[Osend Keep-alive Messages to Proxy

Timeout (sec)

RTP priority level medium | ¥

Do NotUse SIP OId Hold Method
Outbound Proxy
Host address
Port
Secondary SIP Server

Host address

checkbox should be enabled if the remote party does not

recognize hold requests initiated from the QX1000. da e

QOutbound Proxy for Secondary SIP Server
A group of Host address and Port text fields respectively require
the host address (IP address or the host name) and the port
numbers of the Outbound Proxy, Secondary SIP Server and
the Outbound Proxy for the Secondary SIP Server. These
settings are provided by the SIP servers’ providers and are used
by QX1000 to reach the selected SIP servers.

Host address

Port

Please check vour pending events!

Copyright (C) 2002-2011 Epyai Technologies, Ltd. Al rights reserved

Fig. 11-80: Extensions Management - Edit Entry — Advanced SIP Settings page

4. Remote Settings

This group is used to configure SIP Remote Extension functionality. This is an advanced telephony feature that allows QX1000 users to remotely
operate QX1000. Users need to register a hardware or software SIP phone on the QX1000 by defining the QX1000’s global IP address and an
appropriate Username/Password. A registered SIP Remote phone can act fully as a phone connected locally to QX1000, i.e. it can use QX1000's
PBX features, place and receive calls, access voice mails, etc.

The Enable checkbox activates the SIP Remote Extension’s functionality.
Please Note: SIP Remote Extension functionality may be enabled only for active (attached to an IP line) extensions.

Identification parameters used by the remote SIP device for registration on the QX1000 should be defined in the Username and Password text
fields. They should match on both QX1000 and SIP phone for a successful connection. The Password field is checked against its strength and you
may see how strong is your inserted password right below that field. To achieve the well protected strong password minimum 8 characters of letters
in upper and lower case, symbols and numbers should be used. If you are unable to define a strong password, press Generate Password to use
one of system defined strong passwords.

Line Appearance text field requires a number of simultaneous calls supported by the SIP phone.

When the Enable RTP Proxy checkbox is selected, incoming and outgoing RTP streams to and from the remote SIP phone will be routed through
QX1000. When the checkbox is not selected, RTP packets will be moving directly between peers.
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When the Fallback To Local Extension When Not Registered @e vai
CheckbOX iS Selected, incoming CaIIS tOWardS the Corresponding Main System Users Conferences Telephony Internet Uplink Network -}Hémgzg
extension on the QX1000 will be forwarded to the remote SIP

phone only if it is registered. Otherwise, when the remote SIP Extensions Management - Edit Entry

phone is unregistered, incoming calls will be routed to the line
extension it is attached to. When this checkbox is not selected,
all incoming calls will be routed to the remote SIP phone only if it SIP Setinas

is registered. Otherwise, if the remote SIP phone is SIP Advaneed Seings
unregistered, calls will be forwarded to the extension’s voice Remote Setings
mallbox. %ﬂis Fessea [ Choose Generated Password ] i it
The Symmetric RTP checkbox should be selected when the Licensing oo iios 12

remote extension is located behind the symmetrical NAT. After hourts) min
[C]Enable RTP Proxy

General Settings SIP Remote Extension Settings - 1001

[ZEnable === Hide Hot Desking Seflings

Username [J Enable Hot Desking Capability

Never

Fallback To Local Extension When Not Registered At

Go To User Settings [ symmetric RTP
Go To Line Settings
Go To Codec Settings

Please check vour pending events!
Copyright (C) 2002-2011 Epyai Technologies, Lid. All rights reserved.

Fig. 11-81: Extensions Management - Edit Entry — Remote Settings page
The Show Hot Desking Settings and Hide Hot Desking Settings links are correspondingly used to show or hide the Hot Desking settings on this
page.
The Enable Hot Desking Capability checkbox is used to enable the Hot Desking feature on the corresponding remote extension.

The Hot Desking Automatic Logout section is used to configure Hot Desking functionality expiration on the corresponding extension. This may be
useful when someone who logged in to the public phone with this extension forgot to log out after using it. With this option enabled, once the
expiration time arrives, the extension will automatically log out from the public phone.

The following options are available:

e Never — the extension will never expire and will remain logged in to the public phone.
e After the defined period of time — requires the period after which the extension will automatically log out from the public phone.
® At the certain moment — requires the moment (hour and minute) when the extension will automatically log out from the public phone.

5. Call Queue Settings

This group is used to configure the Call Queue service that allows multiple incoming calls to be kept in the queue when being on the line and
enables the calls to be answered in the order they have been received. This feature can be also used within Receptionist Management (see below
for more details).

The Enable checkbox activates the Call Queue functionality on .
the extension. Main System Users Conferences  Telephony  InternetUplink  Network @6}3}’31
Q1000226
The Call Queue Size text field requires the length of the call

N . N h Extensions Management - Edit Entry
queue. This is the maximum number of calls that will be

accepted into the queue and kept on hold while the extension General Sefiings Call Queus Settings - 1001
user is on a call. If a maximum number of calls are already held SIF Setinas
in the call queue, the next incoming call will be routed to the SIP Advanced Setings | D ENa0e
extension’s Voice Mail, if enabled, or will be disconnected. Remote Settings Call Guewe Bie :
Call Quene Settings Max Calls Presented to Extension 2
Please Note: By configuring Call Queue size, Call Forwarding if voice Mailbox Seings Redirection on Timeout
Busy and Voice Mail telephony services will not take effect on Licensing [l Enaiale Retirection on Timeaut
the corresponding extension until the call queue is not filled. Call Gueue Message Repetiion Count |5

These telephony services will affect only the calls out of the call callTyos AT

queue.
Go To User Settings address | 1008]
The Max Call Queue Appearance text field requires the Go To Line Seftinas
maximum number of active calls on the line. For example, if 1 is o To Codee Seftings ZeraOut Redirection
configured in this field and the extension is in use, the next = -

incoming call will go to the call queue. If 2 is configured in this
field and extension is in use, the next incoming call alert will be | carmpe [mme v
heard in the background (if Call Waiting service is enabled on
the corresponding extension) and the extension will hold the first
call to answer the second one or they can be joined for a call

Address 11108

conference. However, the next incoming call will again go to the Upload new call quene welcome messags
call queue. Upload new call gusue message

Flease check your pending events!
Copyright (£) 20032012 Eovai Technologies, Ltd. All rights reserved

Fig. 11-82: Extensions Management - Edit Entry — Call Queue Settings page

QX1000; (SW Version 5.3.x) 48



QX1000 Manual Il: Administrator's Guide Administrator’s Menus

Enable Redirection checkbox is used to enable the call redirection to the other destination after some time spent in the queue. This will avoid the
caller to wait in the queue for too long. This checkbox selection enables the following components:

Call Queue Message Repetition Count text field requires the number of call queue messages (played during the caller is in the queue) after
which the call in the queue will be automatically redirected to the destination defined below.

Call Type lists the available call types:
® PBX - local calls to QX1000's extensions

e S|P — calls through a SIP server

e Auto —used for undefined call types. The destination (independent on whether it is a PBX number, a SIP address or a PSTN number) will
be reached through the Call Routing Table.

The Address text field is used to define the address where the call will be redirected. The value in this field is strictly dependent on the Call
Type defined in the same named drop down list. If the PBX call type is selected, the QX1000 extension number should be defined in this field.
For the SIP call type, the SIP address should be defined, for the Auto call type, a routing pattern needs to be defined.

The ZeroOut Redirection radio buttons are used to enable the call redirection to the extension voice mailbox or other destination after some time
spent in the queue. This will avoid the caller to wait in the queue for too long.

® The Voice Mail radio button selection allows the user to redirect the call to the extensions voicemail.

e The second radio button selection allows the callers to redirect the call to the specified destination instead of holding in the extension's
queue.The caller will then be automatically transferred to the destination specified in this page. This selection activates the following fields to be
inserted:

Call Type lists the available call types:
0 PBX-local calls to QX1000's extensions.
0  SIP - calls through a SIP server.

0 Auto - used for undefined call types. The destination (independent on whether it is a PBX number or a SIP address) will be
reached through the Call Routing Table.

The Address text field is used to define the address where the call will be redirected. The value in this field is strictly dependent on the Call
Type defined in the same named drop down list. If the PBX call type is selected, the QX1000 extension number should be defined in this field.
For the SIP call type, the SIP address should be defined, for the Auto call type, a routing pattern needs to be defined. The SIP-Clipboard button
at the end of the line can be used only when SIP is selected in the Call Type drop down list. It opens a small window where one of the
previously entered 10 SIP addresses can be automatically selected again. If the address already exists in the table, selecting Save will cause
the error "Caller address already exists". Wildcard is allowed in this field.

Please Note: To activate the ZeroOut Redirection feature, the caller should dial 0 digit.

Upload new call queue welcome message allows updating the active Call Queue welcome message (played when a caller joins the extension’s
call queue), downloading it to the PC, or restoring the default one.

The Remove call queue welcome message functional link appears only when the custom call queue welcome message is already uploaded and is
used to remove it and restore the default call queue welcome message.

The Download call queue welcome message functional link appears only when the custom call queue welcome message is already uploaded and
is used to download it to PC and opens the file chooser window where the saving location can be specified.

Upload new call queue message allows updating the active call queue message (played when a caller is being held in the queue), downloading it
to the PC, or restoring the default one.

The Remove call queue message functional link appears only when the custom call queue message is already uploaded and is used to remove it
and restore the default call queue welcome message.

The Download call queue message functional link appears only when the custom call queue message is already uploaded and is used to download
it to PC and opens the file chooser window where the saving location can be specified.

Browse buttons open the file chooser window to browse for a new Call Queue welcome message file. The uploaded files should to be in PCMU
(CCITT u-law, 8 kHz, 8 bit Mono) wave format, otherwise the system will prevent uploading it with the “Invalid audio file, or format is not supported”
warning message. The system also prevents uploading if there is not enough memory available for the corresponding extension, which will cause the
“You do not have enough space” warning message.

6. Voice Mailbox Settings

This group is used to configure voice mailbox storage and consists of a group of manipulation radio buttons to define the location where voice mails
will be collected.

® Disable Voice Mail — disables the Voice Mail service for the corresponding extension. With this selection, the extension user will be unable to
reach their Voice Mail Settings, but will be able to access their Voice Mailbox and manage the existing voice mails.

® Use Internal Voice Mail — enables the Voice Mail service for the corresponding extension and defines the QX1000's internal storage as a
location for the Voice Mails.

This selection also allows you to manipulate with the Voice Mail Configuration Wizard used by the extension’s user to setup personal settings
(the password, the voice mail greeting message and the user's name for Extensions Directory) from the handset. By default, the Voice Mail
Configuration Wizard is enabled when the QX1000's is in the factory reset state. It can be manually enabled from this page by pressing the
Activate button. When the Voice Mail Configuration Wizard is activated, the extension’s user is prompted to insert personal settings as
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he/she enters his/her Voice Mailbox for the first time. Unless the required information is not inserted, the button is changed to Deactivate and
the Configuration Wizard Status becomes Activated. Use Deactivate button to stop Voice Mail Configuration Wizard. When the user
inserted the required information, the Configuration Wizard Status on this page is changed to Passed and a Reactivate button appears.
Using Reactivate button you might re-enable the Voice Mail Configuration Wizard so the user will be again prompted about his/her personal
settings next time entering his/her Voice Mailbox.

Instructions on how to insert the information prompted in the Voice Mail Configuration Wizard are available in the Features Codes (see
Manual lll — Extension’s Users Guide).

The Shared Mailbox section is used to setup a mailbox sharing. The Edit Voice Mailbox Access List link goes to the page where a list of
PBX extensions can be defined for which the mailbox of the current extension will be shared and accessible without password authentication.
For more details on how to access Shared Mailboxes, see Feature Codes.

® Use External Voice Mail — enables the Voice Mail service

for the corresponding extension and is used to define a Min System Users  Confesonces  Teleghoy et Uik Netwark (’C"I)Y.‘-}'
remote Voice Mail Server as a location for the Voice Mails. o
In this case recorded voice mails will be collected on the Extensions Management - Edit Entry

remote server. Radio button selection enables a sub-group

of manipulation radio buttons: Genaral Geings Volcs Mallox Sectings - 1007

Disable Vice Mail

® |f the remote Voice Mail Server is combined with
the SIP Proxy server, it is recommended to select
Proxy Controlled Mailbox Type. With this

stz Inbimreal Voice Mail

. . . Configuration wizard slabus. Inactie Aclivabe
selection, SIP proxy will keep the recorded voice RS Cocha ]
mail on itself. When extension accesses his Shared Maimne - Ed1Vnics Mallbox Artess List
mailbox by dialing *0, the call will be redirected to - -
the vo|ce ma||box on the proxy server Use External Voice Mail Transport Protocol for SIF messages

Presy Controlied Mailbox Type uoP
) ) s To Useq Semings N
® |If the remote Voice Mail Server acts as a 0 1oL Setis Veita M Roiricvn S1P LRI T
standalone location of voice mails, |_t is 0 To Codec Setlan ——
recommended to select Independent Mailbox
Type. With this selection, QX1000 redirects the Malluew URI

recorded voice mails to the defined remote Voice
Mail server. When extension accesses his mailbox
by dialing *0, the call will be redirected to the

& Exzhangn Sorae

U Auly Altemd:ant URI

remote voice mail server. UM Estension
For each of these selections, it is required to enter the SIP URI ) i
of the Voice Mail Server where voice mails of the corresponding (Ceme J (o ) Help

extension will be collected. ISR LKL PR PR,

Coymgh (6] FF01E Lawgl

1. Al A 1Sk Rved

The Transport Protocol for SIP messages radio buttons allow
the transport protocol (UDP or TCP) for transmission of SIP
messages to be selected.

Fig. 11-83: Extensions Management - Edit Entry — Voice Mailbox Settings page

® With MS Exchange Server you can keep recorded voice messages into one universal inbox.

0 UM Auto Attendant URI text field requires the SIP URI of the MS Exchange Server. When extension accesses his mailbox by
dialing *0, the call will be redirected to the voice mailbox on the MS Exchange Server.

0 UM Extension text field requires an extension number that Unified Messaging will use when voice mail is submitted to the user's
MS Exchange Server mailbox.

Please Note: When the MS Exchange Server option is selected as an external voice mail server, the transport protocol TCP is automatically used
regardless of the Transport Protocol for SIP messages radio button selection.

Attention: By choosing the Use External Voice Mail option, some internal voice mailbox services may become unavailable. Instead, the services of
the external voice mail server will become available to the user. Please consult with the external voice mail server administrator before enabling this
option.
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7. Licensing
This page is Only available if the corresponding IicenSing is Main System Users Conferences  Telephony Internet Uplink Network @ep}"gl
enabled from the Features page. quadrom
This group allows you to configure the extension to be used by Extensions Management - Edit Entry
the Quadro Communication Manager (QCM) soft-phone
application and the Pro/Basic level Desktop Communication General Sefings
Console. License Settings - 102
SIP Settings
The Enable QCM (Quadro Commumcat'or_] Manager_) license SIP Advanced Settings [l Enable QCM @uadro Communication Manager license
checkbox allows you to set the corresponding extension to be ! '
Remute Setings Enable DCG Pra license

used by the QCM application. When the checkbox is not
selected on this page, the QCM will be functional with the
extension only during trial period. ‘ojce Wallbox Seftings
Licensing

Call Gueue Sefings Enahle DCC Basic license

Enable DCC Pro license checkbox which allows you to set the
corresponding extension to be used by the DCC Pro level
application. When the checkbox is not selected on this page, the
DCC will be functional with the extension only during trial period.

. . . G i
Enable DCC Basic license checkbox which allows you to set o o lset Settinas

the corresponding extension to be used by the DCC Basic level Go To Line Seftings
application. When the checkbox is not selected on this page, the Go To Codec Setings save ] [__Bank
DCC will be functional with the extension only during trial period. Please check your pendiny events!

Copyright (C) 2003-2012 Epyai Technologies, Ltd. All rights resewed

Please Note: These checkboxes can be simultaneously
selected on as many extensions as QCM and/or DCC licenses
are available on the QX1000.

The Go to User Settings link is used to make a quick jump to the extension specific Extension's Main Menu page (see Manual Il — Extension User’'s
Guide).

Fig. 11-84: Extensions Management - Edit Entry — License Settings page

The Go to Line Settings link is used to make a quick jump to the Line Settings page of the corresponding extension.

The Go to Codec Settings link is used to make a quick jump to the Extension Codecs page of the corresponding extension.

Pickup Group Extension Settings
Pickup Group & Access List

The Pickup Group service is used to monitor calls addressed to a certain list of extensions and to pick up calls ringing on the listed extensions. This
service may be used when a group of extensions are located in the same area so the persons nearby can hear the ringing on one of the extensions.
This feature allows you to pick up the call ringing on a certain extension by dialing the number of the pickup extension.

The Pickup Group list is used to define the extensions that can be monitored by calling a certain pickup extension.

The Access List is used to define PBX or SIP users that are allowed or forbidden to intercept calls ringing on extensions in the Pickup Group.

If a user dials the pickup extension when several extensions of the pickup group are ringing, the first (oldest in time) call will be picked up. When the
user dials the pickup extension and no extensions of the pickup group are ringing, the “No call is available to pickup” message will be played to the
user. When the user that is not listed in the Access List dials the pickup extension, password authorization (of the pickup extension) will be required
to answer the call. When a denied user dials the pickup extension, the “Party does not accept your call” message will be played to the user.

For Pickup Group extensions, the Extensions Management - Edit Entry page consists of General Settings, SIP Settings and Advanced SIP
Settings pages. The SIP Settings and Advanced SIP Settings pages are the same as for regular extensions (see User Extension Settings)
described above. The General Settings page has a different content as follows:

1. General Settings (for pickup group extension)

ThIS g_roup reqUireS personal extension information and has the Main System Users Conferences Telephony Internet Uplink Network @epygl
following components: qusdrilioz25
Display Name is an optional parameter used to recognize the Extensions Management - Edit Entry
caller. Usually the display name appears on the called party's
phone display when a call is made or a voice mail is sent. General Settings

General Settings - 2200
Password requires a password for the new extension. sl Sotingg

SIF Advanced Settings | Display Name f Subject |Pickup

The extension password may only contain digits. If non-numeric e

symbols are entered an “Incorrect Password: no symbol
characters allowed” error message will prevent making the

extension. [ shaw on Public Dirsctory
Go To Codec Settings

Canfirm Password CIITITY)

Edit Pickup Group

If you are unable to define a strong password, press Generate
Edit Access List

Password to use one of system defined strong passwords.

. . . . = Back Hel
The Password field is checked against its strength and you may
see how strong is your inserted password right below that field. Fleass che tkyour pending events!
Copyright (C) 2003-2014 Epyai Technalogies, Ltd. Al rights reserved
Confirm Password requires a password confirmation. If the Fig. 11-85: Extensions Management - Edit Entry — General Settings for pickup extension page

input is not corresponding to the one in the Extension
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Password field, the “Incorrect Password confirm” error message
will appear.

The Edit Pickup Group link leads to the page where a list of monitored extensions can be defined.

The Pickup Group of Extension page lists all available regular
and virtual extensions on the QX1000 and allows you to
manage the Pickup Group.

The Enable functional button is used to include the selected
extension(s) to the Pickup Group of the corresponding pickup
extension. The extensions in the Pickup Group can be
monitored by the pickup extension. The calls addressed to the
extensions in the Pickup Group can be answered by the pickup
extension.

The Disable functional button is used to exclude the selected
extension(s) from the Pickup Group of the corresponding pickup
extension.

The Edit Access List link leads to the page where permissions
for the users to use the pickup service can be defined.

The Access List of Extension page lists all users (or a group
of users if a wildcard is used) and the appropriate permissions
to pickup the calls ringing on the extensions from the Pickup
Group.

The Add functional button opens an Add Entry page where a
new user with corresponding permissions might be created.
This page consists of the following components:
Call Type lists the available call types:

® PBX - local calls from QX1000's extensions

® S|P —calls through a SIP server

® Auto — used for undefined call types. The destination
(independent on whether it is a PBX number, SIP
address or PSTN number) will be parsed through the
Call Routing Table.

Main System Users Conferences Telephony

Pickup Group of Extension 2200

Enable Disable Selectall Inverse Selection

Callto State

1001 Enabled (Attached)

1002 Enabled (Attached)
1003 Enabled (Attached)
1004 Enabled (Attached)
1005 Enabled (Attached)
1006 Enabled (Attached)
1007 Enabled (Attached)
1008 Enabled (Attached)

1009 Enabled (Attached)

Ooo|/oooooo|o

Network @epyg]

quadrillo228

Internet Uplink

Fig. 11-86: Pickup Group of Extension page

Main System Users Conferences  Telephony

Access List of Extension 2200

Add Edit Delete Selectall Inverse Selection
Caller Action

] PBX-* Allow

[ | PBX-1008 | Allow

O | Aute-* Allow

Please check your pending events!
Copyright {C) 2003-2011 Epygi Technologies, Ltd. All rights reserved

@epysi

i

quadrillo225

Internet Uplink Hetwork

Fig. 11-87: Access List of Extension page for Pickup Group

Main System Users Conferences  Telephony

Access List - Edit Entry

Call Type |SIP |+

Address | 11369@sip.epygiloc

(wildcard supported)

Action: Allow | v

Please check vour pending events!
Copyright (C) 2003-2011 Epyai Technologies, Ltd. All rights resarved

SIP-Cliphoard

©cpygi

quadiillo225

Internet Uplink Hetwork

Fig. 11-88: Access List of Extension —Add Entry page for Pickup group

The Address text field is used to define the address to be included in the Access List table. The value in this field is strictly dependent on the Call
Type defined in the same named drop down list. If the PBX call type is selected, the QX1000 extension number should be defined in this field. For
the SIP call type, the SIP address should be defined, for the Auto call type, a routing pattern needs to be defined.

The Action drop down list is used to select the defined user's permissions (allow or deny) to use the pickup service for the extensions included in the

Pickup Group.
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Call Park Extension Settings

For Call Park extensions, the Extensions Management - Edit Entry page consists of General Settings, SIP Settings, Advanced SIP Settings,
Park Access List and Retrieve Access List pages. The SIP Settings and Advanced SIP Settings pages are the same as for the regular
extensions (see User Extension Settings).

1. General Settings (fOI’ call park extension) Main System Users Conferences  Telephony Internet Uplink Network @ep}"g]

. . . . . uadrillo225
This group requires personal extension information and has the E
following components: Extensions Management - Edit Entry
Display Name is an optional parameter used to recognize the

. s G | Setting i -
caller. Usually the display name appears on the called party's e e g
phone display whenever a call is performed or a voice mail is SIP Settinos
sent S . Display Name / Subject |For Parking
. vance etings
Park Access List Password reeeeee

Password requires a password for the new extension.

Futeiews Frces: Lt Confirm Passward snenees

The extension password may only contain digits. If non-numeric

“ [¥] 8how on Public Directory
symbols are entered an “Incorrect Password: no symbol

characters allowed” error will prevent making the extension. If you Reneye fimeout s i
are unable to define a strong password, press Generate Go To Codec Settinas
- S Back Hel
Password to use one of system defined strong passwords.
The Password field is checked against its strength and you may Please check your pending evenis!
Copyright (C) 2003-2011 Epyai Technelegies, Lid. All rights resenved.

see how strong is your inserted password right below that field.

Fig. 11-89: Extensions Management - Edit Entry — General Settings for call park extension

Confirm Password requires a password confirmation. If the input is not corresponding to the one in the Extension Password field, the error will
appear: “Incorrect Password confirm”.

With the Show on Public Directory checkbox enabled, the details of the corresponding extension will be displayed in the User Settings table on the
Main Page of the Extension's QX1000 Web Management (accessed by the extension’s login, see Manual |ll — Extension User’s Guide). Besides this,
the details of the extension will be displayed in the Public Directories on the snom and Aastra SIP phones. Leave this checkbox unselected if the
extension is reserved or not used, or when the extension serves as an intermediate unit for call forwarding, etc.

Retrieve Timeout text field requires a timeout (in minutes) during which the parked call will stay active, i.e. the parked user will remain on-hold.
When the call park retrieve timeout expires, the hold music stops playing to the parked user and a new call is being placed towards the extension
initiating the call park. If the extension initiating the call park does not answer the call, the caller which has been recently parked will reach the
extension’s Voice Mailbox, if enabled, otherwise will be disconnected.

2.  Park Access List ro
Main System Users Conferences Telephony Internet Uplink Network ep‘} Dl
This page is used to define a list of extensions that are allowed quadillo225

to park the call to the corresponding call park extension.
Wildcard is supported in the Address field to add a group of
extensions with one entry.

Extensions Management - Edit Entry

General Seffings Park Access List - 2100
If the extension is not in the Park Access List for the SIP Setings
corresponding call park extension, it will not be able to park a S AvancigSenras | ro bl BEle . Sclecial - Rnease Sesion
call to this call park extension. it Aeiin (et Extension
- 1 | 1010
By default, this table contains a “*” entry which allows any PBX Refnave Access List
users to park the call to this extension. 0 [ rote

Attention: If you modify the Park Access List by adding new

extensions, do not forget to remove the default “*” entry from the G0 To Codec Settings Save [ Back
list for the new configuration to take effect.

Please check vour pending events!
Copyright (C) 20022011 Epygi Te

ogies, Ltd. All rights reserved.

Fig. 11-90: Extensions Management - Edit Entry — Park Access List for call park extension
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3. Retrieve Access List

This page is used to define a list of callers that are allowed to
retrieve a call parked to the corresponding call park extension.

If the caller is not in the Retrieve Access List for the
corresponding call park extension, it will not be able to pickup a
call parked to this call park extension.

By default, this table contains an “Auto-*" entry which allows any
caller to pickup the call parked to this extension.

Attention: If you modify the Retrieve Access List by adding new
callers, do not forget to remove the default “Auto-*" entry from
the list for the new configuration to take effect.

The Add functional button opens an Add Entry page where a
new caller can be added to the list. This page consists of the
following components:
Call Type lists the available call types:

e PBX - local calls from QX1000's extensions

e S|P — calls through a SIP server

e Auto — used for undefined call types. The destination

(independent on whether it is a PBX number, SIP

address or PSTN number) will be parsed through Call
Routing Table.

@cpysi

quadrills225

Main System Users Conferences Telephony Internet Uplink Network

Extensions Management - Edit Entry

General Settings Retrieve Access List - 2100

SIP Settings
SIP Advanced Settings

Park Access List

Add Edit Delete Selectall Inverse Selection

Address
[ | Auto-=

[ | SIP-11369@sip.epygiloc

Retrieve Access List

Go To Codec Settings Save Back

Flease check vour pending events!
Copyright (C) 20022011 Eoyai Technologies, Ltd. Al rights reserved

Fig. 11-91: Extensions Management - Edit Entry — Retrieve Access List for call park extension

@cpyyi

qusdiillo225

Main System Users Conferences  Telephony Internet Uplink Network

Retrieve Access Settings - Edit Entry

Call Type | SIP A

SIP-Clipboard

Address 11369@sip.epygi.loc

{wildcard supported)

Please check your pending
Cepyright (C) 2002-2011 Eoyai Techn

Lid. All rights reserved.

Fig. 11-92: Extensions Management - Edit Entry — Retrieve Access List for call park extension

The Address text field is used to define the address to be included in the Retrieve Access List table. The value in this field is strictly dependent on
the Call Type defined in the same named drop down list. If the PBX call type is selected, the QX1000 extension number should be defined in this
field. For the SIP call type, the SIP address should be defined, for the Auto call type, a routing pattern needs to be defined. The wildcard is

supported in this field. Wildcard is available for this field.

Paging Group Extension Settings
Paging Group & Access List

The Paging Group service is used to page a group of extensions by forcing extensions to go off-hook and opening one-way communication. The
service is particularly used for announcements addressed to a group of extensions. Service allows to page multiple extensions by dialing the Paging

Group extension.

Please Note: The Paging Group service requires called extensions to use one of the following SIP or analog phones which are able to

automatically go off-hook:

e snom 300

e snom 320

® snom 360

e snom 370

® snom 710

® snom 720

® snom 760

® snom 820

® snom 821

® snom 870

® Aastra 480i
® Aastra 9133i
® Aastra9112i
® Aastra 9143i
® Aastra 9480i (35i)
® Aastra 51i

Grandstream BT200
Grandstream GXP1400
Grandstream GXP1405
Grandstream GXP1450
Grandstream GXP2000
Grandstream GXP2100
Grandstream GXP2110
Grandstream GXP2120
Grandstream GXP2124
Grandstream GXV3140
Grandstream GXV3175

Fanvil C62

Polycom SoundPoint IP 300SIP
Polycom SoundPoint IP 330SIP
Polycom SoundPoint IP 331SIP
Polycom SoundPoint IP 501SIP

Thomson ST2030S
Yealink SIP-T22P
Yealink SIP-T26P
Yealink SIP-T28P
Yealink SIP-T32G
Yealink SIP-T38G
Yealink VP-530
Linksys SPA942
Linksys SPA941
Linksys SPA922
Linksys SPA921
Linksys SPA2002
Linksys SPAPAP2T
AudioCodes 310HD
AudioCodes 320HD
Panasonic KX-UT136-B
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® Aastra53i e  Polycom SoundPoint IP 550SIP ®  Panasonic KX-UT123-B

® Aastra 55i e  Polycom SoundPoint IP 601SIP e  Panasonic KX-UT123NE-B
® Aastra57i e  Polycom SoundPoint IP 650SIP ®  Panasonic KX-TGP550T04
® Aastra 6730i e  Polycom SoundStation IP 6000 e  Alcatel Temporis IP200

® Aastra 6731i e  Polycom VVX 300/310 e  Alcatel Temporis IP600

® Aastra 6739i e  Polycom VVX 400/410 e  Alcatel Temporis IP800

® Aastra 480e (analog phone) e  Yealink SIP-T20P

The Paging Group list is used to define the extensions that will be paged. They will automatically go off-hook when the paging call comes in.

The Access List is used to define PBX or SIP users that are explicitly allowed/forbidden to activate the call paging using the corresponding
extension.

When calling to the Paging Group extension, the call will be forwarded to the extensions listed in the Paging Group table. The phones of the called
extensions will automatically go off-hook (the phone speaker automatically becomes activated) and the caller will be able to make his announcement.
Since the paging call opens one-way communication, the called extensions will not be able to give an answer to the caller. To terminate the paging
call, caller should simply hang up.

Attention: Call paging will not work if the called extension is in call.

When caller not listed in the Access List calls the Paging Group extension, password authorization (using the password of the Paging Group
extension) will be required to start the call paging. When a denied user tries to call the Paging Group extension, “Party does not accept your call”
message will be played to the caller. When caller dials the Paging Group extension with empty Paging Group table, “Number dialed temporarily
unavailable” message will be played to the caller.

For Paging Group extensions, Extensions Management - Edit Entry page consists of General Settings, SIP Settings and Advanced SIP
Settings pages. The SIP Settings and Advanced SIP Settings pages are the same as for the regular extensions (see User Extension Settings),
while General Settings page has a different content:

1. General Settings (for paging group extension) @e Vol
. . . . . Main System Users Conferences Telephony Internet Uplink Network [ 1o
This group requires personal extension information and has the quadrilioz2s

following components:
Extensions Management - Edit Entry
Display Name is an optional parameter used to recognize the
caller. Usually the display name appears on the called party’s phone General Settings General Settings - 2300
display whenever a call is performed. !

SIP Settings

. . Display Name / Subject
Password requires a password for the new extension. SIP Agvanced Seftings

Passward LITTITT
The extension password may only contain digits. If non-numeric
symbols are entered an “Incorrect Password: no symbol characters

" i i i [#Ish Public Direct
allowed” error will prevent making the extension. e e ow an Public Directary
Edit Paging Group

If you are unable to define a strong password, press Generate Eisi Aceassilist
Password to use one of system defined strong passwords.

The Password field is checked against its strength and you may see

how strong is your inserted password right below that field. Please check vour pending ev

Copyright {C) 20022011 Epygi Techn,

Confirm Password sesnese

Ltd. All rights resarved.
Confirm Password requires a password confirmation. If the input is
not corresponding to the one in the Extension Password field, the
error will appear: “Incorrect Password confirm”.

Fig. 11-93: Extensions Management - Edit Entry — General Settings for paging extension page

The Edit Paging Group link leads to the page where a list of extensions to be paged can be selected.

The Paging Group of Extension page lists all available regular and

Vlrtual eXtenSIonS on the QXlOOO and a”OWS you to manage the Main System Users Conferences Telephomny Intarnet Uplink Natwork @t.l)\l.\"’si
Paging Group.
The Enable functional button is used to include the selected Feging: Sroupof Rxfansion =200
extension(s) to the Paging Group of the corresponding extension. Enaiie Dikiue: Sadlil' DUS Coadten
Once the call to the paging group comes in, all the extensions in that = e
group will be paged, i.e. will automatically go off-hook (by automatic
activation of the phone’s speaker). ol s e
] | 1003 Enablad (Atached)
The Disable functional button is used to exclude the selected [ | 1004 Disabled (Atached)
extension(s) from the Paging Group of the corresponding extension. [ | 1008 Disabled (Afached)
[ | 1008 Crsabled (ARachod)
| 1007 Disahled (Afachad)
!_| 1008 Disabled (ARached)
1 | 1009 Disabled (Afached)
M | 1e10 Dizabled (Anached)

Fig. 11-94: Paging Group of Extension page
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The Edit Access List link leads to the page where permissions for
users to use the Paging Group service can be defined.

The Access List of Extension page lists all users (or a group of
users if a wildcard is used) and the appropriate permissions to use
the Paging Group through the corresponding extension.

The Add functional button opens an Add Entry page where a new
user with corresponding permissions might be created. This page
consists of the following components:
Call Type lists the available call types:

® PBX - local calls from QX1000's extensions

e S|P — calls through a SIP server

® Auto — used for undefined call types. The destination
(independent on whether it is a PBX number, SIP address or
PSTN number) will be parsed through Call Routing Table.

The Address text field is used to define the address to be included
in the Access List table. The value in this field is strictly dependent
on the Call Type defined in the same named drop down list.

Main System Users Conferences

Access List of Extension 2300

Add Edit Delete Selectall Inverse Selection

Caller Action

| FBx-* Allow

[ | SIF - 11268@sip.epygiloc | Allow

Please check vour pending events!
Copyright (C) 2002-2011 Eovai Technsle:

Telephony

s, Ltd. All rights reserved.

wwox (@2 €PYSi

qusarillazzs.

Internet Uplink

Fig. 11-95: Access List of Extension page for Paging group

@-pysi

Main System Users Conferences Telephony Internet Uplink Network
quadrillo225

Access List - Edit Entry

Call Type |SIP v

Address 11369@sip.epygiloc SIP-Clipboard

{wildcard supported)
Action: Allow
Please check vour pending events!
Copyright (C) 2003-2011 Epvai Technologies, Ltd. Al rights reserved.
Fig. 11-96: Access List of Extension —Add Entry page for Paging Group

If the PBX call type is selected, the QX1000 extension number should be defined in this field. For the SIP call type, the SIP address should be

defined, for the Auto call type, a routing pattern needs to be defined.

The Action drop down list is used to select the defined user’s permissions (allow or deny) to use the Paging Group service for the extensions

included in the Paging Group table.

ACD Group Extension Settings

For ACD Group extensions, the Extensions Management - Edit Entry page consists of General Settings, SIP Settings and SIP Advanced
Settings pages. The SIP Settings and SIP Advanced Settings pages are the same as for the regular extensions described above. The General

Settings page is described below:
1. General Settings (for ACD Group extension)

This group requires ACD group extension's information and has the
following components:

Display Name is an optional parameter used to recognize the ACD
Group. Usually the display name appears on the called party’s
phone display when a call is made or a voice mail is sent. This
information is also displayed in the ACD Management Groups table.

Password requires a password for the ACD Group extension.

The extension password may only contain digits. If non-numeric
symbols are entered, the “Incorrect Password: no symbol characters
allowed” error will prevent making the extension.

If you are unable to define a strong password, press Generate
Password to use one of system defined strong passwords.

Main System Users Conferences

General Settings
General Settings
SIP Settings
SIP Advanced Seftings
ACD Group Settings Password

ACD Agents Table Confirm Password

Go To Codec Settings

Telephony
Extensions Management - Edit Entry

- 4444

Display Name / Subject

[ Show on Public Directory

Percentage of Total Memory |1

Save Back

v | (@ EPYS

QuadroM32x-52

Internet Uplink

~ %

Please check your pending events!

Copyright (C) 2003-2011 Epyni Technologies, Ltd. All rights reserved

The Password field is checked against its strength and you may see

K . L ) Fig. 1-97: Extensions Management - Edit Entry — General Settings page (for ACD Group extension
how strong is your inserted password right below that field. 9 9 Y gs page { P )

Confirm Password requires a password confirmation. If the input is not corresponding to the one in the Extension Password field, the “Incorrect
Password confirm” error will appear.

With the Show on Public Directory checkbox enabled, the details of the corresponding extension will be displayed in the User Settings table on the
Main Page of the Extension's QX1000 Web Management (accessed by the extension’s login, see Manual |ll — Extension User’s Guide). Besides this,
the details of the extension will be displayed in the Public Directories on the snom and Aastra SIP phones. Leave this checkbox unselected if the
extension is reserved or not used, or when the extension serves as an intermediate unit for call forwarding, etc.

The Percentage of Total Memory drop down list allows you to select the space for the uploaded custom messages. The maximum value in the drop
down list is equal to the maximum available space for voice messages on QX1000.

QX1000; (SW Version 5.3.x)
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2. ACD Group Settings

Rxtensions Mansgerment - Bdit Entry

This group is used to adjust the ACD group settings and has the S o Grau decmage - 448
following components: s

Max Queue Size defines the maximum number of calls waiting in
the queue. If all positions of the queue are busy and a new call
arrives, it will be rejected by the Agents Group.

Agent Ring Timeout defines the maximum ringing time of the
agent’s phone. If the call is not answered before this timer expires,
the system will try to connect the call to another agent in that group.
Group Ring Timeout defines the maximum waiting time of the calls
in the queue including connection time (when the call is extracted
from the queue and rings on the agent’s phone until it is answered).
If this value for some call in the queue is exceeded then the call is i
being disconnected unless the call redirection is enabled from this

page. In that case the call will be redirected to another destination as
defined here.
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Fig. 11-98: Extensions Management - Edit Entry — ACD Group Settings page

Call Distribution Type defines the method of choosing the agents within the group for connecting the call. The following distribution types are
available:

e All Agents Ringing — the system tries to reach all available agents in the group ringing their phones. As soon as the first answers, it
cancels the calls to other agents (similar to Many Extension Ringing on the QX1000, see Manual Ill — Extension User's Guide). If no one
answers within Common Timeout, the system either disconnects or redirects the call.

e Round Robin - the system calls to the first available agent in the list of agents configured with AG. If the agent doesn’'t answer within
Ringing Timeout, the system tries to reach the next agent in the list, etc. Reaching the end of the list it starts from the beginning again. If
the call is not answered and the Common Timeout has expired, the system either disconnects or redirects the call.

e |Longest Idle — the system calls to the first available agent who was longest idle after the last call. If the agent doesn't answer within
Ringing Timeout, the system tries to reach another agent who was longest idle, etc. If the call is not answered within Common Timeout,
the system either disconnects or redirects the call.

® |less Busy During Last Hour - the system calls to the first available agent who was least busy during the last hour (in average). If the
agent doesn’'t answer within Ringing Timeout, the system tries to reach the next least busy agent, etc. If the call is not answered within
Common Timeout, the system either disconnects or redirects the call.

e Random Hunting — the system calls to the first available agent selected randomly from the list of agents configured with Agents Group. If
the agent doesn’t answer within Ringing Timeout, the system tries to reach another agent selected randomly from the list, etc. If the call is
not answered within Common Timeout, the system either disconnects or redirects the call.

e  Skills - the system calls to the first available agent with the highest composite skill's grade in the group. If the agent doesn’t answer within
Ringing Timeout, the system tries to reach the next agent with the highest composite skill, etc. If the call is not answered within Common
Timeout, the system either disconnects or redirects the call.

Enable Redirect checkbox is used to enable the call redirection to the other destination after some time spent in the queue. This will avoid the caller
to wait in the queue for too long. This checkbox selection enables the following components:

Call Type lists the available call types:
® PBX - local calls to QX1000's extensions
e S|P — calls through a SIP server

e Auto —used for undefined call types. The destination (independent on whether it is a PBX number, a SIP address or a PSTN number) will
be reached through the Call Routing Table.
The Redirect Address text field is used to define the address where the call will be redirected. It might be within the scope of ACD, like the address
of another ACD agent, or out of scope, like the address of some voice mailbox. The value in this field is strictly dependent on the Call Type defined
in the same named drop down list. If the PBX call type is selected, the QX1000 extension number should be defined in this field. For the SIP call
type, the SIP address (see chapter Entering SIP_Addresses Correctly) should be defined, for the Auto call type, a routing pattern needs to be
defined.

Enable ZeroOut checkbox enables the ZeroOut feature. When this feature is enabled, callers that have reached the ACD Group extension may
accelerate the automatic redirection instead of holding in the extension’s queue. To activate this feature, caller should dial Q digit (see Feature

Codes) while in the queue of ACD Group extension. The caller will then be automatically transferred to the destination specified in this page. This
selection activates the following fields to be inserted:

Redirect Call Type drop down list includes the available call types:
® PBX - local calls between QX1000 extensions and the Auto Attendant
e S|P — calls through a SIP server

e Auto — used for undefined call types. Destination (independent on whether it is a PBX number, SIP address or PSTN number) will be
reached through Routing.

The Redirect Address text field requires the destination address where the caller should be automatically forwarded to if activating the ZeroOut
feature.
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Upload new call queue welcome message allows updating the active call queue welcome message for the agents group (played when a caller
joins the agents group call queue), downloading it to the PC, or restoring the default one.

The Remove call queue welcome message functional link appears only when the custom call queue welcome message is already uploaded and is
used to remove it and restore the default call queue welcome message.

The Download call queue welcome message functional link appears only when the custom call queue welcome message is already uploaded and
is used to download it to PC and opens the file chooser window where the saving location can be specified.

Customize Queue Scenario settings are used to define a custom scenario for audio files played in the ACD queue. Here you may upload custom
audio files and to define the sequence in which they will be played for the person in the queue. My selecting this option, the default ACD queue

messages will be replaced with the scenario defined below.

Custom Queue Messages table lists all audio files in the custom queue scenario and allows you to add new field. Each audio file is characterized
by the number of repeats and the timeout when it should start. The audio files may be ordered in the list with Move Up and Move Down functional
buttons. The custom queue will start with the first audio file in this list and will be played in the loop in the order audio files are listed.

The Add functional button opens an Add Entry page
where a new audio file can be defined. This page consists
of the manipulation radio buttons selection to allow upload
a new audio file or to select an already uploaded one.

® Existing File — this selection is used to choose one
of the already uploaded custom queue messages to
include in the scenario. The same file may appear in
the different instances of the queue music.

e Upload New File — used to upload a new audio file.
The uploaded files should to be in PCMU (CCITT u-
law, 8 kHz, 8 bit Mono) wave format, otherwise the
system will prevent uploading it with the “Invalid
audio file, or format is not supported” warning
message.
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Fig. 11-99: Extensions Management - Edit Entry — ACD Group Settings — Add Queue Message page

Attention: You should have enough memory allocated to the corresponding extension (from General Settings) in order to be able to upload
audio files; otherwise error message prevents uploading new files.

Play Count indicates the number of times the corresponding audio file will be played continuously in the queue.

Timeout indicates the timeout (in seconds) between the end of the previous queue audio file in the scenario (if any) and the beginning of the current
audio file. For the first audio file in the list, this timeout indicates the interval between the beginning of the queue and the beginning of the current

audio file's playback.

Play Background Music checkbox is used to fill in the timeout intervals between the audio files in the scenario with the background music. This
option requires you to choose a RTP Channel of broadcast streaming. The RTP channels are created from RTP Streaming Channels page.

3. ACD Agents Table Settings

This group is used to configure agents in the ACD group
and has the following components:

The ACD Agents Table lists all agents in the corresponding
ACD group and their statuses.

Add opens the Add Entry page where a new agent may be
added to the group. The Add Entry page contains the
following components:
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Fig. 11-100: Extensions Management - Edit Entry — ACD Agents Table page
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ACD Agent ID text field requires the name of the agent
previously created from the Agents table of ACD

Management.

Agent Status drop down list requires the actual status of
the agent. The following values are available in this list:

e Online — the agent is logged into agent group
and available for receiving the calls from that
group.

e  Offline — the agent is not logged into the agent
group and cannot receive the calls from that
group. The same agent still can receive the calls
from the other groups where he/she is online.
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Agents Table of Group 300 - Edit Entry
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AgentStatus | Online #

[¥Enanle wWrap-up

Timeout |30 3SBC.

Please check your pending events!
Copyright () 2003-2014 Epvai Technolagies, Lid. All rights rasenved

©@cpys

quadrillo225

e Away — the agent is logged in but temporarily

Fig. 11-101: Agents Table of Group — Add Entry page

unavailable for a short time by some reason.

e DND (Do Not Disturb) — agent is busy by some other activity not related to conversation on the phone. For example, agent can be busy by
updating the customer’s record after the call or entering some data into database. Versus to Away status, the DND state of the agent
changes automatically to Online when the preconfigured DND timeout expires (it is now 30 seconds by default).

Please Note: The state of the Agent can also be modified from the handset by calling the predefined Auto Attendant (see Attendant Extension
Settings and ACD Management).

Enable wrap-up — if enabled, the current Group doesn’t send new calls to the Agent within the wrap-up Timeout after closing the active call. Versus
DND, the agent’s status doesn’t change during Timeout period, which activates automatically every time when the agent finishes the call. That
period is used, for example, by the agent for updating the customer’s records after the call.

Move Up and Move Down buttons are used to move the selected entry one level up or down within the Agents Table. The sequence of Agents is
important when Round Robin call distribution is selected in the ACD Group Settings page (see above). Agents will be called in the order selected
in the Agents table.

Recording Box Extension Settings

For Recording Box extensions, the Extensions Management - Edit Entry page consists of General Settings, SIP Settings, SIP Advanced
Settings and Recording Box Settings pages. The SIP Settings and SIP Advanced Settings pages are the same as for the regular extensions
described above. The General Settings and Recording Box Settings pages are described below:
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1. General Settings (for Recording Box extension) Wein

This group requires Recording Box extension's information and
has the following components:

Extensions Management - Edit Entry

General Settinas Ceneral Settings - 2400
Display Name is an optional parameter used to recognize the
Recording Box extension. Usually the display name appears on
the called party’s phone display when a call is made or a voice

mail is sent.

SIP Setiings

Display Mame | Subjact Recarding

Password sassnan

Bocording Storage Setting:

Confirm Password

[l Show an Public Directory

Password requires a password for the Recording Box Puccantags of Total amoey (5 Tl
extension. i
G0 10 Recording Box g
G0 To Codec Senings [ saw ] [ Back | ._Helis |

The extension password may only contain digits. If non-numeric
symbols are entered, the “Incorrect Password: no symbol
characters allowed” error will prevent making the extension.

Fig. 11-102: Extensions Management - Edit Entry — General Settings page (for Recording Box extension)

If you are unable to define a strong password, press Generate Password to use one of system defined strong passwords.
The Password field is checked against its strength and you may see how strong is your inserted password right below that field.

Confirm Password requires a password confirmation. If the input is not corresponding to the one in the Extension Password field, the “Incorrect
Password confirm” error will appear.

With the Show on Public Directory checkbox enabled, the details of the corresponding extension will be displayed in the User Settings table on the
Main Page of the Extension's QX1000 Web Management (accessed by the extension’s login, see Manual Ill — Extension User’s Guide). Besides this,
the details of the extension will be displayed in the Public Directories on the snom and Aastra SIP phones. Leave this checkbox unselected if the
extension is reserved or not used, or when the extension serves as an intermediate unit for call forwarding, etc.

The Percentage of Total Memory drop down list allows you to select the space for call recordings and the uploaded custom messages of Recording
Box extension. The maximum value in the drop down list is equal to the maximum available space for voice messages on QX1000.

QX1000; (SW Version 5.3.x) 59



QX1000 Manual Il: Administrator's Guide

Administrator’s Menus

2. Recording Box Settings

This group contains Recording Box settings and has the following
components:

Ask Password on Local Access checkbox selection enables the
password protection for local PBX callers when entering
Recording Box.

Ask Password on Remote Access checkbox selection enables
the password protection for remote SIP or PSTN callers when
entering Recording Box.

Play Welcome Message checkbox is used to enable/disable the
welcome message played when entering the Recording Box.

Maximum recording count drop down list indicates the maximum
number of call recordings allowed to be stored in the
corresponding extension’s Recording Box. If the limit is reached,
some call recordings should be deleted from the Recording Box to
be able to make more recordings.

Maximum Recording Duration drop down list is used to select
the maximum duration of the single call recording for the selected
Recording Box extension. When the call reaches the selected
duration, the recording will be automatically stopped, while the call
will stay active.
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Fig. 11-103: Extensions Management - Edit Entry — Recording Box Settings page

Recording Announcement group allows updating the active recording announcement (played in the call when call recording starts), downloading it
to the PC, or restoring the default one. The group offers the following components:

Play Announcement When Starting Recording checkbox is used to enable/disable the announcement played during the call saying that
the call recording starts. When this checkbox is not selected, the call recording will start silently, without any notification.

Upload new recording announcement message indicates the file name used to upload a new recording announcement message. The
uploaded file needs to be in PCMU (CCITT u-law, 8 kHz, 8 bit Mono) wave format, otherwise the system will prevent uploading it and the
“Invalid audio file, or format is not supported” warning message will appear. The system also prevents uploading if there is not enough
memory available for the corresponding extension and the “You do not have enough space” warning message will appear.

Browse opens the file chooser window to browse for a new recording announcement message file.
The Download Recording Announcement Message and Remove Recording Announcement Message links appear only if a file has

been uploaded previously.

The Download Recording Announcement Message link is used to download the message file to the PC and opens the file-chooser

window where the saving location may be specified.

The Remove Recording Announcement Message link is used to restore the default recording announcement message.

3.  Recording Storage Settings

This group contains recording storage settings and is divided into
two groups:

The Modes radio buttons selection is used to choose the storage
option once the call recording is done. Following options are
available:

® FTP Mode - this option will send immediately recordings to
the FTP server and delete from device. This option will keep
your device memory the most free.

e Simple Local Mode - this option will recordings locally.
Stop recording when local space is full and generate an
event. .

® Cyclic Local Mode - this option will keep recordings locally.
When local space is full, delete the oldest recordings.

e Mixed Mode - this option will keep recordings locally. When
local space is full or when Maximum recording count is
reached, move the oldest recording to FTP server.

The FTP Settings group is used to define the FTP server settings
where the recordings will be uploaded, if configured accordingly.

Server Name text field requires the FTP server name.
Server Port text field requires the FTP server port number.

Username and Password text fields require the FTP server
authentication parameters.
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Fig. 11-104: Extensions Management - Edit Entry — Recording Box Storage Settings

Path on Server text field requires the location on the server where the recordings will be stored.
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Naming Scheme text field requires the naming scheme of the files to be uploaded to the FTP server. This scheme helps to distinguish files among
others and to avoid possible overwriting of the files. This text field may contain any distinctive text and also offers a list of variables:

caller_dispname — caller’s display name

caller_username — caller's username

caller_fullname — caller’s full name in the username@host[:port] format
callee_dispname — called user’s display name

callee_username — called user’'s username

callee_fullname — called user’s full name in the username@ host[: port] format
duration — duration of the call

time_hour — hour when the call recording started

time_min — minute when the call recording started

time_sec — second when the call recording started

date_year — year when the call recording started

date_month — month when the call recording started

date_day — day when the call recording started

extension — recording box extension

hostname — QX1000’s hostname

Any combination of above variables can be used in the Naming Scheme text field along with the manually text inserted. The following syntax
applies:

Example: MyQX1000-$[caller_dispname]-$[duration]-$[time_hour]-$[ time_min]_business

In case if the caller’s display name was Andrew, the call lasted 15 seconds and it took place on 14:10 the files stored on the FTP server for this
Recording Box extension will have the name:

MyQX1000-Andrew-15 sec-14-10-business.wav

Attention: Make sure Naming Scheme text field contains symbols that your FTP server allows. For example, symbols :, /, \, *, ?, “, <, >, | are not
allowed by the MS Windows Operation System running servers.

Retry Count text field indicates the number of retries to access the server, in case of networking problems.
Retry Timeout text field timeout between retries to access the server.

The Go to Recording Box link moves to the recording box of the corresponding extension’s Recording Box where all recorded calls are locally
stored. The Recording Box is also accessible from Extensions Management table, by clicking on the corresponding Recording Box extension.

Attendant Extension Settings

For Attendant extensions, the Extensions Management - Edit Entry page consists of General Settings, Attendant Scenario, SIP Settings and
SIP Advanced Settings pages. The SIP Settings and SIP Advanced Settings pages are the same as for the regular extensions described above.
The General Settings and Attendant Scenario pages are described below:

Administrator’s Menus

1. General Settings (for attendant extension) @ep\mi
Fro
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following components: Extensions Management - Edit Entry
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Fig. 11-105: Extensions Management - Edit Entry — General Settings for Auto Attendant page

Please Note: FAX forwarding is applicable only for incoming calls from PSTN and IP networks. It is not valid for PBX calls.

With the Show on Public Directory checkbox enabled, the details of the corresponding auto attendant extension will be displayed in the User
Settings table on the Main Page of the Extension’s QX1000 Web Management (accessed by the extension’s login, see Manual Ill — Extension User’s
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Guide). Besides this, the details of the extension will be displayed in the Public Directories on the snom and Aastra SIP phones. Leave this checkbox
unselected if this auto attendant extension is reserved or not used.

The Percentage of System Memory drop down list is used to define the space for the Auto Attendant’s system messages. The maximum value in

the drop down list is equal to the maximum available space for voice messages on QX1000.

2. Attendant Scenario

This group is used to select between default and custom attendant functionality scenarios. When the Default scenario is selected, a group of settings
should be adjusted. Here, the user defined Auto Attendant system messages can be uploaded and the list of Friendly Phones can be configured.
For Custom scenario, a scenario script file (in EpygiXML coding, the coding standard can be found at Epygi Technical Support) should be defined

and the custom voice messages can be uploaded.

The Default manipulation radio button selection enables the following components:

The Send AA Digits to Routing Table checkbox
selection switches the Auto Attendant to the routing
mode. Any inserted digits on the Auto Attendant prompt
will be parsed through the Routing Table on the
QX1000.

Redirection on Timeout - this group allows automatic
call redirection in case no action has been performed by
the caller. The group offers the following options:

Enable Redirection on Timeout checkbox is used to
enable/disable the automatic call redirection.

Recurring Attendant Prompt Repetition Count text
field indicates the number of Recurring Attendant
Prompts to be consecutively played to the caller with no
action from his/her side. When the Recurring Attendant
Prompt is played the number of times indicated in this
text field, the call will be automatically redirected to the
defined destination.

Call Type drop down list includes possible incoming call
types (PBX, SIP or Auto). PBX selection means that the
call will be redirected to the local extension. SIP
selection means that the call will be redirected to the SIP
destination correspondingly. Auto selection is used for
undefined call types: destination (independent on
whether it is a PBX number, SIP address or PSTN
number) will be reached through Routing.

Call To text field requires the destination number dialed
in the format depending on the selected Call Type. The
wildcard is supported in this field.

ZeroOut - this group is used to configure call
redirection service on the Auto Attendant. When a caller
reaches the Auto Attendant, he may want to accelerate
the automatic redirection feature instead of using Auto
Attendant features. To activate ZeroOut, caller should
dial 0 digit (see Feature Codes) during the Auto

Attendant welcome message. The caller will then be
automatically transferred to the destination specified in
this page.

Enable ZeroOut checkbox selection enables the
ZeroOut feature and activates the following fields to be
inserted:

Redirect Call Type drop down list includes the available
call types:
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Fig. 11-106: Extensions Management - Edit Entry — Attendant Scenario page

o0 Auto — used for undefined call types. Destination (independent on whether it is a PBX number, SIP address or PSTN number)

will be reached through Routing.

The Redirect Address text field requires the destination address where the caller should be automatically forwarded to if activating the

ZeroOut feature.
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Attention: The routing patterns in the Call Routing table starting with digit “0” will not work for incoming calls to attendant if both the
ZeroOut and Send AA Digits to Routing Table options are enabled. The ZeroOut feature has a higher priority. If it is enabled and used,
the system will forward all incoming calls to attendant to the specified redirect address. As a result, calls prefixed with 0 will never reach
call routing.

e Attendant Welcome Message - this group allows updating the default Auto Attendant welcome message (played only once when entering
Auto Attendant), downloading it to the PC, or restoring the default one. The group offers the following components:

Enable Welcome Message checkbox is used to enable/disable the Auto Attendant welcome message (the default one or the custom one
uploaded from this page or recorded from the handset (see Feature Codes) being played when callers enter QX1000’s Auto Attendant.

Upload new welcome message indicates the file name used to upload a new welcome message. The uploaded file needs to be in PCMU
(CCITT u-law, 8 kHz, 8 bit Mono) wave format, otherwise the system will prevent uploading it and the “Invalid audio file, or format is not
supported” warning message will appear. The system also prevents uploading if there is not enough memory available for the
corresponding extension and the “You do not have enough space” warning message will appear.

Browse opens the file chooser window to browse for a new welcome message file.

The Download Welcome Message and Remove Welcome Message links appear only if a file has been uploaded previously. The
Download Welcome Message link is used to download the message file to the PC and opens the file-chooser window where the saving
location may be specified. The Remove Welcome Message link is used to restore the default welcome message.

e Recurring Attendant Prompt - this group allows updating the default recurring Auto Attendant message (played after the Attendant
Welcome Message and then periodically repeated while being in the Auto Attendant), downloading it to the PC, or restoring the default
one. The group offers the following components:

Upload new Recurring Attendant Prompt indicates the file name used to upload a new recurring auto attendant prompt. The uploaded
file needs to be in PCMU (CCITT u-law, 8 kHz, 8 bit Mono) wave format, otherwise the system will prevent uploading and the “Invalid audio
file, or format is not supported” warning message will appear. The system also prevents uploading if there is not enough memory available
for the corresponding extension. This will cause the “You do not have enough space” warning message to appear.

Browse opens the file chooser window to browse for a new Recurring Attendant Prompt file.

The Download Recurring Attendant Prompt and Remove Recurring Attendant Prompt links appear only if a file has been uploaded
previously. The Download Recurring Attendant Prompt link is used to download the Recurring Attendant Prompt file to the PC and
opens the file-chooser window where the saving location may be specified. The Remove Recurring Attendant Prompt link is used to
restore the default Recurring Attendant Prompt.

e Friendly Phones - the Edit Authorized Phones Database link refers to the Authorized Phones Database page where a list of trusted
external phones can be created. If external SIP or PSTN users are added to the QX1000 Authorized Phones database, they are free to
access the Auto Attendant Services without passing the authentication or to use the Call Back services.

The VXML Scenario manipulation radio button selection allows you to upload Attendant’s custom scenario file and voice messages. The selections
are:

e The Upload VXML Scenario File indicates the file name used to upload a new scenario file. The uploaded file needs to be in EpygiXML
format (the coding standard can be found at Epyqgi Technical Support) and is restricted to a 20KB file size. Browse opens the file chooser
window to browse for a custom scenario file.

Please Note: You may upload an attendant scenario file along with the voice prompt recordings as a single file. To do this, create an archive file of
the “tar.gz” type containing all the necessary files and upload it from the Upload VXML Scenario Voice Messages page.

e The View/Download Scenario link appears only when a custom scenario file has been previously uploaded and is used to view or
download the scenario file. The Remove Scenario link is used to remove a custom scenario file and return to the default Auto Attendant
scenario.

e The Upload VXML Scenario Voice Messages link refers to the page where voice messages used in the uploaded custom scenario
should be managed.

The Customized Scenario radio button selection allows you to switch the Attendant to the customized Attendant scenario. The Customized
Scenario radio button selection enables the following components:

e  The Create Scenario link refers to the Edit Scenario page where a new scenario for a current Auto Attendant might be created.
The Edit Scenario page consists of two pages for menu configurations: The Main Menu configuration page and the Submenus configuration page.

The Main menu is the menu where all incoming calls to the certain Auto Attendant will be placed first. The Submenus are the supplementary menus
which can be called from the other menus.

Both the Main Menu and all Submenus can call each other. This allows the opportunity to have several index levels for the Auto Attendant. There
are no limitations on the depth and nesting levels of menus.
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The Main menu page consists of the following components:

Welcome message indicates the file name used to upload a new
custom Auto Attendant welcome message. The Auto Attendant
Welcome message will play only once when callers enter the
Customized Auto Attendant.

Delay after message requires the delay (in seconds) after which the
Recurring message will be played.

Recurring message indicates the file name used to upload a new
custom Auto Attendant recurring message. The Auto Attendant
Recurring message will play after the Attendant Welcome message
(if it is uploaded).

Play Count text field indicates the number of times the corresponding
Recurring message will be consecutively played to the caller.

Interval requires the time period (in seconds) between consecutively
played Recurring messages.

Browse opens the file chooser window to browse for a new custom
welcome or recurring message file.

Press the Save button to submit the changes or use Back to keep the
initial data.
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Fig. 11-107: Create scenario-Main menu page

Attention: The uploaded file needs to be in PCMU (CCITT u-law, 8 kHz, 8 bit Mono) wave format, otherwise the system will prevent uploading it
and the “Invalid audio file, or format is not supported” warning message will appear. The system also prevents uploading if there is not enough
memory available for the corresponding extension and the “You do not have enough space” warning message will appear.

The Download and Remove links appear only if a file has been uploaded previously. The Download link is used to download the message file to
the PC and opens the file-chooser window where the saving location may be specified. The Remove link is used to restore the default welcome

message.

The User Input Options table is for configuring the action to be taken based on one of the following user choices:

®  User Input
®  Any input other than in the list above

e Noinput

The user will press one of the following input options on the phone to activate the corresponding action. The option can be selected after reaching
the Auto Attendant Service and after the Welcome and/or Recurring messages have been played.

The User Input table consists of the following functional buttons:

Add opens the Add Option page where the actions for previously unspecified inputs can be configured.

Add link opens the Add Option page where the actions for previously
unspecified inputs can be configured.

Edit link opens the Edit Option page where the actions of previously
configured User Input options can be adjusted.

The Add/Edit Option page offers the following components:

Description — text field for an optional description of the option.
Option is used for choosing the user input for which some
announcement and/or action should be configured. The following
input options are available in the list to configure the Customized
Scenario:

e  Digits (in arange from 0 to 9)
®  Signs (“*" and “#")

Announcement indicates the file name used to upload a new custom
message. When the caller selects the option configured in the Option
drop down list, this message will be played once before the Action
will be activated.
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Fig. 11-108: Upload Custom Voice Messages page
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Attention: The uploaded file needs to be in PCMU (CCITT u-law, 8 kHz, 8 bit Mono) wave format, otherwise the system will prevent uploading it
and the “Invalid audio file, or format is not supported” warning message will appear. The system also prevents uploading if there is not enough
memory available for the corresponding extension and the “You do not have enough space” warning message will appear.

The Download and Remove links appear only if a file has been uploaded previously. The Download link is used to download the message file to
the PC and opens the file-chooser window where the saving location may be specified. The Remove link is used to restore the default welcome
message.

Action is used to configure the action based on the caller's selection.
The Action radio buttons allows you to configure the action type after playing the Announcement message (if configured):

e  No Action the Auto Attendant will continue to play the Recurring message (if configured) of the current menu.

e Go to the following menu will go to the specified submenu and take actions defined in that submenu. The drop down list allows the
selection of a previously created submenu or to create a new submenu by choosing the Create New Submenu item. The New submenu
name text field requires the new submenu name.

e Call To the following extension will call to the extension number specified in the extensions drop-down list.

e  Call to the following number will call the specified phone number via the Call Routing Table.

e Call to the number dialed will send the user inputs to Call Routing table and if there is a matching with any Call Routing rule the call will
be made with the conditions of Call Routing rule (available only in case when the Any input other than in the list above input is edited).

e Invoke Extensions Directory will connect the caller to Extensions Directory.

e  Terminate the call will exit from this Customized Scenario and disconnect the call.
The following options can be configured too:

® Any input other than in the list above - allows configuring the action taken when the caller makes a selection other than options listed in
the User Input table. If it is configured to No Action then the timer for No Input will reset and it will be counting the No Input time again.

e No input — allows configuring the action taken when the caller doesn’t enter anything during the certain period. The No Input timeout is
equal to [Welcome message duration] + Delay after message + [Recurring message duration] * Play Count + Play Count * Interval. If
there is no input during that time, the action specified for No input will take effect.

The Dial Timeout specifies the period of time to determine when the user has completed dialing and to begin to process the call. The timer will start
after the last digit or symbol is entered. If the (#) key has been pressed then the call will be processed immediately.

Delete removes the selected option(s) from the list of configured options.
Select all selects all existing options.
Inverse Selection inverses the current selection (if no record is selected, clicking on inverse selection will check all records).

Incorrect number handling link opens the Edit Incorrect Number Handling page which is similar to Edit Option page to configure the action
taken when the user has selected a destination that resulted in a failed call, such as an invalid extension number.

Incorrect number handling link will open the page to configure the action taken when the user has selected a destination that resulted in a failed
call, such as an invalid extension number.

Please Note: The Incorrect number handling will be activated only in the following two cases:
®  An attempt was made to call a non-existent extension,

®  An attempt was made to call a number not matching with any "Destination Number Pattern" in the Call Routing table.

Attention: If afile with the same name is uploaded for other options, the previous file will be replaced.
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Main  Systen Users  Conferences  Telephony Wternet Updink Metwork (CEVIJ}"‘%]

The Submenus page consists of the following functional buttons:
Add opens the Edit Scenario - Add menu page where a new Eait Scenario - 00 Submenus
Menu name may be defined.
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A Bl Dalele  Select o
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Edit opens the Edit Scenario page where a newly created =1
submenu scenario settings might be adjusted. =
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Delete removes the selected submenu(s).
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Select all selects all entries of the table. Fig. 1I-109: Upload Custom Voice Messages page

Inverse Selection inverses the current selection (if no record is

selected, clicking on inverse selection will check all records). roi
Main System Users Conferences Telephony Internet Uplink Network ep}f O

tropical

Edit Scenario - 00 Add menu

Menu name: | Sub3
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Copyright (C) 20033-2011 Epyai Technalogies, Lid. All rights reserved

Fig. 11-110: Upload Custom Voice Messages page

® The Edit Scenario link appears only if a new scenario has been created previously. The Edit Scenario link opens the Edit Scenario
page, where a previously created scenario can be changed.

® The Import/Export scenario link leads to the page where a new scenario file can be imported or exported.

The Import/Export Scenario page offers the following

: w , /0]
Main System Users Conferences  Telephon Internet Uplink  Network @e Y
components: ) u PYS

trapical

Import scenario is used for uploading the previously downloaded

: ; Import Scenario - 00
scenario and custom messages file

Import:
Export scenario appears when the Customized Scenario was

previously configured for the current Auto Attendant. The Bvenarin fie
Download scenario link is used to download the scenario and
voice message files to the PC and opens the file-chooser window

where the saving location may be specified. -
Flease check your pending events!
Copyright (C) 2003-2011 Epyai Technalogies, Ltd. All rights resenved

Fig. 11-111: Upload Custom Voice Messages page

® The Remove Scenario link removes the current Customized Scenario. After pressing the Remove scenario link all configurations and
uploaded voice messages will be deleted from the system.

® The View/Download VXML Scenario link appears only when a customized scenario has been created and is used to view or download
the generated script in a VXML file format.
The Predefined manipulation radio button selection allows you to switch the Attendant to the ACD Agent Scenario (see ACD Management).

Attention: This selection is only available if the ACD feature is previously activated from the Features page.

Maln System Users  Conferances  Telephiosy  Wermet Uplk  Weteork @“[)\"-{i

This page provides the possibility of uploading voice messages to
be played in the custom Auto Attendant scenario. It also removes

and downloads the uploaded files to a PC. Upload Custom Seenatio Volce Messages

Attendant: 00
The Upload Custom Scenario Voice Messages page contains a T
table where uploaded custom voice messages are listed. Use the
Download functional button to download and use Remove to
delete the corresponding custom voice message.
Browse opens a file chooser window to browse for a custom voice Cimetishaliowey |[ e )
message for an archive file with the “tar.gz” extension containing BT T [T

the custom attendant scenario and the voice prompt recordings.

Fig. 11-112: Upload Custom Voice Messages page

The Attendant Ringing Announcement group allows uploading an optional voice message that is played to callers instead of ring-back tones when
making calls through an auto attendant. The Ringing Announcement can be enabled for both custom and default attendants.
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Please Note: The Attendant Ringing Announcement is played to SIP-to-extension and PSTN-to-extension calls only. The announcement can also
be played to SIP-attendant-SIP and PSTN-attendant-SIP calls if they are made by a call routing rule for which the RTP proxy is enabled.

The group offers the following components:

The Enable Ringing Announcement checkbox enables/disables the Auto Attendant optional announcement message. When this checkbox is
selected but no custom announcement message is uploaded, the default message will be played to callers.

Upload new Attendant Ringing Announcement indicates the file name used to upload an announcement. The uploaded file needs to be in PCMU
(CCITT u-law, 8 kHz, 8 bit Mono) wave format, otherwise the system will prevent uploading and the “Invalid audio file, or format is not supported”
warning message will appear. The system also prevents uploading if there is not enough memory available for the corresponding extension. This will
cause the “You do not have enough space” warning message to appear.

Browse opens the file chooser window to browse for a new announcement.

The Download Ringing Announcement and Remove Ringing Announcement links appear only if a file has been uploaded previously. The
Download Ringing Announcement link is used to download the announcement file to the PC and opens the file-chooser window where the saving
location may be specified. The Remove Ringing Announcement link is used to restore the default ring back tones.

The Edit functional button provides a possibility of editing multiple L
extensions at the same time. In this case, fields that cannot be Main System Users Conferences Telephony Internet Uplink Hetwork @ep}g]
edited for multiple records have Multiple values in the Edit Entry
page. When editing user and attendant extensions together, the
Edit Entry page displays only those fields that are for both user
extension and attendant settings. Additionally, for the fields that SPsetings | SIP Registration Settings - 00 1001 1002 1003 1004 1005 1006 1007 1008 1008 1010
need to be modified, a Select to modify fields checkbox 1011 1012 1013 1014 1015 1016 1017 1018 1019 1020 1021 1022 1023 1024 1025 10286
alongside the corresponding field needs to be selected to submit CodecSaimes {A0E1 102510281630 10311052 2999 2200 2100 2900 2400

changes, otherwise the fields will not be updated.

quadrillo225

Extensions Management - Edit Entry

Select

Delete removes the selected extensions. If no records are selected i

modi
an error message occurs. Deleting an extension from the oles.
Extensions Table will automatically remove the name attached to O SIP Server |sip.epygiloc
the deleted extension in Extensions Directory.

O SIP Paort 5060

The Upload Universal Extension Recordings link leads to the page O [ Reqistration on SIP Server
where universal default voice messages for all extensions are
defined.

Please check your pending events!

Copyright (C} 2003-2011 Epvai Technolegies, Lid. All rights reserved

Fig. 11-113: Extensions Management - Edit Entry page for multiple edit operation

Add Multiple Extensions

The Add Multiple Extensions is used to add multiple extensions to the Extensions Management table at once. The page consists of the following
components:

Type checkbox is used to select the type of the extensions (User Extension, Pickup Group, Call Park, Paging Group or Attendant) to be created.

Quantity text field requires the number of extensions to be created Main System Users Conferences Telephony  InfemetUplink  Network @f‘—P}’Si
at once. For example, inserting 5 in this text field will add 5 new oo

extensions to the Extensions Management table.

Extensions Management - Add Multiple Extensions
Start from the Extension text field requires the number of the first

Type User Extension v
new extension to be created. Depending on the value in the P— ;
Quantity text field, the next extensions to be created will have
subsequent numbers. For example, if you have inserted 41 in this Start Fram the Extension 2001
text field and the Quantity text field contains the value “5”, then Start From the SIP User Name

extensions 41, 42, 43, 44 and 45 will be added to the Extensions

Management table. If non-digit symbols have been entered, the B sutomaicaly stach o 1P Line

error "Incorrect Extension: no symbol characters allowed" will Start From the P Line 1001

appear. If an extension with the given numbers already exists in the

Extensions Management table, a next subsequent not used SIP Gerver sio-empiloe

extension number will be used instead. SIP Port 5080

Please Note: Extension cannot start with the digit 0. You can add [l Registration on SIP Server

extensions of up to 20 digits long. However, the Call Routing won't
be adjusted automatically; you may need to manually adjust the Elease shechvour pending evenis!

routing rules for extensions in custom |ength, Copyright (C) 2003-2012 Epyni Technoloaies, Ltd. Al rights resenred.

Fig. 11-114: Extensions Management - Add Multiple Extensions page

Start from the SIP User Name text field requires the SIP server registration user name for the first extension to be created. Depending on the value
in the Quantity text field, the next extensions to be created will have subsequent SIP user names. For example, if you have inserted 30201 in this
text field and the Quantity text field contains the value “5”, then the 5 newly created extensions will correspondingly have the following registration
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SIP user names: 30201, 30202, 30203, 30204 and 30205. This user name is used for the registration on the SIP Server and should be unique on the
SIP server. This field length is limited by 20 symbols and is not limited regarding the use of symbols. If an extension with the given SIP user name
already exists in the Extensions Management table, a next subsequent not used SIP user name will be used instead.

The Automatically attach to IP Line checkbox selection is used to automatically attach extensions to IP Lines.

Start From the IP Line text field requires the number of the new IP Line to be created. The error message “One or more IP Lines in the specified
range are already attached to existing extensions” appears if an IP line with the given numbers already exists in the Extensions Management table.

SIP Server text field requires the address of the SIP server. The field is not limited regarding symbol usage and length as it can be either an IP
address or a host address (e.g. sip.epygi.com).

SIP Port text field requires the port number to connect to the SIP server. The SIP Port may only contain digit values, otherwise an error message
"SIP Port is incorrect" will appear. If the SIP server port is not specified, QX1000 will access the SIP server via the default 5060 port.

Registration on SIP Server checkbox enables the SIP server registration option on the newly created extensions.

Extension Codecs

To establish an IP voice communication, call participants have to use the same codec. When establishing a communication line, this codec is
negotiated. If the caller does not find an appropriate codec, the communication does not take place. To allow communication with all IP callers, it is
helpful to support as many codecs as possible. In this case, all codecs that the system offers should be enabled in the Codecs table. On the other
hand, some codecs require quite a high transfer rate of up to 64 kBit/s. If you definitely do not want to use these codecs, make sure they are disabled
in the Codecs table.

The Codecs table lists the voice and video codecs

supported by the QX1000. Each table entry is assigned a B Srvem e Coweece  Temlonw  eetlpes e
checkbox that is used to manipulate the entry, for example
to disable, to move it up or down, etc. Extension 1001 Codecs

The table entries in bold type indicate codecs enabled for
the selected extension/attendant/conference. The enabled
codecs participate in codec negotiation at the call setup. ]| 6110 PCH o cotigsea, £ K sange e, B s, 84 LS it ) e | i
The order of the enabled codecs is very important. Each ] G711 PCM auocodig ssandas, K same e, b, 4 KOs daa )
codec in the table has a higher priority than the codecs "] | G720 TS ACEL speech codm et it ]

below it, and a lower priority than the codecs above it. A
codec placed at the top of the table is used as the
preferred codec. When establishing a call, the system will
try this codec first. If the remote party does not support the
preferred codec, the following codecs will be tried out
strictly in the order given in the Codecs table.

Please Note: Pay attention when configuring Auto
Attendant Codecs as they are used by virtual extensions
for redirecting the incoming calls.

Enable/Disable enables or disables the selected codec.
Disabled codecs do not participate in codec negotiation,
i.e. they will never be used to for call setup. At least one
codec must be enabled; otherwise voice communication
with an extension/attendant/conference will be impossible.

Select all selects all entries in the table. P———r—

SATP Pobcy | Make o
Inverse Selection performs an inverse selection of the o
selected entries. Clicking this button when no entry is
selected will select all entries.

Fig. 11-115: Extension Codecs list

Move up moves the selected codec one level up, increasing the codec's priority.
Move down moves the selected codec one level down, decreasing the codec's priority.

Make preferred moves the selected codec to the top of the table, setting its priority to the highest. Clicking the Make preferred button when a
disabled codec is selected will first enable the codec and then move it to the top.

Please Note: The Call Recording service is not available, if the call is established with TDVC or G722 codecs.
The following settings are available for user extensions and attendants only:

Out of Band DTMF Transport enables the DTMF code transmission in parallel with the voice stream. Destination received the DTMF code will play
it locally if it supports the feature too. This helps avoid DTMFs loss in case of heavy traffic. The feature is valuable for all codecs but it is especially
recommended for low bit rate codecs, such as G.729, G.726/16, etc.

Enable T.38 FAX enables the FAX tone detection and the T.38 codec support for the FAX transmission from/to the FAX machine/modem attached
to the line. It also enables the T.38 codec support for incoming unified FAX messages (fax to mailbox).

Enable Pass Through FAX enables the FAX tone detection and the G.711 codec support for the FAX transmission from/to the FAX
machine/modem attached to the line. It also enables the G.711 codec support for incoming unified FAX messages (fax to mailbox).
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If both of the above checkboxes are enabled, the T.38 codec will be used as a preferred codec for FAX transmission. If it is not supported by the
peer, the G.711 codec will be used instead. If the extension is attached to the line that has no FAX machine/modem connected (the extension is
virtual or is attached to an IP line), the incoming FAX can only be stored in the extension's voice mailbox. To allow FAX to be stored in the voice
mailbox, the extension's user should not answer the incoming calls, so that they are forwarded to the voice mailbox.

Please Note: If both of the above checkboxes are disabled, no FAX transmission to the peer's voice mailbox will be possible.

Enable Pass Through Modem checkbox is available for the Auto Attendant and the extensions attached to the FXS lines only. This checkbox
enables the modem tone detection and the G.711 codec support for the data transmission from/to the modem attached to the line. During data
transmission, Silence Suppression and Echo Cancellation are automatically disabled on the line.

Please Note: If the extension/attendant is intended to accept modem connections, disable the Enable T.38 FAX checkbox to allow the system to
identify the modem tones correctly. Otherwise, the modem connection may fail.

Force Self Codecs Preference for Inbound Calls checkbox enables the usage of your own preferred codecs (if available on both peers).

Secure RTP Settings are used to configure secure voice over IP communication on the QX1000. The SRTP Policy drop down list is used to select
the secure IP connection policy. For IP phones, the following options are available:

e Make and accept only secure calls - only the secure calls will be generated and accepted.
e Make and accept only unsecure calls - only the unsecure calls will be generated and accepted.

e Try to establish secure calls, accept anything - system will try first to establish secure call, but will fallback to unsecure call if party
doesn't accept secure calls; both secure and unsecure incoming calls will be accepted, as requested by remote party, with the preference
given to establishing secure call.

e Make unsecure calls, accept anything - system will establish unsecure outgoing calls, but both secure and unsecure incoming calls will
be accepted as requested by remote party.

For Auto Attendant, the following options are available:
e Accept only secure calls - only the secure calls will be accepted.
® Accept only unsecure calls - only the unsecure calls will accepted.

® Accept anything - both secure and unsecure incoming calls will be accepted.

For bandwidth used by secure calls, see Needed Bandwidth for IP Calls.

Call Park and Directed Call Park Services

The Call Park and Directed Call Park services are used to store a call on a specific number so that any other user on the system can retrieve it. For
example, a user receives a call but wants to take it in a conference room where it is possible to speak privately. Transferring the call to the
conference room is not an option because the conference room it is transferred to might be in use, or the user is unable to walk to the conference
room in time to answer the call. The user can use Call Park and Directed Call Park to place the call at a specific number and then retrieve when
they reach the conference room.

To use the Call Park or the Directed Call Park features, at least one Call Park extension should be created in the Extensions Management table.
Additionally, two lists should be defined for the call park extension: Park Access List for users that might park a call to the corresponding Call Park
extension and Retrieve Access List for the users that can pick up calls parked to that extension. By default, both of these lists have entries so any
PBX extension on the QX1000 can park the call, and any destination can retrieve the parked call. Any limitations to these settings should be done
individually for each call park extension.

To make a Call Park

To make a Call Park, the QX1000 user which has been previously added to the Park Access List for at least one of the available Call Park
extension on the QX1000 should dial the appropriate digit combination (see Feature Codes in Manual Ill - Extension User's Guide) during the call.
The active call will go on hold, while the PBX number and the SIP username (if it is registered on the SIP server) of the first available call park
extension where the user is added will be played to him/her.

The pickup user will be able to pick up the parked call from any destination by calling the extension where the call has been parked (either by its PBX
number or SIP address). The authentication password will be prompted (if configured) of the call park extension in order to retrieve the parked call.

For example, the Call Park extension 77 is created which has been registered on the SIP Server under the 892220 registration username. The
QX1000 user is added to the Park Access List, while the phone at the remote location is added to the Park Access List of that call park extension.
While being on a call with user A, the QX1000 user dials the appropriate calling code. As a reply, QX1000 will play the extension 77 and SIP
username 892220 to the QX1000 user. The user A goes on hold. The QX1000 user moves to a remote location and makes a call to the call park
extension. The QX1000 user enters call park extension's password and resumes the conversation with user A.

To make a Directed Call Park

To make a Directed Call Park, the QX1000 user, which has been previously added to the Park Access List for at least one of the available Call Park
extension on the QX1000, should place the current call on hold and then dial the Call Park extension nhumber within the five second timeout (see
Feature Codes in Manual Ill - Extension User's Guide).

Attention: If the five second timeout is exceeded, then the QX1000 will consider it as an attempt for retrieving the parked call.

The Call Park extensions can be mapped directly to IP phones or simply announced via paging through the IP phones or analog paging system.
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Calls can be easily parked by placing the current call on hold and then pressing the park button followed by the desired extension. This can be
further simplified if the desired Call Park extension is already mapped to the phone, then the user will just press that specific park key and the call will
automatically be parked to that extension.

The pickup user will be able to pick up the parked call from any destination by calling the extension where the call has been parked (either by its PBX
number or SIP address). The authentication password will be prompted (if configured) of the call park extension in order to retrieve the parked call.

Please Note: The Call Parking is valid for the period defined in the Call Park Extension Settings. By default it is 15 minutes. During that time hold
music (if configured) will be played to the parked party. When the Retrieve Timeout expires, the phone that initiated the call parking will start to ring.
If no one picks up the parked call, or if the phone is off hook, the parked call will be automatically disconnected.

Please Note: Anyone who wishes to retrieve the parked call will be requested to pass a password authentication (if the password is defined for the
call park extension) to resume the parked call. The parked call will be disconnected if an incorrect password has been inserted and authentication
has been rejected. To avoid unexpected calls received on the extension used for call parking, it is recommended to use virtual extensions for the
Call Park service.

Barge In Service
Attention: The Barge In service is an optional feature and can be activated with a feature key from the Features page.

The Barge In service on the QX1000 allows the PBX users to participate to the third party's calls while remaining imperceptible. With the special
feature codes (for details, see Feature Codes in the Manual Ill — Extension User's Guide), you may dial in to the active calls between the other local
PBX user and his call partner and depending on the configuration and the feature code used you may listen to the call, additionally be able to speak
to the extension user only or to all participants.

This service offers three options:

e Listen in — with this option you may only listen to the third party’s call without being able to speak in the call. No sound notification
will be heard in the third party’s call when you dial in.

e  Whisper — with this option you may listen to the third party’s call and speak to the extension to which you have barged in. Only that
extension will hear a sound notification when you dial in.

®  Barge in — with this option you may listen to the third party’s call and speak to all participants in the call. All participants of the call
will hear a sound notification when you dial in.

To use the Barge In service options, the Barge In feature should be enabled and configured on the extension (from User Extension Settings) to
which you wish to barge in the call.
Attention: Barge In service calls are not displayed in Active Calls table on the Administrator’s Main Page, nor are registered in the Call Statistics.

Upload Universal Extension Recordings

The Upload Universal Extension Recordings are to be defined by the QX1000 administrator and will be present instead of the default voice
messages for all extensions on the QX1000. They will be used when no custom messages have been uploaded or recorded.
The following system messages can be uploaded from this page:

Hold Music — played to the held user. The Edit link is used to select the way custom hold music will be provided.

Voice Mail Regular Greeting — played when a caller reaches the extension’s voice mailbox.

Voice Mail Out-of-Office Greeting — played when a caller reaches the extension’s voice mailbox if the Out-of-office greeting is enabled.
Incoming call blocking - played when a blocked user calls the extension.

Outgoing call blocking — played when the extension dials a blocked destination.

Call Queue Welcome Message - played when a caller joins the extension’s call queue.

Call Queue Message - played when a caller is being held in the queue.

QX1000; (SW Version 5.3.x) 70



QX1000 Manual Il: Administrator's Guide Administrator’s Menus

The Upload Universal Extension Recordings page consists of
a table where the universal voice messages are listed. @E‘P\’ oi
)5

Main System Users  Conferences Telephony Internet Uplink Metwork
An Upload functional link is present for each voice message e
recording that is not uploaded in the table and it is used to

. Upload Universal Extension Recordings
upload the custom system message. When a message is

uploaded, the Upload functional link is replaced by Download Hold music no message is uploaded | Edit
and Remove functional links respectively. These are used to Vaice Mail regular greeting 0 message is uploaded | Upload
download to the PC and to remove the uploaded SyStem “oice Mail out-of-office greeting | no message is uploaded | Upload
message. -

Incoming call blocking no message is uploaded | Upload
The Memory Allocation group includes a drop down list used Qutgoing call blocking no message is uploaded | Upload
to specify the Percentage of System Memory for the universal Call Queus Welcore Message | no message is uploaded | Unload
extension recordings. The maximum value in the drop down list Call Quens Wassage 0 meseage i uploated | Uplnad

is equal to the maximum available space for voice messages on
QX1000.

Memory Allocation
FPercentage of Systern Memory | 008 + | %

Please check your pending events!
Copyright (T) 2003-2012 Epyqi Technologies, Ltd. Al rights resenred

Fig. 11-116: Upload Universal Extension Recordings page

Please Note: Changing the Percentage of System Memory on this page will stop any recordings of universal extension voice messages from the
handset.

Upload Universal Extension Recordings - Hold music

The manipulation radio buttons on this page allows you to select the way custom hold music will be provided.

° Default Music enables the default music. If the option
is selected, the text field Upload Recording will be

disabled. . - e )\;()i
Main System Users Comferences  Telephony  InternetUplink  Network I )|

quadrom

° File selection is used to upload the hold music file.
The following option is available under this selection:
Upload Universal Extension Recordings - Hold music
Upload Recording text field can be used to type the
path where hold music file is located. If hold music file
is browsed with the help of file-chooser, this field

O Default music

displays the path of the browsed file. Browse button O Fie !
is used to browse for the hold music file. Upload racorting
The music file needs to be in PCMU (CCITT u-law, 8 @ RTP Channel Choose Channel | 3237000

kHz, 8 bit Mono) wave format, otherwise the system

will prevent uploading the file and display the warning

message ‘“Invalid audio file or format is not
supported”. The system will refuse uploading also if Flease checkyour pending events!

there is not enough memory available for the Copyight (C) 2003-2011 Epygi Technologies, Ltd. All rights reserved.

corresponding extension and will then announce "You
do not have enough space".

Fig. 11-117: Upload Universal Extension Recordings p-Hold musicage

Please Note: It is recommended to use a piece of music not longer than one minute in order to leave enough space for user defined
messages and voice mails.

° RTP Channel selection is used to define the channel for the broadcast streaming. The RTP channels are created by the system
administrator. Therefore if you are experiencing problems with using the RTP channels as hold music, or no RTP channels are available to
select on this page, turn to your system administrator for clarification.

Recording Box

Recorded calls on the QX1000 can either be stored locally in the Recording Box or be uploaded to the remote FTP server. The Recording Box is
used to locally store the recorded calls. The Recording Box can be accessible online from Web Management or from handset by calling the
corresponding Recording Box extension. With both options, the user can play and delete the recorded calls located in the Recording Box.

When accessing the Recording Box through the handset, all recording box functionality settings, such as enabling the welcome message, adjusting
the maximal call recording duration, recording box access security, etc. are configurable from Recording Box Extension Settings page.

Instructions on accessing and navigating within the Recording Box via the phone handset are described in the Feature Codes.

Please Note: When playing a new call recording (via a phone handset or with the use of the Play button in this page) will deprive the “New” state of
the recorded call.
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M et Wi Cowmos Tl ek St

The Recording Box can hold New (not yet played) and Old
(already played) call recordings. The Status column in the
Recording Box table indicates the current state of the call N
recordings. All new recordings in the table are displayed in bold s
font. Playing a call recording cancels both the New status and
bold font. Call recording can be selected to be played or
deleted.

Recotding Box - 8
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The following information is available on this page:
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Recording free space provides information on the number
of minutes/seconds of free recording box space.

Refresh functional button is used to refresh the Recording
Box for any latest recordings or status changes.

Send to FTP functional button is used to move one or more
selected recordings to the FTP server configured from
Recording Storage Settings in Recording Box Extension
Settings page.

New recordings field shows the number of newly done call
recordings since the user's last access to the voice mailbox.
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All recordings field shows the number of all recordings ]

Fig. 11-118 Extension’s Recording Box

Recording Box table displays the following information:
Status - indicates whether the call recording is New and not yet played. New recordings are displayed in bold font.

Caller —is the address of the caller of the recorded call.
Callee — is the address of the called party of the recorded call.
Date & Time — is the call recording start date and time.

Message — indicates call recording duration (in minutes/seconds) and a speaker sign used to play (using any available media player supported by
your Operation System) the recording or to download the audio file to the PC.

The column headings of the voice mail tables are created as a link. By clicking on the column heading the table will be sorted by the selected
column. Upon sorting (ascending, descending) arrows will be displayed next to the column heading. Each row in the Voice Mailbox tables can be
selected by a checkbox for editing, deleting or marking.

Delete removes the selected recording(s).
Select All checks all existing entries in the table.
Inverse Selection inverses the current selection (if no entries are selected, clicking on inverse selection will check all entries).

To Play a Call Recording
®  Click on the speaker icon of the corresponding recorded call.

e  Depending on you browser’s settings the .wav file will be played directly or an application will ask you to save the .wav file on the local PC.
In the second option, please specify the path and run the media file from the specified location to play it.

To Delete a Call Recording

e  Select the checkbox of the corresponding record(s) in the Recording Box table that should to be deleted. Click on Select all if all records
should to be deleted.

Select the Delete button.

Confirm the deletion with Yes. The selected recordings will be deleted. To abort the deletion and keep the recordings in the inbox, select
No.

User Extension Bulk Import

The QX1000 Extensions Template Management feature and the PC-based Bulk User Extensions Importer tool are used to create and update
multiple user-type extensions.

The user extension settings can be divided into two groups - common settings of extensions groups (for example, SIP server name, SIP port, etc.)
and settings, which are different for each extension of these groups (for example, Display Name, Extension Password, etc.). Based on this, the

following three steps can be used to Add/Modify a group of extensions:

e  Configure the common settings for a group of extensions, using the QX1000 Extension Template Management feature.
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e Based on the common settings of these groups, configure the extensions specific settings using the Epygi Bulk User Extensions
Importer tool. The tool will save the settings in a bulk User Extension configuration file that will be ready to upload to the QX1000.

e |mport the configuration file to the QX1000, using the Extension Import feature.

Please Note: The Bulk User Extensions Importer tool is applicable only for Adding and Modifying the extensions of User Extension type. The
extension types other than User Extension (such as Auto Attendant, Pickup Group, etc.) currently are not supported by this tool.

To configure the Extension Templates on the QX1000, select ;
the Extension Template Management tab from this page. Main System Users  Conferences  Telephony  Intemet Uplink  Network Q (\P\ gl
The Extension Template Management page is used to ez

configure different sets of user extension settings. The
Extension Template Management offers the following

Extension Template Management
components:

Add opens the Extension Template Management- Add Extension Template Management Extension Impart Settings

Entry page, where a new template can be created. _ _
Add Edit Delete Selectall Inverse Selection

Edit opens the Extension Template Management - Edit Template
Entry page, where the settings of the user extension

template can be configured. [ | tempt
Delete removes the selected templates. If no records are L] | temp2

selected an error message occurs.

Please check your pending events!

Inverse Selection inverses the current selection (if no  [oewight (€)2003-2011 Eoval Technologies, LId. Al rights reserved
records are selected, clicking on inverse selection will select
all records).

Select all selects all entries of the table.

Fig. 111119 Extension Template Management page

The template file contains the common settings for user extensions, which can be the same for a group of extensions. The other settings which have
to be different for each extension (such as SIP username or IP Line configuration) should be specified by the Epygi's Bulk User Extensions Importer
configuration tool and imported later from the appropriate configuration file. These settings are marked with "variable" sign in the extensions

configuration page (see Extension Settings ).

The Epygi Bulk User Extensions Importer configuration tool is a MS Excel based form, which allows a configuration file to be created (based on
the configured templates) for Add/Modify type of files.

When your configuration file is ready, select the Extension Import Settings tab to upload the Bulk User Extensions Importer configuration file to the
QX1000.

Browse opens the file selection window to browse for a new Main System Users  Conferences  Telephony Intemet Uplink Network @ (\])\‘"gl
user bulk extension configuration file. uackilo25
The Override Existing Extension indicates whether the Extension Bulk Import

settings of the imported file should change the settings of
existing extensions if the imported file is of the Add type. It can
also contain the settings for extensions which already exist on
the QX1000. When the Override Existing Extension is .
unchecked and the uploaded Add type CSV configuration file MpnEserExmsn Bk Tl [[Brovee. ]
contains extensions which already exist on the QX1000, an
error will appear and the conflicting extensions will be
highlighted. If the uploaded file is of the Add type and the

Extension Template Management  Extension Impoit Settings

Override Existing Extension

intent is to modify existing extensions, then the Override
Existing Extension should be enabled, otherwise the file must Please check your pending evertsl

be of the Modify type. Copyrinht (€ 2003-201 Epuai Technoloies, Lid. A1 rights reserved.

Fig. 111120 Extension Import Settings page

When you upload the Bulk User Extensions Importer configuration file, the system will check the entire file before applying the uploaded
configurations. If there are some incorrectly configured settings in the file, the system will return a table with all uploaded configurations and highlight
the parameters which have an error.

If the uploaded file passed and did not give any error message, the system will start to Add/Modify all specified extensions. As a result, the system
will Add/Modify the specified extensions. In addition, for any settings that need to be updated in the IP phone, (e.g Display Name), a new IP phone
configuration file will be created and ready for sending to the phone the next time it is rebooted.

Receptionist Management

The receptionist feature on the QX1000 offers a variety of services to manipulate with multiple calls, to keep the calls in the queue with the
perspective to be answered by the receptionist and finally to be forwarded to the corresponding destination, if needed.
The Receptionist service requires called extensions to use one of the following SIP Phones.
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®  Aastra 6730i ®  snom 360

® Aastra6731i ® snom 370

®  Aastra 6739 ® snom 720

®  Aastra 6755i (55i) ® snom 760

®  Aastra6757iCT (57iCT) ®  snom 820

®  Aastra6757i (57i) ® snom 821

®  Aastra9133i ® snom 870

®  Aastra 9143i (33i) ®  Grandstream GXP 2000
®  Aastra 9480i (35i) ®  Grandstream GXP 2100
®  Aastra 9480iCT (35iCT) ®  Grandstream GXP 2110
®  Aastra 480i ®  Grandstream GXP 2120
®  Aastra480iCT ®  Yealink SIP T-26P

e  Polycom SoundPoint IP 650 ®  Yealink SIP T-28P

®  snom 190 ®  Yealink SIP T-38G

e  snom 200 e  Epygi QCM

(] snom 320

The following services are available to the receptionist:

e  Call Queue

° Extension Status

e  Call Interception

e  Voicemail Transfer

e  Multi-Company Receptionist
Call Queue

This feature allows keeping multiple incoming calls in the queue when being on the line and to answer calls in the order they have been received.
The usage of this service is not limited to receptionist only and can also be used by the extension user, if configured correspondingly.

The configuration of the Call Queue feature is done from the Extensions Management — Edit Entry page where the length of the call queue and the
call queue appearance is defined. When the Call Queue service is enabled, the second arriving call to the receptionist/extension user will be either
set into the queue (if call queue appearance is 1) or will be ringing in the background of the active call (if call waiting is enabled for the user and the
call queue appearance value is greater than 1). If the call ringing in the background isn’t answered, it will be transferred to the user’s voice mailbox
or, if no answer forwarding is enabled, it will be forwarded to the corresponding destination.

If the call is set into the queue, the caller will hear a message asking them to wait until the call will be answered. Once the receptionist or extension
user terminates the call, the next call in the queue will ring to the user.

For regular FXS users, indication about the callers in the queue is through the Call Waiting service (see Manual Ill-Extension Users Guide). When a
new caller arrives to the call queue, the phone display (if available) of the phone connected to the FXS will display the total number of callers in the
queue along with the name/phone number of the last caller.

Extension Status

QX1000 provides the possibility of controlling and determining the actual state of the managers phones’ through the receptionist’s IP phone
(configuration of the IP phone is done automatically by QX1000 through the Receptionist Phone Configuration Wizard). A programmable key on the
receptionist's IP phone that is assigned to the corresponding manager will blink when an incoming call to the manager’s phone is currently ringing.
The key lamp will be ON when manager is on a call and will be OFF if the manager’s phone is in the idle state. The extension status can be watched
(viewed) by the receptionist to determine the availability of managers for incoming call transfers to them.

Call Interception

To use Call Interception service, the managers’ phones watch option should be enabled and each manager should have a programmable key
assigned on the receptionist's IP phone. This is performed automatically by QX1000 through the Receptionist Phone Configuration Wizard.

When an incoming call addressed to the certain manager comes in, the receptionist can see the corresponding programmable key blinking and the
caller's ID on the phone’s display. The receptionist is able to intercept the incoming call by pressing the blinking key. The caller will then be
connected to the receptionist. If the receptionist does not answer the call addressed to the manager, and if the manager does not answer it either,
the call will be directed to the manager’s voice mailbox if it is enabled. If the manager’s voice mailbox is not enabled, the call will be disconnected.

Kickback

QX1000 allows the receptionist to forward the incoming calls to the manager’s extension and if there is no answer or if the called extension is busy
on another call, the call is returned to the receptionist’s phone, instead of getting into Voice Mail Service or being disconnected. To use this service,
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receptionist should simply transfer the incoming call to the local extension. In case of no answer or busy, the call will automatically get back to the
receptionist.

Voicemail Transfer

QX1000 allows the receptionist or extension user to forward incoming calls directly to the voice mail of the other attached extension. To do so, an
appropriate routing pattern should be added to the Call Routing table. Hence, when transferring a call to the assigned extension, incoming call will
directly go to the extension’s voice mailbox.

Multi-Company Receptionist

QX1000 provides the possibility to use a single IP phone to manage the receptionist's features for multiple companies at the same time. To do so,
the incoming line appearance for the phone should be created, attached to the IP line of the IP phone and be labeled to the corresponding company
name. Being busy with a call related to one company, the receptionist is able to also receive the calls related to other companies. While calls are
ringing in the background, the receptionist can switch between the incoming calls. If the receptionist does not answer the incoming calls, and if the
Call Queue service is enabled on the extensions, the incoming calls will be stored in the queue specific for each company line.

Administrator’s Menus

The Receptionist Management page allows you to configure et
|P phOneS tO be Used as a receptionist on the QXlOOO ThIS Main  System Users Conferences Telephony Internet Uplink Network @(P} gl
. . . . . uadrom

page contains the list of configured receptionists with !
information about the attached IP lines and watched extensions. Receptionist Management

Add Edit Delete Selectall verse Selection

Res ioni Attached IP Lines ‘Watched E;
I:‘ Epyoi Receptionist IP Line 4 101,107,104

Blease checkyour nending events!
Copyright (£) 2003-2011 Epyai Technologies, Ltd. All rights reserved.

Fig. 11-121: Receptionist Management page

Add opens the Receptionist Phone Configuration Wizard where the new receptionist phone can be created and configured. The wizard consists
of several pages.

The Receptionist Phone Configuration Wizard — IP Phone ot
Model page has the foIIowing componentS' Main System Users Conferences Telephony Internet Uplink Network ep\ 31

quadiom

The Description text field requires the description of the

. X Receptionist Phone Configuration Wizard
receptionist to be configured.

The Phone Model drop down list is used to select the IP phone 1P Phone Model

model to be used by the receptionist.

The MAC Address text fields require the MAC Address of the DEsERIn Eoysi Repepione] _
corresponding IP phone. Phone Model Snam 820 -

Based on the selected IP phone model and the inserted MAC NeAdtEss 8 T T FleT [eT I

Address, the IP phone can be automatically configured by Attached IP Lines |4
simple reset/reboot (for more information about IP phone
configuration, refer to the corresponding IP phone’s users
manual).

D Use Session Timer
Use Kickhack

The Attached IP Lines text field requires the numbers of
QX1000’s IP lines used by the receptionist. The IP lines should
be separated by commas.

| e | Ceed [ O |

Blease checkyour pending events!
C ht (C)2003-2011 Epwai T jies, Ltd. All rights reserved

Fig. 11-122: Receptionist Phone Configuration Wizard — Phone Model

The Use Session Timer enables the SIP session timer for the IP lines specified in the Attached IP Lines text field. This checkbox enables
advanced mechanisms for connection activity checking. This option allows both user agents and proxies to determine if the SIP session is still active.

The Use Kickback checkbox enables the kickback service on the corresponding receptionist. When this service is enabled, if receptionist transfers
the incoming calls to the extension and if there is no answer or if the called extension is busy on another call, the call is returned to the receptionist's
phone, instead of getting into Voice Mail Service or being disconnected. To use this service, receptionist should simply transfer the incoming call to
the local extension. In case of no answer or busy, the call will automatically get back to the receptionist. When this service is not enabled, the
incoming call will reach the Voice Mail Service or the call queue of the called extension, depending on the extension user’s configuration.
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If you have selected the snom 320/360/370/720/760/ Main  System Users  Conferences  Telephony Internet Uplink Network @f‘-P}'SI
820/821/870, Grandstream GXP 2000/2100/2110/2120, Yealink susdrm
T-28P/T-26P/T-38G IP phones from the Phone Model drop
down list, the next page in the wizard will be the Receptionist
Phone Configuration Wizard — Hardware Modules. For all

Receptionist Phone Configuration Wizard

other phone models, this page is skipped. Hardware Modules

For Grandstream GXP 2000/2100/2110/2120 IP phones, this

page contains a single checkbox only: [¥JEnable sxpansian module

The Enable Expansion Module checkbox is used to enable the Expansion medules count (1w |

supplementary module attached to the IP phone. The
Expansion Modules Count drop down list allows you to select
how many additional expansion modules will be connected to
the IP phone. When the module is selected, the number of
programmable keys on the next page of the wizard is multiplied
accordingly.

| Cews) | ] | Cowg | [l |

Please checkyour pending events!
Copyright (C) 2002-2011 Epyai Technologies, Lid. All rights resenved

Fig. 11-123: Receptionist Phone Configuration Wizard — Hardware Modules for snom phone

For Aastra 6739i, 6755 and 6757i IP phones, Receptionist ) ) ) epvoi

Phone Conf'g rat'on W ard Hard are Mod Ies page Main Systemm Users Conferences Telephony Internet Uplink Network I ‘)’D
Igu | 1Z - w u %1000

contains a number of drop down lists to select the types of the o ] ] ]

expansion modules and the sequence in which they are RecepHonist Bhone Conflguration Wizarc

connected to the IP phone.

Hardware Modules

Expansion Modules
Medule 570 (36M) | v
Mooule e 76i (600) v

Mooule (Wb 70 (5360)

| Geme] | el | e | Cee |

Please check your pending events!
Copyright (C) 2003-2011 Epyai Technologies, Lid. Al rights resenved

Fig. 11-124: Receptionist Phone Configuration Wizard — Hardware Modules for Aastra phone
The next page of the wizard is skipped for QCM Phone Model selection. The content of this page depends on the configuration made on the first
page of the Receptionist Phone Configuration Wizard.

The Receptionist Phone Configuration Wizard — Programmable Keys Configuration page is used to set the correspondence between the
selected Functions and the available Programmable keys on the IP Phone. To do so, assign a Function to each programmable key from the drop
down list on this page.

The following options are available in the Functions list:
e Watch Ext. # - watch the extension on the QX1000 and a possibility to pickup the call addressed to that extension.
e Call Park Ext # - watch the calls parked to the corresponding extensions and a possibility to retrieve the calls parked to that extension.

This list also contains a number of PBX services available on the QX1000 and accessible with the * key combination (see QX1000’s Feature
Codes). When configured from this page, the key combinations become transparent for the IP phones too.

®  Vmail — accesses the voice mailbox of the extension to which the receptionist IP line is attached to.
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e DND - enables the Do Not Disturb service on the .
extension to which the I’eceptioniSHP line is attached to. Main System Users Conferences  Telephony Internet Uplink Network @epygl

quadrom

e CallFwd - accessed Forwarding Management of the
extension to which the receptionist IP line is attached to. Receptionist Phone Configuration Wizard

(] AutoReDI — auto redials the last dialed call.
Programmable Keys Configuration

(] CallBack — calls back to the last caller.

Fctionalty e

e Linelnfo — gets the IP line information from the QX1000. Cooued v =
Preconfigured il k2
[ Preconfigured ]

e CallBlk — blocks the last caller. [Feiines PS
| Preconfigured =] P4

° Record — records the call (in case if the manual call
recording is allowed for the call, configured from

e  Call Recording— used for configuring the call recording
rules

e ACD Login/Logout — allows the corresponding ACD
agent to login to all groups it is involved in, if previously
logged in, to log out from those groups. For details on | | Next | l I
ACD functionality, see ACD Management.

Please check your pending events!
Copyright (C) 2003-2011 Epuai Technologies, Ltd. All rights reserved

Fig. 11-125: Receptionist Phone Configuration Wizard — Programmable Keys Configuration for snom phone

For snom phones’ When mUItIpIe IP Ilnes are SeIeCted on the Main  System  Users  Comferemces  Telephony Imarnat Uplink Marwak @[‘P\I{%l
Attached IP Lines text field on the first page of the Vuies
Receptionist Phone Configuration Wizard, this list
additionally contains the number of specified IP lines. That Receptionist Phone Configuration Wizard
selection is used to set the correspondence between the

selected IP lines and the available Programmable keys on the Softkeys Configuration

IP Phone. To do so, select the IP lines corresponding to each

programmable key from the Functions drop down list on this ) )

. Hey Fuctionality ey Fuctionalily

page. Each programmable key on the snom IP phone will now ) T 0 ok

be responsible for the selected IP line on the QX1000. ) . - " e -
3 CallFwed ¥ 17 WalchEat 11w
] DOKD ¥ 13 WalchExt 12w
5 Linelnfo ¥ 1 Wach Dt 13 %
] Calltllk v 13 Walch et 14 %
I Walch et &) & 16 WalchFet 37 %
) WatchFet 71 & 17 WalchFat 34w
] Call Park Ext 77 % 18 Walch Ext 73

| preanus | Hed Carcel Help
CopyightiC) 2007 Cpugi Teshralogies, Lid. All rights reseoved

Fig. 11-126: Receptionist Phone Configuration Wizard — SoftKeys Configuration for Aastra phone

Please Note: Once a new receptionist is created, the Call Queue feature will be automatically enabled with the corresponding Call Queue Size and
Max Call Queue Appearance settings on all extensions attached to the IP lines defined in the Attached IP Lines text field.
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The next page of the wizard is a Receptionist Phone
Configuration Wizard - Summary where the configured
settings for the receptionist should be verified. Additionally, this
page contains a Reboot IP Phone now checkbox which should
be selected if you wish to have your IP phone rebooted once the
corresponding receptionist is created. Reboot is needed for a
proper functionality of the IP phone. However, if you wish to
reboot the IP phone later, leave this checkbox unselected.

Extensions Directory

Main System Users  Conferences Telephony Internet Uplink Network

@cpygi

quadrom

Receptionist Phone Configuration Wizard

Summary
Description: Epvai Receptionist
Phane Model Snom 820
MAC Adderss: 46:47.97 876767
Attached IP Lines 4

Mapped IP Lines To Keys: Mot specified

Wiatched Extensions: 101,107,104

NOTE Youmust restart the phone before the new settings will take effect,

WHARMNING. After deleting this receptionist record, call gueue settings of the exdensions

towhich the lines are attached will be reset to their default values:

Reboot IP phone now

| Crems] | e | Comwa] | (o] |

Please check your pending events!
Copyright (C) 2003-2011 Epyai Technologies, Ltd. Al rights resenved

Fig. 11-127: Receptionist Phone Configuration Wizard — Summary page

The Extensions Directory is a useful tool for callers to get direct access to the QX1000 extensions by spelling the username with the help of the
phone keypad. The Extensions Directory can be accessed through QX1000's Auto Attendant Services and it has its own manipulation buttons to

browse the directory.

The Extensions Directory Settings page allows you to make a list of names assigned to the extensions on the QX1000. If the name spelled by the
caller matches the one(s) listed in the Extensions Directory, the corresponding extension user name(s) will be played to the caller for verifying the
input and selecting the user to connect. Each extension’s user should record their name with the help of the handset (see chapter Update System
Messages), or they can upload a wave file from the Account Settings page.

The Custom Greeting column in the Extensions Directory
table displays whether or not a custom greeting (user’'s name)
is recorded or uploaded. Users cannot be accessed through
the Extensions Directory and it is implied as being an inactive
entry in the event a custom greeting is not recorded or
uploaded. Warnings will be seen in the Extensions Directory
table for inactive entries. Extension numbers in the
Extensions Directory table are made as a link to move to the
corresponding extension's Account Settings page. This helps
the administrator access the extension's settings page where
a custom greeting can be manually uploaded.

Move Up and Move Down are used to move the selected
record one level up or down in the Extensions Directory table.
The sequence of the entries in the Extensions Directory is
important if several records match the same spelled name.
The Extensions Directory table is parsed from the top down
and the matched entries will be played according to their
position in the table.

Add opens the Add Entry page where a new name may be
assigned to the extension. An error message appears and
prevents adding a new entry to the Extensions Directory if no
extensions are available in the Extensions Management
table.

The Add Entry page offers the following components:

Mainy  Systemn  Users  Conferences  Telephomy Irernet Uplind: Hetwork
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Extensions Directory Settings

Addd Edii Dadee

Fig. 11-128: Extension Directory table
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Extensions Directory Settings - Add Entry
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Fig. 11-129: Extensions Directory - Add Entry page

Name requires the name of the extension owner. Several extensions can have the same name and a single extension may have several names.
User's Name is the identification parameter being searched within the Extensions Directory. You should use uppercases letters in this field,
otherwise the name will automatically be changed to uppercase when saving it to the Extensions Directory table.

Call to drop down list contains all extensions on the QX1000 that should ring when selecting the specified Name.

Description can be used for any optional information requiring entry in the Extensions Directory.

Please Note: The entries in the Extensions Directory can automatically be deleted if the extensions assigned to the entries are removed from the

Extensions Management table.
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Administrator’s Menus

Authorized Phones Database

The Authorized Phones Database page is used to create a list of trusted external phones. If they are part of the QX1000 Authorized Phones
database, external SIP or PSTN, then users are free to access the QX1000 Auto Attendant services without requiring authentication. When adding a
trusted phone to the list, an existing extension has to be chosen. The parameters (extension number and password, as well as SIP and Speed
Calling Settings) will be used automatically for the trusted caller access of the QX1000 Auto Attendant. A direct connection to the Call Relay menu

can be optionally provided.

The Authorized Phones Database page displays the
Authorized Phones Database table where the trusted
phones are listed. Only SIP and PSTN users can be added to
the Authorized Phones Database.

The Authorized Phones Database table displays all trusted
callers with their settings. For example, the call type, caller
address, extension they automatically login with, information if
they have automatic access to Call Relay Menu of the Auto
Attendant, etc.

Mai System  Users  Conferemces  Talophiony Eanriet Lplik
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Fig. 11-130: Authorized Phones Database

Each record in the table has an assigned checkbox. The checkbox is used to edit or delete the corresponding record. The “No records selected”
error message occurs if the user activates the edit or delete button with no records being selected. The error message “One record should be
selected” appears if the user tries to edit more than one record. The heading of each column in the table has a link. By clicking on the column
heading, the table will be sorted by the selected column. When sorting (ascending or descending), arrows will be displayed next to the column

heading.

The Add functional button refers to the Authorized Phones Database- Add Entry page where new trusted users may be entered.

The Authorized Phones Database- Add Entry page offers
two groups of input options:

Caller Settings

The Call Type drop down list includes possible incoming call
types (SIP or Auto). In SIP, the caller connects QX1000
through a SIP server and Auto is used for undefined call
types and the destination (independent on whether it is a
PBX number, SIP address or PSTN number) will be reached
through Routing.

The Caller Address text field requires the caller's SIP
address (see chapter Entering a SIP_Addresses correctly) or
PSTN number to be added to the trusted phones list. The
PSTN number length depends on the area code and phone
number. The wildcard is supported in this field. If the caller
address already exists in the Authorized Phones Database,
the error message “The record already exists” appears when
selecting the Save button.
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Fig. 11-131: Authorized Phones Database - Add Entry page

The Login Extension drop down list provides all existing extensions on the QX1000. When calling the QX1000 Auto Attendant, a trusted user will
automatically be logged in as the selected extension, i.e., the extension number and its password will be automatically submitted by the QX1000
system. The trusted user will directly access the QX1000 Auto Attendant services. The SIP settings of the login extension will be used when making

IP calls.

The Automatically Enter Call Relay Menu checkbox enables direct access for the trusted user to the QX1000 Auto Attendant Call Relay menu. If
the checkbox is not selected, a trusted caller will be directed to the Auto Attendant's main menu, but will still be able to reach Remote Access (Voice
Mailbox of the specified extension) and Call Relay services (see Feature Codes) with no authentication.

Please Note: Login Extension drop down list and Automatically Enter Call Relay Menu checkbox have no sense for Auto Attendant with custom

scenario configured (see Attendant Extension Settings).

The Description text field allows entering an optional comment.

Callback Settings

The Enable Callback checkbox selection gives the possibility for a specified trusted caller to use the Instant Call Back service (see chapter Call

Back Services).

The Callback Call Type drop down list includes possible callback call types (PBX, SIP and Auto).

The Callback Destination text field requires the destination number where QX1000 should instantly call back to. The value inserted in this field is
dependent on the selected callback call type: for PBX, extension number is required, for SIP, the SIP address is requires and Auto is used for
undefined call types: destination (independent on whether it is a PBX number, SIP address or PSTN number) will be reached through Call Routing
table. If this field is left empty, the callers address will be implied as a callback destination.

The Callback Response Delay text field requires the delay (in seconds) after which the call back will be performed.
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To Add an Authorized phone to the database

Enter the desired Auto Attendant Settings page.

Select Edit Authorized Phones Database to enter the Authorized Phones Database page.

Press the Add button on the Authorized Phones Database page. The Add Entry page will appear in the browser window.
Choose the call type and enter a caller address in the corresponding text field.

Select a Login Extension and the Automatically Enter Call Relay Menu checkbox (if required).

Enable Call Back service if required and define a Call Back Destination in the same named field.

Fill in an optional Description in the appropriate field, if required.

Press Save to submit the settings.

©ONoGOA~WNE

To Delete an Authorized phone from the database

1. Enter the desired Auto Attendant Settings page.

2. Select Edit Authorized Phones Database to enter the Authorized Phones Database page.

3. Toremove an authorized phone(s), select one or more checkboxes of the corresponding records that should be deleted from the Authorized
Phones Database table. Press Select all if all records should be deleted.

4. Press the Delete button on the Authorized Phones Database page.

5. Confirm the deletion by clicking on Yes or cancel the action by clicking on No.

Call Back Services

With Call Back service, callers can save a call charge when calling to and through QX1000. QX1000 provides the possibility of creating a list of
those trusted callers that are allowed to make free of charge calls to QX1000's Auto Attendant or through its Call Relay menu to the third party SIP or
PSTN destination. Two types of Call Back services are available on the QX1000: Pre-configured Call Back and Remote Call Back Configuration.

Pre-Configured Call Back

For Pre-configured Call Back, a list of trusted callers must be configured in the QX1000's Authorized Phones Database using Web Management.
The Call Back service should be enabled and a valid callback destination should be specified for each caller.

To use Pre-configured Call Back, the caller registered in the Authorized Phones Database should simply call to the QX1000's Auto Attendant
through SIP or PSTN, let the call to ring twice and then hang up. Call Back will be instantly activated, and QX1000 will call back to the defined Call
Back destination. By answering the incoming call caller will be connected to the Auto Attendant menu.

Please Note: Depending on the call back destination, make sure that there is at least one PSTN line routed to the Auto Attendant (from the FXO
Settings page) or Auto Attendant has a proper SIP registration (see Attendant Extension Settings).

Remote Call Back

The Remote Call Back Configuration service is used by authorized callers to configure or reconfigure existing call back configuration on the
QX1000. Remote Call Back Configuration is divided into two modes accessible from the QX1000's Auto Attendant: Permanent Call Back and Non-
Permanent Call Back.

Please Note: Remote Call Back Configuration services are only available when the Automatically Enter Call Relay Menu checkbox is disabled in
Authorized Phones Database for the trusted user.

Permanent Call Back service allows callers registered in the Authorized Phones Database to create a new trusted caller with Call Back enabled.
They can also modify the Call Back destination of existing callers in the Authorized Phones Database. By calling QX1000's Auto Attendant and
entering the Auto Attendant menu, the caller can use the 0@ code (see Feature Codes) to create a new trusted caller as well as to modify the Call
Back destination for the already registered callers in the Authorized Phones Database.

By entering Permanent Call Back reconfiguration menu, system asks caller to login by dialing the number and an appropriate password for the
QX1000's extension that is used as login extension in the Call Back settings. After passing the login, callers should follow the voice instructions for
configuring a new entry or reconfiguring existing entries in Authorized Phone database.

When system accepts the inserted settings, the corresponding entry will be logged to the Authorized Phones Database. The caller will then be
disconnected from the QX1000's Auto Attendant and the defined Call Back destination will receive a call from the QX1000 within the next 45
seconds. Answering the incoming call, the caller will be reconnected to the QX1000's Auto Attendant.

Please Note: The detected caller number must correspond to the one applied by the caller. In case of PSTN call back at least one PSTN line must
be available on the QX1000. There must be network connectivity and the destination must be reachable.

Non-Permanent Call Back configuration service allows trusted caller to organize one-time Call Back to the defined destination. In this situation, no
entry will be logged to the Authorized Phones Database. By calling QX1000's Auto Attendant and entering the Auto Attendant menu, the caller can
use 06 menu (see Feature Codes) to modify the Call Back destination for already registered callers in the Authorized Phones Database.

The system will ask to login by dialing the number and an appropriate password for the QX1000's extension that is used as login extension in the
Call Back settings. After login, caller should follow the voice instructions for reconfiguring the existing entry in Authorized Phone database. The caller
will then be disconnected from the QX1000's Auto Attendant and the defined Call Back destination will receive a call from the QX1000 within the next
45 seconds. Answering the incoming call, the caller will be reconnected to the QX1000's Auto Attendant.
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Please Note: For both Permanent Call Back and Non-Permanent Call Back, the detected caller number must correspond to the one configured
for trusted caller. In case of PSTN call back at least one PSTN line must be available on the QX1000. There must be network connectivity and the
destination must be reachable.

ACD Management
Attention: The Automatic Call Distribution is an optional feature and can be activated with a feature key from the Features page.

Automatic Call Distribution (ACD) is the contact center solution designed for queuing and automatic distribution of the calls between contact center
agents.

ACD concept and the contact center solution are based on the following building blocks:
®  Agent — acall center user reachable via QX1000.

e Agent Group (AG) — comprises the call queue, collection of agents (call center users), and call distribution mechanism between its
agents.

® |Interactive Voice Response system (IVR) — a custom Auto Attendant on QX1000, answering the calls from remote callers/customers,
collecting information from callers in the form of DTMF digits and, based on that, making the routing decision on delivering the call to
proper Agent Group.

e Predefined ACD Agent Auto Attendant - used for agent login/logout and updating the current status of the agent from the phone.

To monitor ACD processes on the QX1000, Epygi provides a Statistics, Monitoring and Reporting (SMR) application, running on MS Windows
PC. SMSR doesn't require the 3PCC license (see Features section) to be installed on the QX1000. It displays the current status and statistics on
Agent Groups and Agents, builds the statistical reports and sends notifications and alerts to ACD supervisor/administrator. For more details and
requests for this applications, contact Epygi sales division (www.epygi.com).

Agent

Agent is the call center user answering the customers’ calls and reachable via QX1000 due to ACD. To receive the calls, agent needs to be logged
into some Agent Group (AG). Agent is characterized by the agent ID, password, skills’ levels and termination phone number. Agent can be logged
into several agent groups at the same time and receive the calls distributed by those agent groups. For easy login/logout to all groups where the
agent is subscribed, agent should use the *83 feature code from the handset.

ACD allows the system administrator to define the set of skills adequate to call center profile and grade the professional capabilities of each agent
according to each defined skill. The skill grading range starts from 0 and goes up to 10; with 0 meaning the absence of that specific skill and 10
meaning the highest level.

The termination phone number defines the phone assigned to agent. In other words, the calls on some termination number assigned to agent should
be answered by that agent. The agent may have only one termination nhumber and changing that number will result in answering the calls to that
agent in different location.

Agents are being managed from ACD Agents Table (see ACD Group Extension Settings).

Agent Group

Agent Group (AG) is actually a QX1000 extension with enhanced capabilities. The type of that extension in QX1000 configuration is ACD Group
(see ACD Group Extension Settings). Except for regular attributes intrinsic to extension (like extension number, SIP user name, etc.), it is
characterized also by the collection of agents included into that group, call queue and the call distribution mechanism. These agent group specific
parameters of extension are being configured from ACD Group Settings or ACD Agents Table accessible from ACD Group Extension Settings.

Call Queue of Agent Group

Agent Group receives the calls from customers via means existing currently on QX1000. For example, it may receive the direct call through ITSP on
SIP number (DID number) assigned to AG, receive a call through ACD’s IVR on AG’s extension number, external call through Call Routing table on
QX1000, etc.

Arrived call is being added to the end of the AG queue if there are no available (online) agents to answer the call immediately. For connecting to the
agents always the call at the top of the queue is being selected. The call queue settings are configured from the ACD Group Settings (see ACD
Group Extension Settings).

Each agent can have of the following states: online, offline, away, busy or DND (Do not Disturb) (for details see ACD Agents Table accessible from
ACD Group Extension Settings). If the same agent is logged into different agent groups, he/she may have different states in different groups except
for DND status. If the agent has DND state in some group then his state will be the same for all other groups.

The state of the agent can be updated either by administrator from the ACD Agents Table (with the exception of “DND” and “busy” states) or by
agent from the handset (except for “busy” state). The agent, for changing the state to “online”, “offline”, “away” from the handset needs to call the
predefined Auto Attendant (see Attendant Extension Settings) and on attendant’s prompt enter the agent ID, password and the status code. The
state changes from “online” to “busy” or vice versa automatically when the agent starts or finishes conversation.

Calculation of Composite Skill Grade

Usually, before the call arrives to the agent group, it is first answered by ACD specific IVR. The main function of IVR is follows: via short questions to
calling customer determine the set of skills required from the agent for best serving the customer. On IVR’s questions, the customer answers by
phone keystrokes (DTMF digits), each keystroke corresponding to some required skill. After finishing the quiz, IVR routs the call to AG along with
information about the required skills set.
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To calculate the agent's composite skill grade, AG sums up the grades of those skills of the agent that are included into the required skill set received
from IVR. The grades of the non required skills are not considered.

The composite skill grade of AG is the sum of composite grades of the online agents of that group.
Interactive Voice Response system

ACD IVR is a custom Auto Attendant (see Attendant Extension Settings) configured on QX1000 with VoXML script and voice prompts designed for
quizzing the customers, determining the set of required skills as described above and routing the call to the agent group having the maximum current
value of the composite skill grade for required set. Since the general skill set is configured by ACD administrator and is application specific (call
center specific), the VoXML script and voice prompts of IVR should be built taking into account the skill set configured by administrator.

ACD IVR is needed mainly in case if there are Agent Groups that are configured to do skills based call distribution between agents. In such
circumstances the IVR is quizzing the calling customer to determine the set of required skills and when handing over the call to ACD module it
passes the set of skills required by calling customer. Having that set the ACD module calculated the composite skill grade of each AG in the system
and sends the call to AG having the highest value of composite skill grade. The call in AG is handled according to call distribution type configured
with that AG.

For example, if the call distribution type of AG is “skills based” then AG will try to connect the call to the agent having the highest composite skill
grade and if it is not answered within timeout the AG will try to connect to the next agent with the highest grade, etc. If the call distribution type is
something else then AG will distribute the calls according to that distribution type don’t taking into account the skill grades of the agents.

In case if the call is received on agent group bypassing ACD’s IVR and the skills based call distribution is selected for that agent group, the agent
group will consider the full set of skills when making decision on which agent to make a call first. In other words, since there is no required set of
skills received from IVR, then the agent group will consider the full set of skills summing up all skill grades of agent.

To simplest way to build the VoXML script for IVR is using the text of the Epygi's sample VoXML script modify that and customize for your
application. The IVR voice prompts should be recorded and uploaded as usual.

The ACD Management page consists of 3 sub-pages: Skills, Agents and Groups.

The Skills page contains a list of all available skills and their Vi T T e T R (e @:cpyei
descriptions. The skills defined in this page are then used in
the agent management (see above) to assign the skill level
to the agents.

Fig. 11-132: ACD Management - Skills page

Add opens the Add Skill page where a new skill may be
defined. The Add Skill page contains the Skill text field to
define the skill name and an optional Description field for
the description of the skill.
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Fig. 1I-133: ACD Management - Add Skill page

The Agents page of ACD Management contains a list of agents and the skill set corresponding to each agent. Every agent is characterized by an
Agent ID which should be unique in the system. Agent IDs and passwords are used by the agents for logging into Agents Group (see description
above).

Add opens the Add Agent page where a new agent may be created. The Add Agent page contains the following components:

ACD Agent ID requires the number of the agent. Digits are
only accepted for this field. The Agent ID should be unique e
in the system. ACD Management

Bt Gotag

Password requires a password of the agent. The agent o e s 2 e
password may only contain digits. If non-numeric symbols ey
are entered, the “Incorrect Password: no symbol characters "
allowed” error will prevent creating the agent.

Slews | (scgee

Confirm Password requires a password confirmation. If the i
input is not corresponding to the one in the Password field, | ——
the “Incorrect Password confirm” error will appear.

Mizhanl

i

Description requires an optional description of the agent.
Call Type lists the available call types:
® PBX - extensions on the QX1000

Fig. 11-134: ACD Management page
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e S|P — calls through a SIP server

e Auto — used for undefined call types. The
destination (independent on whether it is a PBX
number, a SIP address or a PSTN number) will be
reached through the Call Routing table.

Sy Wous Cotueries Taghony T @ cpyi

Fig. 11-135: ACD Management - Add Agent page

The Calling Address text field is used to define the address by which the agent can be contacted. The value in this field is strictly dependent on the
Call Type defined in the same named drop down list.

If the PBX call type is selected, the Calling Address field should contain the extension number on QX1000 and the corresponding agent can be
reached by calling on extension number located on the same QX1000. However, it doesn't necessarily mean that the agent shall be located at that
QX1000 - if the extension is remote extension then agent’s location might be far from QX1000.

For the SIP call type, the Calling Address field should contain the SIP address (see chapter Entering a SIP_Addresses correctly) and the
corresponding agent can be reached by calling on SIP address. The agent with that kind of termination number might be located either at the same
QX1000 or anywhere else in the SIP network.

For the Auto call type, the Calling Address field should contain the phone number routable through Call Routing table on QX1000. The agent with
that kind of termination number might be positioned in any of the above mentioned locations.

Pressing on the Skill Value column of the Agent Management table will lead you to the Agent - Skill Levels page where the skill levels for the
corresponding agent should be configured.

Administrator’s Menus

The Agent - Skill Levels page consists as many drop down @
lists as Skills created in the Skills page (see below). For each B e Do ot Teebey  WewOA ok

available Skill you should select the skill level (from 0 to 10,
with 0 meaning the absence of that specific skill and 10
meaning the highest level) matching to the corresponding SO dsidf
agent.

Agent 103 - Skill Levels

Fig. 11-136: ACD Management — Agent Skills page

The Groups page of ACD Management contains a list of ACD Group type extensions filtered from the Extensions Management table. This page
allows you to configure the ACD Group specific parameters, i.e. a collection of agents included to the group, call queue and the call distribution
mechanism. Any new ACD Group created in this page will automatically be displayed in the Extensions Management table.

Add opens the Add Group page where a new ACD Group Vi Sy W Oweces Tnbay sk Newk
may be created. The Add Group page includes the only
ACD Group ID text field which requires the ACD Group ACD Management
number (extension). .
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Fig. 11-137: ACD Group Management page
o
Main System Users Conferences Telephony Internet Uplink Network @ep}f gI

The ACD Group ID should not match any existing extension
in the Extensions Management table. Any newly created
ACD Group will automatically appear in the Extensions
Management table.

quadiille

ACD Management - Add Group

Edit opens ACD Group Extension Settings in the Extensions ACD Group 1D 500
Management

Pleaze checkyour pending events!
Copyright (C)2003-2011 Epyai Technologies, Lid. All rights resenved

Fig. 1I-138: ACD Group Management - Add Entry page

Pressing on the links in the Group ID and Agents List columns of the Groups table will lead you to the ACD Group Extension Settings where group
settings and the list of group’s agents may be adjusted correspondingly.
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Conferences Menu

' Conferences ;
Main System Users Conferences  Telephony Internet Uplink Network @epyg] 000 ep}‘rgl
Conferences Management 41000
Refresh in 588 seconds!
i Conference Statistics o Syotem
Epygi QX1000 M3z wai Defautt Settings e lsers
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Conferences Management
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- adwin frow 192.163.70.26, expires 01:33 ® Feature Codes
Internet connection status: static IP . He|Q
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Flease check your pending events!

Fig. 11-139: Conferences Menu in Dynamo Theme
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Fig. 11-140: Conferences Menu in Plain Theme
Please Note: The Conference Server and the Video Conferencing are optional features and can be activated with a feature key from the Features
page.

Conference users with video will be able to see the current speaker and either manually or automatically switch between participants. This gives the
user power over which person they get to view or allows the video conference server to rotate the video feed to the person currently speaking.

After activating Video Conferencing feature from the “features.cgi” GUI page, the video codecs will be available on the QX1000's “Conference
Codecs” GUI page.

Please Note: Administrator should enable only one codec at a time, either H.263 or H.264.

Video Conferencing provides possibility to view particular participant based on switching modes.
In general there are two switching modes for each phone:
e Manual - allows participant to switch between video capable participants manually, by dialing 0@0 or 960 a participant will see

the next or previous participant who has video capability enabled. In the context of manual switching “next” and “previous” means the
order of entrance to the conference bridge, so the first caller will be the first video- capable participant connected to conference.

e Automatic — In this mode the Epygi QX1000 determines the speaker (or loudest participant), and will automatically switch the video
stream to show that speaker. As a result all the video phones, which are in automatic mode, will see the speaking participant. If participant
does not have a video phone, then the other participants will see a black screen.

Please Note: Users can switch between manual and automatic mode by using 060/060 and 069

By default, Automatic Speaker Detection is switched off. From the General settings (conferencegeneral.cgi) GUI page admin can enable or
disable the default mode for video conferencing (see Automatic Speaker Detection).

Conferences Management

The Conference page displays a table with the existing conferences on the system. This page allows you to create new conferences and manage
the existing ones. The following columns are present in the Conferences table:

e Conference ID - indicates the unique ID of the U

Conference. ThlS number iS Used from AUtO Attendant Main - System  Users  Comferemces  Telepiwny Wternet Uphnk Hetwotk @(P\ E—;]

) agin

to reach the conference. The Conference ID is also At n 208 sunense
used as the username for the moderator when logging Conferences Management

into the QX1000.
e Display Name — any optional information about the

Al B8 Acthte [ernwnate Defete Select all liverss Selection

Conterence I Display N Desciption S AdNess Petcentige of System Memwry | Lodecs

conference. ol sy DlsousSHn O WesIssubs | 209005 apag oS80 -
(] Description — any descriptive information about the 0l Ramote Traing | Feseser Troning O — . pouy_
Conference' O 488 Marknting call Saleg and Markeang Discussion | TMS5EeR epygl loe SN0 s ) BCHU_
e S|P Address - displays the SIP address of the — Crees)
conference. e 4 B P et -

Fig. 11-141: Conferences Management page

e  Status - indicates the status of the conference (Active, Non Active or Waiting). Clicking on the conference status link will display the
Conference Progress page with detailed information about the conference status, participants in the conference and description of each
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participant. This page additionally allows the administrator to drop a participant from the conference or invite new participants. It also
allows the moderator to start/stop/resume/pause the conference recording and to terminate the conference.

® Percentage of System Memory - indicates the conference related memory space (in percents) dedicated to conference recordings and
the conference specific custom system messages.

® Codecs - column lists the short information (full information is seen in the tool tip) about conference specific voice Codecs. Conference
codec's can be accessed and modified by clicking on the link of the corresponding conference's Codecs. The Link moves to the
Conference Codecs page.

Clicking on the corresponding conference ID will move to the Moderator's page where call general settings can be configured.
The page Conference consists of the following functional buttons:

Add opens the Add Entry page where a new conference can be created.

The page consists of the Conference ID text field that requires a .
unique ID for the call conference. Main System Users Conferences  Telephony Internet Uplink Hetwork @epygl

Please Note: The length of the Conference ID is limited to the
extension length configured from Extensions Management. The
Conference ID cannot start with the digit 0, which is a reserved
character.

quadrillo225

Conferences Management - Add Entry

Conference ID 2500
The Conference IDs can be used in Auto Attendant to reach a
conference on the system. To join a conference using its ID, dial
the Conference ID when in Auto Attendant.
Please check your pending events!

To add a conference, specify the Conference ID and click on Copyright (C) 2003-2011 Eovgi Technologies, Ltd. All rights reserved
Save. This will open the Edit Entry page (see below).

Fig. 11-142: Conferences Management page
Edit opens the Edit Entry page where the settings of a newly created conference might be adjusted. The system provides the possibility of editing
multiple conferences at the same time.
The Edit Entry page consists of two frames. In the left frame settings groups are listed. Clicking on the corresponding settings group displays their
configuration options in the right frame.
Please Note: Save changes before moving among settings groups.
The Edit Entry - General Settings page allows the administrator to edit the following conference settings:

e Display Name is any optional information about the subject of the conference.
® The Password text field requires a password for the

moderator access to the conference. The password r
inserted here is used by the moderator to join the Main System Users Conferences  Telephony Internet Uplink  Network @ep‘),gl
conference. The moderator is able to use conference quadhillo228
codes during an active call conference and access

conference specific GUI pages to coordinate the Conferences Management - Edit Entry

conference (view/change conference properties,
activate/deactivate it, start/stop/resume recording, view

conference statistics). The Confirm Password text General Seffings General Settings - 2500
field requires the confirmation of the moderator's e
SIP Seftings
password. Display Name / Subject Daily Conference

. . . IV i g
e The Show on Public Directory checkbox is selected, S Adianced Setlngs

the details of the selected conference will be displayed
in the User Settings table on the Main Page of the Percentage of Total Memory |0+ 5
Extension's QX1000 Web Management. Besides this,
the details of the conference will be displayed in the
Public Directories on the snom and Aastra SIP phones. Go To Codec Sefings
Leave this checkbox unselected if the conference is
reserved or not used.

[ show on Public Directory

Please check your pending events!

Y The Percentage Of System Memory drOp-dOWn I|St iS Copyright (C) 2002-2011 Epyni Technologies, Ltd. Al rights reserved.
used to select the memory space (in percents) that can
be used for storing conference recordings. Fig. IIl-143: Edit Entry — General Settings page

The Edit Entry - SIP Settings and Edit Entry — SIP Advanced Settings pages are used to configure the conference's SIP basic registration and
advanced settings respectively. The descriptions of the settings can be found in the User Extension Settings section.

Activate is used to activate the selected conferences.

Terminate is used to stop the selected conferences.

Delete removes the selected conferences. If no records are selected an error message occurs.
Select all selects all existing conferences.

Inverse selection inverses the current selection of conferences (if no records are selected, all records will be checked).
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Conference Statistics

In the Conference Statistics page, the calls are classified by conferences. The call statistics (sent via 3PCC, Radius, email or FTP) is the same as
is - it shows only the PBX calls not sorted out by the conference. The billing or accounting program can build the conference statistics analyzing the
PBX CDRs (if the Called Phone is the Conference ID then it is a conference call).

The Conference Call Statistics page consists of four tables. They provide information on conference call details, successful incoming and outgoing,
unsuccessful outgoing conference calls in the first three tables and statistics settings in the fourth one. Conference call statistics allows the collecting
of conference call events on the QX1000 with their parameters and to search them by various criteria. Only the administrator is allowed to enable or
disable the conference statistic services.The link Statistics Settings that is used for this purpose is only displayed when an administrator is logged
in. The Statistics Settings page offers the following input options:

The Enable Ca” RGPOI’ting CheCkbOX enables Conference caII Main System Users Conferences Telephony Internet Uplink Network @ep}’gl
statistics reporting. The selected number of statistics entries will A
be displayed in the Conference Call Statistics tables. . L -
play Conference Statistics - Statistics Settings
The Maximal Number of Displayed Conference Call Records o Calls Ut Outyoing Calls Statistics Settings
drop down lists are used to select the number of Conference Call, [l Enable Call Repotting
Successful and_ Unsuccessful statistics _en_trles to be displayed in Meainral Nurmbsr G Ganference Call Recorgs:  [57— T8
the corresponding Conference Call Statistics tables. If the record R — — o
r . . aximal Mumber uccesstul Cal ecards: .
numbers exceed the numbers specified in these drop down lists,
the oldest record WI” be removed Maximal Mumber Of Unsuccessful Call Records: | 60 w
Download All Call Statistics
The Download All Call Statistics link is used to download the Download All Cal Statistics (CSY forman
entire displayed statistics in a file that can be viewed with a Dawnlnad All Call Statistics (old format)
simple text editor. This type of conference call statistics file is
easy-to-read and can be displayed in a spreadsheet.
. . . Please checkyour pending events!
The Download All Call Statistics (CSV fOrmat) link is used to Copyright (C) 2003-2011 Epwai Technelogies, Ltd. All rights reserved

download the entire displayed conference call statistics in a CSV
(Comma-Separated Values) formatted file.

The Download All Call Statistics (old format) link is used to download the entire displayed conference call statistics in an old formatted file. This
file can also be viewed with a simple text editor but contains more intricately aligned content.

The Clear all Records button is used to clear all conference call statistics records.

When the number of Conference Call Statistics entries exceeds the numbers specified in the Statistics Settings page, the oldest entries are being
automatically deleted.

Fig. 11-144: Conference Statistics-Statistics Settings page

The Conferences page lists all Conference Calls and their ] e T L o |t | e iy e (ci‘[»‘\'};i
parameters (ConfID- Activation Time, Conference Duration, P
Participant Count, Activation Reason and Activation Details).

I . X L Conference Statistics - Conferences
Each column heading in the tables is created as a link. By clicking

on the column heading, the table will be sorted by the selected Cofesences Surepssti Cally UnsursosstlOuinoing Calls Stabotes Sesings
column. Upon sorting (ascending, descending) arrows will be Nummber of Racsads Cont Total Duratlon Cord Wadim Duration Avesage Duratien Cond Misdmum Deation
displayed close to the column heading. 7 5 rnin 47 e 1 enin 34 ec [T Ty

Filtnr

The Activation Reason column indicates whether the participant
is a key member to start the conference, i.e. when participant

. . . . . Coniil
dials into the conference, the conference is getting automatically "
. . .. . L ] vimin | s |F Nctivation Ruasers: ivation Detaitss
activated and the dial out participants (if any) are called to join the frone o e sec | Flom:
conference (see Conference Progress). Tor Tee Wi | s | T
-Mosl-yyyy s
The Activation Details column provides information about how ok Areaten Toog & Conterence banation escoatcont | actrmonhansn R

the conference call is activated.

2011« | 1a609 3 1 Tngger epygl.loc
The Filter button performs searching within the statistics tables. = e ! T SRS 001 @8 semlloc SO0
The search may be done with several criteria at the same time. r : T
15 ? Triggger
The following search criteria are available: " ! T 21001 G e e S0
. 2 0 Wil Modrator
e The text fields ConflD, From and To are used for the search - — —
M- 2001 13.53.35 M 3 Trigger AghotS<2251001 @sip eogi bot:5060=

by ConfID-Activation Time. ConfID requires the unique ID of
the conference. For From and To fields the data must be
entered in the format dd-mm-yyyy hh:mm:ss. The time criteria
are optional, if it is not needed, leave the text fields empty.
The From field must indicate an earlier date and time from -
that which is indicated in the To field. Otherwise the error e
message "Minimal date should be less than maximal date"
prevents filtering and searching.

e The From and To drop down lists offer a search by the Conference Duration, specified by the list of values. The field From must indicate a
shorter duration than the field To. Otherwise the error message "Minimal duration should be less than maximal duration" prevents statistics
filtering.

e The From and To drop down lists offer a search by the Participant Count, specified by the list of values. The field From must indicate a shorter
count than the field To. Otherwise the error message "Minimal count should be less than maximal count" prevents statistics filtering.

e The text fields Activation Reason and Activation Details require the reason and the details of the conference call activation to be defined.

Records per page: 25 50 100 200 | 4

5. L. All ighis resssed.

Fig. 11-145: Conference Statistics-Conferences page
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Number of Records displays the current amount of conference call statistics entries in the table. For Conferences and Successful Calls pages
Total Duration, Maximum Duration, Conf Average Duration and Minimum Duration statistics are organized at the top of the table.
The Records per page are used to select the number of displayed conference call statistic records per page. The Previous and Next can be utilized

to switch between these pages.

The Download Statistics (Conferences) links are available below for all Conference Call Statistics tables and allows you to download the displayed

conference call statistics in a text file.

The pages Successful Calls and Unsuccessful Outgoing Calls
lists successful and unsuccessful outgoing calls and their
parameters (ConfID- Activation Time, Call Start Time, Call
Duration, Calling Phone and Called Phone). Each column
heading in the tables is created as a link. By clicking on the
column heading, the table will be sorted by the selected column.
Upon sorting (ascending, descending) arrows will be displayed
close to the column heading.

The Details column is only present in Successful Calls table
and provides the following information:

e Brief information about the call quality, voice codec used to
receive and transmit packets and the close conference call
reason. The close conference call reason appears to
provide more information about the call termination reason
which can be a network problem, termination by one of the
conference call parties, voice mail service activation, etc.
Clicking on the details information will open the RTP
Statistics page where all RTP parameters of established
conference call are provided.

e Authenticated By information details the conference
participants that passed an authentication on the QX1000
as configured in the Local AAA Table.

The following search criteria are available:

M Syses Dsers  Cosfesaces  Tebplomy Wbered Uplek Betwaik

Conference Statistics - Successful Calls

@<y

[re——

o e (v o |

[ ———

T

T Cigaan

Caed P

SP-Chptaant

ComeaPions L

Hecor por pagec 51 54 108 | 299

Fig. 11-146: Conference Statistics-Successful Calls page
The Call Detail column is present only in the Unsuccessful Outgoing Calls table and indicates the reason why the call was unsuccessful.
The Filter button performs searching within the statistics tables. The search may be done with several criteria at the same time.

e The text fields ConfID, From and To are used for the search by ConfID- Activation Time. ConfID requires the unique ID of the
conference. For From and To fields the data must be entered in the format dd-mm-yyyy hh:mm:ss. The time criteria are optional, if it is not
needed, leave the text fields empty. The From field must indicate an earlier date and time from that which is indicated in the To field.

Otherwise the error message "Minimal date should be less than maximal date" prevents filtering and searching.

® The text fields From and To drop down lists offer a search by the Call Start Time. The data must be entered in the format dd-mm-yyyy
hh:mm:ss. The time criteria are optional, if it is not needed, leave the text fields empty. The From field must indicate an earlier date and
time from that which is indicated in the To field. Otherwise the error message "Minimal date should be less than maximal date" prevents

filtering and searching.

e The From and To drop down lists offer a search by the Call Duration, specified by the list of values. The field From must indicate a
shorter duration than the field To. Otherwise the error message "Minimal duration should be less than maximal duration" prevents statistics

filtering.

e The text fields Calling Phone and Called Phone require the calling and called conference party's SIP address, extension number or
PSTN number as search criterion. Wildcard symbols are allowed here. The SIP- Clipboard buttons at the end of the lines open a small
window where one of the previously entered 10 SIP addresses can be automatically selected again.

The Records per page are used to select the number of displayed statistic records per page. The Previous and Next can be utilized to switch

between these pages.

The Download Call Statistics links are available below for all Conference Call Statistics tables and allows you to download the displayed call

statistics in a text file.
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Mail Default Settings

Mail Default Settings page is used to define the email templates
used in the system generated emails to the conference participants.
Two email templates can be defined on this page:

e Conference Notification Default Mail - delivered when the
moderator chooses the Send Notification Mail menu option.

e Conference Activation Default Mail - delivered by the
conference Scheduling system, if the Send Mail before
Conference Activation option is enabled.

Each template should be defined in the corresponding text field.
Additionally, functional tokens can be used to automatically insert
the Conference ID, Subject, Description, Participants, Password,
Scheduling information, as well as a possibility to display the time
remained until the conference will start, etc.

All these tokens can be inserted by using the links on the right side
of the page.

Please Note: Changing the body of the token will disable the token
functionality and will be implied as a simple text.

The Restore Defaults button is used to restore the default mail
templates. Using this button, all user defined mail templates will be
lost.

Main System Users Conferences Telephony Internet Uplink

Mail Default Settings

Conference Notification Default Mail
Dear Participant,

You have been invited to a conference.
Conference Details:

Conference ID: <@!conf id!@>

Subject: "<@!subject!@>"

Description: "<@!description!@>"
Participant password: <@!password!@>
Participants: <@!participantcs!@>

Conference Activation Default Mail
Dear Participant,

The conference you have been invited to is to be
activated in <@!time_to_activation!@>.
Conference Details:

Conference ID: <@!conf_id!@>

Subject: "<@!subject!@>"

Description: "<@!description!@>"

Participant password: <@!password!@>

Restore Defaults

Please check your pending events!
Copyright (C} 2002-2011 Ecygi Tech iss, Lid. All rights reserved.

i ngl

| Conference ID

v Schedule List

~ | Conference ID

~ | Remained Time To Activation

Network

@-cpysi

quadrilla225

Subject
Description

Password

Participants List

Subject
Description

Password

Paricipants List

Fig. I1-147:

Edit Entry — General Settings page
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Telephony Menu

Main System Users Conferences  Telephony

Call Statistics
SIP Settings

RTP Seftings
NAT Traversal Sefiings
Line Settings

FX0 Settings

Call Start Time | Call Duration | Calling Phc |5 Seftings

Internet Uplink

Epygi QX1000 Management

Active Calls

External PSTN Gateways
Gain Contral

SIP Tunnel Setlings

Call Routing

VolP Carrier Wizard

Radius Client Settings
Voice Mail Recording Codec

o items in list

Dial Timeout

@cpysi

quadrillo22s
Refresh in 478 seconds!

Network

Firmware Version: 5.2 1TEST1/Release

Users curremcly logged i
- admin from 102.168.70.24, expire: L1€:
- admin from 192.168.70.11, expires 16:
- admin from 182.1€8.70.2€, expires 1€:23

Telephony

System
Users
Conferences
Telephony
o Call Statistics
SIP Settings
ETP Setlings
MNAT Traversal Settings
Line Settings
o PO Setlings
o |S0OM Settings
» External PSTH Gateways
Gain Control
SIP Tunnel Settings
Call Routing
YWolP Carrier Wizard
Radius Client Settings

Internet connection status: static IP

Please check vour pending events!
Copyright (C) 20022011 Epyai Technol

3PCC Settings
RTP Streaming Channels
25, U8 AlG o)l Recarding

o Yoice Mail Recording Codec

o Dial Timeout

2RPCC Settings

RTP Streaming Channels
o Call Recording

Internet Uplink

Fig. 11-148: Telephony Menu in Dynamo Theme

Call Statistics

MNetwork

Install Checklist
Feature Codes
Help

Logout

FPlease check your pending events!

Home Logout
[ ht 2003-2011 Epyai T

Ltd. &Il rights reserved.

e, @ EPYSI

Fig.

11-149: Telephony Menu in Plain Theme

The Call Statistics page consists of five tables. They provide information on successful, unsuccessful and missed incoming and outgoing calls on
the first three tables, statistics settings in the fourth table and statistics archive in the fifth one. Call statistics allows the collecting of call events on the
QX1000 with their parameters and to search them by various criteria. The selected number of statistics entries will be displayed in the Call Statistics

tables.

The Call Statistics page reports successful, non-successful and missed incoming/ outgoing calls and shows the call statistics settings. Only
administrator is allowed to enable or disable the call statistic services. The link Statistics Settings that is used for this purpose is only displayed

when an administrator is logged in.

The Statistics Settings page offers the following input options:

The Enable Call Reporting checkbox enables Call Statistics reporting. The selected number of statistics entries will be displayed in the Call

Statistics tables.

The Maximal Number of Displayed Call Records drop down
lists are used to select the number of Successful, Missed and
Unsuccessful Outgoing statistics entries to be displayed in the
corresponding Call Statistics tables. If the record numbers
exceed the numbers specified in these drop down lists, the
oldest record will be removed.

The Download All Call Statistics link is used to download the
entire displayed statistics in a file that can be viewed with a
simple text editor. This type of call statistics file is easy-to-read
and can be displayed in a spreadsheet.

The Download All Call Statistics (CSV format) link is used to
download the entire displayed statistics in CSV (Comma-
Separated Values) formatted file.

The Download All Call Statistics (old format) link is used to
download the entire displayed statistics in an old formatted file.
This file can also be viewed with a simple text editor but
contains more intricately aligned content.

The Clear all
records.

Records button is used to clear all statistics

Main  System Users Conferences  Telephony Internet Uplink

Call Statistics - Statistics Settings

Successful Calls Missed Calls Unsuccessiul Qutiaing Calls  Statistics Settings  Statistics Archive

Enahble Call Reporting
Maximal Mumber Of Successil Call Records :1__00_ >
Maximal Mumber Of Missed Call Records: WDD v |
Madrmal Mumber Of Unsuceessiul Call Records: [100 % |

Download All Call Statistics
Download All Call Statistics (CSY format)

Download All Call Statistics (old formaty

Please checkyour pending events!
Copyright (£ 2003-2011 Epyai Technologies, Ltd. Al rights resenved

— @cpyei

1000

Fig. 11-150: Call Statistics Settings page

When the number of Call Statistics entries exceeds the numbers specified in the Statistics Settings page, the oldest entries are being automatically
deleted. In order to keep the call statistics entries safe, QX1000 allows you to configure the Statistics Archive service of the call statistics.

QX1000; (SW Version 5.3.x)
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The Statistics Archive page is used to configure the automatic
archiving of the call statistics. M Syshes Usets  CobWeaces  Toghiey  WhMnAllplk  Nebok @i.

The Percentage of Total Memory used for Archive drop-down Call Statistics - Statistics Archive
list is used to select the internal memory space (in percents) that
can be used for storing the archived call statistics. When the
required memory exceeds the size entered, the oldest entries
are being automatically deleted.

The Enable Call Statistics Archive Collection checkbox
enables automatic downloading mechanism of the call statistics.
Please Note: This service only refers to the statistics collected
from the moment of enabling this service and forward; any sethe v el | Terered
previously generated statistics will not be downloaded.

Call Statistics Archive Externil Bathep
The Call Statistics Archive Structure is used to configure the
intervals for archiving the call statistics. The archiving structure
allows to archive the call statistics either by time intervals or per
statistics record count:

Sard wehie fIEs 1) tenal saner

The Call Records Count drop down list is used to select the
portion size of the call statistics (including all types of call
statistic, i.e. successful, missed and unsuccessful outgoing call
statistics) which will be archived locally. The number selected in
this drop down list indicates the number of entries in the single

archived call statistics file. If there are no enough entries in the m
call statistics table on the QX1000, the system will wait until the Usee e
necessary number of entries will be collected and then will Faspwrt

archive the statistics file.

The Time Interval drop down list is used to select the time
interval by which the call statistics will be archived locally. After (e s st
each time interval the system will archive the call statistics
(including all types of call statistic, i.e. successful, missed and
unsuccessful outgoing call statistics). If there are no any record - — — -
made during last time interval the black file is archived. Fig. II-151: Call Statistics — Statistics Archive page

The Call Statistics Archive External Backup is used for configuring the call statistics backup service.

The Send archive files to external server is used to enable/disable the backup service and configuring whether the statistics should be kept locally
after backing up them.

Two options of the call statistics backup are available: uploading the call statistics file to the server or sending it to the mailing address.

The following group of manipulation radio buttons allows you to select whether the call statistics files will be delivered by email or stored in some
location on the server:

e  The Send via Email radio button is used to send the call statistics files via email. The selection enables Email Address text field that
requires the email address of the administrating person to receive the call statistics files.

e The Send to Server radio button is used to store the call statistics files on a remote server. This selection enables the following fields to be
inserted:

O The Server Name requires the IP address or the host name of the remote server.
O The Server Port requires the port number of the remote server.
O The Path on Server requires the path on the server to store the call statistics files in.

The Send Method manipulation radio buttons allow you to select the remote server type: TFTP or FTP. In case of FTP selection, the authentication
username and the password need to be inserted. In case if these fields are left empty, anonymous authentication will be used.

The File Format drop down list is used to select the format in which call statistics will be saved. This list offers to choose between Tab Delimited
Text (.log) and Comma Separated Values (.csv) file formats.

The Browse Call Statistics Archive link opens the Call Statistics Archive page. In the table on this page all available call statistics archived files
are listed.
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The Archive Record field shows the time when the call
statistics was archived.

Main  System Users  Conferences  Telophoy Iritermet Uplink Metwork

The [csv] and [log] links in this field allows you to download the
archived call statistics file to the PC in a Comma Separated Call Statistics Archive
Values (.csv) or Tab Delimited Text (.log) file formats and opens

the file-chooser window where the saving location can be Defte Selectal Imerse Selection

specified. -
Archive Rocord A Mumber of Call Records Exenal Backup Statius
. M -21-3- K

The Number of Call Records field shows the number of LI |28 a2t 62 conl ool . i
records in particular call statistics archive file. [ | 205ep-2011-21-2252 s ) 0 e

[] | 20-88p-2011-21-12-62 [esy] o 0 sureess
The External Backup Status shows the status of the backup. D Ly

[ | 20-5ep-2011-11-02-52 [e5w] Lbog | i SUCLess
The following functional buttons are available on this page: 7 | a0 sepanttansasa peseiton) 0 —
Delete removes the selected record(s) from the system and Call L | sepant-anzsaiesnllion) - LD
Statistics Archive table. [] |20 sep20t1.20:2251 [esvi on) ) —

Select all selects all entries of the table. =

P heckyour p
Inverse Selection inverses the current selection (if no entries  Jeoipiizozan
are selected, clicking on inverse selection will check all entries).

5. L Al ights eserved

Fig. 11-152: Call Statistics — Call Statistics Archive page

The Successful Calls, Missed Calls and Unsuccessful Outgoing Calls pages lists successful, missed and unsuccessful incoming and outgoing
calls and their parameters (Call Start Time, Call Duration, Calling Phone and Called Phone). Each column heading in the tables is created as a link.
By clicking on the column heading, the table will be sorted by the selected column. Upon sorting (ascending, descending) arrows will be displayed
close to the column heading.

The Number of Records displays the current number of

statistics entries in the table. For successful calls, Total — e — @L‘p‘ﬁ"i
Duration, Maximum Duration, Average Duration and o Ll a8
Minimum Duration statistics are displayed on top of the table. Rebesh in 568 seromis!

The Call Statistics: Successful Calls, Missed Calls and | CallStatisties-Successful Calls

Unsuccessful Outgoing Calls pages consist of the general
information on successful, missed and unsuccessful calls,
search fields and the calls table. The Filter button performs Norsber f Reconts Tota huration Wacum eaton Average Turatien Uiz furzbon
searching within the statistics tables. The search may be done 0 45min25 sec 1mindsec fmin 95 1in 40 sec
with several criteria at the same time. =

Surressil Calls

The following search criteria are available:

® The text fields From and To are used for the search by Call g o

. . From: Caling Fhong: Called Phons:
Start Time. The data must be entered in the format dd-mm- Vi | e
yyyy hh:mm:ss. The time criteria are optional, if it is not e
needed, leave the text fields empty. In From field must
indicate an earlier date and time from that which is indicated
in the To field. Otherwise the error message "Minimal date
should be less than maximal date" prevents filtering and

searching.

T

o o yyyy hecmese .

Ll Sia Time C3l Duracon Caling Prone Calad Pronz Densie

e From and To drop down lists offer a search by the Call
Duration, specified by the list of values. The field From must
indicate a shorter duration than the field To. Otherwise the
error message "Minimal duration should be less than
maximal duration" prevents statistics filtering.

® The text fields Calling Phone and Called Phone require the
calling and called party's SIP address, extension number or
PSTN number as search criterion. Wildcard symbols are
allowed here. The SIP-Clipboard buttons at the end of the
lines open a small window where one of the previously
entered 10 SIP addresses can be automatically selected
again.

Fig. 11-153: Call Statistics page

The Call Statistics: Successful Calls, Missed Calls and Unsuccessful Outgoing Calls tables are lists of successful, missed and unsuccessful
incoming and outgoing calls and their parameters (Call Start Time, Call Duration, Call destinations). Each column heading in the tables is a link. By
clicking on the column heading, the table will be sorted by the selected column. Upon sorting (ascending or descending), arrows will be displayed
close to the column heading.

The Details column (available for the administrator) is only present in Successful Calls table and provides the following information:

e  Brief information about the call quality, voice codec used to receive and transmit packets and the close call reason. The close call reason
appears to provide more information about the call termination reason which can be a network problem, termination by one of the call
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parties, voice mail service activation, etc. Clicking on the details information will open the RTP Statistics page where all RTP parameters of
established call are provided.

e Authenticated By information details the callers that passed an authentication on the QX1000 as configured in the Local AAA Table.

e Information about FAX statistics for the calls that have a FAX transmission handled. It only appears when there was a FAX transmission
during the call. Clicking on the FAX link in the Details column will move to the FAX Statistics page.

The Call Detail column is present only in the Unsuccessful Calls table and indicates the reason why the call was unsuccessful.

The Filter performs a search procedure by the selected criteria. The search may be done with several criteria at the same time.

The Records per page used to select the number of displayed statistic records per page. The Previous and Next allows to switch between these
pages.

The Download Call Statistics links are available below for all Call Statistics tables (for administrator's access only) and allows you to download the
displayed call statistics in a text file.

To Enable/Disable the Statistics

1. Enter the Call Statistics Settings page.

2. Select or deselect the Enable Call Reporting checkbox to enable or disable statistics recording.

3.  If enabling the statistics, the maximum number of records to be stored in the statistics table should be selected from the corresponding drop
down lists.

4.  Press Save to apply the new configuration.

To Filter the Statistics

1. Enter the desired criteria fields.
2. Press the Filter button to search the call reports within the Call Statistics table.

Please Note: To return to the complete Statistics Table, clear all search criteria and press Filter.

To Reset the Statistics

1. Pressthe Clear All Records button in the Call Statistics Settings page.
2. Confirm the deletion by clicking on Yes. The call statistics will then be deleted. To abort the deletion and keep the statistics information, click on
No.

RTP Statistics

Administrator’s Menus

The RTP Statistics page provides detailed information about the T — ©epyyi
established call is provided. When QX1000 serves as an RTP proxy, T
this page displays two groups (legs) of RTP statistics. For example, RTP Statistics

when calling from an IP Phone attached to the QX1000’s IP line to an
external SIP destination or from one external SIP destination to

Cuality: 1 excelienm)

another through the QX1000’s Auto Attendant. Each group of Lol 2308 B Rt T2:30 25063650, Gl  fercslnt
parameters describes characteristics of a piece of RTP stream Foc Catec: PCM | TX Codec: Fem
composing an overall SIP session. Normally, one leg describes the B |
RTP stream from caller to the QX1000 and the other leg describes RXLos Packans: 0

the RTP stream from QX1000 to the destination. :i:‘mnw M

R Delay Increase Comt: 01

Quality - estimated call quality, which depends on RTP statistic.
Below is the legend for Call Quality definitions on the displayed RTP

Statistics: Local 192, 16185, 300040, Ramotw: £3.430.17. 170, Cualiy: 1

R Delay Decraase Cou:

R Cobec: P ™ Corleez PN

excellent — RX Lost Packets < 1% & RX Jitter < 20 et Packete 26 | TrcersteaPockem 3268
gOOd - RX Lost Packets < 5% & RX Jitter < 80 RocobedPackes Sies 160 | Transmitied Packet Size; 150
satisfactory - RX Lost Packets < 10% & RX Jitter <150 L ;

bad - RX Lost Packets < 20% & RX Jitter < 200 R 7275

very bad - RX Lost Packets > 20% or RX Jitter > 200 R Dok cxecsso Count: 0

R Delay Decraase Cou:

Contaurs e Ervtrs Mottis 410

dack | [ Haip

g 007 B Tushons i, LB AR Syt seiarend

Fig. Il-154: RTP Statistics page
The Local and Remote fields indicate the two peers between which the RTP stream is transmitted. The characteristics in the table below describes
to the piece of RTP stream between these peers.
Rx/Tx Codec - codec for received and transmitted RTP stream respectively.
Rx/Tx Packets - number of RTP packets received and transmitted respectively.
Rx/Tx Packet Size - size of RTP packet (payload) received and transmitted respectively.
Rx Lost Packets - number of lost RTP packets for received stream.

Rx Jitter - inter-arrival jitter is an estimate of the statistical variance of the RTP data packet inter-arrival time, measured in timestamp units.
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The inter-arrival jitter is defined to be the mean deviation (smoothed absolute value) of the difference D in packet spacing at the receiver compared
to the sender for a pair of packets. If Si is the RTP timestamp from packet i, and Ri is the time of arrival in RTP timestamp units for packet i, then for
two packets i and j, D may be expressed as:

D(i.j) = (Rj - Ri) - (S - Si) = (R] - ) - (Ri - Si)
J(i) = 3(i-1) + (D(i-1,i)| - I(i-1))/16, where J(i) is Rx Jitter for packet i.
For more details about Jitter calculations, please refer to the RFC1889.

Rx Maximum Delay - maximum variance (absolute value) of actual arrival time of the RTP data packet compared to estimated arrival time,
measured in milliseconds.

If Si is the RTP timestamp from packet i, and Ri is the time of arrival in RTP timestamp units for packet i, then variance for packet i may be
expressed as following: V(i) = |(Ri - R1) - (Si- S1)| = |(Ri- Si) - (R1 - S1)|

Rx Maximum Delay = max V(i) / 8

RX Delay Increase Count — indicates the number of times the delay in jitter buffer is increased during the call.

RX Delay Decrease Count - indicates the number of times the delay in jitter buffer is decreased during the call.

Please Note: RTP Statistics is logged only when at least one of the call endpoints is located on the QX1000. For example, it will not be logged when:
e  calls incoming from or addressed to the IP lines or remote extension,

e calls from an external user are routed to another external user through QX1000's routing rules.
In the first case, RTP statistics will be logged if remote extension or IP line user is calling locally to the QX1000’s extension or auto attendant.

The Configure Call Quality Event Notification link leads to the Configure Call Quality Event Notification page where call quality control
notification specifics can be configured.

From the Configure Call Quality Event Notification page you may configure event notification policy when the call quality is lower than the
allowed level.

This page consists of a Notify checkbox, which enables the call P T o] G | ] e | Cr @t-p_\'gi
quality monitoring mechanism for the corresponding event Tt
notifications, and a Call Quality less than drop down list where the
least satisfactory call quality should be selected. When a call with the
quality less than the level selected here is registered on the QX1000,
an event notification will appear. When the Notify checkbox is
disabled, no Call Quality events will occur on the QX1000.

Configure Call Quality Event Notification

oty wen

Cal

Please Note: The ways of notification for the Call Quality events

. Fig. I1-155: Configure Call Quality Event Notification page
should be configured from the Events page. 9 9 Quaity pag

The Configure System Events link leads to the Events page where the methods of notification for each system event can be configured.

FAX Statistics

@y
Maln  Systeim  Useis Conferences Teteptuiing Natennert Uplink Hetwarh [ O

The FAX statistics page is accessed from the Call Statistics page by
clicking on the FAX link in the Details column for the calls that FAX Statistics
contain T.38 FAX transmission.

The FAX statistics page provides information about received and
transmitted packets, lost, bad and duplicated packets. This statistics
refers only to the T.38 FAX transmission. The FAX statistics is not
available for the FAX transmitted with other protocols.

Back | [_Huw

Fig. 11-156: FAX Statistics page

SIP Settings

The SIP Settings provide information on the SIP receive UDP and TCP ports and allows you to select DNS server configurations for SIP and the SIP
timers scheme.
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The UDP Port indicates the SIP UDP (User Datagram Protocol) s . . @cpysi
receive port number. By default 5060 is selected and used. The SIP o e Gttty e ooz
UDP port cannot be in the selected RTP/RTCP port range for IP lines SIP Settings

(see RTP_Settings), otherwise the “Mapped port for SIP shouldn’t be
in RTP port range” error message appears.

The TCP Port indicates the SIP TCP (Transmission Control Protocol)
receive port number. By default, 5060 is selected and used.

Please Note: QX1000 will not use TCP protocol as a transport for
SIP messages if the TCP Port field is left empty.

The TLS Port indicates the SIP TLS (Transport Layer Security)
receive port number. By default, TLS port is not used and is empty
(coded to 0). TLS port number should be different from the TCP Port
number.

The Realm text field requires messaging level information to be
included in SIP messages sent by QX1000. This information might
be used by remote side for authentication purposes.

Enable Session Timer enables advanced mechanisms for
connection activity checking. This option allows both user agents and
proxies to determine if the SIP session is still active.

Copys g (£ SIRER S0 Ejm Tashosivspns G A1 right restoens

Fig. 11-157: SIP Settings page
The DNS server for SIP radio button group allows you to choose between regular DNS servers configured in the DNS Settings page and specific
DNS servers for SIP traffic.
e Use default is used to apply regular DNS servers for SIP traffic.

e Specific is used to enable SIP specific DNS servers. For this selection, both primary and secondary SIP DNS servers should be defined in
the SIP DNS 1 and SIP DNS 2 text fields. At the least, a primary DNS server should be inserted.

The SIP Timers radio button group is used to define the timeouts of the SIP messages retransmission.
e RFC 3261 will apply standard SIP timers described in the corresponding specification.

e High availability will apply SIP timers to shorten the call establishment, registration confirmation and registration failure procedures. This
selection provides more firmness to the SIP connection but increases the network traffic on the QX1000.

e Custom allows manually defining the Registration Timeout, Registration Failure Timeout, Transaction Duration and Session refresh
timeout SIP timers (in seconds).

Host aliases for SIP link leads to the page where QX1000's external aliases are listed.

Generate And Install New CA Root Certificate link leads to the page where new CA root certificate may be defined, generated and installed.

Download Current CA Root Certificate link is used to download the actual CA root certificate in a .crt format.

Host aliases for SIP

This page is used to create a list of QX1000's hostnames P—— S — @cpysi
. . . . . . o Systemn ey eleplvomy ernet Lipd etwosk. ’ Y

register on remote DNS servers. This list will be used to identify Tasomadrs

SIP packets received from remote servers where QX1000 is

. . B Host aliases for SIP
registered with different names.

it it hos! naene configunid in Cmamic DNE Semings IS stomabcally adged o s s
The Host aliases for SIP page consists of a table where Al EdR Dofele Selectol fivsras Selection
QX1000's aliases are listed. Add opens the Add Entry page |t -
where a new alias name for QX1000 should be defined. ol
O | siguaara
[Tmwe | [ Bk Hulp

Fig. 11-158: Host aliases for SIP page
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Generate And Install New CA Root Certificate

The Generate and Install New CA Root Certificate page is
used to define, generate and install a new CA root certificate for
SIP TLS traffic. All fields in this page require root certificate
specific information.

The General Certificate and Install button is used to generate
a new CA root certificate based on the defined data and to
install it on the QX1000. QX1000 will get rebooted automatically
once the new certificate is installed. You may download the
actual copy of the certificate from SIP_Settings page.

To ensure a secure TLS connection with the QX1000's defined
CA root certificate, both sides should have the same certificate
installed. If the end user is an IP phone, you may activate the
TLS certificate update mechanism from it to obtain the latest
certificate generated by the QX1000. If the end user is a server
or other device, you may download the certificate from the
QX1000 and apply it manually on the remote side.

RTP Settings

@-cpysi

quadrille225

Main System Users Conferences  Telephony Internet Uplink Network

Generate and Install New CA Root Certificate

Country Name (2 |etter code)

State or Province Name (full name)
Locality Name (g, City)
Organization (eg, company)*
Organizational Unit (eg, section)
Common Mame (eg, Root CA)*
Email address

Validation period (days)*

CAKey Password*

Confirm Password*

ATTENTION: After pressing “Generate Certificate and Install”, new certificate will be installed and the system will reboat!

[ Generate Certificate and Install | [ Pack

Please checkvour pending events!
Copyright (C) 2003-2011 Epvgi Technelogies, Lid. Al rights reserved.

Fig. 11-159: Generate and Install New CA Root Certificate page

The RTP Settings page allows the administrator to configure the codec’s packet size and silence suppression for each voice codec, to select the
G726 codec standard, to define RTP/RTCP port ranges, etc. All parameters listed on this page may be modified and submitted.

The Codec Properties table lists all codecs with the corresponding packetization interval and information about silence suppression.

Edit opens the Edit RTP Settings page where the codec settings can be modified. To use Edit, only one codec may be selected at a time,
otherwise the “One record should be selected” error message appears.

The Packetization Interval is the time interval between two
RTP packets of the same stream. If the interval is increased, the
overhead is decreased but the voice quality may deteriorate as
a result. If the interval is decreased, the network load is
increased and the delay is reduced.

Silence Suppression disables RTP packet transmission in
case of no voice activity. This feature helps to avoid extra traffic
if the RTP stream contains no voice activity. It is activated after
two seconds of silence and restarted immediately if any audio
appears.

The G.726 Standard radio buttons are used to select between
packaging the G.726 codewords into octets. If you experience
problems with the G.726 voice quality when one of these
packaging is selected, try a different one.

e |f Use ITU_T specification is selected, the ITU 1.366.2
(“AAL2 type 2 service specific convergence sublayer for
narrow-band services”) type packaging of codewords is
used, where packing code words into octets is starting from
the most significant rather than the least significant digit in
the octet.

e |f Use IETF RFC is selected, the IETF RFC (“RTP Profile
for Audio and Video Conferences with Minimal Control”)
type packaging of codewords is used, where packing code
words is starting from the least significant position in the
octet.

RTP/RTCP Port Range:

Ml Sydem (s Cadwesces  Tephoty  lbeinellylk  Ketwark

RTP Seftings

Codac PrpieE
bl

[ Packeicalim el | SBace S te0

ETPRTCP Port Range:
M (000

Max (8083

Fig. 11-160: RTP Settings page

e Min - minimal port has to be higher than 1024 and lower than the maximal port range. Only even numbers are allowed.

e Max - maximal port has to be lower than 65536 and higher than the minimal port range. Only odd numbers are allowed.

Since the specified maximum port has to be higher than the minimum port, the error message “Min port humber should be less than max port
number” will appear if this condition is not met. The port range must consist of digits only, otherwise the error “Incorrect Port Range: only Integer
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values allowed” will appear. The difference between Max and Min RTP ports should be 100 ports or less (according to the system’s capabilities)

otherwise the corresponding warning appears. RTP/RTCP Port ranges cannot include the defined SIP UDP ports (see SIP_Settings) otherwise an
error message will appear.

Telephone Event Draft Support enables telephony events transmission according to the draft-ietf-avt-rfc2833bis-04. The checkbox needs to be
toggled if the SIP destination party phone or IVR has problems recognizing DTMFs generated by the QX1000.

Enable RTCP Support enables Real Time Control Protocol support and allows for the RTCP packets transmission. RTCP protocol is used for
monitoring the RTP streams and changing RTP characteristics depending on Network conditions.
@cpysi

quadillo225

The RTP Settings — Edit Entry page offers a drop down list

Main
and a checkbox.

System Users Conferences Telephony Internet Uplink Network

Packetization Interval contains possible values
milliseconds) to be configured for the selected codec.

(in RTP Settings - Edit Entry

i i i G.711u (PCM audio coding standard, 8 kHz sample rate, 8 bits, 64 kbit's data rate)
The Enable Silence Suppression checkbox selection enables

voice activity detection for the selected codec. Packetization Interval(msy |20+

Enable Silence Suppression

Flease check your pending events!
Copyright (C) 2002-2011 Epyai Technologies, Ltd. All rights reserved.

Fig. 11-161: RTP Settings - Edit Entry

To Edit Codec Parameters

Select the codec from the Codecs Table that is to be edited.

Press the Edit button on the RTP Settings page. The Edit Entry page will appear in the browser window.
Change values in Packetization Interval and/or enable/disable Silence Suppression.

To save the codec settings press Save, or to keep the initial data click Back.

1.
2.
3.
4.
NAT Traversal Settings

The NAT Traversal Settings page is divided into separate pages used to configure General NAT settings, SIP NAT parameters, RTP and STUN
parameters for NAT and a page where the NAT Exclusion table may be filled.

Administrator’s Menus

The General Settings page consists of a manipulation radio
buttons group to select the mode of the NAT Traversal usage for
the SIP traffic (any incoming and outgoing SIP messages from
and to the QX1000 will be routed through the NAT PC).

e Automatic — with this selection, system will analyze the
QX1000's WAN IP address and if it is in the IP range
specified for local networks (according to RFC), the SIP
traffic will be routed through NAT. Otherwise, if QX1000's
WAN IP address is outside the specified IP range, no SIP
traffic will be routed through NAT server.

Force — with this selection, all the SIP traffic will be routed
through the NAT server.

Disable — with this selection, no SIP traffic will be routed
through the NAT server.

The SIP Parameters page is used to configure NAT specific setting

UDP Parameters:
Manipulation radio buttons allow you to select the type of
connection over NAT:

Selecting Use STUN will switch to automatic discovery of
Mapped settings for the SIP UDP traffic over NAT. STUN
settings are configured on the STUN parameters page (see
below).

Selecting Use Manual NAT Traversal allows you to manually
define the mapped settings for the SIP UDP traffic over NAT:

@cpysi

quedrillo225

Main System Users Conferences Telephony Internet Uplink Network

NAT Traversal Settings

General Setfings SIP Parameters RTF Parameters STUN Parameters NAT Exclusion Table

NAT Traversal for SIP

o]

Automatic

®

Force

o]

Disable

Save Back

Elease check vour pending events!

Copyright (C) 2003-2011 Ep

qi Technologies, Ltd. All rights reserved

s for SIP and offers two independent groups of settings:

Fig. 11-162: General NAT traversal page

R T .

HAT Traversal Seltings

Mapped Host requires the IP address of the mapped host for

SIP UDP traffic over NAT.

Fig. 11-163: SIP Parameters page

Mapped Port requires the port number on the mapped host for the SIP UDP traffic over NAT.
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TCP/TLS Parameters:
Mapped TCP Host requires the IP address of the mapped host for SIP TCP traffic over NAT.
Mapped TCP Port requires the port number on the mapped host for the SIP TCP traffic over NAT.
Mapped TLS Host requires the IP address of the mapped host for SIP TLS traffic over NAT.
Mapped TLS Port requires the port number on the mapped host for the SIP TLS traffic over NAT.

The RTP Parameters page is used to choose between the STUN and Manual NAT traversal connection for the RTP traffic and to define the
RTP/RTCP ports for the connection over NAT.
Manipulation radio buttons allow you to select the type of connection over NAT:

Selecting Use STUN will switch to automatic discovery of Mapped settings for the RTP UDP traffic over NAT. STUN settings are configured on the
STUN Parameters page (see below).

Administrator’s Menus

Selecting Use Manual NAT Traversal allows you to manually
define the RTP/RTCP port ranges for the RTP traffic over NAT:

Man  System Users  Conbeences  Telephony Wtemet Uplink  Network @‘l)\:‘i[
TauacaMe

® The Mapped Host text fields require the Mapped Host for NAT Traversal Settings

RTP traffic over NAT.

sgings §IP Parsmelers RIP Paametsrs STUMParsmetses MAT Ebysion Tabl

e Mapped RTP/RTCP Port Range: lj' —
e Min - minimal port has to be higher than 1024 and lower Hassariost
than the maximal port range. Only even numbers are e s _][8 ) (cigenas
aIIowed . Magwed RTPRTEP Pord Range
® Max - maximal port has to be lower than 65536 and wa [5078
higher than the minimal port range. Only odd numbers
are allowed. [ 5w | Back | Help |
Please Note: RTP/RTCP Mapped Port ranges should be  [esmmmemmmmn po v s anommw
greater than or equal to the RTP/RTCP port ranges defined on Fig. Il-164: RTP Parameters page
the RTP Settings page.
The STUN Parameters page enables automatic NAT T T T T A e e ©@cpygi
configuration through the STUN server and is used to configure ' - e
the STUN (Simple Traversal of UDP over NAT) client on the NAT Traversal Settings

QX1000. This page requires the following data to be inserted:

Parsmelers RIF Parameters STUNPaametors MAT Eeclysion Table

The STUN Server text field requires the STUN server's s
hostname or IP address. The STUN Port text field requires the PrmaySTUNFor (3478

stuni epyglabam

STUN server port number. Secondany STUN server |shun sorgiab am
Secondary STUN Port a4Ta

The Secondary STUN Server and Secondary STUN Port text Poling nlaral Thow

fields respectively require the parameters of the secondary Kespabe il (120

STUN server. HAT P chcking irterval (300

The Polling Interval drop down list contains the possible time o] e o)

intervals between referrals to the STUN server. conmans 6130033099 Easi Taihealisan i AL b s

Fig. 11-165: STUN Parameters page

The Keep-alive interval text field provides the options to select the time interval (in seconds) for keeping NAT mapping alive. The value should be in
the range of 10 to 300 seconds.

The NAT IP checking interval text field indicates the interval (in seconds) between the NAT IP checking attempts (used to distinguish the possible
NAT IP address changes and to perform registration on the new host). The value should be in the range of 10 to 3600.

The NAT Exclusion Table lists all possible IP ranges that are not included in the NAT process, but may be accessed directly. IP addresses that are
not listed in the NAT Exclusion Table are accessed over NAT. For example, if a QX1000 user needs to make SIP calls within the local network as
well as outside of that network, all local IP addresses are required to be excluded from NAT traversal settings by being listed in this table. Otherwise,
a malfunction may occur in SIP operations.

The NAT Exclusion Table page offers the following input

options: Maln System Users  Conferences  Telephony  WmernetUpink  Network @"‘P‘,‘q]
Tuadn Wy

Each record in the table has a corresponding checkbox assigned

to its row. The checkbox is used to delete or to edit the NAT Traversal Settings

corresponding record. Only one record may be edited at a time. oo i £ Panca U B AT Exeassion Tale

An error message will appear if no selection is made or more

. B EdR Delele Sclectall e se Seleclio
than one is selected.

P addiess

Each column heading in the table is a link. By clicking on the 0 | 18216800 w00
column heading, the table will be sorted by the selected column. 0 [ta0ao %6000
When sorting (ascending or descending), arrows will be
displayed next to the column heading.

[ max | [ hew ]

bt c) 205 20 L. A1 s sk

Add opens the Add Entry page where a new IP range can be

Fig. 1-166: NAT Exclusion Table page
added. 9 Pag
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The Add Entry page includes the following text fields: o it o] (e | e | (Lo | Dot @cpysi

Toustiu

IP address requires the IP address that is placed behind NAT NATTI I Settings - NAT Exclusion Table - Add Entry
within the local network.

tars WAT Exchesion Tabls

Subnet Mask requires the subnet mask corresponding to the
specified IP address.

[[e-cliphoard ]

#-Gliphnand

[ Hew |

Fig. 11-167: NAT Exclusion Table - Add Entry page

To Configure the NAT Exclusion Table

1. Pressthe Add button on the NAT Exclusion Table page. The Add Entry page will appear in the browser window.
2. Specify an IP Address and its Subnet Mask in the corresponding text fields.
3. Press Save on the Add Entry page to add the selected IP range to the NAT Exclusion Table list.

To Delete an IP Range from the NAT Exclusion Table

1. Select the checkboxes of the corresponding IP range(s) that should to be deleted from the NAT Exclusion Table. Press Select all if all IP
ranges should to be deleted.

2. Press the Delete button on the NAT Exclusion Table page.

3. Confirm the deletion by pressing Yes. The IP range will then be deleted. To abort the deletion and keep the IP range in the list, press No.

Line Settings

The Line Settings are used to configure QX1000 IP Line settings. The IP Line Settings page is used to configure IP lines for IP phones to be
connected to the QX1000. QX1000 provides the options to connect SIP phones to its WAN side, assign the corresponding IP line to an active
extension, and use SIP phones as a simple phone with all telephony services of the QX1000 (for example, call hold, waiting, transfer, etc).

By default, 200 active IP Lines are available on the QX1000. The IP Line Settings page displays a table with the available IP lines on the QX1000.
Entering the feature key in the Features page can enable more IP lines.

Enable PnP to IP lines checkbox is used to setup the SIP phones connected to the QX1000 via Plug and Play automatic configuration service. To
use this service, this checkbox needs to be selected. The SIP phone should be reset then. After a clean boot-up of the SIP phone, QX1000 will
detect the SIP phone and all its characteristics, generate the automatic configuration file and will upload it to the SIP phone. The SIP phone will be
then configured on the first available IP line of the QX1000 and will become completely functional.

Please Note: The Plug and Play service is only available for the supported SIP phones (see the list below). This service will not work in case the SIP
phone is already manually configured or if it is not reset after enabling the Enable PnP to IP lines checkbox.

Enable Firmware Version Control checkbox is used to control the firmware version running on the SIP Phone attached to the QX1000. This service
also allows you to have the new firmware automatically downloaded and installed on your SIP Phone (in case your SIP phone was running an old
firmware upon connecting to the QX1000 or when the QX1000's firmware has been updated and the compatibility was changed to the higher
firmware version of the SIP phone). Every new firmware of QX1000 is compatible to a certain firmware version of each supported SIP phone. If you
are running older firmware on your SIP phone, this service will automatically download and install the newer firmware on your SIP phone.

Please Note: The Firmware Version Control service is only available for the supported SIP phones (see the list below).
Attention: Do not select this checkbox if you wish to run other firmware version on your SIP phone than the one compatible with the QX1000.

The Phones Default Template drop down list is used to select the QX1000 default template for the IP Phone which will be used if not selected
otherwise on the particular line (see below).

The Manage IP Phones Templates link takes to the Manage IP Phones Templates page where custom IP phone templates may be created.

The Upload IP Phones Logo link takes to the |P_Phones Logo page where custom logo for the IP phone may be uploaded.

The EXS Gateway Management link takes to the page where QX1000 FXS gateway devices may be defined in order to add additional FXS lines to
the QX1000.

The IP Lines table lists all available IP lines with additional information about each of them: number of the extension attached to it, information about
the phone type and the configuration details.

Each column heading in the tables is link. By clicking on the column heading, the table will be sorted by the selected column. When sorting
(ascending or descending), arrows will be displayed next to the column heading.

The alternating Hide disabled IP lines and Show disabled IP lines buttons are used to respectively hide or show the IP lines that have not been
activated with a feature key. To enable the lines, install a feature key from the Features page.

By pressing on the IP line # link in the Available IP Lines column, the Edit IP Line page specific for the current IP line is opened. This page offers a
group of manipulation radio buttons that allows you to enable the IP line and to configure it to for use by the SIP phones.

Inactive — this selection disables the corresponding IP line.
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SIP Phone - this selection configures the IP line for a SIP phone to
be connected to the QX1000's LAN. @epvﬂi
10

Main System Users  Conferences Telephony Internet Uplink Network

1000

e Phone Model drop down list is used to select the IP
phone model to be used by the receptionist. The drop Line Settings
down list, excluding Other selection, enables the MAC
address text fields used to insert the MAC Address of the

corresponding SIP phone. Use Other selection if your SIP Enatle FIF artP nes

phone |S not |n th|S I|St DEnableﬂrmwareversion cantrol
Phones Default Template: | systemdefault v I
e Line Appearance text field requires a number of Manage IP Phones Templates

simultaneous calls supported by the SIP phone. Upload IF Phonss Loco

) ) . FXg Galeway Managernent
e Username and Password are required for this selection.

They should match on both the QX1000 and the SIP patlie P | fucher |Twe | petals
phone for a successful connection. The Password field is
checked against itS Strength and yOU may see hOW strong IPLine 1 001 gIP Userbame: locext! 001, Model: Grandstream GXP2110, 00:0b:82:2d:60:10, Template: systemdefault
is your inserted password right below that field.To achieve Plinez 1002 |SP | UserName: ed1002, Model 5751 (510, 00:08.5¢:1 a6 09, Template: systemdefault,
the well protected strong password minimum 8 characters
of letters in upper and lower case, symbols and numbers e M e S L i b
should be used. If you are unable to define a strong Plines | 1004 e Userharme: 20004, Model: Other
password, press Generate Password to use one of
system defined Strong passwords IPLine 5 1005 SIP UserName: 20005, Model: Other
. . IF Ling i 1006 8P UserName: 20006, Model: Othar
e  Transport drop down list is used to select the SIP
protocol transport layer - UDP, TCP or TLS. For TLS you Fluef 1007 |8F | UserName 20007, Model. Oter
may activate the TLS certificate update mechanism from Pliag |1008  |8P | Userame: 20008, Model Other
IP Phone to obtain the latest certificate generated by the
QXlOOO IPLine 9 1009 SIP Userhame: 20009, Model: Other
For automatic SIP phone configuration, the SIP phone should be [PLnell |iMQ  fSIP | Userblame: 20010, Model Other
reset/rebooted. The appropriate configuration will then be . — .
automatically downloaded from QX1000 to the SIP Phone. Fig. 11-168: IP Line Settings page
Please Note: For automatic configuration, some SIP phones may
require additional actions to follow the restart. For example, by
default the IP Dialog SIP Tone Il is in a non-auto-provisioning mode, ]
so it should be manua”y enabled on the phone' Main System Users Conferences  Telephony Internet Uplink Network @ep‘)’gl
QuadroM22x-52
Refer to the user's manual of the corresponding SIP phone for W Lings-Settinns <) Lino:9
instructions on performing a factory reset or reboot on any of the O e
supported phones, what additional configurations are required for a
specific SIP phone, and how to manipulate with the GUI. © siPPhone | phonebodsl | Snam 300 v
The Use Session Timer enables the SIP session timer for the MAG Address 00 [jo4 13 (25 (2 (1o
corresponding IP line. This checkbox enables advanced
. . Lo . . . Line Appearance: |2
mechanisms for connection activity checking. This option allows
both user agents and proxies to determine if the SIP session is still Username locext103
active. Fassword  [sesenessssees
The Use Template drop down list is used select a preconfigured Transport UDP v
custom template for the IP phone. When the “Use default” is Ouses :
selected in this drop down list, the template selected on the IP Line R
Settings page will be used (see above).
Use template <— use default —»
The Enable Hot Desking Capability checkbox is used to enable ]
the Hot Desking feature on the corresponding IP line. Dl Enable Hot Desking Capatiy
) ) ) ) . Hot Desking Automatic Logout:
The Hot Desking Automatic Logout section is used to configure
Hot Desking functionality expiration on the corresponding IP line. Never
This may be useful when someone who logged in to the public
phone with the extension attached to this line forgot to log out after Allex nour(s) frin
using it. With this option enabled, once the expiration time arrives,
the extension will automatically log out from the public phone. i
The following options are available:
e Never — the extension will never expire and will remain Please check your pending events!
Iogged in to the pUbliC phone. Copyright (C) 2003-2011 Epygi Techn , Lid. All rights reserved.

. . ) ) ) Fig. 11-169: IP Line Edit page
e After the defined period of time — requires the period after

which the extension will automatically log out from the public
phone.

® At the certain moment — requires the moment (hour and minute) when the extension will automatically log out from the public phone.
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By pressing the Web link in the Details column for each configured SIP phone will lead you to the Web configuration page of the corresponding SIP

phone.

Please Note: This link only works from the LAN side of the QX1000, i.e. when the QX1000’s GUI is accessed from a PC located in the QX1000's
LAN. If you wish to connect the SIP phone’s GUI through the WAN, an appropriate Incoming Traffic/Port Forwarding Filtering Rules should be

added on the QX1000.

The Advanced link in the Details column appears for the snom and Aastra IP phones and takes you to the Programmable Keys Configuration page
where programmable keys for the corresponding IP phone can be configured.

The Reboot link in the Details column appears for supported IP phones and is used to remotely initiate a reboot of an IP phone attached to the line.

Supported SIP Phones

Below is the list of IP phones supported by QX1000 and officially compatible with it. The Plug-and-Play (PnP) feature is working for all IP phones
listed below, while Firmware Version Control (FVC) feature is working only for those phones which have a corresponding notice.

e  snom 300 (also supports FVC)

e  snom 320 (also supports FVC)

e  snom 360 (also supports FVC)

e  snom 710 (also supports FVC)

e  snom 720 (also supports FVC)

®  snom 760 (also supports FVC)

e  snom 370 (also supports FVC)

e  snom 820 (also supports FVC)

e  snom 821 (also supports FVC)

e  snom 870 (also supports FVC)

° snom m9

®  snom MeetingPoint (also supports FVC)
®  Aastra 6751i (also supports FVC)
®  Aastra 6753i (also supports FVC)
®  Aastra 6755i (also supports FVC)
®  Aastra 6757i (also supports FVC)
®  Aastra 480i (also supports FVC

®  Aastra480iCT

®  Aastra 6730i (also supports FVC)
®  Aastra 6731i (also supports FVC)
®  Aastra6739i

®  Aastra6757iCT

Programmable Keys Configuration

Aastra 9112i (also supports FVC)
Aastra 9133i (also supports FVC)

Aastra 9143i(33i)(also supports FVC)
Aastra 9480i(35i)(also supports FVC)

Aastra 9480iCT

Polycom SoundPoint IP 450SIP
Polycom SoundPoint IP 501SIP
Polycom SoundPoint IP 550SIP
Polycom SoundPoint IP 601SIP
Polycom SoundPoint IP 650SIP
Polycom SoundStation IP 6000
Polycom VVX 300/310

Polycom VVX 400/410
Grandstream BT200
Grandstream GXP1400
Grandstream GXP1405
Grandstream GXP1450
Grandstream GXP2000
Grandstream GXP2100
Grandstream GXP2110
Grandstream GXP2120
Grandstream GXP2124

Grandstream GXV3140
Grandstream GXV3175
Linksys SPA921
Linksys SPA922
Linksys SPA941
Linksys SPA942
Yealink SIP-T20P
Yealink SIP-T22P
Yealink SIP-T26P
Yealink SIP-T28P
Yealink SIP-T32G
Yealink SIP-T38G
Yealink VP-530
AudioCodes 310HD

AudioCodes 320HD
Panasonic KX-UT136-B
Panasonic KX-UT123-B
Panasonic KX-UT123NE-B
Panasonic KX-TGP550T04
Alcatel Temporis IP200
Alcatel Temporis IP600
Alcatel Temporis IP800

The Programmable Keys Configuration page is used to assign a function to the programmable keys of the IP phone. The design of this page

depends on the IP phone model.
Functionality drop down list assigned to each of them.

The following options are available in the Functionality
drop down list:

(] Watch Ext. # - watch the extension on the
QX1000 and a possibility to pickup the call
addressed to that extension.

° Park Answer Ext # (on the phone can be visible
as PkA Ext. #, PrkA Ext. #, PrkAn Ext. # or
PrkAns Ext. #) - watch the calls parked to the
corresponding extensions and a possibility to
retrieve the calls parked to that extension.
This list also contains a number of PBX services available
on the QX1000 and accessible with the * key combination
(see QX1000's Feature Codes). When configured from this
page, the key combinations become transparent for the IP
phones too.

®  Vmail - accesses the voice mailbox of the extension to which the receptionist IP line is attached to.

However, independently on the IP phone model, this page contains a number of the programmable keys and

Main  System Usets  Confetences  Telphony  libernet Upld
Progr Keys € g =IP Line 7
Wy Fictionaity

Koy Fuchionaty
' Freconfquied

Wiaich Ext 11105 »
Waich Ext
Walch Ext
Wich Ext 11250 » 13

Waich Ext 11138 = 1
Waich Ex 11151 % "
Procanfiqured % 6
Frocorhigured %

Pracanfigured = L]

Save | [ Dok |

L. Al rights rataresd

Hetwatk

R ) e

(Cvpl\'_ul

Tauiiromas

Heln

Fig. 11-170: Programmable Keys Configuration page (the preview is individual for different IP phone model)

° DND - enables the Do Not Disturb service on the extension to which the receptionist IP line is attached to.
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CallFwd - accessed Forwarding Management of the extension to which the receptionist IP line is attached to.

AutoReDI - auto redials the last dialed call.

CallBack - calls back to the last caller.

Linelnfo - gets the IP line information from the QX1000.

CallBIk - blocks the last caller.

Record - records the call (in case if the manual call recording is allowed for the call, configured from Call Recording Settings.

ACD Login/Logout — allows the corresponding ACD agent to login to all groups it is involved in, if previously logged in, to log out from
those groups. For details on ACD functionality, see ACD Management.

Please Note: When saving changes on this page, the system asks for a confirmation to remotely reboot the IP phone. It is recommended to reboot
the IP phone after configuration changes on this page in order to make the new configuration effective on the IP phone.

Manage IP Phones Templates

The Manage IP Phone Templates page is used to create custom templates for the IP Phones. The templates contain a set of configuration settings
that are uploaded to the IP phone once it is registered on the QX1000. With the custom templates the most popular configuration settings may be
adjusted accordingly. The saved custom templates can be then configured from the Edit IP Line Settings page to be used on the particular IP
phone.

The Manage IP Phone Templates page consists of a table
where the available IP phone templates are listed. The

Systemdefault template in this table indicates the QXlOOO Main  System  Usors  Telophony Iternet Uplink Hetwork (b ‘~‘|3}‘,‘—',i
default template for all IP phones. This template cannot be
edlted or deleted. Manage IP Phone Templates

kel Lkt dete  Select ol oo se

Add opens the Add Entry page where an IP phone : TT—

template can be Created, systomdetaukt Symtem dofault configu ation template
M | Temolate Home Template for home IF Phones

The Add Entry page includes the following text fields: 0 | Temniate omes e ——————

o Template Name text field indicates the name of the
template. This name will be visible in the Edit IP Line
Settings page when defining the template for the IP

phone.
e Description text field requires optional information
about the template. [ Bacx ) L 'Hom_]l
rase check vour pending evenis!
Edit opens the Manage IP Phone Templates - Edit Entry Fig. II-171: Manage IP Phone Templates page
page where the selected template’s settings can be
adjusted.
The Manag_e IP_ Phone T_emplates - Edit Entry page Main System Users Telephony Internet Uplink Network @E‘p},’gl
allows configuration of multiple IP phones. The IP phones quadro
templates help you manage the settings for group of IP
phones, which saves your time and ensures consistency. Manage IP Phone Templates - Add Entry
This page allows you to adjust the IP phone’s template Template Name [Terplate Ofice
general settings and define options for advanced Description Tamplate for office IP phanes
configuration of the IP phones models, which can be
common for group of IP phones.
Please checkyour pending events!
opyri - pygi Technologies, Ti resene
The subpages for each supported IP phone model allows %"= Bl Tasmnsiediea, s, Al sene

you to define a set of extensions mapped to keys on IP Fig. Il-172: Manage IP Phone Templates — Add Entry
phones (see Programmable Keys Configuration).

For Aastra models the General Settings page contains the following components:

e |ocal Dial Plan —indicates the number and pattern of digits dialed by the user in order to reach a particular destination.

e Send Dial Plan Terminator — is used to switch a dial plan terminator or timeout. When the IP phone is configured to use a dial plan
terminator (such as the pound sign (#)), the phone waits for 4 or 5 seconds after the handset is picked up or a key is pressed to place a
call.

Play a Ring Splash - is used to switch a "call waiting tone" when there is an incoming call on the BLF (Busy Lamp Field) monitored extension. If the
host tone is idle, the tone plays a "ring splash".

For snom models the General Settings page contains the following components:

e Dial-Plan String — indicates a dial plan string used to match dialed digits from the handset to the certain actions, e.g. dialing.
Dialog-Info Call Pickup - is used to switch a subscription to the status information of SIP URLs mapped as “Destination/Extension” on the
programmable keys.

e  Transfer on Onhook - is used to switch the call transfer when the handset is placed on hook.
e Call join on Xfer (2 calls) - when this option is enabled, you will connect the newly arrived incoming call to the call on hold by pressing

Xfer button. When this option is disabled and you press the Xfer button, you will have an option to choose the call on hold to transfer the
newly arrived incoming call to, or to dial a new destination manually.
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e Message LED for Dialog State/Missed Calls — when this option is enabled, the phone will indicate missed calls and changing dialog

states using the message LED.

e Dialtone during Hold - when this option is enabled and the call is held the caller gets dial tone. Otherwise there will be no dial tone after

pressing Hold.

e Do not Disturb — this selection allows you to manipulate with the IP phone DND service. When the *72 is selected from this list, the DND
service of the IP Phone and the DND service of the QX1000 for the corresponding extension will be activated when enabling the DND
service from IP Phone. This option is recommended. When keyeventF_DND is selected only DND service of the phone will be activated

when enabling the DND.

e Record Missed Calls — when this option is selected, the information about the missed calls will be displayed on the IP Phone.
Any parameters not listed above or parameters defined in this page for other IP phone models can be found in the user's manual of the

corresponding IP phone.

Please Note: Save changes before moving among the configuration pages.

IP Phones Logo

The IP Phones Logo page is used to upload a custom logo for
the IP Phones. This page contains only those IP phones for which
QX1000 supports the custom logo upload. The uploaded custom
logo will be visible on the display of the IP phone.

The Enable checkbox is used to enable the custom logo for the
selected IP phone model(s).

The Browse button opens the file-chooser to select the custom
logo file.

FXS Gateway Management

The QX1000 FXS Gateway is an analogue Gateway that allows
connecting analogue phones to a VolP network. The device can
be used with QX1000 to emulate additional FXS ports. Both
QX1000 and the FXS Gateway should be located in the same
network. QX1000 is connected to the QX1000 FXS gateway
through its MAC address.

The FXS Gateway Management page is used to define QX1000
FXS Gateway devices in your network that can serve as FXS
expansion modules for your QX1000. Additional FXS lines
provided by the FXS Gateway can be connected to the IP lines
on the QX1000.

Main  System  Users  Conferences Tolaphony internet Uplink Metwork

@ cpygi
IP Phones Logo

[#lEnakis Laga

Snam 360
Snom 370
Snom 820

Snam 870
Yoalink SIP-T28P [(Bovwse
Yealink SIP-T260

(hrowes
(hiewes )

Vaalink SIE-T22e

WARMING

Fig. 11-173: IP Phones Logo page
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FXS Gateway Management
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Fig. 11-174: FXS Gateway Management page
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Add functional button opens FXS Gateway Management .
Wizard where new FXS Gateway should be defined. o e (clp\,."l
The FXS Gateway Configuration Wizard - FXS Gateway

. . F¥S Gat Confl tlon Wizard
Model page contains following components: ateway Conflgurafion Fzar

e The FXS Gateway Model drop down list is used to FXS Gateway Model
select the FXS Gateway model to be used as an FXS
expansion device.

FXE Gatewar Model. | Epygi QuadeoFS 15 ¥

MAC Adress: 12 (] 1] o1 ki) of

® The MAC Address text fields require the MAC Address pesaar Quraerise
of the FXS Gateway. Based on the selected FXS
Gateway model and the inserted MAC Address, the
FXS Gateway can be automatically configured by
simple reset/reboot.

e The Description text field requires the description of |

the FXS Gateway to be configured. = e | Cr ) |

Fig. 11-175: FXS Gateway Management Wizard — page 1

Main  Systerm Usars  Confessmices  Telephony  Wemet Uplink  Matweak

Wizard - FXS Gateway Lines. This page displays a list of FXS ouatisarits
lines provided by the FXS Gateway and is used to assign each
FXS line to an IP line on the QX1000. System will automatically
assign the provided FXS lines to the first available IP lines on the
QX1000. You may adjust the configuration from this page.

The next page of the wizard is FXS Gateway Configuration @cpygi

FXS Gateway Configuration Wizard

FX8 Gateway Lines - Add Entry

FXE Gatewsy Model  Epygl QuadroFs 16

Please Note: The FXS lines can be assigned only to inactive IP .
lines on the QX1000. If there are no enough free IP lines

available on the QX1000, you should first deactivate the IP line Lines Magpings
from the Line Settings page to use it in the FXS Gateway Pl k)

Lina 1
Line ?
Line 3
Line 4
Line &
Line &
Line 7

Configuration Wizard.

The next page of the wizard is FXS Gateway Configuration
Wizard - Summary where the configured settings should be
verified.

Once FXS Gateway Configuration Wizard terminates, a new
entry is added to the table and the corresponding FXS Gateway's FLine 19
configuration gets updated according to the settings defined in e
the wizard, i.e. corresponding routing rules will be added to the P Ling 22(36
Call Routing table of the FXS Gateway. If you need to reboot the
FXS gateway, use the Reboot functional button in the FXS
Gateway Management page. | (oot ) | s | Conm ) | o |

1+ wia net attached

Capyright (C}2002 3040 Epral Tachnalogins, L1

Fig. 11-176: FXS Gateway Management Wizard — page 2

Hot Desking

If QX1000 has limited number of IP phones connected and much more users wishing to make and receive calls through the QX1000, some of the
connected phones can be announced as public. Public phones have no static owners; they are just connected to the analogue or IP lines. Each user
that accesses the public phone should first login with the previously created virtual extension and the corresponding password in order to make the
phone assigned to the certain extension. From that point forward and unless the user with log off the phone, he may place and receive calls and use
all the supplementary PBX services of the QX1000.

The Hot Desking feature is used to organize the user login/logout on the public phones. Each user should have a virtual extension configured in the
Extensions Management table. The virtual extensions can be configured as needed to use all the available supplementary PBX features when the
user will log in from the phone with that extension. The Hot Desking option should be enabled on the corresponding IP line from the Line Settings
page.

To login to the phone, use the 00@ feature code (for more details see Feature Codes chapter). You will be prompted for the extension and the
password. When you login to the phone with your extension, the phone becomes a fully featured phone connected to the QX1000. You may place
and received calls with the SIP address configured in the Extensions Management page, use Voice Mail services, etc. When you have finished using
the phone, logout with the 00@ feature code. From that moment forward, your extension becomes again virtual and is not connected to any
analogue or IP line but it still can handle calls (using Call Forwarding, Many Extension Ringing, Hunt Grouping, etc. services) and voice mails
according to the supplementary service configured on that virtual extension. The phone becomes no more assigned to your extension and is now
available for other users to login and use it.

FXO Settings

The FXO Settings are used to configure the FXO support that allows QX1000 to connect to other PBXs or analog telephone lines.
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The QX1000 has no own FXO lines, only shared FXO lines are displayed in this page, if available. The shared FXO lines can be edited from FXO
setting page. Any changes applied in that page will be automatically reflected on the FXO gateway(s) that share its FXO lines.

The FXO Settings allows you to limit incoming or outgoing calls for the selected FXO line if required. Depending on configuration of the FXO
gateways, multiple shared FXO ports from one or more FXO gateways may be available on the QX1000, thus giving you the option to use them
simultaneously.

The administrator may assign a default recipient for each FXO line where calls from the Central Office (PSTN) will be routed. The assigned recipients
become the QX1000 “default users”. If the QX1000 Auto Attendant has been selected as a “default user”, a caller from the PSTN needs to go
through the attendant menu to reach the desired extension.

If the FXO service is disabled, the Allowed Call Type, Route Incoming Call to and PSTN number columns are set to “N/A”.

Clicking on the FXO line number will open the FXO Settings -

FXO# page where the FXO line settings may be modified. The ) o i T T i ©cpyei
FXO Settings - FXO# page consists of the following oz
components:

FXO Settings

The Enable FXO checkbox selection activates FXO support
for the selected FXO line.

0 L Enahlad | Al Call Typa Bhcite Mo it £l 10 | EPSTH Mkt

The Allowed Call Type is used to choose the allowed call
directions for the corresponding FXO line. The administrator
may choose between:

e Enabling incoming calls (prohibiting outgoing calls) for
the selected FXO line.

Bach_| Help

e Enabling outgoing calls (prohibiting incoming calls) for
the selected FXO line.

e Enabling both incoming and outgoing calls for the Fig. II-177: FXO Settings page
selected FXO line.

Main  Systesn Usess  Conferences  Telephony It rwet Uplink. Network @l P\ \I'J.!l
Teuadi208

The Route incoming FXO Call to manipulation radio buttons
group allows you to define the destination where incoming _
calls addressed to the corresponding FXO line will be Ense O

forwarded to. Algwid G Trpe Bath incameng and cuigoing calis ~

FX0 Settings - FXO 1@172.30.215.250:5060

= Eatansion | (14w

Fron 0 FHD e 1

® Extension - this selection allows you to choose the local ' © Aoutg
PBX user or auto attendant extension to forward calls. If
an inactive extension is chosen from this list, the voice
mail system will answer the call addressed to the
corresponding FXO line. If the Auto Attendant extension
is chosen, it will become the “default user” for the Fig. I-178: FXO Line Settings page
corresponding FXO line on the QX1000.

® Routing — this selection allows you to forward the incoming calls to the destination defined through Call Routing. This selection requires you to
enter a routing pattern to the corresponding field. Based on the registered PSTN users, the caller will be able to reach the destination according
to configurations in Call Routing Table.
By choosing a destination, the QX1000 administrator virtually assigns a default number that will start ringing when a call is initiated to the QX1000's
PSTN number.
The PSTN Number text field allows you to enter the PSTN number that the current FXO line is attached to. The field value is optional and used as
an identification parameter for FXO lines. The field value can be left empty.

PETN Numer 268714

St Back Ml

i g1 £ 20032008 Eprrai Tashereloging, LM, A gl resared

Alternative AC Termination Mode appears if the local country (Germany, Israel, France, etc.) selected for QX1000 has two COs that use different
types of AC termination. Contact your CO to learn about your AC termination mode. Selecting the checkbox may help if the voice quality over FXO is
poor or an echo is noticed.

To modify the FXO Settings

1. Select the FXO line number from the FXO Settings table. The FXO Settings -FXO# will appear where the line settings may be modified.

2. Enable the FXO line to receive calls from the PSTN. To reject calls from/to the PSTN, deselect the Enable FXO checkbox.

3. If FXO has been enabled, select the Call Type from the Allowed Call Type drop down list and the extension from the Route FXO Call to
drop down list to route the FXO calls correspondingly.

4. Insert a PSTN number in the same named text field to identify the FXO line.

5. Enable Alternative AC Termination Mode if this is a requirement of your CO.

6. Press Save to submit the FXO line settings.

ISDN Settings

The Integrated Services Digital Network (ISDN) is distinguished by digital telephony and data-transport services offered by regional telephone
carriers. ISDN involves the digitization of the telephone network, which permits voice, data, text, graphics, music, video, and other source material to
be transmitted over existing telephone wires. The ISDN Basic Rate Interface (BRI) service offers two B channels (voice transfer) and one D channel
(signaling data transfer). The BRI B-channel service operates at 64 kbit/s and is meant to carry user data. The BRI D-channel service operates at 16
kbit/s and is meant to carry control and signaling information, although it can support user data transmission under certain circumstances.
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The ISDN service allows QX1000 act as a user or as a network. If connected to a private PBX, the QX1000 should be configured in the network
mode. If an ISDN trunk from the CO (Central Office) is connected to the QX1000, it should be configured as a user. QX1000 supports the MSN
(Multiple Subscriber Number) service, i.e., it can be subscribed to multiple numbers from the CO, and two simultaneous calls can take place at a

time.

The QX1000 has no own ISDN trunks, only shared ISDN trunks are displayed in this page, if available. The shared trunks can be edited from ISDN
setting page. Any changes applied in that page will be automatically reflected on the ISDN gateway(s) that share its ISDN trunks.

The ISDN Trunk Settings page is used to configure the ISDN trunk and their signaling. This page offers the following input options:

The Trunk Settings table lists the available ISDN trunks on the QX1000 and their settings (trunk name and interface types).

The Start and Stop functional links are used to start/shutdown
the selected ISDN trunk(s). When an ISDN trunk is in a
shutdown state, ISDN calls cannot be placed or received.

The Restart functional link is used to bring channel(s) to the
initial idle state on both sides. When applying one of these
options, any active traffic on the channel(s) will be terminated.

The Copy to Trunk(s) functional link displays a page used to
choose a trunk to which selected trunk’s settings should be
copied to.

The Restore Default Settings functional link restores the
default signaling settings of the selected ISDN trunk(s).
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ISDON Trunk Settings
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Fig. 11-179: ISDN Settings page

Clicking on the corresponding ISDN trunk will lead to the ISDN wizard where trunk’s ISDN signaling settings can be configured. The ISDN Wizard

consists of several pages.

The ISDN Wizard — ISDN Settings allows you to choose the interface type and the connection type of the selected trunk(s).

The Interface Type drop down list allows you to select between the User and the Network interfaces. If the ISDN port of the QX1000 is connected to
the CO then User interface type should be selected. If the ISDN port of the QX1000 is connected to the PBX then Network interface type should be

selected (in that case QX1000 acts as a CO for that PBX).

The Connection Type manipulation radio button group allows
you to choose the connection type for the selected trunk(s):

e PTP (Point to Point)
In case of connection to the CO (User interface type is
selected on QX1000) choose this option if only QX1000 is
connected to the ISDN trunk from CO (no other ISDN
devices are connected to the particular ISDN trunk from
CO besides the QX1000).
In case of connection to the PBX (Network interface type
is selected on QX1000) choose this option if only the PBX
is connected to the ISDN trunk from the QX1000 (no other
ISDN devices are connected to the particular ISDN trunk
from the QX1000).
In both cases, with this selection, QX1000 sets the TEI to
manually mode assigning the default value of 0. If needed,
that value can be changed later in the Advanced Settings
page of ISDN Wizard.

e PTMP (Point to Multi Point)

Main  System  Users

ISDN Wizard

Coaaranes:
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Fig. 11-180: ISDN Wizard — ISDN Settings

In case of connection to the CO (User interface type is selected on the QX1000) choose this option if there can be other devices connected to

the same ISDN trunk from CO except the QX1000.

In case of connection to PBX (Network interface type is selected on the QX1000) choose this option if there can be other devices connected to

the same ISDN trunk from QX1000 except for the PBX.

In both cases, with this selection QX1000 sets the TEI to automatic mode.
Please Note: Consult with your CO operator or network administrator before configuring the ISDN connection type.

The ISDN Wizard - Page 2 content is dependent on the connection type selected on the previous page of ISDN Wizard:
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The next page is ISDN Wizard — MSN Settings page which is T e e G T e @ -cpysi
used to turn on the MSN configuration. It is recommended to s
enable the MSN when there are multiple ISDN devices ISDN Wizard

connected to the same ISDN bus. If the MSN is enabled on this

page, the next page will require the MSN table configuration. SN Settings

For MSN service enabled, the Routing Settings page is used Yeunk: 1

to assign MSN numbers to the certain destinations on the Sonica Type

QX1000. The MSN number can be assigned to the QX1000’s o[ wen

extensions, to the Auto Attendant, or to the routing agent. The =

destination selected from this page will ring upon incoming call

to the corresponding MSN number comes in.

Copyright (D) 20002000 Caxol Tashnaligis, L6 AN rights resareed

Fig. 11-181: ISDN Wizard — ISDN PRMP Settings

The fields in the MSN Number column require the MSN
numbers allocated to the QX1000. ik | e Uoms] Conforwcts | Tokpy B | B @-<pysi

Please Note: At least one MSN number should be defined in ISDN Wizard
this page. The system displays an error message if the same
MSN number is used twice in this page.

Routing Setings
The Route Incoming Call to drop-down lists is used to select ,,SN,_, et o Cat
the destination where the incoming call addressed to the certain i
MSN number will be routed. Choosing the Routing with oo
inbound destination number selection will automatically use i -
the initially dialed number to connect the destination without any
additional dialing. If MSN is disabled on the ISDN Wizard - MSN “aaroie 0
Settings page, the ISDN Wizard - Routing Settings page
contains only one Route Incoming Call to drop-down list. e *

Selecting the Use Default outgoing Caller ID allows you to 287020 2
overwrite the source caller information with the one specified in 2
the Default outgoing Caller ID field when placing outgoing f— -
calls toward the CO. The Default outgoing Caller ID field o 5
requires the caller ID for the outgoing calls from the QX1000 0
through the ISDN trunk. That number should be registered at aanns a8
the CO and can be one of the MSNs provided by the CO. If this
checkbox is enabled but no value is defined in the Default
outgoing Caller ID, empty caller information will be sent to the
CO. If this checkbox is disabled, the source caller information
will be forwarded to the CO. | | | Coame ] | [T

Select the Advanced Settings checkbox if you wish to adjust
trunk’'s L2 and L3 Settings manually, otherwise leave this
checkbox unselected to use the system default values.

~zarong iE]

EEEEEREE R R R R R E

Ui Datast oulgoing Callar 1D

Dafault outgeing Caller 1D [30201

[ advanced Semings

Coparight (C) 20002000 Epval Tachastagiar, L. All dghis ressrved.

Fig. 11-182: ISDN Wizard — Routing Settings
The ISDN Wizard — L2&L3 Settings is used for advanced configuration only and contains L2&L3 Settings. This page only appears when the
Advanced Settings checkbox is selected on the previous page of the wizard. This page contains the following components:

ISDN L2 Timers:

® Excessive Ack. Delay T200 configures the period in milliseconds (numeric values from 500 to 9999) between the transmitted signaling packet
and its acknowledgement received.

e |dle Timer T203 configures the period in milliseconds (numeric values from 1000 to 99999) for the ISDN client idle timeout.
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ISDN L3 Timers:

Main  System  Users  Conforonces  Tolephwsy  bmmmet Upink  Network Ql'l}_\l\.ﬂ

® The T302 Timer text field requires the value for the T302 e
timer in milliseconds (digit values from 0 to 15000). It ISDN Wizard
indicates that the time frame system is waiting for a digit to
be dialed. When the timer expires, it initiates the call.

L2 & L2 Settings

® T309 Timer requires the value for the T309 timer in e T
milliseconds (numeric values from 0 to 90000). It is Il Timar 7203 550
responsible for call steadiness during link disconnection 02 Tamar 00
within the period equal to this timer value. If the value in ' = g e
this field is zero (0), the T309 timer will be disabled.

® T310 Timer requires the value for the T310 timer in
milliseconds (numeric values from 1000 to 120000). It is
responsible for the outgoing call steadiness when CALL :
PROCEEDING is already received from the destination but B
call confirmation (ALERT, CONNECT, DISC or
PROGRESS) has not yet arrived.

BO0GD 1000120000 } msec

1850 0,500} meec

bl TEA Fremave Procadurs

e Alert Guard Timeout requires the value for the Alert
Guard Timer in milliseconds (numeric values from 0 to 500)
between CALL PROC and ALERT messages. Alert Guard
Timer it is used when QX1000 is connected to a slow
ISDN-PBX.

Recommended values are:
- fast connection (Oms);
- normal (150ms), default;
- slow ISDN-PBX (350ms);
- very slow ISDN-PBX (500ms).

The Coding Type drop down list allows you to select between a-law and mu-law coding types.

Fig. 11-183: ISDN Wizard — 12&L3 Settings

The Switch Type is another configuration parameter that depends on the Service Provider.

The Passive Mode checkbox is used to leave the ISDN Layerl connection in the Slave mode. When this checkbox is selected, Layerl remains idle
when calls are not available. When this checkbox is not selected, QX1000 keeps its Layerl always active. This checkbox enables the Enable TEI
Remove Procedure and Permanent TEI Value checkboxes. With the Enable TEI Remove Procedure checkbox is selected, the trunk will lose the
assigned TEI when entering into passive mode on the Layer 2. With the Permanent TEI Value checkbox is selected, the trunk will keep the assigned
TEI when entering into passive mode on the Layer 2 or when QX1000 detected ISDN link DOWN signal from carrier.

These checkboxes are present only for connection types different from PTP (Point to Point) selected on the first page of ISDN Wizard. In case if
PTP (Point to Point) connection type is selected on the first page of the ISDN Wizard, these two checkboxes are replaced with a TEI Address text
field that requires the channel number (digit values from 0 to 63) for connection establishment between the CO and the ISDN client.

Channel Selection is used to select between the Preferred and Exclusive B channel selection methods. For Preferred channel selection, the CO
answers to the call request by the first available timeslot. With the Exclusive channel selection, the CO should feedback only by the timeslot asked
in the call request.

The Bearer Establishment Procedure drop down list allows selecting the session initiation method on the B channel. One of the following options
can be selected for the transmission path completion prior to receipt of a call acceptance indication:

® on channel negotiation at the destination interface
® on progress indication with in-band information

e on call acceptance

The Calling Party Type of Number drop down list allows you to select the type identifying the origin of call.

The Called Party Type of Number drop down list allows you to select the type identifying the subaddress of the called party of the call.

The Called Party Numbering Plan and Calling Party Numbering Plan drop down lists correspondingly indicate the numbering plan of the called
party's and calling party's number.

The Incoming Called Digits Size text field indicates the number of received digits (in a range from 0 to 255) required to establish a call. When this
field has a “0” value, the system uses either the timeout defined in the T302 field or the Sending Complete Information element messages to
establish a call. Independent on the value in this field, Sending Complete Information element and the pound sign always result in call
establishment.

The Generate Progress tone on IP checkbox selection will generate the progress tone to IP.

When Generate Progress Tone to PSTN/PBX checkbox is selected, QX1000 generates ring tones to callers during ISDN call dialing. This feature
is mainly applicable to 2-stage dialing mode.

Enable CLIR Service checkbox selection enables Calling Line Identification Restriction (CLIR) service which displays the incoming caller ID only if
Presentation Indication is allowed on the remote side. Otherwise, if CLIR service is disabled, caller ID will be unconditionally displayed.

When the Alternative Disconnection Mode checkbox is not selected, QX1000 will disconnect the call as soon as the disconnect message has
been received from the peer. When the checkbox is selected, QX1000's user may hear a busy tone when peer has been disconnected.

P-Asserted-ldentity:

The Disable P-Asserted-Identity radio button disables the P-Asserted-Identity feature for both incoming and outgoing calls.
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The Override CLID with P-Asserted-ldentity radio button selection enables SIP P-Asserted-ldentity support. For the calls from SIP to ISDN if Invite
SIP message contains a P-Asserted-ldentity, then the CallerID on ISDN is sent with the original Caller ID, which comes from the identity field. SIP
user agent should check for the existence of the P-Asserted-Identity, then the P-Preferred-Identity, then the Remote-Party-1D to fill the identity field.
For the calls from ISDN to SIP with restricted Caller ID, the SIP Invite message contains P-Asserted-lIdentity field with the value from the Caller ID on
ISDN. The SIP From field contains “anonymous”.

The Use Redirecting Number Info Element with P-Asserted-ldentity radio button selection enables full support of the SIP P-Asserted-ldentity.

For the calls from SIP to ISDN, if the SIP Invite message contains a P-Asserted-ldentity or a P-Preferred-ldentity or a Remote-Party-ID, then the
CallerID on ISDN contains the number from the user name field and the Redirecting Number IE contains the original number from the identity field.
SIP user agent should check for the existence of the P-Asserted-ldentity, then the P-Preferred-ldentity, then the Remote-Party-ID to fill the identity
field.

For the calls from ISDN to SIP with Caller ID, the SIP Invite message contains P-Asserted-ldentity field with the original number value from the
Redirecting Number |IE on ISDN. The SIP From field contains the value from the user name.

When the Send Calling Party Subaddress checkbox is selected, QX1000 will send the extension number as subaddress and the value defined in
the Default outgoing Caller ID field as caller ID on the outgoing call. When this checkbox is disabled, no subaddress information will be sent and
the caller ID will be defined according to the selection of the Use Default Outgoing Caller ID checkbox (see above). Caller ID information, along
with the Subaddress, can be displayed on the phone display depending on the phone and PBX settings and capabilities.

The B1 Channel and B2 Channel checkboxes enables/disables timeslots for voice transfer. Disabling the timeslot will prevent both incoming and
outgoing calls.

Clicking on the ISDN Stats link will open the ISDN Status page that displays ISDN traffic statistics on the corresponding ISDN trunk. The ISDN
Stats link is displayed for every active trunk on the board and refers to the page where ISDN trunk and traffic statistics can be viewed.

The ISDN Trunk Status page provides the following information about the

g A s R U @ecpyui
selected trunk state:

. . . ISDN Status - Trunk 1
Link displays the ISDN link state: up or down.

Frame Synchronization displays the signal synchronization state in the
trunk: Yes or No.

HDLC Receive shows the number of packets received in HDLC (High-
level Data Link Control) format.

HDLC CRC Error shows the number of packets received with CRC
(Cyclical Redundancy Check) errors.

HDLC Packet Abort displays the number of received aborted packets.

HDLC Transmit displays the number of packets transmitted in HDLC
format.

HDLC Octet Count displays the number of error packets received in
HDLC format.

The following SDN BRI Layer 2 statistics are displayed for received and
transmitted packets:

TEI value shows the actual TEI value.
L2 State shows the actual BRI L2 state.

Information Frame shows the number of signaling packets for call
initiation and termination.

Receive Ready displays the number of controlling packets while the
ISDN link is up.

Receive Not Ready displays the number of controlling packets in case
of inability to accept calls by destination.

’ . Fig. 11-184: ISDN Trunk Stat
SABME shows the number of packets upon connection establishment. 9 funi Status page

Disconnected Mode shows the number of packets when the connection is being disconnected.
Disconnect shows the number of packets upon connection termination.
Unnumbered Acknowledgement shows the number of packets upon accepting connection establishment/termination.
Framer shows the number of packets as a result of an error condition.
TEI Request shows the number of packets containing TEI (Terminal Endpoint Identifier) to initiate subscription of the device in the network.
Unnumbered Information Frame shows the number of broadcast signaling packets received for call initiation and termination.
Exchange Identification shows the number of received packets containing connection management settings.
ISDN BRI Layer 2 Errors statistics:

Incorrect Length shows the number of packets with an incorrect length.
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Bad Supervisory Frame shows the number of packets with an incorrect supervisory header.

Bad Unnumbered Information Frame shows the number of packets with an incorrect unnumbered information frame header.

Bad Frame Type shows the number of packets with a bad frame type.

Bad Unnumbered Frame shows the number of packets with an incorrect unnumbered acknowledgement frame header.

Foreign TEI Value shows the number of packets with a bad or foreign TEI (Terminal Endpoint Identifier) value.

ISDN BRI Layer 3 statistics:

Active Calls shows the number of currently active calls in the selected trunk.

Outgoing Calls shows the number of all outgoing calls in the selected trunk.

Incoming Calls shows the number of all incoming calls in the selected trunk.

ISDN trunk statistics are not displayed on this page at first, but the page is automatically refreshed every 10 minutes. Statistics collected from that
time, as well as the last resetting of the counter, will be displayed there. System Uptime, Current System Time and Last Time Cleared (last time
ISDN statistics has been cleared) are displayed at the bottom of the page.

To reset the statistics counters press the Clear button.

External PSTN Gateways

The External PSTN Gateways page allows QX1000 to use the PSTN lines (FXO lines and/or ISDN trunks) on other QX1000s. This provides the
option to call not only through local PSTN lines but also through available shared FXO or ISDN lines in the network of QX1000s. When the sharing
mode is enabled and one QX1000 is configured to use the shared PSTN lines of another QX1000, the corresponding routing patterns will
automatically be created in the Call Routing Tables (see Call Routing) on both QX1000s. This will allow PSTN call routing between the two

QX1000s.

The Use PSTN lines of the other device checkbox is used to
enable QX1000 to use the shared PSTN lines on a remote
device. This selection requires you to configure the
Authorization Parameters. Use the same named link to access
the Authorization Parameters table.

The Authorization Parameters page is used to create
accounts for the remote QX1000s allowing them to connect the
QX1000 and share the available PSTN lines. The table on this
page lists all registered accounts and account information. It will
show the corresponding authentication parameters (username
and password) and date/time of the last registration.

The Add functional button opens an Add Entry page where a
new account can be configured. A Username and a Password
is required for a new account on this page.

To use the shared remote PSTN lines

Main  Systemn  Users  Cooferences  Telephony Instegmet Uplink: Network

External PSTN Gateways

| Uy PSTH linws of e glher device

@y
Tuadukdd

S Back Help
CopymahiL) 00 2008 Ead | Hh g naeer, L4 AN ngies reserved.
Fig. 11-185: External PSTN Gateways page
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External PSTN s - Authorization Parameters
Add Elt Delete Selectal Mrerse Sebection
Usiny W Bty ation State g aliog
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Fig. 11-186: External PSTN Gateways — Authorization Parameters page

Enable the Use PSTN lines of the other device checkbox.

1
2. Press Save to apply the selection.

3. Enter the Authorization Parameters page.
4

Create an account using a unique Username and a Password.
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Gain Control

The Gain Control settings are used to define Recording Gain )
and Playback Gain drop down lists. They contain the allowed Main System Users Conferences  Telephony Internet Uplink  Network @epygl
gain values, which can be set by the administrator. R

Gain Control

Recording Gain defines the volume of the phone
microphone upon playing voice mails or system messages. Voice Mail

For Voice Mail:

Recording Gain: |9 |+

Playback Gain defines the phone speaker volume upon

playing voice mails or system messages. PabackGame: |6 I
The Restore Default Gains button restores the default values. Flease check jour pending events!

Copyright (C) 2002-2011 Eygi Technologies, Ltd. All rights ressnied

Fig. 11-187: Gain Control page

SIP Tunnel Settings

The SIP Tunneling service is used to build a tunnel between QX1000s and to use that tunnel for routing the SIP calls through the remote QX1000s.
When this service is enabled, slave QX1000s should be registered on the master QX1000 with the corresponding username/password. With the
appropriate configuration done on the master QX1000, the master device can use the slave QX1000s for routing the SIP calls through them and
accessing peers located behind the slave QX1000 or recognized by it. This enables the master QX1000 to locate the slave, even when the network
settings, like IP address, SIP port and other settings are changed on the slave QX1000.

When the SIP Tunneling service is enabled, virtual tunnels between the master and its slaves are created. A possibility to use the created SIP
tunnels will be automatically enabled in the Call Routing table.

Optionally, a SIP tunnel can be mutually established on two QX1000s allowing to route SIP calls back and forth. A QX1000 can be at the same time
configured both as a slave and as a master to the same remote device, i.e. the slave QX1000 can act as a master for the master device it is
registered on. For example, the QX1000_1 can act as a slave for the QX1000_2. In its turn, the QX1000_2 can act as a slave for the QX1000_1.
With this configuration and the corresponding routing rules added in the Call Routing table on both devices, the SIP calls will be routed from
QX1000_1 to QX1000_2 and vice versa.

The SIP Tunnel Settings page is used to enable the QX1000
as a slave or master device for SIP tunneling. The page consists S R N W W) I e o N @
of the following components:

The Enable Tunnels to Slave Devices checkbox enables the
QX1000 as a master device and allows you to configure the SIP
tunnels to the slave QX1000s. When this checkbox is enabled
the Tunnels to Slave Devices table needs to be configured.

Help

The link Tunnels to Slave Devices moves you to the page
where a list of slave devices needs to be defined.

Fig. 11-188: SIP Tunnel Settings page

The Tunnels to Slave Devices page consists of a table where

slave devices are listed with the corresponding authentication _ _ @ ey
parameters. o = : pYs

Add functional button leads to the Add Entry page where a new =ik Tuhnstsetings - Hahsis1e Slave Devices

slave device parameters needs to be provided.

The Add Entry page consists of the following components:

The SIP Tunnel Name text field requires the tunnel name for
the corresponding connection. System suggests you to start the
SIP tunnel name with the “SIP_Tunnel_" words, according to the

e

automatic prefix used for the SIP tunnels on the QX1000, Fig. 11-189: SIP Tunnel Settings — Tunnels to Slave Devices page

however this is not mandatory.

The User Name text field requires the authentication user Min Systen Usas  Conferences  Tolphony  Wierme bl Network (C“_P.\'.‘%i
name. The field in front of this text field displays the default non- -
editable preﬁx for SIP tunnels: “SIPTunnel . SIP Tunnel Settings - Tunnels to Slave Devices - Add Entry

SIP Tunnel Narne. P _Tunnel_

The Password text field requires the authentication password.

Usar Name admin

Please Note: The User Name and Password should match P
both on master and slave QX1000s for the successful SIP
tunnel establishment.

Help

Conpyvight (T 20003008 Ey Tashralygies, L8 AN righs ressrend

The Symmetric NAT checkbox should be selected when the

. . . Fig. 11-190: SIP Tunnel Settings — Tunnels to Slave Devices — Add Entry page
slave QX1000 is located behind the symmetrical NAT. 9 9 pag
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The Enable Tunnels to Master Devices checkbox enables the
QX1000 as a slave device and allows connecting to the master
QX1000 via SIP tunnel. When this checkbox is enabled the
Tunnels to Master Devices table needs to be configured.

The link Tunnels to Master Devices moves you to the page
where a list of master devices needs to be defined.

Ml System Users  Conferemces  Telaphony boinel Uplink  Hetwvonk: @PF)\HJ

SIP Tunnel Settings - Tunnels to Master Devices
MBI EOR Dabete Sulectal Nisess Setection

S T Manve

Fig. 11-191: SIP Tunnel Settings — Tunnels to Master Devices page

The Tunnels to Master Devices page consists of a table where master devices are listed with the corresponding authentication parameters.

Add functional button leads to the Add Entry page where a new master device parameters needs to be provided.

The Add Entry page consists of the following components:

The Enable Registration checkbox selection is used to enable
the registration to the corresponding master device.

The Tunnel Name text field requires the SIP tunnel name for
the corresponding connection. System suggests you to start the
SIP tunnel name with the “SIP_Tunnel_" words, according to the
automatic prefix used for the SIP tunnels on the QX1000,
however this is not mandatory.

The User Name text field requires the authentication user
name. The field in front of this text field displays the default non-
editable prefix for SIP tunnels: “SIPTunnel_".

The Password text field requires the authentication password.

Please Note: The User Name and Password should match
both on master and slave QX1000s for the successful SIP
tunnel establishment.

@y

Tauatsmg

Man  System Users  Conferences  Telephony Titgmred Uplink Hetwork

SIP Tunnel Settings - Tunnels to Master Devices - Add Entry

LIEnable Registation

Tunngl Nam: SIP_Tunngl

Usir Narny quadig}id

Piezswind. whaw

Waster device IP: 192.16B.75.23

Waster device port 060
GoRmaN(C) 20032008 Eru Tainnalngber, bif. Al ighis rsareed.

Fig. 11-192: SIP Tunnel Settings — Tunnels to Master Devices — Add Entry page

The Master device IP text field requires the IP address of the master device.

The Master device port text field requires the SIP port number of the master device.

The Registration State field displays information whether the slave device is registered on the master or not.

The Registration Date/Time field displays the time and the date of last registration on the master’s device.

Call Routing

The Call Routing service simplifies the calling procedure for QX1000 users, i.e., different types of calls (internal, SIP, PSTN or IP-PSTN) can be
placed in the same way. SIP registration is not needed for extensions to make routing calls.

The Call Routing page offers the following components:

e When the Route all incoming SIP calls to Call Routing
checkbox is disabled, for all incoming SIP calls QX1000
will first search the incoming SIP address in the
Extensions Management table. If found, the incoming SIP
call will ring on the corresponding extension. If not found,
QX1000 will look for a matching routing rule in Call
Routing table.

e When the Route all incoming SIP calls to Call Routing
checkbox is enabled, for all incoming SIP calls QX1000
will directly look for a matching routing rule in Call
Routing table and will ignore the possible matches in the
Extensions Management table.

Copyright [C} 2002-2011 Ep

@-cpysi

quadille225

Main System Users Conferences  Telephony Internet Uplink Hetwork

Call Routing

[l Route all incoming SIP calls to Call Routing

® Call Routing Table
® | ocal AAA Table

* Global Speed Dial Directory

Please check your pending events!

1- ATTENTIOM: Regardless of whether the Route all incoming SIP calls to Call Routing checkbox is selected or not, SIP
calls from external callers will or may go to the Call Routing table, so any unprotected routing rule can be misused. That is
why it is strongly recommended to secure the rules in the Call Routing table by setting the filtering or authentication options.

ai Technologiss, Lid. All rights reserved

Fig. 11-193: Call Routing page

Attention: Regardless of whether the Route all incoming SIP calls to Call Routing checkbox is selected or not, SIP calls from external callers will
or may go to the Call Routing table, so any unprotected routing rule can be misused. That is why it is strongly recommended to secure the rules in

the Call Routing table by setting the filtering or authentication options.

e  The Call Routing Table link leads to the Call Routing table where routing patterns may be manually defined.

e The Local AAA Table link leads to the page where local AAA (Authentication, Authorization, and Accounting) database can be managed.

e  The Global Speed Dial Directory link leads to the page where global speed dialing rules may be uploaded in a file.

QX1000; (SW Version 5.3.x)
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Call Routing Table
[ Show Detailed View >=> 1 Hide disabled records ]
Enable Disable Add Edit Duplicate Delete Selectall Inverse Selection MoveUp Move Down Move To
Destination Failover Lo’
Pattern Local Source Number Pattern/ | Source
D | State ﬁ:g‘:ﬁ" Modification = Call Settings :‘;a"’“" Authentication | Caller ID Modification Type DT | UES/URP | Metric | Description
[1 |1 |Enabled | NDS: 1 SIP Mone No URP Yes |10 Make SIP call
sip.epygi.com
[ |2 |Enabled | 7+ NDS: 1 il None Mo - URP:Yes |10
sip.epygiloc:5060
[ |3 |Enabled | 00 PBX None Mo 10 Call To Attendant
[ |4 |Enabled | 2777 PBX None No 10 Call to Extensions
1 |5 | Enablea | 11722 el Mone Mo - URP: Yes | 10
sip.epygi loc:5060
E
NDS - MNumber of Discarded Symbaols UES -Use Extension Settings RNSC - Restrictthe Number of Simultaneous Calls
URP - Use RTF Proxy AAA - Authentication, Autharization, Accounting DT - Date/Time
Please check your pending events!
Copyright (C) 2003-2011 Epyal Technoloales, Ltd All rights rasarved

Fig. 11-194: Call Routing table — brief preview

Defining patterns in the Call Routing Table avoids registering QX1000 at the routing management server and gives you an option to establish a
direct connection to the destination or to use a SIP server for call routing.

The Call Routing Table lists manually defined routing patterns along with their parameters (pattern number, state, routing and source caller settings,
RTP Proxy and Date/Time period settings, metric and description), as well as automatically created and undeletable patterns created from the
System Configuration Wizard. The alternating Show Detailed View and Show Brief View buttons are used to display entries in the Call Routing
table in detailed and brief views correspondingly. The brief view displays the most important settings of the routing rules. The detailed view displays
all settings of the routing rules as they are configured in the Call Routing Wizard.

The alternating Hide disabled records and Show all records buttons are used to respectively hide or show disabled records in the Call Routing
table. The system does not consider the disabled records when parsing the table for the call route.

If the route has an Authentication or an Authentication&Accounting selected from the AAA Required checkbox group, it will have a link to the
Users List in the Call Routing table. The Users List page contains a list of authorized users defined from the Local AAA Table and gives the option
to enable/disable authentication of each user for a particular route.

Since the Call Routing Table may have multiple entries that could match to same pattern, the table will be internally rearranged according to the
rules with the following consequences:

e The pattern matching best to the Best Matching Algorithm will have the higher position in the rearranged list,

e |f multiple patterns equally match to the Best Matching Algorithm, the pattern with the lower metric will get the higher position in the
rearranged list,

e |f the multiple patterns with the same metric have been matched to the Best Matching Algorithm, the pattern in the higher position in the
table will get the higher position in the rearranged list.

The pattern in the highest position of the rearranged list will be considered as the preferred one. The second and subsequent matching patterns will
be used, if the destination refused the call due to the configured Fail Reason.

The Enable/Disable functional buttons are used to enable/disable the selected route(s). Disabled routes will have no effect. Enabled routes will be
parsed when initiating routing calls. The State column in the Call Routing Table displays the current state of the routes (enabled/disabled).

Add starts the Call Routing Wizard where a new routing pattern may be defined. The Call Routing Wizard is divided into several pages. Page 1
displays the following components:

The Enable checkbox is used to enable the newly created routing rule. By default, this checkbox is selected, so the newly created routing rule will be
enabled. But if you wish to create a routing rule for a later use, disable it from this page. The new routing rule will be added to the Call Routing Table
but will be disabled and will not be considered when placing calls through the call routing unless it is enabled again.

The Destination Number Pattern text field specifies calls to which the rule should be applied. If a call, either inbound or outbound, has a destination
number that matches the specified pattern, it will be completed according to the current rule. A routing pattern may contain wildcards. For the list of
characters and wildcards allowed in this text field see chapter Allowed Characters and Wildcards.
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Number of Discarded Symbols requires the number of
symbols that should be discarded from the beginning of the g g ©-oysi
routing pattern. The field should be empty if digits do not need to il Rowing Wizard

be discarded. Only numeric values are allowed for this field,
otherwise the error message “Error: Number of Discarded
Symbols is incorrect - digits allowed only” will appear.

Beting CaBType - Add Sty

Prefix requires entering the symbols (letters, digits and any
characters supported in the SIP username) that will be placed in
front of the routing pattern instead of the discarded digits. The
following tags can be used for this field:

° <callerid:range> - used to apply the complete or a part
of caller ID (the caller's number detected during the call) as
a prefix. For example, <callerid:1-3> indicates that the first c
3 digits of the caller ID will be considered as a prefix, .
<callerid:3-end> indicates that the caller ID from its 3" digit
and up to the end will be applied as a prefix. This tag can e [ |
be used in combination with other digits at the beginning or
at the end, as well as with wildcards.

Fig. 11-195: Call Routing Wizard - page 1

° <dialednum:range> - used to apply the complete or a part of dialed number (the number dialed by the caller to place a call) as a prefix. For
example, <dialednum:1-3> indicates that the first 3 digits of the dialed number will be considered as a prefix, <dialednum:3-end> indicates that
the dialed number from its 3™ digit and up to the end will be applied as a prefix. This tag can be used in combination with other digits at the
beginning or at the end, as well as with wildcards.

The syntax aaa,,,bbb in the Prefix field allows for two-stage dialing. The aaa and bbb are the numbers to call; bbb can also be a series of digits to
inject; a comma indicates a delay of one second. The syntax can be applied to include more call destination numbers separated by time intervals. A
two-stage dialing allows successive numbers to be dialed one after another with a delay in-between. For example, 11,,,11018 will call 11, wait until
the call is established, wait for three seconds and then dial 11018. The capability of automatically dialing successive numbers allows the caller to
bypass the IVR system on the call path and establish a direct call. The two-stage dialing is available for PBX and ISDN destination types.

Suffix requires entering the symbols (letters, digits and any characters supported in the SIP username) that will be placed in the end of the routing
pattern. For example, if the routing Pattern is 12345, the Number of Discarded Symbols is two, and the Prefix is 909 and Suffix is Oa, the final
phone number will be 9093450a.

Destination Type gives you the option to select the destination type. The following destination types are available:

® PBX - local calls to QX1000’s extensions

e PBX-Voicemall - calls directly to the voice mailbox of the local PBX extension

e PBX-Intercom - local calls to PBX extensions with the request of Intercom service (see Manual 1ll — Extension Users Guide)
e S|P — calls through a SIP server

® S|P_Tunnel — calls through a SIP tunnels established (see SIP Tunnel Settings)

® |P-PSTN - calls through the IP-PSTN provider to the remote PSTN global telephone network

Metric allows entering a rating for the selected route in a range from 0 to 20. If a value is not inserted into this field, 10 will be used as the default. If
two route entries match a user’s dial string, the route with the lower metric will be chosen.

The Description text field requires an optional description of the routing pattern.

The Filter on Source / Modify Caller ID checkbox selection allows limiting the functionality of the current route to be used by the defined caller(s)
only. If this checkbox is enabled, source caller information (Source Number Pattern, Source Type, Source Host, etc.) will be required later in the
Call Routing Wizard. This option is enabled by default.

The Set Date / Time Period(s) checkbox selection allows you to define a validity period(s) for current routing patterns to take place and to define
pattern date/time rules. When this checkbox is enabled, the Call Routing Wizard - Page 5 will be displayed.

Set Tracing / Debug Options on This Rule checkbox is used to switch events notification on the certain execution results of the corresponding
routing rule. When this checkbox is enabled, the Call Routing Wizard - Page 6 will be displayed.

Require Authorization for Enabling/Disabling checkbox is used to enable administrator’s password authentication when enabler/disabler keys are
configured for the routing rule. The service can be used locally from the handset (see Feature Codes in Manual Ill - Extension Users Guide) or
remotely from Auto Attendant (see Auto Attendant Services in Manual Il - Extension Users Guide). When this checkbox is selected, administrator’s
password will be requested to enable/disable the certain routing rule(s). If the administrator's password has been inserted incorrectly for 3 times, no
status changes will be applied to any of the routing record(s), even to those which have no authorization enabled.

Enabler Key and Disabler Key text fields request digit combination which should be dialed from the handset or Auto Attendant to enable or disable
the certain routing rules in the Call Routing Table. You can set the same Enabler/Disabler Key for multiple routing rules (the same key may be used
as enabler for one routing rule, and as disabler for another one) - this will allow managing several routing rules with the single key.
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The second page of the Call Routing Wizard offers different R ey
components depending on the Destination Type selected on call Routing Vitzard
the previous page.

Resting Cal Gemags - hed Betry

Use Extension Settings drop down list is applicable to SIP and
IP-PSTN destination types and allows you to select the
extension (also Auto Attendant) on behalf of the call that will be
placed. The SIP settings of the selected extension will be used
as the caller information. If an entry is not selected from this list,
the original caller information will be kept. When Keep original
DID checkbox is selected, the called destination will receive the
original caller's information and not the information of the
extension selected from the Use Extension Settings list.

When the checkbox Add Remote Party ID is selected, the f——
Remote-Party-ID parameter is being delivered to the destination
side upon call establishment procedure.

SIP Tunnel drop-down list appears only when the “SIP_Tunnel”
Destination Type is selected on the previous page. The list is ! L N I ) ! I ]
used to select the particular SIP tunnel to route the calls through |, .. .
the corresponding QX1000. Fig. 11-196: Call Routing Wizard - page 2

Destination Host requires the IP address or the host name of the destination (for a direct call) or the SIP server (for calls through the SIP server).
This field is named Modified Destination Host if the Pattern field on the first page of this wizard contains “@” symbol.

Destination Port requires the port number of the destination or of the SIP server. This field is named Modified Destination Port if the Pattern field
on the first page of this wizard contains “@” symbol.

User Name and Password require the identification settings for the public SIP server or servers requiring authentication.

Enable Activity Timeout checkbox is used to limit time-to-live period of routing pattern (makes sense if accept or failure feedback arrives too late
from the destination).

Checkbox selection enables the Activity Timeout text field which is used to insert a routing pattern activity timeout (in the range from 1 to 180
seconds). When timeout is configured, the routing pattern will be active within the defined time frame and if no response has been received from the
destination during that period, the pattern will be stopped and next routing rule might be optionally considered (depending on the Fail Reason
configuration on the corresponding pattern).

The Restrict the Number of Simultaneous Calls checkbox is only available for IP-PSTN destination type and is used to restrict the number of
simultaneous calls to the public SIP server with the same username at the same time. This checkbox enables Allowed Call Count text field which
requires the number of simultaneous calls allowed in a range from 1 to 64. If you leave this field empty, no limitation will apply to the number of
simultaneous logons.

The Use RTP Proxy checkbox is available for SIP, PBX and IP-PSTN destination types and is applicable when a route is used for calls through
QX1000 between peers that are both located outside the QX1000. When this checkbox is selected, RTP streams between external users will be
routed through QX1000. When the checkbox is not selected, RTP packets will move directly between peers.

The Callect Call checkbox is available only for E1/T1 destination type and is used when it is simply preferable for the called phone to pay for the call.
This service is applicabe only if the Collect Call checkbox is enabled on both calling and called party's IP PBXs.

The Call Duration Limit checkbox is available for SIP, IP-PSTN and PSTN destination types and is used to limit the duration of the call placed with
the selected routing rule. If this checkbox is not selected, the call duration will be unlimited. This checkbox selection enables the Maximum Duration
text field where the maximum duration of the call (in seconds) should be defined. Once the call duration reaches the value defined here, the call will
be disconnected without prior notice.

The Play audible signal before Intercom activation checkbox is appeared only if PBX Intercom is selected as Destination Type (see Manual Ill
— Extension User's Guide-Intercom Service).

The AAA Required checkboxes are used to choose one or more of the following Authentication, Authorization, and Accounting (AAA) settings:

e |ocal Authentication — with this checkbox selected, callers will need to pass authentication through the Local AAA Table when dialing the
current pattern.

e RADIUS Authentication and Authorization — this checkbox is present when a RADIUS client is enabled. With this checkbox selected,
callers will need to pass the authentication through RADIUS server (see above) when dialing the current pattern.

e The RADIUS Accounting checkbox is accessible when the RADIUS Client is enabled. With this checkbox selected, no authentication will
take place, but CDRs (call detail reports) of the calls made through this routing record will be sent to the RADIUS server. This checkbox
selection enables the Client Code Identification checkbox. If the authentication is configured based on the caller's address, callers will
pass the authentication automatically; otherwise they will be required to identify themselves by a username and a password.

e The Client Code Identification checkbox selection activates the code identification feature: a caller, after dialing the destination phone
number, may optionally enter “*” and then an Identity Code. An Identity Code is an arbitrary digit string entered by the user to identify a
specific call or call group. The Identity Code is sent with CDR to the RADIUS server and might be used by a billing program for grouping
the calls having the same Identity Code.
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Attention: It is highly recommended to secure PSTN and IP-PSTN routing rules by selecting AAA Required options. Unsecured routing rules may
cause unexpected expenses.

The Check with 3PCC checkbox is used to request a 3PCC approval before placing a call with the specific routing rule. When this checkbox is
selected and the corresponding routing rule is used to place a call, QX1000 sends a request to the call controlling application for the managing
person to accept or reject the specific call (it can be a popup window or any other type of dialog box, depending on the call controlling application). If
the request is accepted, the call will be placed. Otherwise, if the request is rejected, the call will be skipped. In case of no feedback from the call
controlling application, the call will be accepted after a timeout defined in the configuration of the call controlling application.

The Failover Reason(s) radio buttons indicate whether the system should use the next matching pattern if call setup with the current routing rule
fails and allows choosing the reasons to be considered as a failover.

e None - indicates that matching patterns should not be used regardless of the failover reason.

®  Failover Reason(s) - indicates possible failure reasons. Failure reasons vary depending on the destination type selected on the previous
page. If the call cannot be established due to selected Failure Reasons, the call routing table will be parsed for the next matching pattern
and, if found, the call will be routed to the specified destination.

Busy - available for PBX, SIP, SIP Tunnel, and IP-PSTN destination types and indicates cases when the dialed destination is busy.

Wrong Number - available for PBX, SIP, SIP Tunnel, and IP-PSTN destination types and indicates cases when the dialed number is
wrong.

Network Failure - available for SIP, SIP Tunnel, and IP-PSTN destination types and indicates cases when system overload, network
failure or timeout expiration occurred.

System Failure - available for SIP, SIP Tunnel, and IP-PSTN destination types and indicates cases indicated in Network Failure and
Other fail reasons.

Cannot Establish Connection — available for FXO, ISDN destination types and indicates cases when connection cannot be established.

Other - available for SIP, SIP Tunnel, and IP-PSTN destination types and indicates cases when authorization, negotiation, not supported
or request rejected or other unknown errors occur.

®  Any stands for all failure reasons mentioned in the Failover Reason(s) group.

The Custom Profile text field is present if the PBX-Voicemail destination type has been selected on the first page of the Call Routing Wizard. This
field requires the Voice Mail Profile name to activate the custom voice mail settings (see Voice Mail Profiles) on the extension when the
corresponding routing rule will be used.

Please Note: If an extension does not have a profile specified here or the specified profile name is incorrect, the default Voice Mail Settings of the
extension will be used.

The Transport Protocol for SIP messages manipulation radio buttons group is available for SIP or IP-PSTN destination types only and allows you
to select the transport (UDP, TCP or TLS) to transmit the SIP messages through.

The SIP Privacy manipulation radio buttons group is only available for the SIP destination type and allows you to select the security of the SIP route
by means of hiding (or replacing, depending on the configuration of the SIP server) the key headers of the SIP messages used to establish the call.

e  Default Privacy — with this selection, QX1000 specific SIP privacy will not be applied and all privacy will rely on the configuration of the
SIP Server.

e Disable Privacy — with this selection, SIP call security will not be disabled and all headers of the SIP message will be transparently
visible to the destination.

e Enable Privacy - with this selection, SIP privacy will be specified for the corresponding route. This selection enables a group of
checkboxes in order to choose the key headers that are to be fully or partly hidden or replaced. The Require Privacy checkbox
selection is used to restrict the delivery of the SIP message if any of the selected headers cannot be hidden (or replaced, depending on
the configuration of the SIP server) before being sent to the destination.

For FXO destination types, a group of Port ID radio buttons allows you to select whether a specific or any available FXO line will be used to route the
call. The Any@Any selection indicates that the call will be routed through the first available FXO line. The Specific Ports selection is used to select
a group of routing settings for shared FXO lines.

Each Shared Gateway Ports radio buttons group is dedicated to one shared FXO device and is used to configure shared FXO lines usage when
using the corresponding routing entry. None selection means no shared FXO lines will be used for the call routing of the specific routing rule. Any
Port@ipaddress (where ipaddress is the IP address of the FXO gateway that shares its FXO lines) selection means the call will be routed through
the first available shared FXO line. FXO@ipaddress port checkboxes are used to select those which shared FXO ports will be used for the
corresponding rule routing. In case if multiple shared FXO ports are selected here, the first available port will be used.

The FXO Lines Load Balancing drop down list is used to enable load balancing mechanism on the PSTN lines. The None selection in this list
means that no load balancing will be applied and the call will be routed through the first available PSTN line (among the selected ones). The Round
Robin selection means that according to an internally gained statistics of most used PSTN lines, the call will be routed to the less used and currently
available PSTN line (among the selected ones).

For ISDN destination type, the Port ID drop down list contains the following options:
® Any Port (User)@Any - any shared ISDN trunks running in User mode.

e Any Port (Network)@Any - any shared ISDN trunks running in Network mode.

® |SDN Trunk@ipaddress - shared ISDN trunks on the selected gateway (where ipaddress is the IP address of the ISDN gateway that
shares its ISDN trunks)
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® Any Port (User)@ipaddress - any shared ISDN trunks from the selected gateway running in User mode.
e Any Port (Network)@ipaddress - any shared ISDN trunks from the selected gateway running in Network mode.

The Call Routing Wizard - Page 3 appears if the Filter on Source / Modify Caller ID checkbox had been enabled on Page 1 of the Call Routing
Wizard. It will require information about the source caller.

The Source Number Pattern field requires the caller address for which the current route will be applied. The complete list of characters and
wildcards is allowed in this text field (see chapter Allowed Characters and Wildcards).

The Source Type drop down list gives you the option to select the source type (PBX, SIP, ISDN, FXO) used by the source caller to reach the
QX1000.

The settings in the Caller ID Modification group allow Caller IDs of source calls to be modified.

The Number of Discarded Symbols (NDS) text field requires the number of digits that should be discarded from the beginning of the Source
Number Pattern. The field should be empty if digits do not need to be discarded. Only numeric values are allowed for this field, otherwise the error
message “Error: Number of Discarded Symbols is incorrect - digits allowed only” will appear.

The Prefix text field requires entering the symbols (alphanumerics Bn i s Cumas Tsey \wmems s (<
and any characters supported in the SIP username) that will be Call Routing Wezard

placed in front of the Source Number Pattern instead of the
discarded digits. (For example, if the routing pattern is 12345, the
Number of Discarded Symbols is two, and the prefix digits are
909, the final phone number will be 909345.) Wildcards are
allowed here (see chapter Allowed Characters and Wildcards).
The two-stage dialing is available for PBX and ISDN destination
types.

The Discard Non-Numeric Symbols checkbox is used to discard
any non-numeric symbols from the Source Number Pattern.

Souree Fmer Koty S3e 0 04 Emiry

Fig. 11-197: Call Routing Wizard - page 3

The Display Name text field allows you to replace an original caller's ID with the custom display name for the corresponding routing rule. This field is
optional and when it is left empty, an original caller ID will be displayed on the called destination’s phone, otherwise the name inserted here will
appear on the phone. This field is not available for PBX-Voicemail destination type routing rules.

The Remove Display Name checkbox is used to remove caller IDs from calls made with this routing rule. This checkbox is not available for PBX-
Voicemail destination type routing rules.

The Next button will open the Call Routing Wizard - Page 4 where different information about source caller will be required depending on the
selected Source Type. For the SIP source type, the Source Host text field will require one or more IP addresses or host names of the SIP server
where the caller is registered, or the caller’s device if they are direct calls, separated by a space. The Call Routing Wizard - Page 5 appears if the
Set Date / Time Period(s) checkbox previously had been enabled on Page 1 of the Local Call Routing Wizard. It will require information about the
pattern validity period(s).

This page provides selection between Typical and Custom My Syt | Users| Conferences | Tooghory | iternat gk Hiwerk @cpygi
date/time rule definitions. T
The Typical selection contains the following group of radio buttons Call Routing Wizard
that are used to select the frequency of the corresponding routing
. Date Time Rules - Add Entry
pattern that is to take place:
e Daily il | T
e Weekly — the preferred weekday(s) should be selected for | v = e ot
this option. - —
W Monthly | marabio dars
® Monthly — the calendar day should be selected for this PSPPI I
option. Arstable durs
® Annually — the calendar day and month should be selected Avalsbis Tims Perod (R m - hh men)
for this option. 00w - (B - (B - B
In the Available Time Period drop down lists, the time range of  Custen | pstave Puiods
the pattern validation should be defined. Any time selected in this [Honth, BonthoNonth, . . ] [Pay-Day, Day, . . ] (Bhssmmbhimm, o1 1o
field will be considered corresponding to the QX1000's Time/Date
Settings. [ | - I - ; - -
Pravious et Canced Hslp
The Custom selection provides the option to manually define the
validity period(s). Use the following format to inSert Pattern | o e o ommme o s
date/time rule(s): Fig. 11-198: Call Routing Wizard - page 5

[Month,Month-Month,...][Day-Day,Day,...][nhh:mm-hh:mm,...]; ...
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The Call Routing Wizard - Page 6 appears if the Set Tracing /

Debug Options on This Rule checkbox was previously enabled R ek B Coes Tdghey ik
on Page 1 of the Local Call Routing Wizard. It will require
information about the tracing/debug options. Call Routing Wizard

This page offers result options of the corresponding routing rule
execution when the notification event will be printed in the Events
page. Gt e Bt

Tracing Dabug Optizn:

e |n Case of Successful Call — a naotification event is
printed when the successful call was established with
the routing rule.

e |n Case of Failover — a notification event is printed
when the call ends up on one of the failover reasons
selected on the Page 2 of the Local Call Routing

Wizard.

(] In Case if Call Failed to Establish — a notification
event is printed when the call executed with the routing | uwessems s s
rule failed.

Fig. 11-199: Call Routing Wizard — page 6

Please Note: Established patterns based on the Emergency Codes and PSTN Access Codes Settings in the System Configuration Wizard will be
marked in bold and will be placed in the first position in the Call Routing Table. Additionally, they cannot be modified and deleted from the Call
Routing Table.

The Duplicate functional button is used to create a routing pattern with the settings of an exiting one. This is to avoid configuring a new routing entry
completely by duplicating an existing entry with different settings. To use the Duplicate button only one record may be selected, otherwise the error
message “One row should be selected” will appear. The Duplicate button opens the Call Routing Wizard where all fields except the Pattern field
are already filled in. A Pattern for the new route will be required anyway.

The Move Up and Move Down buttons are used to move call routing patterns one level up or down within the Call Routing table. The sequence of
the routing patterns is important when making routing calls because the Call Routing table is parsed from the top down and routing will take place
according to the first pattern that matches the dialed number. The Move To button is used to move the selected entry to a different position in the
Call Routing Table. This will increase or decrease the selected pattern’s priority. Pressing the button will open the page where a row number should
be specified together with the position the selected entry is to be placed (before or after the defined row).

Local AAA Table

The Local AAA Table page allows you to manage local authentication and the authorization database. Callers dialing the routes which have an AAA
(Authentication, Authorization, and Accounting) option enabled, will pass the authorization on the Local AAA Table by using a phone number or
username/password, depending on the corresponding entry configuration on this page.

The caller passes authorization automatically if the detected phone Min Sydem Users  Cosfwences Telsphon  WbernetUpik  Helwork @ cpygi
number of the caller dialing a route has the AAA option enabled o
and is registered in the Local AAA Table. If the caller ID service is Call Routing - Local AAA Table

disabled or the caller's phone number is not registered, the caller is
asked to enter a registration user name and password.

The Add functional button opens the Call Routing — Local AAA
Table - Add Entry page where a new local AAA record can be
created.

Hack [_Heln

The Call Routing — Local AAA Table - Add Entry page offers a

group of manipulation radio buttons to select the type of

. . . Fig. 11-200: Local AAA Table page
authorization and the following other parameters: 9 pag

Main  System  Users  Conferences Tedephony Internet Uplink Network @-( PY8l1
quesnilazT

e Authentication by Caller ID — this selection is used to set
the authentication based on the caller's phone number (which Call Routing - Local AAA Table - Add Entry
is considered to be automatically detected). The Phone -

Number/SIP User Name text field requires the caller's phone bl LA Rl
number or the SIP username. Only numeric and wildcard © Authentication by login
characters (see chapter Entering SIP_Addresses Correctly)
are allowed for this field. T, 7", "), -, {', '} are used to define
a range or a quantity of numbers. For example, 2{13-17, ww,
a-c} means that the dialed number may be 213, 214, 215,
216, or 217, 2ww, 2a, 2b and 2c to match the specified phone
number; in the case of 2[3,7], the dialed number may be 23 or
27 to match the specified phone number. The {11, 15, 23, 38,
45} pattern means that the dialed number may be 11, 15, 23,
38 or 45 to match the pattern.

Usar Mame

Passwerd

@& Authentication by PN PN Goge 00 | ssssas

Expiration Date and Time

[l Expires in

Dascription
Savn Back Halp

Elease check your pending events!
Copyright [€) 20032011 Eoval Teohacicaies, L1g. All fihts rser.

Fig. 11-201: Local AAA Table - Add Entry page
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e Authentication by Login — this selection is used to set the authentication based on the username and password inserted by the user upon
login. The Username text field requires the authentication username. Only numeric values are allowed for this field, otherwise the error
message “Incorrect Username - digits allowed only” will appear. The Password text field requires the authentication password. Only numeric
values are allowed for this field, otherwise the error message “Incorrect Password - digits allowed only” will appear.

e Authentication by PIN- this selection is used to set the authentication based on the PIN inserted by the user upon login. Only digit values are
allowed for this field, otherwise the appropriate error message will be displayed.

The Expiration Date and Time drop down-lists are used to set the date and time when the registration will expire.
The Expires in checkbox is used to enable the Expiration Date and Time feature.

The Description text field requires an optional description about the calling party.

Edit opens the Edit Entry page to modify the local AAA entry.

Delete removes the selected local AAA entry from the Local AAA Table.

Select all selects all records of the table.

Inverse selection inverses the current selection (if no records are selected, clicking on inverse selection will check all records).

Global Speed Dial Directory

The Global Speed Dial Directory link leads to the page where
gIOb_aI Speed dlalmg_rUIes m_ay be uplogded ina fll_e' With this Main System Users  Conferences  Telephony Internet Uplink Network @el)‘:"gl
service, you may define multiple speed dial rules, write and save 1000
them in afile and then upload all of them at once.

) . ) . Global Speed Dial Directo

To compose the configuration file, any text editor can be used P v

which may produce files compatible to the CSV format: the speed u . [Browss. |
. N N pload Global Speed Dial Directory file: E

dial code and destination should be separated by commas. There [Bows. ]

should be a line break after each code defined. MewDownload Speed Dial Directors

. . . Eemove Speed Dial Directary
The View/Download Speed Dial Directory and Remove Speed

. . . . . . . 5] Back Hell
Dial Directory links appear only if a global speed dial configuration
1 i i Pleasecheckynur ending events!
flle 1 Uploaded preVIOUSIy Copyright (C) 2002-2012 Epyai Technologies, Ltd. All rights reserved

Fig. 11-202: Global Speed Dial Directory page
The View/Download Speed Dial Directory link is used to download the configuration file to the PC and opens the file-chooser window where the
saving location may be specified. The Remove Speed Dial Directory link is used to restore the default configuration.

The speed dial configuration file downloaded from the QX1000 is in the CSV format.

To use the global speed dialing rules, user should simply dial the speed dial code assigned to that speed dialing rule. The call will be parsed through
the rules of Call Routing table.

To create a new Call Routing rule

Click on the Call Routing Table link on the Call Routing page.

Press the Add button on the Call Routing page.

Specify the Pattern in the corresponding field.

Select the Number of Discarded Symbols and Prefix if required.

Select the Destination Type from the drop down list.

Define the Metric or leave the default.

Enter a Description if needed.

Enable the Filter on Source / Modify Caller ID checkbox, if the route functionality should be limited. This is dependent on the source caller

information.

9. Enable the Set Date/Time Period(s) checkbox if a route should be functional within certain time/date intervals.

10. Press Next.

11. Select the user or attendant extension from the Use Extension Settings drop down list that the call will be placed on.

12. Specify the Destination Host and Port Number, Username and Password if an IP or IP-PSTN call type has been selected. For the IP-PSTN
call type, enable Multiple Logons if necessary. Enable the Use RTP Proxy checkbox if needed.

13. Choose the Authentication and Accounting method from the AAA Required drop down list.

14. Choose a Fail Reason from the corresponding drop down list.

15. Configure Transport Protocol for SIP messages and SIP Privacy parameters as needed.

16. Press the Next button.

17. If the Filter on Source / Modify Caller ID checkbox has been previously enabled and the destination type is different from the FXO, fill in the
Source Number Pattern into the corresponding text field. Choose the needed value from the Source Type drop down list, as well as the
Number of Discarded Symbols and Prefix values.

18. Press the Next button.

19. If IP has been selected on the previous step in the Source Type drop down list, then Source Host should be inserted in the current page. If
FXO or ISDN has been selected in the Source Type drop down list, then the ISDN trunk or the FXO line number should be selected here.

20. If the Set Date/Time Period(s) checkbox has been selected on the first page, pressing Next will open the Date/Time Rules page where route

validity should be defined.

N GOAWNE
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21. If the Set Tracing / Debug Options on This Rule checkbox has been selected on the first page, pressing Next will open the Tracing/ Debug
Options page where the tracing/debug options should be defined.
22. Press the Finish button to establish a local route with the inserted settings.

To create alocal AAA entry

Click on the Local AAA Table link on the Call Routing page.

Press the Add button on the Local AAA Table page.

Choose the Authentication type.

Enter the Phone Number, Username and Password or the Authentication by PIN depending on the selected Authentication type.
Use the Expiration Date and Time checkbox to enable the expiration timeout.

Select the Expiration Date and Time from the corresponding drop down lists.

Press Save to apply these settings.

Noghr~whpE

Allowed Characters and Wildcards
The following is the set of characters and wildcards allowed in the Pattern and Source Number Pattern text fields of the Call Routing Wizard:
Characters:

0...9 A..Z

a...z +=$;/ ~_-.& ()24, 1]

Please Note: The symbols * and ? should be prefixed with a slash (\) if they are used as ordinary characters; otherwise the system will
interpret them as wildcards.

Please Note: The symbols !, {, }, [, ], - and , are used to define a range of characters and cannot be used as ordinary characters.

Wildcards:
* Any number of any characters
? Any single character
{} A character or a string from the specified set of characters and strings.
The following control symbols are used to specify a set:
. Use acomma (,) to separate the elements of a set.
Please Note: No spaces are allowed within braces.
Example:
The pattern is 9{1,3,11,a}.
Numbers matching the pattern are 91, 93, 911, 9a.
. Use a minus sign (-) to specify a range of characters. Each successive element of the range is obtained by increasing the
previous element (the element code) by one.
Example:
The pattern is 2{11-15,a-d}5.
Numbers matching the pattern are 2115, 2125, 2135, 2145, 2155, 2a5, 2b5, 2c¢5, 2d5.
. Use an exclamation point to exclude a character or a string from a set.
Example:
The pattern is 2{11-15,a-d,!14,!c}5.
Numbers matching the pattern are 2115, 2125, 2135, 2155, 2a5, 2b5, 2d5.
Please Note: You can use the wildcard ? within the braces, but not *. Thus, {12-104,15?,367?} is a valid pattern, whereas
{15*,36*} is not.
Please Note: The symbol ! cannot be used to exclude a range of symbols. For example 2{15-60,!23-32} or 2{15-60,!23-
132} are not valid patterns. To valid pattern will be to 2{15-22,33-60}.
0 The same as above with the exception that character ranges can include single-digit/character elements only.
Example:
The pattern is 2[1-5, a-c]5.
Numbers matching the pattern are 215, 225, 235, 245, 255, 2a5, 2b5, 2c5.
\ Precedes a control symbol (*, ?, -, ! and , ) to indicate that it is used as an ordinary character, not a wildcard.
Example:
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The pattern is 1\*[1-3]
Numbers matching the pattern are: 1*1, 1*2, 1*3

Please Note: Patterns cannot be prefixed with the * symbol. The system considers the patterns starting with * as feature codes
and does not parse them through the Call Routing table.

@ Used to indicate the full SIP address (example: 20233@sip.epygi.com). This pattern is mainly used to call back users registered
on the SIP server different from the one where the called party is registered.

Please Note: Patterns containing @ symbol will not be parsed among those that do not have @ symbol in the Call Routing
Table. When calling from local extensions (the calling number for local extension is sipnumber@ip_address_of QX1000, e.qg.
20233@192.168.35.25), only the sipnumber part of the pattern will be parsed among other entries with @ symbol in the Call
Routing Table.

Best Matching Algorithm

All calls through and within a QX1000 are made according to call routing patterns that specify a destination based on a dialed number. When a user
dials a number to make a call, the QX1000 matches the dialed nhumber against the existing patterns that are specified in the Call Routing table. If the
dialed number matches only to a single pattern, this pattern will be used to set up a call. If several patterns have been found to match the number,
the QX1000 uses the Best Matching Algorithm to prioritize the matching patterns. Once the patterns are prioritized, the pattern with the highest
priority will be used as a preferred route for call setup. The successive patterns will be used only if the destination specified by a higher priority
pattern is unreachable.

To prioritize the matching patterns, the following criteria are sequentially applied to matching patterns. The criteria are ordered by their priorities:
Each consecutive criterion is calculated only for the patterns that take the same value for the preceding criteria: that is Criterion 3 is calculated only
for patterns that take the same value for Criterion 1 and Criterion 2.

o The presence of asterisks (“*") in a pattern
Criterion 1 ) . .
The patterns without “*” have a higher priority.
S The total number of matching digits/symbols inside and outside the braces/brackets
riterion
The more matching digits a pattern contains, the higher its priority.
The number of matching digits/symbols outside the braces/brackets
Criterion 3 The more matching digits outside braces/brackets a pattern contains, the higher its priority.
Please Note: This criterion is used only if several patterns take an equal but non-zero value for Criterion 2.
it 4 The total number of question marks (‘?’) inside and outside the braces/brackets
riterion
The more question marks a pattern contains, the higher its priority.
The number of question marks (“?”) outside braces/brackets
Criterion 5 The more question marks outside braces/brackets a pattern contains, the higher its priority.
Please Note: This criterion is used only if several patterns take an equal but non-zero value for Criterion 4.
o The number of square brackets (“[]")
Criterion 6 . . . -
The more brackets a pattern contains, the higher its priority.
o The number of braces (“{}")
Criterion 7 . . . -
The more braces a pattern contains, the higher its priority.
L The number of asterisks (“*")
Criterion 8 . ) ) ) o
The fewer asterisks a pattern contains, the higher its priority.
o The value of the metric
Criterion 9 . ) ) ) o
The lower the metric of a pattern is, the higher its priority.
o The position in the routing table
Criterion 10 ) . . . . . . L
The higher the position of a pattern in the routing table is, the higher its priority.

Example: The user has dialed 1231 and the following matching patterns have been found.
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The list of patterns

*l*
123+
{11-15)3*
2271
1232
[1-3]*
[1-3]72?

{100-150, asd, \\?}1

12#31
1[1-3]3[0-8]
1231
*x]

*

Step 1: The list is split into two groups separating the patterns with “*” from those without (Criterion 1). The patterns with “*” form a group with a
lower priority and are pushed back to the end of the list.

Criterion 1
The list split into two
subgroups

2271
1232

[1-3]727
{100-150, asd

W21

1[1-3]3[0-§]

1231

*l*
123+
{11-15)3*
[1-3]*
12#31
*x]

*

Step 2: The two groups of patterns are arranged separately from each other by the total number of matching digits inside and outside the
braces/brackets in the descending order (Criterion 2). The patterns that contain the same number of matching digits are grouped into sub-

lists.

The list of patterns

Matching digits

Criterion 2

The list of patterns

Matching digits

2271

2

123?

[1-3]72?

{100-150, asd, \"\?}1

1[1-3]3[0-8]
1231
{100-150, asd, \"\?}1

123?

1[1-3]3[0-§]

2271

1231

*l*

[1-3]72?

RPN WSA DD

123*

12*31

{11-15}3*

[1-3]

123
{11-15}3*

12*31

*2*1

*2*1

*

O M| RPWW R D PlW

*l*

[1-3]

ORI N WwWwl &

Step 3: The new sub-lists are arranged separately from each other by the number of matching digits outside the braces/brackets (Criterion 3). The
patterns that contain the same number of matching digits are grouped into sub-lists.
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The list of patterns

Criterion 3

Matching digits

The list of patterns

Matching digits

1[1-3]3[0-8]
1231
{100-150, asd, \M\?}1

123?

2271

[1-3]22?

12*31

123
{11-15)3*

= W

*2*1

*l*

o

[1-3

1231 4
1[1-3]3[0-8] 2
{100-150, asd, M2} 1
12372 -
2271 R
[1-3]72? R
12+31 -
123 3
{11-15)3* 1
2] R
*1* 1
[1-3]* 0
*

The Best Matching Algorithm will stop after executing step 3 as no new sub-lists are formed. The resultant list of prioritized patterns will be the

following:

VolP Carrier Wizard

The VolP Carrier Wizard is used to define access codes for available VolP Carrier accounts which will particularly allow you to reach users over IP-

PSTN providers or to call to the peers registered on the certain SIP servers by dialing simple digit combinations.

The prioritized list

1231
1[1-3]3[0-8]
{100-150, asd, \\?}1
1232
2271
[1-3]22?
12+31
123+
{11-15)3*

*x]

*1*

[1-3]*

*

For each configured VolP carrier, the wizard creates a specific IP-PSTN routing rule in the Call Routing table. This entry is available to PBX users
only, which means only PBX users can make calls to the corresponding VolIP carrier. Additionally, a virtual extension automatically generated in
Extensions Management will be registered on the defined VolP Carrier's SIP server.

The settings of that extension will be used to make calls from QX1000'’s users towards the created VolP Carrier will be placed.

VolIP Carrier Wizard — Page 1 provides a following option of

describing the VolIP carrier:

When predefined carrier is selected in the VolP Carrier drop
down list, the SIP Server and Port will be already predefined
in the next page. Manual selection allows you to manually

set up the VolP Carrier settings.

The Description field allows you to insert an optional

description of the VolP Carrier.

Main  System  Users

WolP Carrier Wizard

Confsrences

Tetaphony Rornat Uplink

Matwork

@-cpys
T

1
..... o

Select VolP Carrier

Vol Camtber:  panranl

Desciption: | wwonageaceount

Cancel

| |__Heip |

Fig. 11-203: VoIP Carrier Wizard page 1
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. . . . . Ml System Users Confer emces Teleplwoary sty nuaet Ui Helwork @ (‘p "I‘I-I,]
VolIP Carrier Wizard — Page 2 is used to define VolP Carrier Touas
Settings. The page contains following components: VolP Carrier Wizard
1. VolP Carrier Common Settings VoIP Carrier Settings
The Account Name text field requires a username for
authentication on the defined SIP server. B | Vel Rhenesae
. . Acoount M exvgieon =] s RTP Proxy

The Password text field requires a password for R Nbecation Uses [
authentication on the defined SIP server. Continm e i

Passwork jgos (5] Senn Keep-altee Messapes 10 Proxy
The Confirm Password text field requires a password Pr— TSTERI0% Tamsout: (60 sec
confirmation. If the input is not corresponding to the one in P Senver Port: 3401 ovstomd Prosy
the Extension Password field, the error message “Incorrect s
Password confirm” will appear. oo —
The SIP Server text field requires an IP address or the Seconary SIP Serves
hostname of the SIP server destination party it is registered higgass  [Sw2epIEm
on. Fon s080
The SIP Server Port text field requires the port number of Oulloume! Preng for Secomdory SIP Sarvas

. . e . Hirst R
the SIP server destination party it is registered on. Address. 157982085
Port 409
[ (Frvsous ] | CoeJ [ [ T J |

Fig. 11-204: VoIP Carrier Wizard page 2

2. VolP Carrier Advanced Settings

The Use RTP Proxy checkbox is applicable only when a route is used for calls towards a configured VolP Carrier from a peer located outside the
QX1000. When this checkbox is selected, the RTP streams between external users will be routed through QX1000. When the checkbox is not
selected, RTP packets will move directly between peers.

UserID requires an identification parameter to reach the SIP server. It should have been provided by the SIP service provider and can be requested
only for certain SIP servers. For others, the field should be left empty.

Send Keep-alive Messages to Proxy enables the SIP registration server accessibility to the verification mechanism. Timeout indicates the timeout
between two attempts of SIP registration server accessibility verification. If a reply is not received from the primary SIP server within this timeout, the
secondary SIP server will be contacted. When the primary SIP server recovers, SIP packets will continue to be sent to the server.

A group of Host address and Port text fields respectively require the host address (IP address or the host name), the port number of the Outbound
Proxy, Secondary SIP Server and the Outbound Proxy for the Secondary SIP Server. These settings are provided by the SIP servers’ providers
and are used by QX1000 to reach the selected SIP servers.

VoIP Carrier Wizard — Page 3 contains the fOIIOWing VolP Main System Users Conferences  Telephony Internet Uplink Metwork @ﬁ‘p}’gl
Carrier access code selection components: quadiom
The Access code text field requires a digit combination by . .

dialing which the corresponding VolP Carrier will be reached. VoIP Carrier Wizard

The Access code radio buttons allows you to create

outbound routing rules.
VolIP Carrier Access Code

e By prefix text field requires entering the prefix that will
be placed in front of the routing pattern instead of the Access code:

discarded digits. The Prefix field can consist of numeric Osypretix: | |01
values only. A corresponding warning appears if any OBy patten:
other symbols are inserted.
Emergency Code: i a1
e By pattern text field specifies calls to which the rule Route Incoming Callsto: | 103 Y

should be applied. If an outbound call has a destination Clrailover to PSTN
number that matches the specified pattern, it will be
completed according to the current rule. A routing
pattern may contain wildcards. The complete list of
characters and wildcards allowed in this text field is
given on the Allowed Characters and Wildcards page.

The Route Incoming Calls to drop down list allows you to ‘ | ‘ ‘
| |

select an extension (or Auto Attendant) on the QX1000 where
incoming calls from the configured VolP Carrier should be

routed to. For the selected extension there will be an 1 - WARMING: if this ITSF is 311 compliant then you have to bind this account with the geographical address of your
L . f . . . d . If the ITSP t 911 liant then the publ et Il not be able to det the add
unconditional forwarding set up which will care for incoming atoatiealys b RS SRR

calls forwarding from the VolP carrier to the corresponding
extension.

Please check vour pending events!
Copyiight (C)2003-2011 Epyai Technologies, Lid. All rights resenved

Fig. 11-205: VoIP Carrier Wizard page 3
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The Emergency Code text field requires the emergency code supported by the specified ITSP. By default is field is filled with the information defined
in the QX1000's System Configuration Wizard, but this field also allows to define an ITSP specific emergency codes. In case your system has both
local PSTN emergency codes and ITSP codes configured, when dialing the certain emergency code, QX1000 will first try to reach the local PSTN
allocated emergency destination, and if failed will dial the ITSP emergency destination.

Please Note: If the defined ITSP is 911 compliant then you have to bind this account with the geographical address of your device. If the ITSP is not
911 compliant then the public safety agency will not be able to determine the address automatically.

The Failover to PSTN checkbox selection will route the call to the PSTN through the local FXO line in case if the VolP Carrier is not available. When
this checkbox is selected, an additional entry will be added to the Call Routing table. This maintains digit transmission to the local PSTN when an IP
call towards the configured VolP Carrier cannot be established.

Please Note: A warning message will appear when the defined Access Code already exists in the Call Routing table or causes a conflict with
entries already in the Call Routing table. In this case, when continuing through the VolP Carrier Wizard, the existing entry in the Call Routing table
will automatically be overwritten by the new settings.

RADIUS Client Settings

RADIUS (Remote Authentication Dial In User Service) specifies the RADIUS protocol used for authentication, authorization and accounting, to
differentiate, to secure and to account for the users. The RADIUS Server provides the option for a caller from/through QX1000 to pass authentication
and to be able to dial a specific number.

When a RADIUS client is enabled on the QX1000, and according to the configuration of AAA Required option (see Call Routing table), the RADIUS
server will be used to authenticate user and/or to account for the call. This can be accomplished by automatic detection of the caller's number or a
customized login prompt where the caller is expected to enter a username and password.

Transactions between the client and the RADIUS server are authenticated through the use of a shared Secret Key, which is never sent over the
network. In addition, user passwords are encrypted when sent between the client and RADIUS server to eliminate the possibility of a party viewing
an unsecured network where they could determine a user's password. If no response from the RADIUS Server is returned after the Receive Timeout
expires, the request is resent numerous times as defined in the Retry Count list. The client can also forward requests to an alternate server(s) if the
primary server is down or unreachable. An alternate server can be used after a number of failed tries to the primary server.

Once the RADIUS server receives the request, it determines if the sending client is valid. A request from a client that the RADIUS server does not
recognize must be silently discarded. If the client is valid, the RADIUS server consults a database of users to find the user whose name matches the
request. The user entry in the database contains a list of requirements (username, password, etc.) that must be met to give access to the user. If all
conditions are met, the user gets access to the QX1000 Network.

The RADIUS Client Settings page contains the Enable RADIUS Client checkbox that enables RADIUS client on the QX1000.

Please Note: The RADIUS Client cannot be disabled if there is at least one route with RADIUS Authentication and Authorization or RADIUS
Accounting values configured in the AAA Required drop down list at the Call Routing table. In order to be able to disable the RADIUS Client on the
QX1000, appropriate routes should be removed first.

The other RADIUS Client settings are divided into three groups:

1. Registration Settings

Administrator’s Menus

The Primary Server requires the IP address of the primary Radius Man System Users  Comfotences  Telphow  WhomelUplk  Wetwork @cpygi
Server. Tt
The Secondary Server requires the IP address of the secondary RADIUS Cliant Settings

Radius Server. (2] Erstie RADIUS chent

NAT Station IP text fields require the NAT PC WAN IP address. If
no NAT Station is specified here, QX1000’s IP address will be sent ¢
to the RADIUS server. AT ston P we |[6 |6 [ |[iPoiemend )

Regist ation Settings

Primasy Senver 192160074

ndary S 192160078

Secret Key is used to insert the secret key between the Radius Seeriber s
client and the server. Contact the Radius server administrator to Cordom Sacxutiir.  [annenen
get the secret key for your QX1000. ek Coutt i
The Confirm Secret Key field is used to verify the secret key. If TMJ S
the entered Secret Key does not correspond to the one in the ot 1012
Confirm Secret Key field, the error message “The Secret Key P— .

does not match. Please try again” will appear. Mushestication Settings

Retry Count allows you to select the number of attempts 3t comnan ogn or 38 et e of by ona umeecsoon
authorized before canceling the registration.

Usemame

Faspwoed

Receive Timeout allows you to select the timeout (in seconds) ATArCaan 6 Destan RADIVE Server
between two attempts to register. Usemams

Encoding Type allows you to select the encoding type (PAP or P e
CHAP) that should be unique on both the client and the server ot Passwied: [azneene
sides for the establishment of a successful connection. Encoding flessemting Setis

58 this User Hama K accaunting anty s raquirad

type should also be requested from the Radius Server
administrator.

Usbr Nam auadrarad

S AEOUNING missIges.

The Authorization Port text field requires the port number on the @ g stat and Stop message

RADIUS server where QX1000 is to send the authentication 2

requests. R |
The Accounting Port text field requires the port humber on the

RADIUS server where QX1000 is to send the accounting Fig. II-206: Radius Client Settings page
messages.
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2. Authentication Settings

The Enable common login for all users in time of by Phone authentication checkbox enables custom settings for the callers who passed an
authorization by phone on the QX1000. This checkbox enables Username and Password text fields to insert the custom settings that will stand
instead of the source caller’s settings when being delivered to the RADIUS server.

The Authentication on Destination RADIUS Server parameters group is used to insert a Username and a Password (followed by the password
confirmation) to pass authentication on the RADIUS Server of the destination QX1000. If these fields are left empty, the original authentication
settings that users enter for authentication will be used.

3. Accounting Settings
The Username field is dedicated for accounting services only. It is used to insert an identification username for accounting purposes. When no
username is specified in this field, the source username will be used for accounting.

The Send Accounting messages manipulation radio buttons group is used to select sending both Start and Stop accounting messages or only
Stop accounting message.

Voice Mail Common Settings

The Voice Mail Recording Codec page is used to configure the codec for the Voice Mail recording and other settings related to the voicemail to
email and FAX to email sending. It offers the following components:

The Recording Codec drop down list contains the existing

codecs for voice mail compression. Changing the Voice Mall .
recording codec will directly affect the allocated memory size for B o Wi S i 7ot VA S e O @f‘qu\”gi
users.

Email Subject for voice field is used to when user enables Send Voice Mail Recording Codec

new voice messages via e-mail option from his personal Voice Recording Codec:

Mail Settings. In this field you may define a flexible subject for all G.729a (CS-ACELP speech coding at 8 kbit/s rate) <

emails sent from the QX1000 and carrying the voice mails. E-mail Subject for voice:

Voice mail received from $[VM_DISPNAME] S[VIM_USERMNAME]
Insert Hostname Displayname Username Fullname Duration Date

Besides using static text in the subject line, you may want to use
the predefined tags to combine the needed subject:

FAX to E-mail format:

TIFF (Tag Image File Farmat) ~

Hostname - the hostname of the QX1000.

Displayname - the caller's display name. This value is not
displayed for PSTN callers.
. . Please check your pending events!
e Username - the caller's SIP username. For PBX caller this Gopyrignt (G) 20022011 Eoyai Teshnolosies, Lt All ights reserved
is the caller's PBX number, for PSTN callers this is the Fig. 11-207: Voice Mail Recording Codec page
caller's PSTN number.

e Full name - the caller's full SIP address (SIP username and the SIP server). For PBX caller this is the caller's PBX number, for PSTN callers
this is the caller's PSTN number.

Duration - the voice mail duration.
Date - the date the voice mail was received.

To insert the predefined tag to the subject line, you should simply click on the corresponding tag. The following format should be maintained to create
a flexible subject:

Example: Voice mail received from $[VM_DISPNAME] $[VM_DATE]

In this example, all email subjects will contain a static text "Voice mail received from" following by the display name of the caller and the date voice
mail is received.

FAX to E-mail format drop down list is used to define the format of the FAX document received in the voice mail and to be attached to the email, in
case user has enabled Send new voice messages via e-mail option from his personal Voice Mail Settings. TIFF or PDF formats may be selected
here.

Dial Timeout

The Dial Plan Settings page is used to adjust the dialing timeout setting.

The Routing Dial Timeout setting specifies a period of time
after the last dialed digit that the system identifies as a
completion of dialing. If the user does not press any key
within the specified timeout, the system assumes that the
dialing is complete and starts calling the dialed number. Dial Plan Settings
Only predefined values included in the drop-down list can
be used for this setting.

4 1
Main System Users Conferences  Telephony Internet Uplink Network @ep‘}'gl

quadrillo225

Routing Dial Timeout: |4 % | gec

The Routing Dial Timeout setting will also be applied to all

the supported IP phones that are auto-configured with the
QX1000 and provide the possibility of changing this setting Please check your pending events!
through the auto-configuration file. The modified value of Copyright (C) 20022011 Eoygi Tech =5 Ltd Al rights reserved
the setting will take effect after rebooting the IP phones.

Fig. 11-208: Dial Plan Settings page
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3PCC Settings

The 3PCC Settings page is used to adjust the third party call controlling settings. 3PCC service on the QX1000 allows call controlling applications to
remotely initiate and handle calls on the QX1000 and to subscribe for certain event notifications from the QX1000.

This page consists of the following components:

The Secure Connection checkbox is used enable a Main  System Users  Conferences  Telephony Internet Uplink  Network @ep},gl
secure encrypted connection between the call controlling 1000
application and the QX1000.

Please Note: For successful connection, this option should 3PCC Settings

be set up in the same way on both sides (enabled or

disabled on both sides). M secute Connaction

The Request Timeout text field requires the timeout (in
seconds) during which the QX1000 should receive a
response to the request from the call controlling Feature ey Added
application. If the response is not received during this Network Patt Nat Opened
timeout, QX1000 will perform a request dependent default
action. For example, if the call controlling application is
configured to handle incoming calls on the QX1000. Please check your oending everts)

Copyright (C12003-2011 Epyqi Technolagizs, Ltd. All rights resanied.

Request Timeout (sec) 10

Fig. 11-209: 3PCC Settings page

Once the incoming call occurs, QX1000 is trying to transfer the call to the call controlling application. If the call controlling application does not
response within the mentioned timeout, QX1000 will answer the call or perform an action configured for unanswered incoming calls. This setting is
dependent on the network conditions therefore consult with your network administrator before changing the default value.

The read-only Feature Key text field indicates whether the feature key for the 3PCC Support is installed on the system. The system will not accept
connections from 3PCC applications if no key is found. The 3PCC support is an optional feature and can be activated with a feature key from the
Features page.

The read-only Network Port text field indicates whether there is a filtering rule specified for the Call Control Access. If a third-party call control
application connects to the QX1000 from the WAN interface, a filtering rule for the corresponding host should be created on the Call Control Access
page to allow the application a remote access. Creating a filtering rule is not required if the firewall is not setup on the QX1000. The field shows
Opened if there is at least one enabled filtering rule for the Call Control Access.

RTP Streaming Channels

The RTP Streaming Channels page is used to configure channels where the broadcast RTP streams are transmitted. These channels may be then
configured to be used as hold music (see Manual Ill — Extension User’s Guide) or any other type of music played to the caller.

The RTP Streaming Channels page COnSiStS Of a table Main System Users Conferences Telephony Internet Uplink Network @ep}‘gl
. quadrilla225
where RTP channels are listed.

Add opens the Add Entry page where a new RTP S SR

channel can be added. Add Edit Delete Selectall Inverse Selection

Channel Name | Local RTP Port | Description

The Add Entry page includes the following text fields:

[] | stream 7T
The RTP Channel Name text field requires the name or

the number of the RTP channel.

Please check your pending events!

The Port Number text field requires the broadcasting RTP  [cepyriant (c) 2003-2011 Ecuni Techneiniss, Lia. Al ighis ressrves
port number.
Fig. 11-210: RTP Streaming Channel page
The Description text field requires optional information
related to the RTP streaming channel. :
g Main System Users Conferences Telephony Internet Uplink Metwork @,G‘-P}"gl

quadrille

Edit opens the Edit Entry page to modify the selected
entry. This page contains all the same components as the RTP Streaming Channels - Add Entry
Add Entry page does.

RTFP Channel Mame | Stream

Delete removes the selected entries. Port Hurnber 7777

. o] il Hold Music Ch, |
Select all selects all entries of the table. Feerpton e LS Shame
Inverse Selection inverses the current selection (if no Please check vour pending events|

Copyright (C) 20032011 Epwaium. All rights resenred

records are selected, clicking on inverse selection will
check all records).

Fig. II-211: RTP Streaming Channel — Add Entry page

Call Recording

The Call Recording service is optional on the QX1000 and is activated from the Features page by inserting a feature key.
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The Call Recording is used to record PBX, SIP or PSTN calls on the QX1000 and store the recorded calls either in the local Recording Box or
upload them to the remote server. From Call Recording Settings page the call recording can be configured to be started automatically once the call
starts or to be started manually from Administrator’'s Main Page of the QX1000's Web Management or by pressing the Record button on the IP
phone during the call. If no such button exists on IP phone, the functional key can be configured from QX1000 to handle the recording functionality
(see Programmable Keys Configuration).

To configure Call Recording, an extension of the Recording Box type should be created first. The memory allocated to that extension will be used for
storing the recorded calls. There are two ways to access the recorded calls in the Recording Box: through handset and through Web Management.
Through handset, Recording Box is accessible by calling the Recording Box extension. On QX1000's Web Management, call recordings are
available from Extensions Management by clicking on the Recording Box extension.

Attention: Following limitations apply to the call recording on the QX1000:
° Only calls which are originated or terminated on the QX1000 extensions can be recorded. Pass through calls cannot be recorded.

(] Calls to Auto Attendant or Voicemail cannot be recorded.

The Call Reco_rding Settings page_is used for configurir_lg T ——————— S ——
the call recording rules. It has two view modes - the Basic
View and Advanced View, which can be switched by Call Recording Settings
appropriate button.
Enable/isable Selectall Inverse Selection
The Basic View displays the table with the list of all active Ea ion | Slote | Recording Parameturs
extensions, recording states of those extensions and O | 104 Cisabled
reCOrdlng parameters. | 102 Disabled | Always start automatically, Max Duration: 1 hour ', Recording To: §5  Edil
The Advanced View displays the table with all existing 0 | 104 Disabled
call recording rules. Click on the recording box extension O | 1os Disabled
number in the Recorded To column will move to the 0 | 108 Disabled
corresponding Recording Box. O | 1o7 Clfabied
1 | 108 Disabled
1 | 109 Disahled
0 |10 Disabled
= {111 Disabled
a |z Disabled
0 |3 Disabled
0| 1a Disabled
| 11e Disabled

Fig. 1I-212: Call Recording Basic View Settings page

The Call Recording Settings table offers the following functions:

Enable and Disable functional buttons are used to activate and deactivate the selected call recording rule(s). At least one rule should be selected in
order to use these functions, otherwise the following error message will appear: "No record(s) selected.”

Add functional button opens the Add Entry page where a new call recording rule is being configured. The Add Entry page consists of the following
components:

The Caller Information requires the Call Type and the caller's Address.

The Called Party Information consisting of the Call Type and the called party's Address.

The Call Type lists the available call types:

PBX - indicates that the calling or called party is QX1000 extension

SIP - indicates that the calling or called party is located in SIP network external to QX1000.
PSTN - indicates that the calling or called party is located in PSTN network external to QX1000.

Auto - indicates any of the types listed above. ]
The value in the Address text fleld iS dependent on the Main System Users Conferences Telephony Internet Uplink Network @epygl
‘quadrillo225
Call Type defined in the same named drop down list. If
the PBX call type is selected, the QX1000 extension Call Recording Settings
number should be defined in this field. For the SIP call
type, the SIP address should be defined, for the PSTN call =
type’ the PSTN user number should bé defined here. In State | Caller Pattern | Called Pattern = Recording Type Max Recording Duration | Recording To | Description
case of Auto call type, any of the addresses listed above [ | Enabled | Auto-* Auta-* Always start automatically | 1 hour 2400
are allowed. Wildcards are applicable for this field. [ vt bascvew ]
The Recording Type drop down list allows you to select
whether the recording will start automatically as soon as
the call is established, or whether it will be activated %ﬁ%ﬁwf;@ s Ao .
. . Copyright (C) 2 2 pygi Technologies, Ltd. All rights reserved.
manually by pressing the button on the phone during the FrE N
call.

Fig. 11-213: Call Recording Advanced View Settings page
The Maximum Recording Duration drop down list is
used to select the maximum duration when the call
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between the defined caller and called parties will be " e E——— - G=cpygi
recorded. When the call recording duration expires, it will o i : aiiban
be silently stopped while the call will stay active. Sall Recording Settings - Eait Entry

Calar Information:

The Recording To drop down list is for selecting the
Recording Box extension Extensions Management) to be
used for storing the recordings.

The Description text field should contain some
descriptive text related to recording rule.

Fig. 11-214: Call Recording Settings — Add Entry page
Edit opens the Edit Entry page to modify the selected entry. This page contains all the same components as the Add Entry page does.

Delete removes the selected entries. Select all checks all entries, e.g. in order to be deleted.

Inverse selection inverses the current selection (if no records are selected, clicking on inverse selection will check all records).
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Administrator’s Menus

Internet Uplink Menu

PN Configuration
Firgwall

Epygi QX1000 Management

Active Calls

Call Start Time

Call Dur ation

Calling Phone | Called Phone

No items in list

Firmware Version: 5.3.4PRE/Release

Users currently logged in:

Internet connection status: static IP

Please check your pending events!
Copyright () 2003-2012 Epuai Technologies, Ltd. All fights resemed

Refrech in 500 reconds!

- admin from 192.168.70.26, expires 16:17

1000

Main System Users Conferences Telephony — IntemetUplink  Network @C'PYSI ||°|ter|°| et Uplll‘lk @e VU:[
1000 pz O

s Conferences

e Telephony

e [nternet Uplink
o VPN Configuration
o Firewall

Metwark

Install Checklist

Feature Codes

Fig. 11-215: Internet Uplink menu in Dynamo theme

Firewall

e Help
e Logout

Flease check your pending events!

Horme Logout
Copyright 2003-2012 Epyai Technologies Ltd. All rights reserved.

Fig. 11-216: Internet Uplink menu in Plain theme

The Firewall Configuration page allows setting up a firewall and configuring the security level.

A Firewall is a security service configured by the QX1000 administrator based on various criteria. The firewall allows or blocks traffic based on
policies, services and/or IP addresses. The firewall has several levels of security policies (low, medium or high). The administrator may add
additional service-based rules. Filtering rules will take effect only if the Firewall has been enabled and are independent from the selected firewall

security level.

The Firewall Configuration page offers the following components:

The Enable Firewall checkbox selection enables the firewall
security service. The firewall security level has to be selected,
otherwise the firewall cannot be enabled.

The Firewall Security radio buttons are the following:

e Low Security - Everything that is not explicitly forbidden
will be allowed. This security level doesn't block anything
by default. It is recommended if the device is already
located behind another firewall or if every filter has been
configured correctly.

® Medium Security - Traffic originating from the LAN side
may pass and traffic from the WAN side will be blocked by
default. This is the recommended security level.

e High Security - Everything that is not explicitly allowed will
be blocked, including traffic from the LAN side.

The Advanced Firewall Settings link refers to the page where
QX1000'’s privacy can be configured.

The View Filtering Rules link opens the Filtering Rules page.

epvgi
Main  System Users Conferences  Telephomy Intermet Uplink Menwork 1o

Wit

Firewall Configuration

Denatie Firewan

Low Securily

&S hiock anyhing per SeLaul You have b eonours e Alers manually
recommendied f this dewce is already loCabed behind anolver firewall o if you are Sure that you have configured every filer Comecay.

Medium Security Oulgoing traffic will be allowed and incoming iraffic will be blocked by defaull

High Security Evenything it ks not explicily Allowed will be blocked You have to configuee the filers b open up e Srewall &5 desired

Help

Fig. 11-217: Firewall and NAT Settings page
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Advanced Firewall Settings

Advanced Firewall Settings are used to deny Ping operation .
addressed towards the device. With this feature enab|ed’ Main System Users Conferences Telephony Internet Uplink Network @ep}gl
QX1000 will answer with inscrutable messages to the Ping e
operation.

Advanced Firewall Configuration

Please Note: Operation is available only when the firewall is i e iy T o
enabled from the F|reWa” page Ny changes here, 1orces a restart of the nrewall, which might lake a few seconads:

. . [#]Ping Stealth
This page offers the following components:

The Ping Stealth checkbox selection prohibits a Ping operation
toward QXlOOO from |ts WAN Please check your pending events!
' Copyright {C) 2003-2011 Epyai Technologies, Ltd. Al rights reserved

Attention: Any changes applied in this page force a restart of

. f . Fig. 11-218: Advanced Firewall Settings page
the firewall, which might take a few seconds. 9 95 Pag

Filtering Rules
The Filtering Rules page allows you to configure the filters for incoming and outgoing traffic.

To prevent inaccurate configuration, only one rule per service is allowed. The user may use IP groups to include several IP addresses for this rule.
Since the filtering rules specify the operation mode of the firewall, they only take effect if the firewall has been enabled. The filtering rules are
independent from the security level, so they will work if enabled, no matter what security level has been selected.

Please Note: Applying firewall rules will prevent the establishment of new connections that violate the rules. Applying rules does not kill existing
connections that violate the rule.

Attention: The newly created blocking filtering rules will take effect immediately if there is no any active connection matching to that rule. Otherwise,
if there is an active connection matching to the created blocking rule, please restart the QX1000 to make the newly created blocking rule effective
immediately. However, if you are unable to restart the QX1000, you may need to stop an existing active connection to make the newly created
blocking rule effective. Please note, that in this case the blocking rule will take effect only in 3 minutes.

View All displays all configured filters specified by their State (enabled or disabled), the selected Service, the set Action (allowed or blocked), the
IP addresses the filters apply to (if Restricted). Since it is read-only, no modifications are allowed and no functional buttons are available.

Management Access |S used to enable management access to Main System Users Conferences Telephony Internet Uplink Network @eqli;\';%}:
the QX1000 from the Internet. A host on the Internet can be

allowed to reach the QX1000. Filtering Rules

Call Control Access is used to enable the access from the call ViswriEtiters. for Policy:

controlling application from the Internet to the QX1000. The call o Current Poliey Firewall sisabled

controlllng app“catlons can be used to remOter initiate and Wanagement Access The firewall is disabled and no filters take affect Nevertheless
handle calls on the QX1000 and to subscribe for certain event T A IO SRR RIS TR Ress
notifications from the QX1000. e .

Manage IP Pool Groups
Blocked IP List

SIP Access is to allow or deny the SIP access to or from the Ay
particular SIP servers, SIP hosts or a group of them. The SIP

Access filtering rule may prevent or allow incoming or outgoing ERRSUENIeY:

SIP Calls to Or from SpeCIerd SIP Server(s) or hOSt(S)' View all configured rules. No changes are allowed in this mode!

When Blocked IP List is used, traffic from specific hosts may be Eitter state | service Action Restricted IP Description
blocked, no matter what services are opened in the other filters. SIP Access Enabled | SIP Allowed Any

NO traffic will be allowed to the specified hosts. The Blocked IP Management Access Enabled | HTTPS Allowed Any

List service has a higher priority if the same host is also listed in = -
the Allowed IP List table. (Crew

) Please check your pending events!

Allowed IP List allows trusted hosts to reach your network and — |eeevisnt e 20022011 ouai Technsioaies Lia. All dight rezerned
vice versa. It is an exception to other rules and only all services
may be allowed for a single host.

Fig. 11-219: Filtering Rules page

The Filtering Rules page provides several links. Each link opens its specific parameters on the same page. Only Change Policy (see chapter), and
Manage IP Pool Groups (see chapter IP_Pool) lead to separate pages. The Filtering Rules page also includes the currently selected firewall
security (Policy) level and its description.

The table displayed on the bottom of this page shows the filters selected above, specified by their State (enabled or disabled), the selected Service,
the set Action (allowed or blocked), the IP addresses the filters apply to (if Restricted). With the exception of View All, the table offers the following
functional buttons:

e Enable is used to enable the rule. If no records are selected the error message “No record(s) selected” will appear.
e Disable is used to disable the rule. If no records are selected the error message “No record(s) selected” will appear.

® Add opens a filter specific page where new rules may be defined by a Service, an Action to certain IP address(es) or IP groups.
The page to add a rule for SIP Access offers the following input options:

Service includes a list of possible services to be configured.

Action includes possible actions to setup the rule.
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Restriction radio buttons: Main System Users Conferences Telephony Intermet Uplink Hetwork QZ“[’\'.‘—’,"
e Selecting Any blocks or allows all host IP addresses. This _
. . Add Filtering Rules - SIP Access
selection is not present for the Management Access,
Blocked and Allowed IP List rules. :;r.:.r:llus-.':;;n;:;-:.:r:g::gg:\l?.é;l:;:_(:;:; II;‘:;I ;r.la.-e;:c:re;::::‘.:-t:.t;:!.;-;:.:;.v<.u can use IP-groups to include several IP-addiesses
® Selecting Single IP will require the IP address of the allowed Filter
or blocked host. Senice
e Selecting IP/Mask will require the subnet to be allowed or diiatal Blocked &2
blocked, specified by an IP address and the Maskbits. The @ | anie
following are Maskbit examples: © | gngier
255.0.0.0=/8,
255.255.0.0 = /16, N emass
255.255.255.0 = /24,
255.255.255.255= /32 il Bt
e Single URL requires the hostname of the allowed or blocked © | arowe: [
host. Dascription
e Group indicates the user-defined groups that include IP T - T T
addresses that should to be allowed or blocked. Plaase check vour cending svents!
The Description field is used to insert an optional description of |- [ m——————
the filtering rule. Fig. 11-220: Filtering Rules - Page to add a rule for Incoming Traffic

To Add aFiltering Rule

1. Select the Filter link (Management Access, Call Control Access, SIP Access, Blocked IP List and Allowed IP List) to add a rule for it. The
corresponding Filter table will appear in the same window.

2. Click Add on the Filtering Rules page. A page where a new rule may be added will appear in the browser window. The page will be named
corresponding to the selected filter.

3. Select a service name from the Service list to configure a rule for it. If the list has a default value, do not change the default values.

4.  Select an action from the Action list that is used in the rule. If the list has a default value, do not change the default values.

5. Choose the restriction type by selecting Any, Single IP, IP/Mask or Single URL and enter the required information in the text fields or select a
group.

6. Insert a Description, if needed.

7. Toadd arule with these parameters, press Save.

To Delete Filtering Rules

1. Select the Filter link to delete a rule from its table. The appropriate Filter table will appear in the same window.

2. Check one or more checkboxes of the corresponding rules that should be deleted from the rules table. Press Select all if all rules should to be
deleted.

3. Press the Delete button on the Filtering Rules page.

4. Confirm the deletion by clicking on Yes, or cancel by clicking on No.

IP Pool

The Manage IP Pool Groups link opens the IP Pool Configuration page.

The IP Pool table is the list of all added groups and the members

assigned to these groups. If a group is empty, EMPTY will be Main Sptem Usels  Courences  Telphony et Uik Metwork @VP.\'!{[
indicated in the Members column. If hidden, group members will

still remain active but HIDDEN will be displayed in the Members IP Pool Configuration

column.

Mide Add £ Dolels Sebectall fromi e Sebsction

The IP Pool Configuration is used to add groups of IP addresses o
that have the same restriction criteria. When adding a new filtering
rule, groups may be used instead of several IP addresses. IP Pool =
Configuration offers the following components:

(T [ Hew ]

View makes hidden groups visible.

Hide makes group members hidden and adds the HIDDEN

. Fig. -221: IP Pool Configuration page
comment in the member column.

Add opens the Add Group page where a new group may be added. This page consists of the Group Name text field (requiring the group name)
and the Group Description text field (requiring the optional group description), as well as standard Save and Back buttons to apply or abort
changes.

Edit opens the Edit Group page where the service parameters can be modified. It provides the same components as the Add Group page. To
operate with Edit, only one record may be selected, otherwise the error message “One row must be selected” will appear.

Please Note: Changing a group name will also change the references to this group, including groups where this group is a member of, and all
affected filter rules (enabled and disabled ones, in all chains). Deleting a group will also delete any reference to the corresponding group, including
filter-rules and member relations to the other groups.
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Clicking on the Group name will display an IP Pool Group Mo System Usus  Cofersnces  Tolophey  Wmetlpink  Metwok (cl‘[)_\'}.’,i
Configuration page with the Members list for the current group. s

IP Pool Configuration - Add Group
Giroup Hame: EptgiGrup

Group Deseripbon; | Eowal members

Sy Btk Helg
Copmight(C) 2003 2008 Epval Taahn 10, W AN righis sererved

Fig. 1I-222: IP Pool configuration — Add Group page

The IP Pool Group Configuration page displays a list of all the Mun Sydam Ussrs  Comerences  Tolsphany  bdernel Uplni Wetwork @-cpyei
added member IP addresses for the selected group. It offers the S
following components: IP Pool Group Configuration

Current Group provides read-only information about the current Current Group: Chatdroup

group name the members are listed for. A EM Doty Sectal Wesh Seinclion

Menbay 1 Duncription

Add opens the Add Member page where a new member may be
added. s

Edit opens the Edit Members page where the service parameters aj e
can be modified. This page includes the same components as the Back Hoo |
Add Member page. To operate with Edit, only one record may be
selected, otherwise the error message “One row must be selected”

Fig. 11-223: IP Pool Group Configuration page

will appear.

The Add Members page provides the following radio buttons: Mo System Usess  Comforences  Tolptiony  Wisciet Uple Wetmork @-cpygi
IPaddress requires the member IP address that is to be added to IP Pool Group Configuration - Add Member

the group' Current Gmup: ChatGroup

IP Subnet requires the subnet specified by the IP address and the
Maskbits. See above for more information about Maskbits.

URL Address requires the member hostname to be added to the

group. FamibGroup %
The User-defined Group includes previously added groups that . o [Bhaca sarons
may also be added as a member to another group. Ce ) o) e )

Member description text fields can be used to enter an optional

. Fig. 11-224: IP Pool Group Configuration — Add Member
description of the member.

To Add anew Group with Members

Select the Manage IP Pool Groups link on the Filtering Rules page.

Click on the Add button on the IP Pool Configuration page. A page where a new group may be added will appear in the browser window.
Define a group name in the Group Name text field and fill in the Group Description, if needed.

To add a group with the given parameters, press Save.

Open the IP Pool Group Configuration page by clicking on the group name.

Select the Add button on the IP Pool Group Configuration page. A page opens where new members may be added to the group.

Enter an IP address for the member in the IP Address text fields, select a IP subnet or IP group from the User defined Group drop down list to
assign it to the currently selected group.

Enter a Member Description in the corresponding text field, if needed.

To add a member with these parameters to the selected group press Save.

NoghswNhpE

© ®

To Delete a Member

1. Selectthe Manage IP Pool Groups link. The IP Pool Configuration page appears with the table of groups (if any).

2. Click on the desired members that should be deleted. The IP Pool Group Configuration list will appear.

3. Check one or more checkboxes of the corresponding members that should be deleted from the Members table. Press Select all if all members
should be deleted.

4. Press the Delete button on the IP Pool Group Configuration page.

5.  Confirm the deletion by pressing on Yes or cancel the deletion by pressing on No.

To Delete a Group

1. Selectthe Manage IP Pool Groups link. The IP Pool Configuration page appears with the table of groups (if any).

2. Check the one or more checkboxes of the corresponding groups that should be deleted from the groups table. Press Select all if all groups
should be deleted.

3. Press the Delete button on the IP Pool Configuration page.

4.  Confirm the deletion by pressing on Yes or cancel the deletion by pressing on No.
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Administrator’s Menus

Network Menu

Main System Users Conferences  Telephony Internet Uplink Network

DNS Settings

701
@cpygl
3
]
DHCP Server Settings

Epygi @QX1000 Management DHCP Settings for the VLAN Interface

Active Calls

Call Start Time |C.1II Duration ‘C.\Iliml Phone | Called Phone

Mo itemns in list

Firmvare Version: 5.2.4/Release

Users currently logged in:
- aduwin frow 192.168.70.11, expires l4:15
- aduin from 192.168.70.24, expires 14:12
- adwin frow 182.168.70.26, expires l4:16
Internet connection status: static 1P
Elease check your pending events!
Copyiight (C) 2003-2011 Epyai Technalogies, Lid. All rights resemved.

Fig. 11-225: Network menu in Dynamo theme

DNS Settings

The DNS Settings page provides the option of setting up a name
server for the QX1000. It offers the following components:

e The Nameserver text field requires the IP address of an
external name server.

® The Alternative Nameserver text field requires the IP address
of the secondary name server. The Alternative Nameserver is
used if the main name server cannot be accessed.

DHCP Server Settings

Network

quadrillo @ep}fg-[

* System
s |lgers

s Conferences

e Telephony

s |nternet Uplink

e Network

DNS Seftings

DHCP Server Setlings
DHCP Settings for the YLAMN Interface
s |nstall Checklist

e Faature Codes

* Help

s | ogout

=]

(=]

=]

Please check your pending events!

Horme Logou
Copyright 200:3-2011 Epyai Technologies, Ltd. All rights resernved.

:

Fig. 11-226: Network menu in Plain theme

@cpysi

Main System Users Conferences Telephony Internet Uplink Network
quadillo225
DNS Settings
Nameserver 192 |[1es [0 1]z |[1P-clipboar
Atemative Namesener: (192|188 [0 [[156  |[_IP-Clipboard
Please check vour pending events!
Copyright (C} 2003-2011 Epyai Technologies, Ld. All rights ressrved

Fig. 11-227: DNS Settings page

The DHCP Server Settings page provides the option of enabling a DHCP server and controlling the QX1000 user's LAN settings. Therefore,
QX1000 LAN users will automatically be provided with the following settings using the configured parameters:

° IP addresses

° NTP (corresponds to the QX1000's IP address)

° WINS server

° Nameserver (corresponds to the QX1000’s IP address)
° Domain name
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The DHCP Server Settings page offers the following input Main Systom Ukers  Coofeiences Tephoy bt Uplink Hetwork (bt‘IJS'j%l
options: uatre
Enable DHCP Server checkbox activates the DHCP server DHCP Settings for the LAN Interface

on QX1000. With this checkbox enabled, QX1000 will be
able to assign dynamic IP addresses to the devices in its
LAN.

@ E

172 |30 0 106 |[ P-Cligbuard | = [172 |30 o 74 |[IP-Clipboard_|
Give leases only to hosts listed in the static MAC
address binding table checkbox enables the DHCP i : e
services only for the devices listed in the table below. With
this checkbox selected, no DHCP services will be provided

to the other devices.

Please Note: When this checkbox is selected, all IP phones
configured to use plug and play or auto configuration
services (see Line Settings) will keep their IP addresses
received from the DHCP server of the QX1000. The IP PygAHE) 07 Lo Techalgian g &0 et e
phones that are configured manually should be added to the
Special Devices table to keep their IP addressed.

[(swm ] [ Baek | Hep |

Fig. 11-228: DHCP Settings page for LAN interface

IP Address Range defines a range of IP addresses that will be assigned to the QX1000 LAN users. The IP range must be at least 6, otherwise the
error message “Address Range too small” will prevent it from being saved. The error message “Address Range too large” will appear if the IP range
is greater than 254.

WINS Server defines a WINS server IP address for the QX1000 LAN users.

DHCP Advanced Settings link leads to the page where the advanced options of the QX1000's DHCP server can be configured.

The Special Devices table on this page allows you to set a static IP address binding on the MAC address of the device in the QX1000's LAN. When
this table is configured, the devices with defined hostnames and MAC addresses will always get the same LAN IP address from the DHCP server.
Otherwise, devices not listed in this table will get dynamic LAN IP addresses. This table is also displayed in the System Configuration Wizard.

Add functional button opens an Add Host page where a

new static MAC address binding can be defined. The page - . (C" Wui

A . Man  System Users  Conferences  Tebephony Intermet Uplink Mitwetk ] 1o
consists of the following components: Thuadabits
Hostname text field requires the hostname of the device in DHCP Settings for the LAN Interface - Add Host

the QX1000's LAN.

Hustame quadeni 30
MAC Address text fields require the MAC address of the
device in the QX1000's LAN.

MAL Afdress 2% 4a be L] on

Static IP Address text fields require a fixed IP address of swranes [0} Yo} |(Roes)
the device in the QX1000’s LAN. [Csam | [ Bk | [ Hew )

Please Note: If you leave this field empty, the device in the | e s lemens v s gr s
QX1000's LAN will get the first available IP address from
range defined in the DHCP Settings page (see above).

Fig. 11-229: Static MAC address binding — Add Host page

View DHCP Leases leads to the page where the DHCP leased LAN IP addresses are listed.

The DHCP Leases page includes a list of the leased host addresses that are part of the QX1000’s LAN. For these hosts, QX1000 acts as a server
supplying them with a unique IP address. It displays a read-only table describing all the leased IP hosts and their parameters. The table contains the
following columns:

Main  System  Users  Conferences  leleplvny Intednet Upiink Hetrork @“]]VHI

IP address - host IP address, assigned by QX1000.

MAC address - host MAC address, provided by the host DHCP Leases
itself.

B Adiess

Lease Start - date and time when the leased IP address
has been activated.

| Datk Help
Lease End - date and time when the leased IP address has
been or will be deactivated.

N - Fig. 11-230: DHCP L, for LAN interf
Binding State — indicates the state of the DHCP lease. 9 cases page for mieriace

Hostname - hostname, provided by the host itself.
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DHCP Advanced Settings

The DHCP Advanced Settings page is used to modify the .
advanced options of the DHCP server on the QX1000. This Main System Users Conferences  Telephomy  InternetUplink  Netwark @f‘-})}"ﬁ—’,l
page contains a table where a list of default DHCP server avasrem
options is already defined. More options can be added from DHCP Advanced Settings

this page, as well as settings of the existing options can be
modified. All options in the table on this page are then sent to

Info: DHGP Server is nor started correctiyllll
Add Edit Delete Selectall Inverse Selection

the DHCP clients. - -
Option Name Option Value
e  The Authoritative checkbox is used to enable/disable L | Satewars 172300t
authoritative mode on the QX1000 DHCP server. [ | subnetmask 265.255.0.0
Disabling the checkbox is recommended if several 7 | Domain name servers 1723001
DHCP servers are used on the network and the ol [ E—— T
QX1000 should provide network parameters to IP
phones onIy. [ | NTP servers 172.30.0.1
[ | Domain name "epygi-config loc"
° The_ P!r_lg Check checkbox enables checking the 1 | overtoan i semer name 723001
availability of an IP address on the network before
providing it to a client. If this checkbox is selected, the
QX1000 will first ping an IP address retrieved from the DHEP Server Stateiments
IP pool and wait for a reply. If no a reply is received Elauthoritatie
within a timeout specified in the Ping timeout text field HPing Check
(by default 1 sec), the retrieved IP address will be Ping Timeoutizee) |1
provided to the client. If otherwise, a new IP address
will be retrieved from the IP pool and the procedure will

be repeated. If this checkbox is not selected, the
QX1000 will provide an IP address immediately when
requested.

Copyright (€) 2003-2008 Epyai Technalogies, Ltd. All rights reserved

Fig. 11-231: DHCP Advanced Settings

The following functional buttons are available for managing
DHCP options:

Add opens a page Add Entry page where a new DHCP Main System Users  Coaferemces  Telephoy Iternst Uplink ~ Hetwork @E[J‘\gl
server option can be defined. The Add Entry page contains a TR
group of manipulation radio buttons to select between the
predefined DHCP server options or to define your own DHCP
server option:

DHCP Advanced Settings - Add Entry

i i i O Fregenned Upaons Option Mame
° Predefined - this selection allows you to select from the
predefined DHCP server options. Onfion Value

The Option Name drop down list contains the most ® Custom Options
common DHCP server options.

Option Code 10

Option Value Type | IP_Addrass i
The Option Value text field requires the value for the
selected option. The type and format of the value
inserted in this field is dependent on the option R -
selected from the Option Name drop down list. TN ke |

Option Value 172522210

° Custom - this selection allows you to define a new | e fuu Tesmlees 14 atighcssnsd
DHCP server options. The following parameters are
required to be inserted for a new option:

Fig. 11-232: DHCP Advanced Settings — Add Entry

The Option Code text field is used to insert a code of the option. It may have values in a range from 0 to 255.
The Option Value Type drop down list is used to select the type of the option value. It may be an IP address, a boolean or integer value, etc.

The Option Value text field is used to insert the value of an option. Depending on the selected Option Value Type, this field should have the
corresponding value. Warning messages will prevent saving if the value inserted in this field does not correspond to the requirements of the
Option Value Type. If an array should be inserted here, the values should be separated with a comma.

DHCP Settings for the VLAN Interface

DHCP Settings for the VLAN Interface is used to establish virtual networks in the QX1000's LAN or to integrate the QX1000 into the corporate
network’s virtual LAN/WAN. DHCP service can be activated both on virtual LAN or WAN interfaces. VLAN is useful in corporate companies to divide
large networks into groups and to have devices like QX1000s and IP phones in each network separated (for example, to separate networks for data
and voice transmission). Priorities may be assigned to the interfaces for packets prioritization.

With VLAN configuration, each virtual network will be characterized with a VLAN ID (tag). Packets addressed to that network will be checked towards
the ID and if the ID number defined in the incoming packets matched the corresponding network’s ID, the packets will be accepted. Otherwise, if the
ID does not match, the packets will be dropped. In the same way, if the QX1000 is integrated into the network that uses VLAN technology, outgoing
packets should have the ID number of the corresponding virtual network, for the remote party to accept the packets from the QX1000.

QX1000; (SW Version 5.3.x) 135



QX1000 Manual Il: Administrator's Guide

Administrator’s Menus

The DHCP Settings for the VLAN Interface page
contains a table with all enabled VLAN interfaces created
in VLAN Settings page (see below) and the corresponding
parameters (VLAN ID, IP Address Range and WINS
Server). This page contains the following components:

Enable DHCP Server checkbox activates the DHCP
server on QX1000 for VLAN. With this checkbox enabled,
QX1000 will be able to assign dynamic IP addresses to
the devices in its VLAN.

Activate functional button is used to activate DHCP
service on one of the VLAN interfaces in the list. Only one
VLAN interface can have DHCP service activated.

Edit functional button opens a page where the
corresponding VLAN interface can be configured and
controlled. This page contains all the same components as
the DHCP Server Settings page does.

VLAN Settings link moves to the page where virtual
LAN/WAN interfaces may be created.

VLAN Settings page lists all existing virtual interfaced
created on the QX1000 and allows you to create new
interfaces.

Enable and Disable functional buttons are used to
correspondingly enable and disable the selected virtual
interface(s).

Add functional button opens an Add Entry page where a
new virtual network can be defined. The page consists of
the following components:

Enable checkbox is used to select whether the
corresponding virtual interface will be enabled or disabled
after it is created.

Interface Type manipulation radio buttons selection
allows to choose whether the virtual interface will be LAN
or WAN.

VLAN ID text field requires the virtual network ID. Numeric
value in a range from 0 to 4094 is allowed in this field.

Priority drop down list is used to select the priority of
packets in the corresponding interface. Packets with the
lower priority (0) will be delivered first.

IP Address text field requires the IP address of the virtual
interface.
Subnet Mask text field requires the subnet of the virtual
interface.

Registration Form

The Registration Form page appears when
administrating an unregistered QX1000 and it has been
created for customer support purposes. The page
requires customer registration at the Epygi Technical
Support Center. It provides several links offering the
following registration options:

Register now leads to the Epygi Technical Support
System Registration page and requires customer’s
information to submit the QX1000 registration form.

Remind me later hides the registration notification in the
QX1000 through System Configuration Wizard or Uplink
Configuration Wizard until the next administrating activities.

Main System Users Conferences  Telephony Internet Uplink

DHCP Settings for the VLAN Interface
Enable DHCP Server

Activate Edit

VianID | IP Address Range WINS Server
[HRE

Ofr

10.10.100.6 - 10.10.100.254 | 10.10.100.5

10.50.10.200- 10.50.10.254 | 10.50.10.159

WLAM Settings

Copyright (C)20013-2008 Epyai Technologies, Ltd. All rights resenved

Network

@cpysi

QuadroM3Z52

Fig.

11-233: DHCP Settings page for VLAN interface
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Fig. 11-234: VLAN Settings

@-cpygi

Main System Users Conferences Telephony Internet Uplink Network
Quadrobd32:c62

VLAN Settings - Add Entry

[IEnable

Interface Type

@ Lan

O wian

Wian 1D 3 (04094 )

Priority I

IP Address |10 15 59 K

SubretMask (265 | (255 | [2a5 |[o

Copwright (C) 2003-2000 Epyai Technologies, Lid. All rights resenved
Fig. 11-235: VLAN Settings — Add Entry page
. : epvel
Main System Users  Conderences  Telephony  Iternet Uplink  Network a0 S

Register Your Device In Technical Support Center

Don’t remind me more hides the registration notification forever.

Fig. 11-236: Device Registration page
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Administrator’s Additional Features

Incoming Call Blocking and Outgoing Call Blocking

The Incoming Call Blocking and Outgoing Call Blocking pages offer extended features for the administrator to activate incoming/outgoing call
blocking services for certain callers. The users cannot change this information.

For more information on the Call Blocking Settings Main  Veice Mail  Your Extensi Suppl ary Services @613}’81
pages, see the Incoming Call Blocking and Outgoing Call SHSdIcEEs

Blocking chapters of the Extensions Users Guide - Manual i
. Caller ID Based Services for Any Address

The Call Blocking pages accessed from the Caller ID Extension: 1005

Based Services table by clicking on the corresponding

address, gives the administrator the option to enable Hiding Caller Informetion [ Enatie senice
blocking services which could not be disabled by the Incoming Call Blocking [ 3end Message to Callar Party
users. Qutgoing Call Blocking

[l Protect this entry

. . Distinctive Ringing
Along with the components seen by the user, an additional —

Protect this entry checkbox is available in the Call Call Hunting [IRestors Default Blocking Message File
Blocking - Add Entry pages for administrator access Many Exdension Ringing

. . . Upload Mew Blocking Message File
only. With this checkbox selected, the user will be unable Unconditional Call Farsarding

to deactivate the blocking services configured by the

L Busy Call Forwarding
administrator.

Mo Angwer Call Foreardirg
Unredisteredinaccessible Call Fanwarding
Eind bie f Follow be

Intercom
Ernergency Interrupt

Copyright (C) 2003-2011 Epyai Technalogies, Ltd. All rights reserved.

Fig. 11-237: Blocking Page for the Administrator
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Voice Mail Profiles

When the administrator accesses the Voice Mail Settings of
an extension, there is an additional Voice Mail Profiles link
present that leads to the page where custom voice mail
profiles and their settings can be defined. This link is hidden
for the extension user's access.

The Voice Mail Profiles page is used to define and configure
custom voice mail profiles.

The Voice Mail Profile is a group of most common Voice Mail
Settings which can be saved under a specific name. This
allows you to have several versions of Voice Mail Settings
configurations per extension.

Each Voice Mail Profile may have custom voice mail greeting,
maximum voice mail duration, new voice mail notifications and
Zero-Out settings. The Voice Mail Profiles are activated based
on the call routing rule used to establish a call. This is limited
to the PBX-Voicemail type of calls used for a direct access to
the extension's voice mailbox. The Voice Mail Profile name
should be provided in the Call Routing wizard when defining a
PBX-Voicemail routing rule. When the rule is used, caller
accesses the called extension's mailbox with the settings
configured in the corresponding voice mail profile.

With this service, you can pre-configure several versions of
Voice Mail Settings and save them as Voice Mail Profiles. For
example, if a call is originated from the PSTN network to the
corresponding extension's voice mailbox, the greeting
message can tell the caller: "You have reached the
company, please leave a message." and the maximum voice
mail duration is configured to 15 minutes. This voice mail
profile can be saved as "ForPSTN" and its name should be
defined in the routing rule responsible for incoming PSTN calls
distribution. In parallel to this voice mail profile, there can be
another profile designed for internal PBX calls. It will play the
following voice mail greeting: "Hi, you have reached Mike's
voice mailbox, please drop me a message and | shall call you
back.", the maximum voice mail duration is 5 minutes and
there is a Zero-Out feature configured to call Mike's cellular
phone. This voice mail profile can be saved as "ForPBX" and
its name should be defined in the routing rule responsible for
PBX calls distribution to the local extensions.

Main  Voice Mail Your Dxtension

Voice Mail Settings

Extenslon: 1001

Mazximum mail message duration (min) 5 i

Supplementary Services

@ cpygr

Agk password before granting local access to mail box

¥ Ask password bedore granfing remole access to mal box

Zend welcome message

o Play Vioice Mail help
# Patomabically play messages
Send mails count information message

¥ Sand dataime informaticn message

nd beep & the end of message

Silent VM recording
& Zend new veacemasl notrhenhions e a-mal
E-mai address  astghik_sanasaryan@epygiarm.am
Vence Mail Send notrheation with attachment | =
o Remove Voice Mall un send

Fax Send notification with aftachment

# Hemaowe: | ax on send
Sand new voice message notiications via SMS

Mabile number

ore nobihcation opbiong >>»

Wiics: Ml Indication
# | amp indcahon

o Enable ZesuOul
Rediret calltype | PRX j

00 SPC

Redinect address

# Enable Fux Redirection

Redire

adension 1002 =]
¥ Ausomatic Fax Receiing Mode
¢ Enable Out Of Office
Restore default out of ofice greeting file
Upload new out of office grecting file Choose File | Mo il chasen
Expiration Date and Tine
* Expires in

oet[=] 8 5] [2nafe]

a 180 . [0 [1]

Forwand/Rawind duration {sec) 3 E

Rastore default grasting fila

Upload new greefing fle | Chouse File | No fle chosen

Fig. 11-238: Voice Mail Settings for the Administrator

When the first routing rule is used and the call reaches the extension that has the corresponding voice mail profile, the settings of the ForPSTN voice
mail profile will be activated. For the second routing rule, when the call reaches Mike's voice mailbox, the settings of the ForPBX voice mail profile

will be activated.

The same profile name can be used to create profiles for different extensions. This is useful if the profiles have a similar purpose but differ in certain
user-specific settings, such as voice mail greeting, Zero-Out destination number, new voice mail notification options, and so on. Creating multiple
profiles with the same name gives a wide flexibility to have different voice mail settings activated depending on which extension is called.

Please Note: If an extension does not have a profile specified in a call routing rule or the specified profile name is incorrect, the default Voice Mail

Settings of the extension will be used.

The Voice Mail Profiles page contains a table where all
Voice Mail Profiles for the corresponding extension are
listed. The following functional buttons are available:

Main  Voice Mail Your E: i Si

@cpysi

Profiles for Voice Mail Settings
Extension: 1005

Add Edit Delete Selectall lverse Selection

Profile Name

O | ¥MSHome

O | ¥msofice

Copyright (C) 2003-2011 Epyni Technologies, Lid, Al rights reseved

ary Services
quadiillo225

Fig. 11-239: Voice Mail Profiles page
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should be defined.

Add opens the Add Entry page where a new Profile Name .
.
Main  Voice Mail Your Extension Supplementary Services @ep } 81

Edit opens the Edit Entry page where Voice Mail Profile SUAMITAEES

settings should be defined.

Profiles for Voice Mail Settings - Add Entry

The Voice Mail Profiles - Edit Entry page is used configure Extension: 1005
the profile specific voice mail settings. This page contains '

the following components:
Profile Mame: |WMSHame

Copyright (C)2003-2011 Epyai Technologies, Ld. All rights resenced.

Fig. 11-240: Voice Mail Profiles — Add Entry page

Maximum Mail Message Duration lists the possible values i Wiicanall v B M e Sarkcss (C"lj.\"ﬁi
for maximum mail duration (counted in minutes) during wadil?
which a voice mail will be recorded. The Unlimited selection
allows voice message to be recorded as long as the user's Volce Mall Profiles - Edit Entry
space could hold.

Send new voice message via email is an option to send
new voice mail files via e-mail to the defined recipients. SEmm e smastaga durion (i |5
Mails will be automatically converted to the PCMU (CCITT

Extension: 11

N g [# 5604 new viice messages wa e-mal [ Enatie Zaraoun
u-law, 8 kHz, 8 bit Mono) wave format before being attached
to the e-mail. Checkbox activates the following input options: Ee oy, g Redrectcallyoe [PAK
e Email Address requires the mailing address(s) of the Prosiionr f__| 1 Rediectadaress |
person(s) that should to receive the newly arrived madmum (10| tmes

voice mails on their email accounts. Use a space or a
comma to separate the mailing addresses in the text

[ R Voice

field. [ 3end new voice message noifications via SU3
® The next two fields are used for retransmission of PR TN AT

voice mails via email. Number of times text field Fupe i

requires the maximum number of times the voice mail

will be delivered via email to the recipient within the I

interval (in minutes) defined in the Repeat every text [ S i s gn AAMBEINANS i phon 230

field. If the voice mail is required to be sent only

once, insert "1" in Repeat every text field and "0" in e (o

the Number of times text field. cal 920028500 sgicom SP-igbosrd
e The Voice Mail and Fax dropdown lists allow to

select the email sent options- do not send R =0

notification, send notification without attachment or

send notification with voice or fax attachments. megmm, [k e
® Remove Voice Mail on send removes the voice mail [ Restore defauttNotfeabon Message

from the user mailbox after sending it to the email Upload new Netscanon zssage. Cimemanotheaton wi | fowes

recipient(s).

® Remove Fax On Send removes the fax attachment
from the user mailbox after sending it to the email [ Restors default greeting Nl
recipient(s).

<<= Less nolification cpbons

Uginad new greeting sl |Cimedinigreeang wav |[ frmss |

| Help

L1 At nghis reserved

Fig. 11-241: Voice Mail Profiles — Edit Entry page
Attention: The e-mail can only handle up to 3 minutes long voice mails. If the voice mail is longer than 3 minutes, it will be truncated and only the
first 3 minutes of it will be sent to the indicated e-mail address. However, in the e-mail body the recipient will receive the information that the attached
voice mail is truncated and the total length of the voice mail. Please note that the voice mails longer than 3 minutes will not be removed from the
voice mailbox once they are sent per e-mail even if the Remove Voice Mail on send checkbox is selected. This gives you a possibility to listen to
the ending of the voice mail directly from your voice mailbox (from the handset or by downloading it from the Web management).
Please Note: This service will work only when System Mail is enabled on the QX1000 (see Mail Settings). Contact your system administrator, if you
have problems with voice mail delivery via email.
Send new voice message notification via SMS allows voice mail notification delivery via SMS to the defined mobile number. Checkbox activates
the following input options:

e  Mobile Number text field requires the destination's mobile number.

®  The next two fields are used for retransmission of SMS notifications. The Number of times text field requires the maximum number of
times the notification should be delivered to the recipient within the interval (in minutes) defined in the Repeat every text field. If notification
is required to be sent only once, insert "1" in Repeat every text field and "0" in the Number of times text field.
Please Note: This service will work only when SMS Service is enabled on the QX1000 (see SMS Settings). Contact your system administrator, if
you have problems with voice mail notifications delivery via SMS.
Send new voice message notification via phone call enables the voice mail notification delivery via phone call to the defined phone number. The
checkbox activates the following input options:
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e Call Type drop down list includes the available call types:
PBX - local calls to QX1000 extensions;
SIP - calls through a SIP server;
Auto - for undefined call types. Destination (independent on whether it is a PBX number or SIP address) will be reached through Routing;
Callback - automatic call to the voice mail author. This can be used as notification that the recipient has received the voice mail but has
not yet played it.

e Call To text field requires the destination's phone number depending on the selected call type. For Callback call type, no destination's
phone number is required.

®  The next two fields are used for retransmission of phone notifications. The number of times text field indicates the maximum number of
times the notification should be delivered to the recipient within the interval (in minutes) defined in the Repeat every text field. If the
notification is specified to be sent only once, insert "1" in Repeat every text field and "0" in the Number of times text field. For Callback call
type, the first notification is sent to the voice mail author after the first expiration of the interval defined in the Repeat every text field. For
calls with call type different from Callback, the first notification will be sent immediately.

e Restore default Notification Message restores the default notification message. If the checkbox is selected, the file upload will be
disabled.

e Upload new Notification Message will show the attached notification file selected by the current extension. Please note that a different
notification message can be uploaded in case this service serves as a notification to the extension user (to inform about the new voice mail
received) or if it serves as a notification for the voice mail author to be informed that the message has been received by the QX1000 but is
not yet played by the extension user). The uploaded file needs to be in the PCMU (CCITT u-law, 8 kHz, 8 bit Mono) wave format, otherwise
the system will prevent uploading with the "Invalid audio file, or format is not supported" warning message. The system also prevents
uploading in case not enough space is available on QX1000 for the corresponding extension and gives a "You do not have enough space"
warning.

Browse browses for the notification file that must be in PCMU (CCITT u-law, 8 kHz, 8 bit Mono) wave format.

Download Notification Message appears only if a file has been uploaded previously. The link is used to download the audio file to the PC
and opens the file-chooser window where the saving location can be specified.

® The ZeroOut voice mail feature allows a caller that has reached the called extension's voice mailbox to accelerate the automatic
redirection feature instead of leaving a message in the extension's Voice Mailbox. To activate this feature, the caller should dial 0 digit (see
Feature Codes) during the voice mail greeting which invites the caller to leave a message. The caller will then be automatically transferred
to the destination specified in this page.

Enable ZeroOut checkbox selection enables the ZeroOut feature and activates the following fields to be inserted:

° Redirect Call Type drop down list includes the available call types:
PBX - local calls between QX1000 extensions and the Auto Attendant
SIP - calls through a SIP server
PSTN - calls through the FXO/ISDN
Auto - used for undefined call types. Destination (independent on whether it is a PBX number, SIP address or PSTN number) will be
reached through Routing.
° Redirect Address text field requires the destination address where caller should be automatically forwarded in case of activating the
ZeroOut feature.

Restore Default Greeting File will restore the default greeting file. If the checkbox is selected, the file upload will be disabled.

Upload New Greeting File shows an attached greeting file selected by the current user. The greeting file will be played to a caller party when it is
entering the voice mail system. The uploaded file needs to be in PCMU (CCITT u-law, 8 kHz, 8 bit Mono) wave format, otherwise the system will
prevent uploading and the "Invalid audio file, or format is not supported" warning message will be received. The system also prevents uploading in
case not enough space is available on QX1000 for the corresponding extension. In this situation, the "You do not have enough space" warning will
be received. Optionally, greeting file can be recorded from the phone handset (see Feature Codes).

The Browse button helps to choose the desired greeting file that should be in PCMU (CCITT u-law, 8 kHz, 8 bit Mono) wave format.

Download Greeting File appears only if a file has been previously uploaded. The link is used to download the audio file to the PC and opens the
file-chooser window where the saving location can be specified.

Logout

This option is used to close the session between the user PC and QX1000 and to leave the QX1000 Web Management or to enter the management
with another login. By selecting the Logout button, the startup page will be displayed and the user needs to login again.
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Appendix: PBX Services for QX1000’s Administrator

The following PBX Services are accessible at the dial tone, characterized by beginning with the key °:

Administrator Login

Allows to modify Auto Attendant greeting and menu messages, as well as to manage universal extension messages.

Enabling/disabling the Call Routing rules

006

Allows managing the routing entries in the Call Routing table, i.e. to enable/disable certain dialing rules by dialing key combinations pre-
configured on each routing entry. By dialing 000 you will be required to dial enabler/disabler key to enable or disable the routing
rule(s) correspondingly. Since multiple routing rules may have the same enabler/disabler key combinations (the same key may be used

as enabler for one routing rule, and as disabler for another one), dialing the certain key will affect all pre-configured routing rules.

If the routing record has an authorization enabled on the enabler/disabler key, administrator's password will be required to be inserted
after the key. Once the administrator's password is dialed, system plays a confirmation about the accepted configuration and the state of

the certain routing rule(s) is getting modified.

If administrator's password has been inserted incorrectly for 3 times, no status changes will be applied to any of the routing record(s),
even to those which have no authorization enabled.

Administrator Login menu has the following sub-menus and the management keys:

o

Auto Attendant
Greeting

Dial
AA Number
(in case of
multiple AAs
on the
QX1000)

o

Listen to
Current
AA Greeting

(2]

Record a New
AA Greeting

3]

Restore
Default
AA Greeting

0

Stop
Recording or
Playback

(2]

Auto Attendant
Menu Message

Dial
AA Number
(in case of
multiple AAs on
the QX1000)

o

Listen to AA
Menu Message

(2]

Record a New
AA Menu
Message

Restore Default
AA Menu
Message

0

Stop Recording
or Playback

© @O Administrator’s Login

o

Greeting
Message

o

Listen to
Current

Greeting
Message

(2]

Record a
Universal
Greeting
Message

3]

Restore

System

Default
Greeting
Message

0

Stop
Recording or
Playback
Greeting
Message

(3]

Incoming
Blocking
Message

o

Listen to
Current
Incoming
Blocking
Message

(2]

Record a
Universal
Incoming
Blocking
Message

3]

Restore

System

Default
Incoming
Blocking
Message

o

Stop

Recording or

Playback
Incoming
Blocking
Message

(3]

Universal Extension Messages

o

Outgoing
Blocking
Message

o

Listen to
Current
Outgoing
Blocking
Message

(2]

Record a
Universal
Outgoing
Blocking
Message

3]

Restore
System Default
Outgoing
Blocking
Message

L]

Stop Recording
or Playback
Outgoing
Blocking
Message

© ® Administrator’s Logout

(5]

Your Name

o

Listen to
Current
Name
recorded

(2]

Record a
Universal
Name

3]

Restore

System

Default
Name

0

Stop
Recording or
Playback
Name
Message

Out of Office
Message

o

Listen to
Current
Out of Office
Message

(2]

Record a
Universal
Out of Office
Message

3]

Restore
System
Default
Out of Office
Message

o

Stop
Recording or
Playback
Out of Office
Message

(7
Find
Me/Follow
Me Welcome
Message

o

Listen to
Current
Find
Me/Follow
Me Welcome
Message

(2]

Record a
Universal
Find
Me/Follow
Me Welcome
Message

3]

Restore
System
Default
Find
Me/Follow
Me Welcome
Message

o

Stop
Recording or
Playback
Find
Me/Follow
Me Welcome
Message

000
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Appendix: Conference Services for Moderators and Participants

This chapter describes the feature codes for the Conference Services that enable the moderator and participants to manage call conferences from
the phone.

Conference Services accessible during the conference: Keys

00

Invite Participant

To invite a participant dial *1 + Participant's SIP address (or *1 + Routing Number). Service is available for Moderators only.

Get the number of participants in the conference

000

Plays information about the total number of participants in the conference at the certain moment.

Get the state of recording

000

Plays the state of conference recording (started, stopped or paused).

Lock the conference

Locks the conference. When conference is locked, nobody can dial in any more. 060
Service is available for Moderators only.

Unlock the conference

Unlocks the conference. Now participants are allowed to dial in to the conference. 069
Service is available for Moderators only.

Dial out to all users with dial out settings enabled

Initiates the dial-out to all participants currently inactive in the conference but configured to be dialed out (also those added manually 090
from the handset by moderator). Service is available for Moderators only.

Dial out to all users participant to the conference

Initiates the dial-out to all participants currently inactive in the conference. 099
Service is available for Moderators only.

Next Phone with Video Capability °6®

Shows the next phone with video capability. Also switches from automatic mode to manual one.
Previous Phone with Video Capability 060

Shows the previous phone with video capability. Also switches from automatic mode to manual one.
Automatic Video Switching Mode o@g

With this key combination, the loudest speaking participant is displayed on all video-capable phones. If that participant has no video
capability, a black screen will be displayed.

Start or Resume Conference Recording

000

Service is available for Moderators only.

Pause Conference Recording

000

Service is available for Moderators only.

Stop Conference Recording

000

Service is available for Moderators only.

Request to Speak

With this key combination, a listener requests to speak and a notification hand-up icon is displayed in the Conference Progress table.
The moderator can then switch the particular listener either to speaker or lecture mode. With a speaker permission granted, listener can °®0
speak to the conference along with other participants. With a lecturer permission granted, listener can speak to the conference having all

other participants muted in the conference. This service is available for listener participants only.

Cancel the Request to Speak

With this key combination, listener cancels his request to speak and a notification hand-up icon disappears from the Conference °®9
Progress table. This service is available for listener participants only.
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Mute/Unmute e

With this key combination, any participants in the conference may mute and unmute themselves during the conference.
Please Note: You may accelerate dial out by a pound (#) sign at the end of your dialed number.

Call Codes available in the Auto Attendant:

For external IP calls addressed to the Auto Attendant following key combination is available to access and manipulate within Auto Attendant

services:
Incoming Call to Auto Attendant Key Combination
Conferences Menu - used to access conferences. Conference ID should be dialed here. already in
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Appendix: Extension User's Welcome Page

This welcome page may be helpful, if administrators want to inform their extension users about individual data, they need to use the extensions, such
as phone numbers, phone lines, IP addresses and SIP numbers. To get a word form that may be edited and sent by mail, double-click on the
paperclip sidewise.

Welcome

You are using a QX1000 IP PBX made by Epygi Technologies, Ltd. This product incorporates SIPVoice™
Digital Signal Processing technology to send crystal clear voice around the globe without associated fees for
long distance. But, you will soon learn, it does much more. Your QX1000 IP PBX, The Global Phone
Network in a Box, operates in much the same way as systems with which you are already familiar: a
telephone, a PBX, voice mail, a phone book, et cetera. Beyond that the QX1000 IP PBX provides capabilities
you never believed were accessible in a customer premise telephony product. Soon you will experience the
freedom and power of the QX1000 IP PBX, The Global Phone Network in a Box.

To get started the following information is helpful.

PHONES

Your extension number is <extension number>= and your password is <password=> (optional).

Remember to type OO0 when you pick up your phone receiver to find THE WELCOME SPOT. *0 will take you
directly to voice mail for your extension. *74 will confirm your extension number.

IP

To reach your QX1000 from a network connection inside your office, home or place of utilization, connect a
Web browser to <IP address> (192.168.0.200 is the default IP address).

The email address of your QX1000 System Administrator is <email address>

His phone numbers are <phone numbers>

SIP

Your SIP number (an Internet phone number) is <SIP number=>@sip.epygi.com.

This is a number you can give people to reach you.

The SIP number to reach the Auto Attendant of your local QX1000 is <SIP number=>@sip.epyqgi.com.

Your SIP group link to provide you a phone directory of numbers to call is:

http://www.epyqgi.com/sip/grp_view.php?viewgrp=<groupname=>

The email address of your SIP System Administrator is <email address>
His phone numbers are <phone numbers>
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Appendix: System Default Values

Administrator Settings

Parameter
Admin Settings

QX1000 Hostname

QX1000 Domain Name

LAN IP Address

Regional Settings and Preferences

Emergency and PSTN codes

Uplink Configuration

System Security Management

SIP IDS Settings

IP Routing Configuration

Configuration Management

Event Settings

Time/Date Settings

Mail Settings

SMS Settings

Firmware Update

SNMP Settings

System Logs Settings

Features

System Default Value

Login name -admin
Password - 19

quadrillo

epygi-config.loc

192.168.0.200
Subnet Mask - 255.255.255.0

Locale — US,

TimeZone — Central Time (US&Canada),
Theme — Dynamo,

Choose Theme on Login — disabled.
Emergency Code — empty,

PSTN Access Code - empty.
Interface Type — Ethernet,
Upstream — 1000000,

Downstream — 1000000,

Min Data Rate — 0,

Maximum Transfer Unit —1500

Security Level-Medium

Enable SIP IDS — enabled
Add the IP address into the Blocked IP list in Firewall — enabled
Discard SIP messages from IP address — enabled.

No Routes

Automatically Backup Configuration — disabled.

"Display notification” for all events except Login and Firmware Update events. Those

events have a “Do nothing” action assigned.

Simple Network Time Protocol Server and Client — enabled,
SNTP Server — ntpl.epygi.com,
Polling interval — 6.

System Mail Settings-disabled,

SSL- disabled ,

Enable SMTP Authentication-disabled,
User Name and Password-empty.

Enable SMS Service-disabled

Automatic Firmware Update- Enabled
Upload Firmware:

Server Name — ftp.epygi.com,

Server Port - 21,

Update Method — ftp,

Username — anonymous,

Password — empty,

Check for updates — Check and notify, Every day at 0:00.
Get Firmware From Server:

Firmware URL — empty,

User Name — empty,

Password — empty.

SNMP - disabled.

User Logging — enabled,
Developer Logging — enabled,
Comment — undefined,

3pcc support — No key found,

ACD support — No key found,

Barge In — No key found,
Redundancy- No key found,

DCC Pro Support — No key found,
DCC Basic Support — No key found,
IP Phone support — No key found,
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Parameter

Language Pack

User Rights Management

Redundancy Settings

Extensions Management

Extension Settings — General

Extension Settings — SIP

Extension Settings — SIP Advanced

Extension Settings — Remote

Extension Settings — Call Queue

Extension Settings — Voice Mailbox

Extension Settings — Codecs

Attendant 00 Settings — General

System Default Value

Autodialer Support — No key found,
QCM support — No key found,
Conference Server — No key found,
Video Conferencing — No key found,
Call Recording — No key found.

Default — English,
Current Language Pack — none.

Users — admin (enabled), localadmin (disabled).

Roles — Extension (all accessible pages for extension except for Extension Voice Mail
Profiles), Local Administrators (all accessible pages for localadmin).

GUI Access Password-Old Password (empty), New Password (empty), Confirm
New Password (empty).

Phone Access Password-Old Password (empty), New Password (empty), Confirm
New Password (empty).

Disabled

Extension Length — 4, once applied extensions 00, 1001-2000 appear

Display name — none,

Password — empty,

1001-2000 extensions attached to the IP lines 1-1000,

Kickback — disabled,

Call Relay — disabled,

Login Allowed-disabled,

3pcc/Click2Dial Access Allowed-disabled

Show on Public Directory — disabled,

Percentage of Total Memory for extensions 1001-2000 — 0.08%,
Allow other users to Barge In to this extension — disabled.

For extensions 1001-2000:
Registration username — same as extension number,
Registration password - empty,
SIP server - emty,
SIP Server port — 5060,
SIP Server Registration — disabled.

Authentication User Name — undefined,

Send Keep-alive Messages to Proxy — disabled,
RTP Priority Level — medium,

Do Not use SIP Old Hold Method - disabled,

Outbound Proxy, Secondary SIP Server and Outbound Proxy for Secondary SIP
Server — undefined.

Remote Extension — disabled.

Call Queue —disabled.

Internal Voice Mail for all extensions,
Configuration wizard — activated,
Shared Mailbox — undefined.

For extensions 1001-2000:

Codecs for IP lines - G711u (preferred), G711a, G729a— enabled, G726/32,
G726/16, G726/24, G726/40, iLBC, G.722, G.722.1, TDVC, H.263, H.263+, and
H.264 — disabled,

Out of Band DTMF Transport — enabled,

T.38 FAX — enabled,

Pass Through FAX — enabled,

Pass Through Modem — disabled,

Force Self Codecs Preference for Inbound Calls — disabled,
SRTP Policy — Make unsecure calls, accept anything.

Display name — Attendant,

FAX forwarding — disabled,

Show on Public Directory — enabled,
Percentage of System Memory — 0.08%.
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Parameter

Attendant 00 Settings — Attendant
Scenario

Attendant 00 Settings — SIP

Attendant 00 Settings — SIP
Advanced

Attendant 00 Settings - Codecs

Universal Extension Recordings
Receptionist Management
Extension Directory

Authorized Phones Database

ACD Management

Conference Management and Mail
Default Settings

Call Statistics

SIP Settings

RTP Settings

NAT Traversal Settings

System Default Value

Scenario — default,

Send AA digits to Routing Table — disabled,
Redirection on Timeout — disabled,
ZeroOut — disabled,

Welcome Message — enabled,

Ringing Announcement — disabled,

Welcome Message, Recurring Attendant Prompt and Attendant Ringing
Announcement — default.

Registration username — 00,
Registration password - empty,
SIP server - empty,

SIP Server port — 5060,

SIP Server Registration — disabled.

Same as for extensions.

Codecs — G711u (preferred), G711a, G726/16, G726/24, G726/32, G726/40,
G729a, iLBC — enabled, H.263, H.263+ and H.264 — disabled,

Out of Band DTMF Transport — enabled,

T.38 FAX — enabled,

Pass Through FAX — enabled,

Pass Through Modem — disabled,

Force Self Codecs Preference for Inbound Calls — disabled,
SRTP Policy — Make unsecure calls, accept anything.

Default, Percentage of System Memory — 0.08%.

No entries.

No entries.
No entries.
Undefined.

Feature is disabled by default.

Enable Call Reporting— enabled, 100 entries for all type of calls.
Percentage of Total Memory used for Archive — 0%

Enable Call Statistics Archive Collection — disabled

Call Statistics Archive Structure — Archive by records count

Call Records Count — 50

Time Interval — 10min

Send archive files to external server — Send and delete from archive
File Format —Tab Delimited Text (.log)

UDP and TCP Port — 5060,

TLS Port-empty

Realm — Quadro,

Session Timer — disabled,

DNS Server for SIP — default,
SIP timers — RFC 3261,

Host Aliases for SIP — undefined.

Properties for all Codecs except iLBC, G.722. G.722.1, TDVC :
Packetization -20ms
Silence Suppression -yes
iLBC properties:
Packetization - 30ms
Silence Suppression — yes
G.722. G.722.1, TDVC properties-undefined,
G.726 Standard - ITU-T specification
RTP/RTCP port range - 6000-7199
RTCP Support - disabled
NAT Traversal for SIP — Automatic
SIP and RTP Parameters - Use STUN
SIP TCP Port — 5060
STUN Parameters:
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Parameter

Line Settings

FXO Settings

ISDN Settings

External PSTN Gateways

Gain Control Settings

SIP Tunnel Settings

Call Routing

RADIUS Settings

Voice Mail Common Settings

Dial Timeouts

3PCC Settings

RTP Streaming Channels

Call Recording

Firewall

Filtering Rules

System Default Value

Primary STUN Server - stun.epygi.com
Primary STUN Port — 3478

Secondary STUN Server — undefined
Secondary STUN Port - undefined
Polling Interval: 1 hour

Keep-alive interval: 120 seconds

NAT IP checking interval: 300 seconds
No entries in NAT Exclusion table.

IP Lines Configuration:
Enable PnP for IP lines — enabled,
Enable firmware version control — enabled,
Phones Default Template — systemdefault,
IP Phone Templates — no custom templates,
IP Phone Logo — disabled, no custom logos uploaded,
FXS Gateway Management — undefined,

1-1000 IP Lines attached to 1001-2000 extensions. All IP lines are in inactive
mode.

FXO is not installed

ISDN is not Installed

Use PSTN lines of the other device - disabled,
Authorization Parameters — undefined.

Voice Mail:
Recording Gain: 0
Playback Gain: 0

Enable Tunnels to Slave Devices — disabled,
Tunnels to Slave Devices — no entries,
Enable Tunnels to Master Devices — disabled,
Tunnels to Master Devices — no entries.

Route all incoming SIP calls to Call Routing - disabled

Local Routing table - 3 entries defined for a call to the default Auto Attendant 00, for
calls to PBX, SIP.

Local AAA Table - Authentication by Caller ID-enabled,

Global Speed Dial Directory — undefined.

RADIUS client — disabled.

Voice Mail Recording - G729a,

Email Subject for voice - Voice mail received from $[VM_DISPNAME]
$[VM_USERNAME],

FAX to E-mail format — TIFF.

4 seconds.

Secure Connection — disabled,
Request Timeout — 10,
Feature Key — not added,
Network Port — not opened.

Undefined.

Basic View:
All extensions are disabled.
Advanced View:
Call Type — Auto,
Address-empty,
Recording Type — Always start automatically,
Max Recording Duration — 1 hour,
Recording To — same as extension number
Description — empty.

Firewall - disabled,
Ping Stealth — enabled,

SIP Access (Allowed for all),
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Parameter

DNS Settings

DHCP Server Settings

DHCP Advanced Settings

VLAN Settings

Extension Settings

Parameter

Voice Mail Settings

Group List

Speed Calling

Account Settings

Caller ID Based Services

System Default Value

Management Access (Allowed for all),
No user defined services and IP pool groups.

Nameserver-127.0.0.1

Disabled.

DHCP Options:
Gateways — 192.168.0.200
Subnet mask — 255.255.0.0
Domain name servers — 192.168.0.200
NBT name servers —0.0.0.0
NTP servers — 192.168.0.200
Domain name — epygi-config.loc
Overload tftp server name — 192.168.0.200
DHCP Server Statements:
Authoritative — enabled.
Ping Check — enabled,
Ping timeout — 1 sec.

Undefined.

System Default Value

Maximal mail message duration - 5 min,
Ask password before granting local access to mail box — disabled,
Ask password before granting remote access to mail box — enabled,
Send welcome message — disabled,
Play Voice Mail help — enabled,
Automatically play messages - enabled,
Send mails count information message — disabled,
Send date/time information message — enabled,
Send beep at the end of message — enabled,
Silent VM recording — disabled,
Send new voice messages via e-mail — disabled,
Voice Mail-Send notification with attachment
Remove Voice Mail On Send-disabled
Fax— Send notification with attachment
Remove Fax On Send-disabled
Send new voice message notifications via SMS — disabled,
Send new voice message notifications via phone call — disabled,
Voice Mail Indication:
Lamp indication — enabled for IP lines only,
Tone indication — enabled for FXS lines only,
Ringing indication — disabled,
Zero Out — enabled, Redirect Call Type — PBX, Redirect Address - 00,
FAX Redirection — disabled,
Automatic Fax Receiving Mode — disabled,
Out of Office — disabled,
Forward/rewind duration — 3 seconds,
Greeting message — default,
VM Profiles — undefined.

No entries.

No entries.

Display Name — undefined,

User Password Protection — disabled both for incoming and outgoing calls,
User's Name for Extensions Directory — default,

Custom Voice Messages — default.

No entries in the table.

For Any Callers — all services are disabled,
Call Blocking message files — default,
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Parameter

Basic Services - General

Basic Services - Hold Music

Basic Services - Do Not Disturb

System Default Value

Intercom — Allow Activation on Request,
Activation Signal —Ring Only if Requested.

No answer timeout — 20 sec,
Call Waiting Service — enabled,
Autoredial Interval - 10 sec,
Autoredial Period - 15 min.

Send Hold Music to remote IP party — enabled,
Hold Music — Own Music,
Music file — default.

Disabled, Timeout — 30 min,
Send Message to Caller — enabled.
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Appendix: Moderator's Menus

This Appendix explains all menus that can be accessed and configured by conference moderators. (Applicable if the Conference Server and/or
Video Conferencing feature is activated on the system.)

Conference Moderator’'s Main Page

The Moderator's Main Page can be accessed by clicking on the conference ID link on the Conferences Management page or by logging as a

moderator on the QX1000 login page.

After logging in as a moderator, the page Conference Progress is displayed. Here you may see the active conferences and the participants. From

this page you may also access the settings of the conference to operate and perform actions that are available only to the moderator of each
conference.

Conference Menu

Conference Progress

Activate Conference

Send Notification Mail

Recorded Conferences

Conference Properties Menu

General Settings
Recording Settings
Customization

Participants
Schedule

Main  Conference Conference Properties

Conference Progress
Conference ID: 308

Description:  Discussion of weekly issues

SIP Address: 11207 @sip.epygi.loc:5060

Duratian; 9 min. 27 sec.
Conference Status:  Active Unlocked
Participants:

Recording Disabled

Add Delete Dial Owt Set Speaker Setlistener Lecture Mode Selectall Inverse Selection

Name SIP Address Barticipant Type

[ | Andy'White | 20232@sip.epygi.com | Speaker
[ | Greg Lee 11308@sip.epygiloc | Speaker
[] | Jane Doe | 11248@sip.epygiloc | Listener Only

Copyright (C) 2003-2008 Epyai Technologies, Ltd. All rights resenved

Participant Indication

es
Yes

fes

Participant Status

Active

Mot Active

Active

@cpysi

quadio
Retresh in 18 seconds!

Active FAII- 273

Hested Conference | Request to Speak

Mo
Mo

Mo

Fig. 1I-1: QX1000CS Moderator’'s page
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Conference Menu

Main  Conference Conference Properties @ep‘)’g] Corfeerl:e

Conference Progress Quadroh32x-52
B in 1 seconds!

Activate Conference
Conf send Notification Mail Canference 0: 00
Recorded Conferences Onierence U
Confe
Description:
SIP Address: 7460870@sip.epygiloc5060

Conference Status: Not Active

Participants: Active /AIl-0/4
Name SIP Address [ Tel. Parficipant Dial Participant Hested
v Humber Type out |Iager Indication Conference | Juplication
1 7460111@sip.epyailoc Speaker No Yes Yes No No
2 7460117 @sip.epygi.loc Speaker No Yes Yes No No Rk
3 7460118@sip.epygi.loc Speaker Yes Yes Yes No No
4 7460119@sip.epyailoc Speaker Mo Yes Yes Mo Mo

Copyright C) 20032011 Epygi Tech

Ltd. All rights reserved

Fig. 11-3: Moderator’'s Settings Tree Menu

5

g. II-2: Moderator Settings Dynamo Menu

Conference Progress

) . . Main  Confy Conference Properti 0N
The Conference Progress page displays information about the e e e @f‘P}qum
conference, including the list of participants, and allows Bt n 18 eoan
moderator to manage the conference. Conference Progress

The following read-only data is displayed on this page: Conference ID: 308

Conference ID —the unique ID on the conference.
WELCOME to EPYGI's COMFEREMCE!!

Info Text — displays the text uploaded in the Info File from Description;  Diseussion of weekly issues

Customization page. In the picture illustration on the right side, SIP Address: 11307 @sip.epygilor:S080

the Info Text says “WELCOME to EPYGI's CONFERENCE!!". Duralion:  9min. 27 se.

Description — any descriptive information about the conference Conference Staus. - Artive Unlocked Rerarding Disablzd
(optional).

SIP Address - the SIP address of the conference.
Participants: Active FAIl-273

Duration — the time the current conference is active.

Add Delete Dial Out Set Speaker Setlistener Lecture Mode Selectall Inverse Selection

Conference Status — the conference status (active’ not active Name SIP Address Participant Type | Participant Indication | Participant Status ' Nested Conference | Request to Speak
or waiting). If the conference is active, the information whether [ | Andyiwhite | 20232g@sin epygl com | Speaker ves Active No
the co_nference is Iockeq or not, and the re_cordlng statu_s O | oroglee | 11306@epomaiior | Sacater ves Mot Actie o
(recording started, recording paused and recording stopped) is
also dlsplayed herein [] |Jane Doe | 11248@sip.epygiloc | Listener Only Yes Active No
[ ht (C) 2003-2008 Epyai T. Ltd. Al rights reserved

Fig. 1I-4: Conference Progress Page

The following buttons are available on this page to manage the active conference:

Activate — available for an inactive conference only and used to activate the conference.

Terminate — available for an active conference only and used to terminate the active conference

Lock — available for an active conference only and used to lock the conference. When a conference is locked, no users can connect to it.

Unlock - available for an active conference only and used to unlock the conference.

Start/Resume — available for an active conference only and used to start the recording of the conference or to resume the recording if it was paused.
Pause - available for an active conference only and used to pause the recording of the conference.

Stop - available for an active conference only and used to stop the recording of the conference.

Please Note: Pausing and Resuming the conference recording can be used to edit the recorded conference audio file. When pause/resume
operations are used, conference is recorded in a single file, leaving out the conversation during which conference recording was paused. When
using stop/start operations, new files are created each time conference recording is started. All recorded conferences are listed in the Recorded
Conferences page only after conference recording termination. In case of pause/resume, the recorded file is not terminated. In case of stop/start
recording starts in new file.
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The table of participants on this page lists all preconfigured participants (independent of the conference status), as well as new participants joined
the conference (if still connected to the conference) and those participants added from the handset or GUI (unless the conference is terminated).

For the active conference, the table also displays participants added manually from GUI or from the handset and those participants that called in to
the conference.

The Conference Progress table contains the following information for each participant.
Name - this information is specific to manually added participants only (see below).
SIP Address — indicates the SIP address of the participant.

Participant Type — indicates whether the participant is a speaker or a listener only.

Participant Indication — indicates whether or not a beep indication during the call conference is configured for this participant to be played when he
joins or leaves the conference.

Participant Status — this column is only present for active conferences and indicates the state of the participant (active for participants currently in
the conference, not active for participants not in the conference, and joining for participants currently joining but not yet connected to the conference).

Nested Conference —indicates if the participant acts as a nested conference or not.

Request to Speak - this column is only present for active conferences and indicates whether a listener participant has requested to speak (by dialing
*9 from the handset, see Feature Codes). When a listener participant requests to speak, a hand-up icon appears in this column. Clicking on the hand
icon in this column will grant the speaker permission to the corresponding participant. Participant with the speaker permissions are able to speak to
the conference.

The following functional buttons are present on Conference Progress page to manipulate with the participants in the conference:

Add functional button opens the Add Participant page where a new participant can be manually added to the conference. The Conference
Progress — Add Participant page consists of the following components:

Participant Name requires optional information (first name, last name, @t‘ )\,0.1
nickname etc.) about the participant. Main  Conference Conference Properties } e}

quadro
SIP Address/Tel. number requires the contact phone number (SIP address
or Routing Number) of the participant. This number automatically will be Conference Progress - Add Participant
dialed by the system when the participant is configured to be a Dial Out (see

below) or when a corresponding Conference Code is used (see Conference Conference ID: 308

COdes)' Participant Narne: Jane Doe
The participant's SIP  address should be a combination of SIP Address i Tel number 11248
username@ hostaddress:port (where hostaddress can be an IP address, for
example, 192.168.90.10, or a host name, e.g., sip.epygi.com). The port Participant Type: Listener Only |+
number is optional for the SIP address. If no port is specified, 5060 will be Canfirmation Type: F— 3
used. The range of valid ports is between 1024 and 65536.

[ pial out
Please Note: A direct call will be placed toward a participant’'s SIP address if - _
the corresponding conference is registered on a different SIP server than the [ Participant Indication
participant is registered on, or if the participant is not registered on any SIP [ Mested Conferance

server.
(R Duplicated Participation

The value will be implied as a Routing Number and will be parsed through (e ) [ mak
the Call Routing table if it does not match the SIP URI syntax.
Copyright (C) 2003-2008 Epygi Technologies, Ltd. All rights reserved.

Participant Type list is used to select the type (speaker or listener) of

participant in the conference Fig. 1I-5: Conference Progress — Add Participant Page

Confirmation Type list is used to set the password protection for the participant joining the active conference. Star (*) selection allows the
participant to accept the conference invitation by pressing the * button. Only participants connected to the conference with the moderator password
will be provided with permissions to manipulate the conference.

A group of checkboxes on this page allow configuration of participant specific settings:

e When the Dial Out checkbox is selected, the participant will be automatically dialed out when the conference is activated.
e Participant Indication enables the beep indication during the conference when this participant joins or leaves the conference.
e Nested Conference must be selected if the participant is a Conference itself and enables the correct behavior of conference termination.

e Allow Duplicated Participation checkbox allows multiple participants with the selected Caller ID (calling address) to join the
corresponding conference. This is applicable when different participants are using the same shared number to place a call.

Dial Out functional button is used call one or more inactive participant(s) inviting them to join the conference.
Delete removes the selected participants from the conference.

Set Speaker functional button is used to grant selected participants a speaker's permissions. A participant with speaker permissions is able to speak
to the conference.

Set Listener functional button is used to grant selected participants a listener's permissions. A participant with listener permissions is not able to
speak to the conference and is only a listener.
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Lecture Mode functional button is used to grant selected participants a lecturer's permissions. Both listener and speaker participants can get lecturer
permissions. Enabling lecture mode for a participant will allow him to speak to the conference and will mute all other participants of the conference.

Please Note: Only one participant can act in a lecture mode at the same time.
Select all checks all existing participants in the table.

Inverse selection inverses the current selection (if no records are selected, clicking on inverse selection will check all records).

Activate Conference

This link is used to activate a conference.

Send Notification Mail

This link is used to send an email to the participants notifying them about the start of a conference and inviting them to join. The text of the
notification email is being configured by the administrator.

Recorded Conferences

Conference recording service allows you to record conferences and save them on the system internal or external storage space (depending on the
configuration). To use conference recording service, it should be enabled from the Recording Settings page.

The maximum duration of the recorded conference can be optionally limited from the Recording Settings page.

Conference recording can be manipulated either from the Conference Progress page or from the handset (see Feature Codes). If the Recording
Indication is also enabled from the Recording Settings page, voice announcements will be played in the conference to inform participants that the
conference recording is started, stopped, paused or resumed.

Recorded conferences are stored and are listed in the Recorded Conferences page accessible by the moderator from QX1000 Web Management.

The Recorded Conferences page displays a table where recorded conferences are listed. The recorded conferences can be played and deleted
from this page.

The Recor(_jing free space field displays the free space allocated for the T T Conference Properiies @t‘,p\’%i
corresponding conference. " quadre
The New recordings field displays the number of new recorded

conferences in the recording box. All new recordings are marked in bold. Recorded Conferences

The All recordings field displays the number of all recorded conferences

in the recording box, including new and played recordings. Conference ID: 111

The Check Recordings functional link refreshes the recording box with

any latest recordings (if any). Recording free space: 6 hour 38 min 53 sec

i Check Recordings Newrecordings: 5 Allrecordings: 5
The Recorded Conferences table displays all the recorded conferences
with the following parameters: Delete Selectall Inverse Selection
. e . . Date & Ti A Durati Pla
Date & Time shows the initiation date and time of the recorded aeftime — fd
conference. [] |29-Feh-2008 11:23:53 7 min 20 sec L
Duration shows the duration of the recorded conference (in [ | 27-Feb-2008 15:41:34 59sec &
minutes/seconds). [ |27-Fen-2008 15:30:29 7sec e
Play - by clicking on the speaker sign beside every record in the table, .
. . . . [ |27-Feb-2008 15:28:58 13 sec i
the recorded conference will be played (using the available media
player supported by your Operatinig System). [ |27-Feb-2008 11:44:38 9sec @
The column headings of the Recorded Conferences table are organized
as links. By clicking on the column heading, the table will be sorted by the
selected column. Upon sorting (ascending or descending), arrows will Copyright (C) 2007 Epvai Technalogies, Ltd. Al rights reserved.

appear next to the column heading. Each row in the table of Recorded

. Fig. II-6: Recorded Conference
Conferences can be selected by the checkbox for deletion. 9

To Play a Conference

1. Click on the speaker sign of the corresponding recorded conference.
2. Depending on you browser settings, the .wav file will be played directly or an application will ask you to save the .wav file locally to the PC. If
you need to save the file, please specify the path then run the media file from the specified location.

To Delete a Recorded Conference

1. Select the checkbox of the corresponding record(s) in the Recorded Conferences table that will be deleted. Click on Select all if all records
should be deleted.

2.  Select the Delete button.

3. Confirm the deletion clicking Yes. The selected conference then will be deleted. To abort the deletion and keep the conference on the QX1000
CS, select No.

Inverse Selection inverses the current selection (if no records are selected, clicking on inverse selection will check all records).
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Conference Properties Menu

Main  Conference Conlerence Properties

Confzrence Properfiss (c

Ao
Conference Pri cuss

site 10: 97 Parlicipants
onference 1D Schegule

Conference ID: 300

Descngtion
SIP Agdress: 746087050 e0ygllocs060

Conlerence Stalus.  Nol Adive

Parbcipants: Active /ANI-074
Name SIP Andress | Tel Parmcipant Dind T Pamicipant Hested "
v Humbes Ty i et Indicstion Conference | PUPIEARON » Lot

1 T4E0111@sip.apyplioc Spaaker Ho ez LCH Mo Mo
2 TAGIMT@sipepyplioe | Speaver Mo |ves | ves 1o Mo Bact
3 7460110@sip.epyalioe | Spesker Yes  |Yes | Yes N Mo
4 TAR0110@sip opygite | Speakar Mo |Yes  |Yes Ha Mo

Badk: |__Helo

Fig. II-7: Moderator Setiings Dynamo Menu Fig. 11-8: Moderator’'s Settings Tree Menu

General Settings

Main  Conference Conference Properties @6‘})}’5’1
The General Settings page is used to configure the basic quadrom

conference settings. X
9 General Settings

The page contains the following components: Confarsrice D: 888

Conference ID indicates the unique ID of the conference.

Description Weekly Conference
Description indicates any descriptive information about the Moderator Passward. | esssese Confirm [essssss
conference.
Participant Password:  |sssssss Confitrrn, |essssss

Moderator Password text field requires a password for the
moderator access to the conference. The password inserted here
should be used by the moderator to join the conference. Moderator LI Play Hold Music Lintl Moderatar s Connected
is able to use conference codes during the active call conference [ automatic Speaker Detection

as well as to access conference specific GUI pages and coordinate
the conference (view/change conference properties,
activate/deactivate it, start/stop/resume recording, view conference Calculate the voice energy every 1 sec
statistics). Confirm text field requires the confirmation of the
Moderator Password. Error appears if the password inserted in the
Confirm text field does not match the one inserted in the [ Leave Active
Moderator Password text field.

Max Duration {minute); |30

Calculate the voice energy for the last 3 380

Switch to new Video Source if energy diference is rore than |6 lilz}

[ ciose the Conference if Moderatar did notjoinin |3 minutes
Participant Password can be entered to require a password for [#] ¢lose the conference if anly one participant is connected
participant access to the conference. It has to be entered twice for (2] Flay nofification before Canference clase ; -

confirmation. The password entered here should be used by the
participant to join the conference. The participant can participate in
the conference only according to the rights (speaker or listener)  |ceeyiant(c)2003-2011 Epyai Teshnologies, Lta. Al rights reserved

granted by the moderator.

Fig. 11-9: General Settings Page
Max. Duration sets the conference to be limited to a maximum duration (in minutes). Leave the field empty for unlimited conference duration.
With the Play Hold Music Until Moderator is Connected checkbox selected, participants connected to the conference will listen to the hold music
unless moderator will join the conference.
Automatic Speaker Detection checkbox enables the automatic detection of the loudest participant in the conference (the current speaker) and
switching the video on all of the video conferencing phones in automatic mode to the video from that participant. Initially, when the user joins a

conference with Automatic Speaker Detection checkbox enabled, his video phone works in automatic mode. Dialing 060 or 660 feature
codes will switch the phone to manual mode, displaying the video of the next or previous participant correspondingly. When the phone is in manual
mode, it will not switch automatically to display the loudest participant, but it will show the video of the same participant until next time when °e®
or 660 is being pressed. Entering the 669 feature code will switch the phone back to automatic mode.
For making the video source switching decision in automatic mode, the video conferencing uses the values of the following parameters:

e  Calculate the voice energy for the last [ ] sec.

®  Calculate the voice energy every [ ] sec.

®  Switch to new Video Source if energy difference is more than [] dB.

For example, if the values of the parameters are 3, 1 and 6 (default values) correspondingly, the Conference Server will calculate every one second
the average voice energy of each participant during the last three seconds. Then the largest calculated value will be compared to the average voice
energy of the participant providing currently the video for all phones in automatic mode. If the difference between energies is more than 6dB then the
Conference Server will switch the video to a new source having the largest voice energy.
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Leave Active checkbox will keep conference active, even if all participants have left it.

Close the Conference if Moderator did not join in - the idea of including this parameter is as follows:

If the conference is activated by one of the existing ways and the moderator does not join the conference within the first X minutes then the
conference will be closed by the system. No message will be played to the joined users in this case. The conference will be closed in one of the
following cases:

e The conference is activated by a schedule, and the moderator did not join within the first X minutes after activation. The only method of
distinguishing the moderator from the other participants is the moderator's password. If the user entered the moderator's password during
the joining process then he/she is a moderator. There are no other means of distinguishing the moderator from the regular participant.

e The conference is activated by a participant when dialing in, and the Activate On Dial In checkbox is enabled for that conference. During
the joining process, the participant either did not enter any password or entered a regular participant's password. In this case, the same as
above, if the moderator did not join the conference within the first X minutes entering moderator's password, the conference will be closed.

e The conference is activated by a moderator from GUI. In this case, even though the moderator activated the conference and did not join
within the first X minutes, the conference will be closed. In all the above mentioned cases, the conference will be closed regardless of the
number of regular participants already joined.

Close the conference if only one participant is connected - if enabled, then the conference will be closed as soon as there is only one participant
connected to the conference, after the moderator left the conference. If the moderator did not join yet (during the first X minutes as described above),
the conference will stay active even if there is only one participant connected yet. If the moderator is the only participant connected to conference
then it will stay active.

Play notification before Conference close. When the Max Duration (M) of the conference is reached (see Instant Conferencing Settings), the
system will close the conference and M minutes before closing the conference the system will play the warning message to all participants.

Recording Settings

The settings on this page are addressed to the conference recording configuration, enabling conference recording, defining the recording memory
allocation (internal or external storage), etc.

. . . 707
The Recording Settings page offers the following components: Main  Conference Conference Properties @ep} Ol

quadro
The Enable Recording checkbox enables an option to be used for
active conferences to perform the online recordings. With this . .
checkbox selected, a group of radio buttons is activated to select Recording Settings
the storage for the recorded conference audio files.

. . Conference ID: 308
e Use Internal Storage switches the location used to store the

recorded conference audio files to the system internal memory.

Max Recording Time requires the maximum duration (in [YIEnable Recording
minutes) of one recording to be done. If the conference
recording has been paused and resumed again, the Max ® Use Internal Storage Max Recording Time (miny: |16

Recording Time value will indicate the actual recorded time.
Leave this field empty not to limit the duration of the
conference recording.

O Use External Storage Recording SIP Address:

e Use External Storage switches the location used to store the
recorded conference audio files to an external destination, (4] Recarding Indication
which can be any device or application that has audio
recording capabilities. The SIP Address of the remote
destination where the recorded conference will be stored is [ save | [ Back
required to be defined for this selection. Optionally, the SIP
address of a user can be inserted here. In this case, the
conference will be recorded to the private mailbox of the user Fig. II-10: Recording Settings page
or will be directly played to him if he answers the incoming call.

Recording Indication selection enables voice announcements played in the conference to inform participants that the conference recording is
started, stopped, paused or resumed.

When the Start Recording Automatically checkbox is selected, the conference recording will start automatically as soon as the corresponding
conference is activated.

[ start Recarding Autamatically

Copyright (C) 2003-2002 Epyai Technologies, Lid. All rights resenved.

Customization

The Customization page is used to manage the voice prompts played during an active conference. The page offers the following options:
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When the Play First in Conference message checkbox is e Conference Properties @ep Vgl
selected, the system will play a “You are the first participant in the quadre
conference” notification message informing you that no more

participants are yet connected. Customization

Welcome Message parameters group allows updating the active

conference welcome message (played once a user is connected Conference ID: 308

to the conference), downloading it to the PC or removing the

custom welcome message. The group offers the following [ Play First in Gonference message

components:

Welcome Message
Upload new welcome message indicates the file name used to Upload new Welcome Message
upload a new welcome message. The uploaded file needs to be in i
PCMU wave format, otherwise the system will prevent uploading it DiMediatwelocome wa
and the “Invalid audio file, or format is not supported” warning Hold Music File

message will appear. The system also prevents uploading if there
is not enough memory available for the corresponding conference

Upload new Hold Music file

and the “You do not have enough space” warning message will D edizihold.way

appear. Info File

Browse opens the file chooser window to browse for a new Upioad nfo file

welcome message file. D:\Docstinfo_text td

The Download Welcome Message and Remove Welcome Remove Info file

Message links appear only if a file ha_s be_‘en uploaded previously. [ sawe | [ Back |
The Download Welcome Message link is used to download the

message file to the PC and opens the file-chooser window where Copyright (C) 2003-200% Epvai Technologies, Ltd. All rights reserved.

the saving location may be specified. The Remove Welcome

A . Fig. 1I-11: System Messages page
Message link is used to restore the default welcome message.

Hold Music File parameters group allows updating the hold music (played when you are alone in the conference), downloading it to the PC or
removing the custom welcome message. The group offers the following components:

Upload new hold music file indicates the file name used to upload a new hold music file. The uploaded file needs to be in PCMU wave format,
otherwise the system will prevent uploading it and the “Invalid audio file, or format is not supported” warning message will appear. The system also
prevents uploading if there is not enough memory available for the corresponding conference and the “You do not have enough space” warning
message will appear.

Browse opens the file chooser window to browse for a new hold music file.

The Download Hold Music File and Remove Hold Music File links appear only if a file has been uploaded previously. The Download Hold Music
File link is used to download the hold music file to the PC and opens the file-chooser window where the saving location may be specified. The
Remove Hold Music File link is used to restore the default hold music.

Info File parameters group allows you to upload a text file with some conference related announcement, advertisement or any other information to
be displayed on the Conference Progress page. The group offers the following components:

Upload Info file indicates the information file name. The system will display the file content exactly in the way it is formatted in the file. It is
recommended to use a *.txt formatted plain text file. The uploaded file should not exceed the size of 2000 bytes. The system also prevents uploading
if there is not enough memory available for the corresponding conference and the “You do not have enough space” warning message will appear.

Browse opens the file chooser window to browse for an information file.
The Remove Info File link appears only when a file has been previously uploaded and is used to remove the uploaded information file.

Participants

This page allows to configure participants of the conference as well as to adjust settings of the participants dialed out during the conference or
independently connected to the conference.
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The New Participants Configuration moves to the page .
where the settings of participants independently dialed Main  Conference Conference Properties @epyg]
in to the conference can be configured. Once the new s
participant  connects the conference, he will
automatically appear in the Conference Progress table
on this page and remain there unless disconnected from Conference ID: 870
the conference.

Participants

MNew Participants Configuration

The Handset Added Participants Configuration moves to St
the page where the settings of participants dialed out Registered Participants:
from the handset by the moderator during the active Add Edi Delete Selectall lverse Selection

H SIP Address | Tel. Participant | Video . = Participant | Confirmation Nested - Mail
conf_e_rence can be configured. Once a handset adde_d Hame e DOt | ioees. | Dial Out | Trigger e Tolon | este . Duplication | , HAF
participant connects the conference, he will
automatically be added to the Conference Progress O |7 74oniti@sipepgiioc Spesker |Yes  |Mo  [Ves | Yes Starc?) No o
table on this page and remain there unless the O |2 | 7460117@sipepygiloc Spesker | Yes | No Yes | Yes Star(*) No No
Conference IS termmated' 2 T460112@sip.epygiloc Speaker Yes Yes Yes Yes Star(*) No Mo
The table on this page lists all preconfigured [1|4  7460119@sipepygiioc Speaker |Yes  |No  |Ves  Yes star(’) No No

participants, allows to add new participants and to T ((Hep ]
modify the settings of the exiting ones.

Copyright (C) 2003-2011 Epygi Te

=5, Ltd. Al rights reserved

Please Note: By default, no participant is able to make

video calls. Administrator should set one of the following Fig. Il-12: Participants Page
checkboxes to enable the video capability of the
participant:

e Allow Video checkbox from the Participants - Add Entry GUI page (see Fig. II-13).
° New Participant Can Make Video Call checkbox from the New Participants Configuration GUI page (see Fig. 11-15).
e Allow Video checkbox from the Handset Added Participants Configuration GUI page (see Fig. 11-16).

Add opens an Add Entry page where new participants can be

; e
add(_ed to the _cpnferencg. The following parameters are needed to [ e — Conference Properiios @ep} g]
configure participant settings:

QuadrohM 3252
Participant Name requires optional information (first name, last
name, nickname, etc.) about the participant. Participants - Add Entry
SIP Address/Tel. number requires the contact phone number (SIP

address or Routing Number) of the participant. This number
automatically will be dialed by the system when the participant is

Conference ID: 870

. . X Participant Mame: John Smith
configured to be a Dial Out (see below) or when a corresponding
Conference Code is used (see Conference Codes). SIP Address / Tel. Number: |11369@sip.epygiloc
The participant's SIP address should be a combination of Mail Address:
username@ hostaddress:port (where hostaddress can be an IP
address, for example, 192.168.90.10, or a host name, e.g., Participant Type: Speaker v
sip.epygi.com). The port number is optional for the SIP address. If )
no port is specified, 5060 will be used. The range of valid ports is Confirmation Type. Star?) v

between 1024 and 65536. P

Please Note: A direct call will be placed toward a participant's SIP
address if the corresponding conference is registered on a different
SIP server than the participant is registered on, or if the participant [ Activate On Dial In
is not registered on any SIP server.

[ pial out

DParticipantIndication
The value will be implied as a Routing Number and will be parsed 0
through the Call Routing table if it does not match the SIP URI Nested Conference
syntax. [J Allow Duplicated Participation

Email Address requires the email address of the participant. Save Back [ rep ]
Conference related notifications (configured from the Schedule [ ] [ -

page or using the Send Notification Mail option) will be sent |=ePviaht (£} 20022011 Eovai Technolegies, Lid. All rights reserved.
automatically to this address. This field is not available on this page Fig. II-13: Participants - Add Entry Page
when it is reached from the Conference Progress page.

Participant Type list is used to select the type (speaker or listener) of the participant in the conference.

Confirmation Type list is used to set the password protection for the participant joining the active conference. Star (*) selection allows the

participant to accept the conference invitation by pressing the * button. Only participants connected to the conference with the moderator password
will be provided with the permissions to manipulate the conference.

Please Note: Confirmation Type should be selected to “none” when the Participant Type is listener.

A group of checkboxes on this page allow configuration of participant specific settings:

e Allow Video checkbox will allow participant to join the video conference. This checkbox is not available on this page when it is reached from
the Conference Progress page.
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e When the Dial Out checkbox is selected, the participant will be automatically dialed out when the conference is activated.

e Activate On Dial In automatically activates the conference when this participant joins the conference call. This checkbox is not available on this
page when it is reached from the Conference Progress page.

e Participant Indication enables the beep indication during the conference when this participant joins or leaves the conference.
e Nested Conference should be selected if the participant is a Conference itself and enables the correct behavior of conference termination.

e Allow Duplicated Participation checkbox allows multiple participants with the selected Caller ID (calling address) to join the corresponding
conference. This is applicable when different participants are using the same shared number to place a call.

The Edit functional button provides a possibility of editing multiple .
participants at the same time. A Select to modify fields checkbox Main  Conference Conference Properties @ep}-’gl
alongside the fields to be modified needs to be selected to submit
changes, otherwise the fields will not be updated.

QuadroM3zZx-52

Participants - Edit Entry

Conference ID: 870

Participant Hame: 3

SIP Address / Tel. Number. |7460118@sip.epygi.loc
Mail Address:

Participant Type: Speaker o
Confirmation Type: Star(*) b

] Allow video

[ pial out

[ Activate On Dial In

F'articipantlnclication

I nested Conference

] anow Duplicated Participation

.

Copyright (G} 2003-2011 Epvai Technologies, Lid. All rights reserved.

Fig. 11-14: Participants — Multi-Edit Entry Page

New Participants Configuration

This page is used to configure settings of participants independently dialed in to the conference. Once the new participant connects the conference,
he will automatically appear in the Conference Progress table and remain there unless disconnected from the conference.

Main  Conference Conference Properties

The page consists of the following components: ]
G :epvgl

Selecting the New Participant Allowed to Join checkbox will allow
new users to connect the conference by simply dialing in (no
previous registration in Participants table is needed). If this checkbox
is selected, the following settings should be provided:

QuadroM32x-52

New Participants Configuration

L . . . Conference ID: 870
Max New Participant Count text field requires the maximum

number of new users allowed to connect to the conference. Leave ¥l New Participant Allowed Ta Join

this field empty to allow unlimited nhumber of new users connecting

the conference. Max Mew Participant Count: 16

New Participant Type drop down list is used to select the state New Participant Type: Spesker &
(speaker or listener only) of the new participants connected to the Mew Participant Confirmation Type: | Password v
conference.

Mew Participant Can Make Video Call
Selecting the New Participant Can Make Video Call checkbox will o )

.. . . NewF'artlupantCan.ActlvateThe Conference
allow participant to join the video conference.

L. ) ) o [l Conference Inactive Until Moderator Login '
New Participant Confirmation Type drop down list is used to select

_ - - -
whether the conference is password protected for the new users or [ New Pariicipant Indication

not.
Selecting the New Participant Can Activate Conference checkbox T . : ) i
will allow new users to activate the conference. 1 - With this option enabled, participants will not be able to join the conference until the

moderator has logged in. "New Participant Confirmation Type" field should also be set to
"Password” to enable this option
Copyright (C) 2002-2011 Epyai Technsl

When Conference Inactive Until Moderator Login option is
enabled, participants will not be able to join the conference until the
moderator has logged in. New Participant Confirmation Type field Fig. 1I-15: New Participants Configuration Page
should also be set to Password to enable this option.

iss, Ltd. All rights reserved.

Selecting the New Participant Indication checkbox will enable a beep indication during the active conference when a new user joins or leaves the
conference.
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Handset Added Participants Configuration

This page is used to configure the settings of participants dialed out from the handset by the moderator during the active conference. Once the
handset added participant connects the conference, he will automatically appear in the Conference Progress table and remain there unless the
conference is terminated. This will allow the handset dialed participant to hang up and dial in to the corresponding conference again while it is active.

The page consists of the following components:

Participant Type drop down list is used to select the state (speaker or listener only) of the handset added participants connected to the conference.

Confirmation Type drop down list is used to select whether the conference is password protected for the handset added users or not. When Star (*)
selection is chosen, the handset added user should accept the conference invitation by pressing the * button.

Selecting the Allow Video checkbox will allow participant to join the
video conference.

Selecting the Participant Indication checkbox will enable a beep
indication during the active conference when a handset added user
joins or leaves the conference.

The Allow Duplicated Participation checkbox selection allows
several instances of callers with the same handset added number
(caller address) to join the corresponding conference at the same time.
This option may be used to allow users from the same network (with
the same caller address), like PSTN network, to reach the conference.

Schedule

The Schedule page is used to configure and manage the conference
scheduling rules, so that a conference can be automatically activated
on the date and time. The Scheduling service may also be configured
to send invitation emails to the participants asking them to join the
conference or informing about a new conference.

The Conference Schedule page offers a table that lists all scheduling
rules configured for the corresponding conference. When a scheduled
conference is activated, all participants with dial-out option enabled will
be dialed.

@ cpygi

QuadrolM3Zx-52

Main Conference Conference Properties

Handset Added Participants Configuration

Conference ID: 870

Farticipant Type: Speaker =

Confirmation Type: | Star(™) o~
] Allow video
[l Participant Indication

[ allow Duplicated Participation

Back

[ Save ] [

Copyright {C) 2002-2011 Epygi Technologies, Lid. All rights reserved.

Fig. 11-16: New Participants Configuration Page

Main Confarence Confarence Properties

Schedule
Conference ID: 308

Select all linver se Selection

Add Edit Dl

Rats TN
[ | vweeky Frigay EERET
1 | Annusiy January 25 06:05
[Z] anonw Participants ta dain 5 |~ rmins Before Conference Activation
=] Send mail - [15 mins before Conference Activation

Send Mail on Dehalf of.  GQuadrob32x

[ Save | [ Back | [ Hein ]

& Pyl e (63 2002000 Loval Technoloalss. Lid. Al dahts resenied

Fig. 11-17: Schedule Page

Clicking the Add button takes you to the Add Entry page where new scheduling rule can be configured. This page offers the following components:
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A group of radio buttons that are used for selecting the frequency of
the scheduled conference:

® Once - the calendar date (month, day, year) should be
specified for this option.

° Daily

e  Weekly — weekdays when scheduling out to be activates
should be selected for this option. Use Select All and Select
None to select or deselect all weekdays.

° Monthly - the calendar day should be selected for this
option.

e Annually — the calendar day and the month should be
selected for this option.

In the Time text fields, the time of the scheduled conference activation
should be defined. The time selected in these fields will be considered
according to the system date and time settings.

The Allow Participants to join conference before Conference
Activation checkbox selection allows participants to dial in to the
conference before conference activation. During this period,
participants will be able to communicate with each other. However, this
does not mean that the conference is activated; the participants will be
dialed out (if any) and the recording will start (if configured) only after
the configured scheduled time comes.

Main  Conference

Schedule - Add Entry

Conference ID: 308

Conference Properties

@cpysi

quadre

O once Date

O Daily

@ weekly | [Jsunday [ Thursday
I Manday Friday
DTuesday O Saturday
DWednesday
Select All Select Mone

O montty | pay

(@] Annually | pate

Time |06 I

Fig. 11-18: Schedule — Add Entry page

The Send Mail before Conference Activation checkbox enables email notification delivery to the participants before the conference activation. The
text field requires the timeout (in minutes) before the conference activation when the email notifications to the conference participants with Email
Address configured from the Add Participants page should be delivered. This option is only valid if the Email Address is configured for the

participant.

The Send Mail on behalf of text field requires an email address or a conditional name related to the conference to be transmitted in the From field

of the email notifications.
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EPYGI TECHNOLOGIES, LTD.
Software License Agreement

THIS IS A CONTRACT.
CAREFULLY READ ALL THE TERMS AND CONDITIONS CONTAINED IN THIS AGREEMENT.
USE OF THE QX1000 HARDWARE AND OPERATIONAL SOFTWARE PROGRAM INDICATES
YOUR ACCEPTANCE OF THESE TERMS AND CONDITIONS. IF YOU DO NOT AGREE TO
THESE TERMS AND CONDITIONS, YOU MAY NOT USE THE HARDWARE OR SOFTWARE.

1. License. Epygi Technologies, Ltd. (the "Licensor"), hereby grants to you a non-exclusive right to use the QX1000 Operational Software
program, the documentation for the software and such revisions for the software and documentation as the Licensor may make available to you
from time to time (collectively, the "Licensed Materials"). You may use the Licensed Materials only in connection with your operation of your
QX1000. You may not use, copy, modify or transfer the Licensed Materials, in whole or in part, except as expressly provided for by this
Agreement.

2. Ownership. By paying the purchase price for the Licensed Materials, you are entitled to use the Licensed Materials according to the terms of
this Agreement. The Licensor, however, retains sole and exclusive title to, and ownership of, the Licensed Materials, regardless of the form or
media in or on which the original Licensed Materials and other copies may exist. You acknowledge that the Licensed Materials are not your
property and understand that any and all use and/or the transfer of the Licensed Materials is subject to the terms of this Agreement.

3. Term. This license is effective until terminated. This license will terminate if you fail to comply with any terms or conditions of this Agreement or
you transfer possession of the Licensed Materials to a third party in violation of this Agreement. You agree that upon such termination, you will
return the Licensed Materials to the Licensor, at its request.

4.  No Unauthorized Copying or Modification. The Licensed Materials are copyrighted and contain proprietary information and trade secrets of
the Licensor. Unauthorized copying, modification or reproduction of the Licensed Materials is expressly forbidden. Further, you may not reverse
engineer, decompile, disassemble or electronically transfer the Licensed Materials, or translate the Licensed Materials into another language
under penalty of law.

5. Transfer. You may sell your license rights in the Licensed Materials to another party that also acquires your QX1000 or any Quadro SIP
Gateway product. If you sell your license rights in the Licensed Materials you must at the same time transfer the documentation to the acquirer.
Also, you cannot sell your license rights in the Licensed Materials to another party unless that party also agrees to the terms and conditions of
this Agreement. Except as expressly permitted by this section, you may not transfer the Licensed Materials to a third party.

6. Protection And Security. Except as permitted under Section 5 of this Agreement, you agree not to deliver or otherwise make available the
Licensed Materials or any part thereof to any person other than the Licensor or its employees, without the prior written consent of the Licensor.
You agree to use your best efforts and take all reasonable steps to safeguard the Licensed Materials to ensure that no unauthorized person
shall have access thereto and that no unauthorized copy, publication, disclosure or distribution thereof, in whole or in part, in any form, shall be
made.

7. Limited Warranty. The only warranty the Licensor makes to you in connection with this license is that the media on which the Licensed
Materials are recorded will be free from defects in materials and workmanship under normal use for a period of one (1) year from the date of
purchase (the "Warranty Period"). If you determine within the Warranty Period that the media on which the Licensed Materials are recorded are
defective, the Licensor will replace the media without charge, as long as the original media are returned to the Licensor, with satisfactory proof
of purchase and date of purchase, within the Warranty Period. This warranty is limited to you as the licensee and is not transferable. The
foregoing warranty does not extend to any Licensed Materials that have been damaged as a result of accident, misuse or abuse.

EXCEPT FOR THE LIMITED WARRANTY DESCRIBED ABOVE, THE LICENSED MATERIALS ARE PROVIDED ON AN "AS IS" BASIS.
EXCEPT AS DESCRIBED ABOVE, THE LICENSOR MAKES NO REPRESENTATIONS OR WARRANTIES THAT THE LICENSED
MATERIALS ARE, OR WILL BE, FREE FROM ERRORS, DEFECTS, OMISSIONS, INACCURACIES, FAILURES, DELAYS OR
INTERRUPTIONS INCLUDING, WITHOUT LIMITATION, TO ANY IMPLIED WARRANTIES OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE, LACK OF VIRUSES AND ACCURACY OR COMPLETENESS OF RESPONSES, CORRESPONDENCE TO
DESCRIPTION OR NON-INFRINGEMENT. THE ENTIRE RISK ARISING OUT OF THE USE OR PERFORMANCE OF THE LICENSED
MATERIALS REMAINS WITH YOU.

8. LIMITATION OF LIABILITY AND REMEDIES. IN NO EVENT SHALL THE LICENSOR OR ANY OTHER PARTY WHO HAS BEEN INVOLVED
IN THE CREATION, PRODUCTION OR DELIVERY OF THE LICENSED MATERIALS BE LIABLE FOR ANY CONSEQUENTIAL,
INCIDENTAL, DIRECT, INDIRECT, SPECIAL, PUNITIVE OR OTHER DAMAGES, INCLUDING, WITHOUT LIMITATION, LOSS OF DATA,
LOSS OF BUSINESS PROFITS, BUSINESS INTERRUPTION, LOSS OF BUSINESS INFORMATION, OR OTHER PECUNIARY LOSS,
ARISING OUT OF THE USE OF OR INABILITY TO USE THE LICENSED MATERIALS, EVEN IF THE LICENSOR OR SUCH OTHER PARTY
HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. YOU AGREE THAT YOUR EXCLUSIVE REMEDIES, AND THE
LICENSOR'S OR SUCH OTHER PARTY'S ENTIRE LIABILITY WITH RESPECT TO THE LICENSED MATERIALS, SHALL BE AS SET
FORTH HEREIN, AND IN NO EVENT SHALL THE LICENSOR'S OR SUCH OTHER PARTY'S LIABILITY FOR ANY DAMAGES OR LOSS TO
YOU EXCEED THE LICENSE FEE PAID FOR THE LICENSE MATERIALS.

The foregoing limitation, exclusion and disclaimers apply to the maximum extent permitted by applicable law.
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9.

10.

11.

12.

13.

14.

Compliance With Laws. You may not use the Licensed Materials for any illegal purpose or in any manner that violates applicable domestic or
foreign law. You are responsible for compliance with all domestic and foreign laws governing Voice over Internet Protocol (VolP) calls.

U.S. Government Restricted Rights. The Licensed Materials are provided with RESTRICTED RIGHTS. Use, duplication or disclosure by the
Government is subject to restrictions as set forth in subparagraphs (c)(1) and (2) of the Commercial Computer Software—Restricted Rights
clause at 48 C.F.R. section 52.227-19, or subparagraph (c)(1)(ii) of the Rights in Technical Data and Computer Software clause at DFARS
252.227.7013, as applicable.

Entire Agreement. It is understood that this Agreement, along with the QX1000 Installation Guide and User's Manual, constitute the complete
and exclusive agreement between you and the Licensor and supersede any proposal or prior agreement or license, oral or written, and any
other communications related to the subject matter hereof. If one or more of the provisions of this Agreement is found to be illegal or
unenforceable, this Agreement shall not be rendered inoperative but the remaining provisions shall continue in full force and effect.

No Waiver. Failure by either you or the Licensor to enforce any of the provisions of this Agreement or any rights with respect hereto shall in no
way be considered to be a waiver of such provisions or rights, or to in any way affect the validity of this Agreement. If one or more of the
provisions contained in this Agreement are found to be invalid or unenforceable in any respect, the validity and enforceability of the remaining
provisions shall not be affected.

Governing Law. This Agreement shall be governed by and construed in accordance with the laws of the state of Texas, without regard to
choice of law provisions that would cause the application of the law of another jurisdiction.

Attorneys' Fees. In the event of any litigation or other dispute arising as a result of or by reason of this Agreement, the prevailing party in any
such litigation or other dispute shall be entitled to, in addition to any other damages assessed, its reasonable attorneys’ fees, and all other costs
and expenses incurred in connection with settling or resolving such dispute.

If you have any questions about this Agreement, please write to Epygi at 6900 North Dallas Parkway, Suite 850, Plano, Texas 75024 or call
Epygi at (972) 692-1166.
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