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About this Administrator's Guide

The Quadro Manual is divided into three parts:

e Manual-I: Installation Guide gives step-by-step instructions to provision the QuadroM IP PBX and configure the phone extensions with the Epygi
SIP Server. After successfully configuring the QuadroM IP PBX, users will be able to make SIP phone calls to remote Quadro devices, make
local calls to the PSTN and access the Internet from devices connected to the LAN.

e Manual-1l: Administrator's Guide explains all Quadro management menus available for administrators only. It includes a list of all System
Default Values.

e Manual-1ll: Extension User's Guide explains all Quadro management menus available for extension users. A list of all call codes can be found
there, too.

This guide contains many example screen illustrations. Since QuadroM IP PBXs offer a wide variety of features and functionality, the example
screens shown may not appear exactly the same for your particular QuadroM IP PBX as they appear in this manual. The example screens are for
illustrative and explanatory purposes, and should not be construed to represent your own unigue environment.

Quadro’s Graphical Interface describes to the Quadro's graphical user interface and explains all recurrent buttons.

Administrator's Menus explains the Administrator's management pages according to the menu structure shown on the main page of the Quadro
management.

Administrator's Additional Features explains some input-options for administrators only that may be selected from the extension user's main
page.
Appendix: PBX Services for Quadro’s Administrator explains PBX features for administrator accessible from the handset.

Appendix: Extension User's Welcome Page includes a form that allows the administrator to inform his extension user with all individually needed
addresses and phone numbers.

Appendix: System Default Values lists all factory defaults.

Appendix: Moderator's Menus explains all menus that can be accessed and configured by conference moderators. (Applicable if the Conference
Server and/or the Video Conferencing features are activated on the system.)

Appendix: Software License Agreement includes the contract for using Quadro's hardware and software.

QuadroM32x/8L/26x/12Li/26xi; (SW Version 5.3.x) 5
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Quadro’s Graphical Interface

Administrator’s Main Page

When the administrator logs in, the QuadroM Management page is displayed with a table of active calls (including information about call peers, call
duration and start time) at the startup. The number of total active calls is displayed above the table. The button Terminate next to each active call is
used to terminate the corresponding call. The Start Recording button next to each active call (except for calls to Auto Attendant) is used to manually
start the recording of the corresponding call. Once the call recording is started, the button changes to Stop now used to manually stop the call
recording. The call recording can be restarted again if needed.

@cpysi

QuadroM22x-52
Befrazh in 584 seconds!

Main System Users Conferences Telephony Internet Uplink Metwork

QuadroM32x Management

Active Calls

Call Start Time | Call Duration | Calling Phone | Called Phone

Mo items in list.

Booe losder: 5.2.22/Relea=e
Firmware Version: 5.Z.3852/Helea=e

Users currently logged in:
- admin from 1592.168_70.11, expires 1€:15
- admin from 192_168_74.161, expires 16:15

Internet connection status: static IP
Please check your pending events!
Copyright (C) 2002-2011 Epyai Technolo

ies, Ltd. All rights reserved.

Fig. II: 1: QuadroM Management

Here the administrator may access the following settings and perform the actions:

By clicking on System, Users, Telephony, Internet Uplink or Network the administrator may access the following settings in each respective
category and perform actions specific to each category.

The Install Checklist option in the Main Menu opens a page that lists the most useful actions and the corresponding hyperlinks for the Quadro’s
initial setup and configuration procedure. From this page you can be linked to the appropriate pages where the corresponding configuration can be
done. Here, you can also save your progress of Quadro’s setup by selecting the corresponding action’s checkbox and pressing Save.

System Menu Telephony Menu Internet Uplink Menu
Users Menu e Call Statistics e PPP/PPTP Settings

Administrator’s Menus

e System Configuration Wizard -
e Internet Configuration Wizard ° ExtenS|.on§ Management ® SIP Settings e VPN Configuration
e System Security Management ° Recept.lomst Manaqement ® RTP Settings e Dynamic DNS Settings
e Status ® Extensions Directory e NAT Traversal Settings e Firewall and NAT
N mnnq Confiquration e Authorized Phones Database e Line Settings e Filtering Rules
e Configuration Management ¢ ACD Management ® FXO Settings e IDS Log
e Events e E1/T1 Settings
e Time/Date Settings ® |SDN Settings Network Menu
e Mail Settings o External PSTN Gateways e DNS Settinas

) Conferences Menu e Gain Control P> etlings )
¢ M e Conferences Management e SIP Tunnel Settinas ® DNS Serve.r Settings
® Firmware Update e Conference Statistics =C_unnelsetlinds ® DHCP Settings for the LAN
* Networking Tools ® Mail Default Settings : M ! Interface :
e SNMP Settings ® VolIP Carrier Wizard e DHCP Settings for the VLAN
e Diagnostics o RADIUS Client Settings Interface
e Features e Voice Mail
e Upload Language Pack ¢ Dial Plan Settings Registration Form
e User Rights Management ® 3PCC Settings (in menu tree only)
e Redundancy Settings ® RTP Streaming Channels

e Call Recording Settings Logout

Class of Service

The functional button Renew Wan IP Address appears on the administrator's main Quadro Management page if the Quadro device acts as a
DHCP client. The Renew WAN IP Address button is used to obtain a new WAN IP address in case, e.g., the Quadro moves to another network.

The functional button Establish Your Internet Connection Now respectively Terminate Your Internet Connection Now occurs on the Quadro
Management page if PPPOE is used as WAN interface protocol.

The link Please Check Your Pending Events will be displayed on the administrator Main Menu page if new system events exist. The link leads to
the Events page that can be also accessed from the System menu.

The list of Users currently logged into the system is seen in the lower right corner of the Administrator's Main Menu. Information about IP address
user accessed Quadro GUI from, the username user is logged in and the time until the next automatically logout is provided herein. The current

QuadroM32x/8L/26x/12Li/26xi; (SW Version 5.3.x) 6
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Administrator’s Menus

version of the Quadro's firmware and of its boot loader is also available here. The idle session timeout is set to 20 minutes. If no action is performed
during that time, user will be automatically moved to the Login page and will be requested to login again.

Recurrent Buttons

Throughout this guide, you will see a variety of recurrent buttons. Below is a description of these buttons.

Button

Description

Button

Description

Previous

This button leads back to the previous
page of a fixed sequence of pages (used
mainly in wizards).

This button returns you to the page you were
previously on.

Me

This button leads forward to the next page
of a fixed sequence of pages (used mainly
in wizards).

This button confirms an operation you started
before.

Cancel

This button discards the latest not yet
confirmed entries.

e

This button confirms an operation you chose
before.

Finish

This is the last button of a fixed sequence
of pages that completes and saves the
entries of an entire sequence.

Mo

This button discards an operation you chose
before.

Help

This button opens the help page
belonging to the currently active Quadro
management page.

m
g |E]| 3| |8
0 <3 =3

This button saves the settings modified on the
currently active management page.

IP-Clipboard

This button opens a window where the last
inserted IP addresses are listed. It allows
the user to make a quick selection of an IP
address that has been previously used.
This will avoid the user needing type it
again. The clipboard can hold up to 10 IP
addresses and a new IP address will
replace the oldest one from the list.

SIP-Clipboard

This button opens a window where the last
inserted SIP addresses are listed. It allows the
user to make a quick selection of an IP address
that has been previously used. This will avoid
the user needing type it again. The clipboard
can hold up to 10 SIP addresses and a new
SIP address will replace the oldest one from the
list.

Recurrent Functional Buttons

In connection with the tables, the following are the few buttons you will see:

Functional Button

Description

Ad

o

Allows adding a new record to the displayed table. A new page will be displayed to enter any new settings.

Allows modifying the settings of the record selected by a checkbox. Normally only one (1) record may be selected. A new

Edit page will be displayed to enter the modified settings.
Delete Deletes the selected entry(s) of a table. A warning message will ask for confirmation before deleting an existing entry.
Select All Selects all table entry(s) for example for further deletion.

Inverse Selection

Inverses (opposites) an existing selection of table entry(s). If no entries are selected, clicking the button will select all

records.

Refresh in...

May be shown in the upper right corner of a page. It displays the number of seconds remaining until the next refresh of the
page will occur. It may be used to reload the page manually.

Most of the tables offer the option to sort the entries in ascending or descending order by clicking the headings of the columns. A small arrow next to
the column heading indicates the direction of sorting - upward or downward. The entries of the table can be selected by using the corresponding
checkboxes in order to edit or delete them.

Entering SIP Addresses Correctly

Calls over IP are implemented based on Session Initiating Protocol (SIP) on the Quadro. When making a call to a destination that is somewhere on
the Internet, a SIP address must be provided.

SIP addresses needs to be specified in one of the following formats:

“display hame” <username@ipaddress:port>
“display hame” <username@ipaddress>
username@ipaddress:port
username@ipaddress

username

For your convenience, the following combinations can be used:

e *@ipaddress - any user from the specified SIP server

® username@* - a specified user from any SIP server

® *@* - any user from any SIP server

The display name and the port number are optional parameters in the
SIP address. If a port is not specified, 5060 will be set up as the default
one. The range of valid ports is between 1024 and 65536.

A flexible structure of wildcards is allowed. In comparison with a
wildcard, the “?” character stands for only one unknown digit and the “*”
character stands for any number of any digits.

Please Note: Wildcards are available for caller addresses only. No
wildcard characters are allowed for called party addresses. Exceptions
are addresses in the Supplementary Addresses table that are used by
Outgoing Call Blocking and Hiding Caller Information Settings
services. To use “*” and “?” alone (as non wildcard characters), use “\*”
and “\?” correspondingly.

QuadroM32x/8L/26x/12Li/26xi; (SW Version 5.3.x)
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Administrator’s Menus

Administrator’s Menus

System Menu

3ystem Configuration Wizard
Internet Configuration Wizard
Quat system Security Management
| Status
Active IP Routing Configuration

Configuration Management

. System
Main System Users Conferences  Telephony Internet Uplink Hetwork ePYgT

RPN i = System
SRS S » System Configuration Wizard
» Internet Configuration Wizard
» Bystem Security Management
» Status
» IP Routing Configuration
» Configuration Management

s p e Called Phone . Events
» Time / Date Settings
Time / Date Sefings » Mail Settings
Mail Settings » SMS Settings
33 Settings ] Firmwalg Uerdat;;
Boot loader: 5.2.22/Release [_]ﬂ__o_o_‘;:
F\rmwar.e Update Pirmware Version: 5.2.27_ACD1/Releaze . SNMP Settings
Networking Toals Usees curzensly logged in: » Dlagnostics
SNMP Setiings - =ﬂm:\d:lfr:m 1;;;:2;4612;, expizes i::: :» Features
- admin £rom 192.168.0.28, espizes 18: Untond L
Diagnostics - admin from 182 16874 161, expires 14:58 g Uplnad. Language Pack
Inteme Feal » User Rights Managemeant
ool » Redundancy Settings
Please |pload Language Pack
=ewmiaht (€1 | )qer Rights Management Wil
Telephon
Internet Uplink
Metwork

Fig. 1I-1: System Menu

System Configuration Wizard

in Dynamo theme

L I I

Bock

Flease check your pending events!

Homeg L

Copymight

e @ (])\f-];l

Fig. 1I-2: System Menu in Plain theme

The System Configuration Wizard allows the administrator to define the Quadro’s Local Area Network settings and to specify regional configuration
settings to make Quadro operational in its LAN. The System Configuration Wizard MUST be run upon Quadro's first startup to make sure that it
works properly in its network environment. The Wizard allows navigating through the following basic configuration parameters and settings:

e  System Configuration (see below)
e  DHCP Settings for the LAN Interface

®  Regional Settings and Preferences (see below)

e  Emergency Codes and PSTN Access Codes Settings (see below)

DHCP Settings for the LAN are described in the chapters
below. The LAN configuration and regional settings will be
described later in this chapter.

Please Note: It is strongly recommended to leave the
factory default settings if their meanings are not fully
clear to the administrator.

Mam  System Users  Conferences Telephony Wheret Uplink  Hetwork

System Configuration Wizard

@-cpysi

TOuadakids

Gatting Started
Thas wizard guides you though

‘System Configuration

DHCP Seftings for the LAN Interfsce
Regional Seftings and Preferen
Emurgency Codes and PETH Access Code Setings

Nea | |

[Ccanest |

[T

Cappig{C) 2009200 Exvgi Tashoslogivg LIG All dghls ressread

Fig. 11-3: System Configuration Wizard - Start page
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The SyStem COnfigUratiOn page COntainS the hOSt name’ Main  System  Users  Conferences  Telphony Intermat Uplink Hetwak @“]).\’Hi
IP address and Subnet Mask information about the Quadro Tomdoiss
LAN interface. These settings make Quadro available to the

; System Configuration Wizard
internal network.

System Configuration

The System Configuration page offers the following input
OptiOnS: HostName:  [TauadioMés

Host Name requires a host name for the Quadro device. fommme 1o

LAN IP Configuration

Domain Name requires the LAN side domain name which Paawess 72 J3 rlo M jLsncishess )

the Quadro belongs to. subnetMaske (255|155 |[o 0 |[iP-clipbosrd |

IP Address requires the Quadro host address for the LAN

interface.

Subnet Mask requires the Quadro hosts’ Subnet Mask. | — — — | — |
Mo T—

Fig. 1I-4: System Configuration Wizard - System Configuration page

The Regional Settings and Preferences are used to select

Settlngs SpECIfIC to the Iocatlon Of the Quadro Thls Is Main  Syetem  Users  Conferences  Telephony Inwermat Uplink: MNetwark @e])\"g]
important for the functionality of the voice subsystem. Tamabistg
The Regional Settings and Preferences page has two System Configuration Wizard

drop down lists to select the Location (country) and a
corresponding Timezone. Quadro will support Daylight
Savings (DST) correction if it is available for the selected Regional Settings and Preferences
time zone.

i . i i ‘fourlocale Jocation): | Unded Kingdam
This page also has a manipulation radio button group to

choose: Timnezone [GMT) Dublin, Edinbungh, Lisbon, Londan v

Chonse Bystem Language  Choose Detault GUI Theme

e System Language — selection is available only when

the custom Language Pack has been uploaded and it O eyl @ipal| | O ai

is used to enable custom language for system voice © Engish U3)  pprama
messages or returning back to the default language Flchaose Theme o L
Engllsh Choos= Them an Login

e GUI Theme - selection used to select the GUI theme
style of the web based configuration pages.

e The Choose Theme on Login checkbox indicates
whether the GUI theme selection radio buttons should | Preous | [ et ] [ ancl ] | ) |
be displayed on the Quadro Login page. Selecting the
checkbox will allow users to choose the GUI theme CopyguIE) U200 Eo) ebilot, L, AN a1 sibhs.
before logging into the Quadro. Leaving the checkbox
unselected will reqUire the administrator to run the Fig. II-5: System Configuration Wizard - Regional Settings page
System Configuration Wizard to change the theme.

The Emergency Codes and PSTN Access Codes ) @cpyyi
. ) ! Main System Users  Conferonces  Tebephonmy Internet Uplink Netwerk cpygl
Settings are used to configure the emergency dial plan. fr

The Emergency Codes text field requires the PSTN Systam Configuration Wizaxd

numbers of the emergency or lifeline services. Multiple
emergency codes, separated by commas, can be inserted

Emergency Codes and PSTH Access Code Semings

in this field. For each emergency code, a routing pattern will Please enter al your Emergency Codes separaled by commas and PSTH Acces's Code inlo ullowing elds
be generated in the Call Routing Table, which will allow
faster and easier calls to emergency destinations. Emuancy cones n

PETN Access Code: 4w

The PSTN Access Code drop down list allows you to select
the prefix code for accessing the PSTN line in the routing
mode. Dialing the digits inserted in this text field will provide
the PSTN dial tone when dialed from the handset.

| [ e ] Ccaner | A |

Capm QR (L) 2000000 Lpseal THsAnclosiad, LY. ANl AN P,

Fig. 11-6: System Configuration Wizard - Emergency Codes and PSTN Codes Settings page

QuadroM32x/8L/26x/12Li/26xi; (SW Version 5.3.x) 9



QuadroM32x/8L/26x/12Li/26xi Manual I1: Administrator's Guide

Administrator’s Menus

Internet Configuration Wizard

The Internet Configuration Wizard allows the administrator to configure the WAN interface settings and to adjust Quadro’s connectivity with an
external network. The Internet Configuration Wizard MUST be run for Quadro to be connected to the Internet.

All the settings of the Internet Configuration Wizard are
described in the chapters below except those for the IP settings,
which will be described in this chapter.

Attention: It is strongly recommended not to change the
factory default settings if their meanings are not fully clear
to an administrator.

; 3 epygi
Main  System Users  Conferences  Tebepbony  Infemet Uplink  Network CPYE
Taustrama
Internet Configuration Wizard
Gatting Started
Thig wizard guises yiu hraugh
* Uplink Selection
and, based on which WA Interface Protocol you select there, through
L Tod Pratocols “PPPeE" . 1od Pratecol “"PPTP™ ML for Profecol “Eheinet™
* PPPIPPTF Condguration * WiAN IF Configuration * ¥iAN IF Configuration
* ViAN Interface Configurabon * PPRIPRTP Condguration * ViAH Interface Configuration
* DNE Semngs M rface Configuraban * DNE Semngs
angs
[ ] l [ cancwt I Hlp |
Cogyn ght () 0L 00 L Tashnolidies L3 Al nghts resaresd

The Wizard allows navigating through the following basic configuration parameters and settings:

e  Uplink configuration (see below)
For WAN Interface protocol PPPOE:

For WAN Interface protocol PPTP:

WAN IP Configuration (see below)

® PPP/PPTP Settings °
e WAN Interface Configuration (see below) e PPP/PPTP Settings
® DNS Settings °

® DNS Settings

WAN Interface Configuration (see below)

Fig. 1I-7: Internet Configuration Wizard - Start page

For WAN Interface protocol Ethernet:
e WAN IP Configuration
e WAN Interface Configuration (see below)

® DNS Settings

The Switch to Auto Provisioning link moves you to the Automatic Provisioning page where Quadro can be configured automatically.

The Uplink Configuration page allows you to select the Quadro's
WAN interface connection type and its bandwidth settings. These
settings will make Quadro available to the external network.

Depending on the Uplink Interface Protocol selection, the page
following the Uplink Configuration page is different. Thus if
PPPoE is selected, the next page will be PPP Configuration, while
selecting Ethernet will bring up the WAN IP Configuration page.

The Uplink Configuration page offers the following components:

The WAN Interface Protocol radio buttons are used to choose the
protocol depending on the requirements of the ISP (Internet Service
Provider):

PPPOE - turns on the PPP over an Ethernet connection.

PPTP — turns on the Point to Point Tunneling Protocol (PPTP)
interface used for the connection between Quadro and ADSL
modem. A fixed IP address configuration is needed in this
case.

Ethernet - turns on the Ethernet connection.

Main  Setem Users  Conferences  Telopheny  teined Upilnk

Internet Configuration Wizard

R @epyyi

Tnra

Uplink Centiguration

VAN Inthrlat Prifocod

WAN Interface Bandwidth
0 PRPOE

Upstream 100000

O pere —
Downstesr 100000

@ Etmenes
MinDataata: 0

Jaits] (mae 100000}
Jbits] (mae 100000 )

st}

| Frevious Het

| [Camel |

Copyright (£ 20002000 £pygl Teshoalagias, L1d, All rights sperens.

Fig. 11-8: Internet Configuration Wizard - Uplink Configuration page

The WAN Interface Bandwidth settings allow the specification of the upstream and downstream speeds in kbit/s, helping to assure the quality of IP
calls. An IP call looses the voice quality if there is no available bandwidth. When approaching the limits of bandwidth capacity, another IP call will be

declined.

The bandwidth provided by the ISP has to be specified in the text fields Upstream Speed and Downstream Speed. The default entry in both fields
is 100000, the maximum bandwidth of a 100 MB Ethernet. You may see the required bandwidth in the chapter Needed Bandwidth for IP Calls.

The Min Data Rate text field requires the amount of upstream bandwidth that ought to remain for data applications even if voice applications use the
entire available upstream bandwidth. The value selected here needs to be smaller than the upstream bandwidth and is measured in kbit/s.

QuadroM32x/8L/26x/12Li/26xi; (SW Version 5.3.x)
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The WAN IP Configuration page is only displayed if Ethernet or
PPTP has been selected to be the uplink protocol. It offers the
following components:

The Assign automatically via DHCP radio-button selection
switches to automatic retrieval of the WAN IP address from a DHCP
server at the ISP/uplink.

Please Note: DHCP referred to here is the one that runs on the
provider’s side and not the Quadro’s personal DHCP server.

The Assign Manually radio-button switches to the manual
adjustment of IP settings. This selection requests the following
parameters:

IP Address requires the IP address for the Quadro WAN interface.

Subnet Mask requires the subnet mask for the Quadro device
WAN interface.

Default Gateway requires the IP address of the router where all
packets are to be sent to, for example, to the router of the provider.

The WAN Interface Configuration page may be used to modify the
MAC address of the Quadro. This might be necessary if the ISP
(Internet Service Provider) requires a specified MAC address, for
example, for authentication. This page offers the following
components:

MAC Address Assignment manipulation radio-buttons:
® This Device turns to the default MAC address of the Quadro.
e User Defined requires user defined MAC Address.

The MTU drop down list allows you to select the maximum packet
size on the Ethernet (in bytes). MTU is used to fragment the packets
before transmitting them to the network. The MTU preferred value is
dependent on the Ethernet connection. The default MTU size is
1500 Bytes for Ethernet and 1400 Bytes for PPPoE.

Automatic Provisioning

Automatic Provisioning provides the possibility to automatically
configure the WAN network settings of Quadro. This is very useful
when the administrator is not actually aware about the Quadro’'s
network settings. Automatic Provisioning automatically detects the
matching network configuration settings, applies them on the
Quadro, thus connecting the device to the internet through the
available ISP connection.

Please Note: Automatic Provisioning can only be run from the
LAN side of the Quadro, i.e. from the PC connected to the Quadro’s
LAN.

After the confirmation, the Automatic Provisioning automatically
detects and configures the following settings on the Quadro:

e WAN interface type (PPPoE or Ethernet)
e WAN IP settings

® PPP settings

® |SP settings

® DHCP settings

® DNS settings

® NAT Traversal settings

Needed Bandwidth for IP Calls

Main System Usels  Comferences  Telphomy Wferned Uplnk  Network @ CpysEl
TOuscris
Internet Configuration Wizard
WAN IF Cenfiguration
1P cordigeration of e WAN intartace
1P Asiress 192 160 |32 L[5 [ e-Cisbows |

Sung

Misk (255 ([mss | [ass [[1P-ciboars |

[(P-cigbous |

| [ Prevous |

[Coaneet | [Cree_]

Capyegha (5120052008 Euas Tesboslonivt, L AN S tesemens

Fig. 11-9: Internet Configuration Wizard - WAN IP Configuration page

Man Systen Uses  Coerances  Taleph

Internat Configuration Wizard

poay et Uplnk Matwerk

@t‘p\'ﬂi
Tou

WAM Interface Configuration

WAC Address Assigrmant

et Gancel Hesp

Fig. 11-10:

Internet Configuration Wizard - WAN MAC Address Configuration page

Man System Users  Conferanices

Automatic Provisioning

Tedepliany

@qpys

cunn

Ineanet ik Metwork

FIIRACY DRmRseCver (192165, 75. 101
Secondacy namesecves [192.168.0.2):

Prinsry nasssecver (19
Tacondary namesecver (152
L pygi. con:
sppri-contig. loc:

The TF address of gour syaces i3 changs
Y2 way not b ahle to wake phane call
WAT type: Dlacked TP

The local TP addreas/pore 192, 160

1

ks provisicaing ecits now

Mhecking neae secvice comnectivity (ORS

LZVT/S060 18 mapped to the extermal wisible address 0.0.0.8/0

FTT0E: Could 10T b EERERT
teached

ansvered

ansvered

tesolved and answered
£ot ceselved

4 by WT.

121

Batk

o ght (£} 20053008 gy

Halp

Fig. 11-11: Auto Provisioning page

The bandwidth required by an IP call depends on the codecs used and these specifications are listed in the tables below:

QuadroM32x/8L/26x/12Li/26xi; (SW Version 5.3.x)
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Required Bandwidth for Standard Packets:

P._ack_et Needed bandwidth in kbit/s using the Codecs:

meet. GAWGTL 612616 G72624  G72632 GT2640 G729 oo G722 G721
10 105 58 66 74 82 50 - 105 74
20 84 37 45 53 61 29 - 84 53
30 76 30 38 45 53 22 27 76 45
40 74 27 34 42 50 19 - 74 42
50 71 25 32 40 48 17 - 71 40
60 67 22 30 37 45 15 20 67 37

Needed Bandwidth for Encrypted Packets when using a SRTP:

Packet Needed bandwidth in kbit/s using the Codecs:

Size in iLBC-

msec. G.711u/G.71la| G.726-16 G.726-24 G.726-32 | G.726-40 G.729%a 13.33 G.722 G.722.1
10 114 66 74 82 90 58 - 114 82
20 89 41 49 57 65 33 - 89 57
30 81 33 41 49 57 26 31 81 49
40 76 28 36 44 52 20 - 76 44
50 74 26 34 42 50 18 - 74 42
60 72 24 32 40 48 16 22 72 40

Required Bandwidth for Encrypted Packets when a VPN is used:

Packet Needed bandwidth in kbit/s using the Codecs:

Sizein iLBC-

msec. G.711u/G.71la| G.726-16 G.726-24 G.726-32 | G.726-40 G.729%a 13.33 G.722 G.722.1
10 148 98 105 118 124 92 - 148 118
20 105 59 65 74 81 49 - 105 74
30 90 43 52 60 66 35 41 90 60
40 85 38 45 53 61 30 - 85 53
50 80 34 41 48 56 26 - 80 48
60 74 29 37 45 52 22 26 74 45

System Security Management

The System Security Management offers a possibility of managing

the global security levels, running the system security diagnostics program and

receiving complete reports on the QuadroM configuration security. It includes three pages- the System Security Settings page, System Security

Diagnostics page and the SIP IDS Settings page.

The System Security Settings page includes the following
components:

The Security Level table - allows selecting the Security Level
defining requirements to the IP Lines' password strength and
the Security Report granularity. The security levels are as
follows:

® Low - There are no specific restrictions on the strength
of the saved password. Only the critical warnings on the
Call Routing Rules to PSTN and IP-PSTN, disabled
Firewall and IDS will be generated in Security Report.

Medium - The minimum strength of the IP Line
passwords should be "good". The Security Report will
generate warnings on all unsecured Call Routing rules,
IP Line passwords, Firewall level (if it is set to lower than
"Medium") and disabled IDS.

High - The minimum strength of the IP Line passwords
should be "strong". The Security Report will generate
warnings on the IP Line passwords, disabled IDS,

@-cpysi

quadrilla225

Main System Users Conferences  Telephony Internet Uplink Hetwork

System Security Management

System Security Settings System Security Diagnostics  SIP IDS Seftings

Security Level

O Low This allows a user to enter any SIP Registration password when configuring an IP phone
The Security Diagnostics tool will warn for only the most critical security issues

@ Medium This applies moderate password enforcement for the SIP Registration password when configuring an IP phone.
The Security Diagnestics tool will warn about critical and medium security issues.

O High This applies very strict passwaord criteria for the SIP Registration password when configuring an IP phone.
The Security Diagnostics tool will indicate even the smallest potential security issues.

Epygi treats system security with the utmost priority and has taken an active approach to provide users with information and tools to
aid in maintaining system security. It is highly recommended that users of an IP based system need to be familiar with industry best
practices to maintain system security.

Limitation of Liability and Remedies. In no event shall Epygi Technologies be liable for any consequential, incidental, direct, indirect,
special, punitive or other damages, including, without limitation, loss of data, less of phone calls, less of business profits, business
interruption, loss of business information, or other pecuniary loss, arising out of the use or inability to use the Quadro

Please check your pending events!

unsecured SIP, and unsecured Routing Rules to SIP,

Copyright (C) 20022011 Ep

gi Technologies, Lid. All rights reserved,

PSTN and IP-PSTN and also regarding the Firewall level
if it is set to lower than "High".

Fig. 11-12: QuadroM System Security Management page

QuadroM32x/8L/26x/12Li/26xi; (SW Version 5.3.x)
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The System Security Diagnostics page allows running the security audit and getting the security reports. The Start Security Audit functional
button is used for running the security audit. The QuadroM Security Audit is a security reporting system, which generates the warnings regarding the
QuadroM's weaknesses relative to the selected Security Level. The warnings may vary depending on the selected global Security Level. The
Security Audit will detect the security related configuration issues in Firewall, IDS, IP Line passwords, Call Routing and extension settings.

The output of Security Audit may look as follows:
Start security audit...

Checking...

Firewall ... done

IP Lines ... done

Call Routing ... done

Extensions ... done

Users ... done

Settings do not correspond to selected security
level.

You can view the complete report by clicking the
'Show the latest security report’ link below.

Mein Sysiem Users Confwwnces  Telaphory imemeilpik Newok @

System Security Management

P

Ll bria b eund ST vty

Limtasion of Liakiit aed Remades. 1 1)
Cabs Vo o Eusiss Mosls, Buiin

Fig. 11-13: QuadroM System Security Diagnostics page

The Show the latest security report link allows to display the last security audit report. This page also contains the following useful links to adjust

the system security:
e  User Rights Management
® |P Line Settings

(] Firewall/NAT

The SIP
components:

IDS Settings page includes the following

Enable SIP IDS checkbox selection allows to prevent the SIP
attacks.

The Add the IP address into the Blocked IP list in Firewall
checkbox allows to block SIP attacker's IP address. SIP
attacker's IP address will be blocked by QuadroM Firewall and
will be added on the Firewall Blocked IP List table.

The Discard SIP messages from IP address for checkbox
allows to discard the accumulated SIP messages from the
QuadroM SIP cash after defined timeout (default timeout value
of “Discard SIP messages from IP address for” service is 32
seconds).

Copyrght (3] 20032011 Lo

@-cpysi

Main  System Users Conferences  Telephony Internet Uplink Hetwork
auadrilioz2s
System Security Management
stem Jecurity Setings vitem Security D AP IDS Sewings
[#lEnable SIF 105
Actions to perform after the detection:
Add the IP address into the Blocked IF list In Firewall *
] Discard SIP messages from P address o |32 sec,

Exceptions

ovide usars with information and togls to

Epygi treals system
! ot e need to be familiar with industry best

aid ir
pracices

curity with the utmost priority and has taken an active appro:
rity. 11 i highly recammended thal usoers of an 1P b
secarity

Limitation of Liability and Remedies. In no sent shall Epygl Technologies e labie for any co el ncidental, dinect, indinect
special, punitive or other ges, ing, withaut i ,lass of data, loss of phane i af husiness profils, business
v, loss of . of other loss, anising out of the use or Inability to use the Quadro,

Save Dack

Please check vour pending events!

Help

1 - Warning: For thiz actien to take effect the firewall should be enabled

Lachnsicqus Lid All Aghts ressnisa

Fig. 11-14: QuadroM SIP IDS Settings page
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The Exceptions link leads to the Exceptions for SIP IDS
page where user can require the trusted IP address(es) that
can't be blocked.

Add opens the page Exception IP- Add Entry, where a
trusted IP address can be established.

Delete removes the selected entries from the IP address table.
Select all selects all entries of the table.

Inverse Selection inverses the current selection (if no record
is selected, clicking on inverse selection will check all records).

o
Main System Users Conferences Telephony Internet Uplink Network @ep} 81
quadrillo225
Exceptions for SIP IDS
Add Delete Selectall Inverse Selection
IP address
O | 192.0.0.058
Please check vour pending events!
Copyright (C) 2002-2011 Epygi Technologies, Ltd. All rights reserved.

Status

Fig. 11-15: Exceptions for SIP IDS Table

The system status window displays non-editable tables providing extensive system status information about Quadro: General Information, Network
Status, Lines Status, Memory Status, Hardware Status, SIP_Registration Status, |P_Lines Registration Status and License Status. The links on this

page lead to device Transfer Statistics, user mailboxes and supplementary services configuration pages.

The System Status page has several tables providing system information.

General Information

The General Information page includes the following information:

e Uptime duration - Period Quadro is running since last

reboot.
Device hostname - Quadro device host name.

Quadro Operating System - Quadro operating system
version.

Application Software -
versions of the Quadro.

Software and file system

Boot Loader - Quadro boot loader version.

DSP Software - Quadro DSP software version and the
date of build.

Language Pack - this field is present only when the
custom language pack is uploaded and it indicates the

Main System

Quadro Status - General Information

General Information

Network Status
Lines Status

Memory Status
Hardware Status

SIP Reaistration Status
IP Lines Reagisiration Status

License Status

Please check your pending events!

@cpysgi

quadiom
Refresh in 880 seconds!

Users Conferences Telephony Internet Uplink Network

Uptime duration: 19 hour 33 min 44 sec

Device hostname: guadrom
Quadro Operating system: | 5.2.27 rooi@Delta.epygiloc
Application Software: 5.2.27_ACD1 - Release

Boot Loader: U-Boot 5.2 22/Release

version.

Copyright (C) 2003-2010 Ep:

i Technologiss, Ltd. All rights reserved

Network Status

Fig. 11-16: QuadroM Status - General Information page

The Network Status page includes the following information
about Interfaces:

Interface Name lists the Network interfaces available on the
Quadro (LAN, WAN, IPSec and a number of PPPs, depending
on the number of active PPP connections).

IP Address lists the IP addresses corresponding to each
network interface.

Subnet Mask lists the subnet masks corresponding to each
network interface.

Properties will list either the MAC address corresponding to
each network interface on the Quadro or the PPTP, L2TP and
IPSec peer IP address if an active VPN (IPSec or PPP)
interface exists.

Monitor includes links to survey LAN, WAN, IPSec and PPP
traffic correspondingly. The VPN traffic link will be displayed
only if a VPN has been configured. The selection of these links

Bty Symtom

Quadro Status - Network Status

[Basn ]

@ cpysi

will open a new window with a table of network traffic statistics
on the following selected interfaces:

Fig. 11-17: QuadroM Status Network Status page

QuadroM32x/8L/26x/12Li/26xi; (SW Version 5.3.x)

14



QuadroM32x/8L/26x/12Li/26xi Manual I1: Administrator's Guide Administrator’s Menus

® Received Bytes ® Transmitted Bytes

® Received Packets e Transmitted Packets

® Received Errors ® Transmitted Errors

® Received Drop Errors ® Transmitted Drop Errors

® Received Overrun Errors ® Transmitted Carrier Errors

® Received MultiCast ® Transmitted Collisions
Packets

When opening the corresponding interface statistics window, no traffic values are displayed at first. After opening the window, the tables will serve as
a counter and traffic statistics will be updated every minute.

DNS Server, Alternative DNS Server and Default Gateway - these display the Quadro settings corresponding to what has been configured with
the System Configuration Wizard.

Services (NTP Server and Client, DHCP Server and Client, DNS, Firewall, NAT, PPP, IDS) statuses: shows if they have stopped or if they are still
running.

The View VPN Status link refers to the VPN Configuration page where all VPN (IPSec, PPTP and L2TP) connections can be viewed and edited.

Transfer Statistics - link to the Transfer Statistics page.

ot ' - i e e M et Ul epyai
The Transfer Statistics page shows a user-defined statistics S eSS i @« 3

table with the transmit/receive value (criteria), interface type

and time period. It contains the following components: Transfer Statistics

Time range of statistic table - the drop down list includes the by
period (in days) statistics data that is to be collected and the
corresponding diagram charts that are to be built. st

LAN

Interface - the drop-down list offer the values: B

e WAN - Wide Area Network (WAN) events only
® | AN - Local Area Network (LAN) events only

(L]

When Show also as readable values checkbox is selected, |T |W o ]
an additional table with statistics values will be displayed on
the next page.

Fig. 11-18: Transfer Statistics page
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The area Receive Values provides the following:

Receive Bytes - number of received bytes.
Receive Packets - number of received Ethernet packets.

Receive Errors - number of received packets containing
errors.

Receive Drop Errors - number of received packets that
have been discarded.

Receive Overrun Errors - number of received overrun
errors that occur when the receive buffer is not large
enough to hold all incoming packets. This error usually
appears due to a slow receiving system.

Receive MultiCast Packets - number of received
broadcast packets.

The area Transmit Values provides the following:

Transmit Bytes - number of transmitted bytes

Transmit Packets - number of transmitted Ethernet
packets.

Transmit Errors - number of transmitted packets
containing errors.

Transmit Drop Errors - number of transmitted packets
that have been discarded.

Transmit Carrier Errors - number of transmit carrier
errors that occur due to a defective or lost connection on
the Ethernet link.

Transmit Collisions - number of transfer errors that
occurred during a simultaneous packet transmission from
both sides.

Mok System  Useis  Coferemces  Telephony Bl et U Hetwalk (ctll}\..("kl

Timier Fabpes kst 24 hotes - elative disglay

_ulll L |‘” T |‘|| T T P TR T PR TR ||_|_|__: |

Fig. 11-19: Transfer Statistics Diagram Chart

To see the Transfer Statistics Diagram Charts, select the desired criteria and click Save to generate the corresponding chart and the table
showing the transfer statistics values (if enabled). The letters M (millions) and K (thousands) used in the legend of the displayed diagrams show the
total number of specified criteria. The Reset Statistics button is used to reset the chart and the table (if enabled).

Lines Status

The Quadro Status - Lines Status page shows the current status of each of the FXS and IP lines or shared FXO/ISDN lines including details of the
attached extension. Since only one line of information can be displayed at a time, the Line, IP Line and FXO line, ISDN or E1/T1 Trunk functional
buttons are used to navigate through the information regarding other lines.

The Lines Status table displayed for FXS and IP lines includes a group of static and dynamic parameters. Static parameters are always displayed.
Dynamic parameters only appear when an event takes place on the extension.

QuadroM32x/8L/26x/12Li/26xi; (SW Version 5.3.x)
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Static Parameters:

Extension shows the extension number of the selected telephone line.
Display Name shows the corresponding hame.

Phone State may have the value On Hook or Off Hook. For IP Line
Status, this field may additionally have Not Configured and Temporary
Offline values.

Number of Active Calls shows the number of calls that are currently
present on the phone.

Dynamic Parameters:

Call State shows the current state of the extension (in voice mail, in
call, waiting, busy, call out, ring in, etc.).

Caller Party appears when a call is received and indicates the caller
extension and the IP address or a phone number, depending on type of
call.

Called Party appears when a call is placed and indicates the
destination extension and the IP address or a phone number,
depending on type of call.

Call Type shows whether the call is Internal or External and whether it
is a PSTN call, PBX call or IP call.

Call Start Time shows the call start date and time.
Call Duration shows the current call duration.

RX Codec shows the codec used to encrypt the incoming packets. TX
Codec shows the codec used to encrypt the outgoing packets. If RX
and TX codecs are the same, only one Codec field will be displayed.

For IP Line Status, the following dynamical parameters appear on this page:

Username shows the IP phone’s client name registered on the Quadro.

Ml Syvtem Dsers  Coneisices

Quadro Status - Lines Status

Ling 1

Tekphomy Wit Uplek Metwrk (‘ epysl

Fig. 11-20: Lines Status - Lines Status page upon established call

Last Registered shows the date and time, the corresponding IP phone has been last registered on the Quadro.

Expires In shows when the last registration of the IP phone will expire.

Binding IP Address shows the IP address of the IP phone within the Quadro’s LAN network.

The list of supplementary services provides the following additional status information for each telephone line: Enabled or Disabled.

For Incoming and Outgoing Call Blocking, Speed Calling, Hiding Caller Info, Voice Mailbox and Group List services, the number of Entries
will be displayed in the corresponding service table. For Voice Mail Service, the voice mailbox configuration mode is displayed here.

This allows administrator to view the status and to be notified about services running on Quadro for every line. The services are designed as links
that guide the administrator to the corresponding service page of the selected user.

QuadroM32x/8L/26x/12Li/26xi; (SW Version 5.3.x)
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The Line Status for EL/T1 Trunk displays the list of available timeslots
(in E1 mode, 30 active timeslots both for CAS and CCS signaling T g kg i @cpygi
types; in T1 mode, 24 timeslots for CAS signaling and 23 timeslots for
CCS signaling type) and their settings (Route Incoming Call to, Quadro Status - Lines Status

Allowed Call Type and Timeslot State). When Timeslot is in the call,
information about call direction (incoming or outgoing), Caller Party,
Called Party and Call Duration is displayed.

=

Fig. 11-21: Line Status — Line Status page for E1/T1 trunk

The EL/T1 Channel Usage Statistics page consists of following .
components used to define the chart parameters: Man System Users Conferences Telephony  IntenetUpiink  Hetwork QGPYSI

QuadroM32x-52
Trunk checkboxes are only present when there is more than one
E1/T1 trunks present on the Quadro. These checkboxes are used to E1/T1 Channel Usage Statistics
select the E1/T1 trunk number(s) over which the E1/T1 traffic chart will
be built. At least one Trunk checkbox should be selected, otherwise
error message appears.

Time Range of Statistic Table drop down list includes the period (in
days) statistics data that is to be collected and the corresponding
diagram chart that is to be built.

Time range of statistic table i\n-iraday v

D\ncommg Calls

Incoming Calls - number of incoming E1/T1 calls Doutgeing Calls
[ Maximum Active Calls

All rights reserved

Outgoing Calls - number of outgoing E1/T1 calls

Maximum Active Calls - number of maximum active E1/T1 calls

At least one of these checkboxes should be selected, otherwise error

Fig. 11-22: E1/T1 Channel Usage Statistics page
message appears.
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The button Show generates an E1/T1 Channel Usage Statistics Moin  System Users  Con doronces Tolwphory  intormet Uphok  Hotuwark
diagram over the selected criteria. The letters M and K used in the
legend of the displayed diagrams show the total number of specified D e
criteria: K means thousands and M millions. - ! Trunk 1 Statisics Time raage: 90 days - clative dinplay
180 |
144
128
112
25 |
&0 |
“
bl |
158
| Y 1 S T
Axis 1 Can
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Fig. 11-23: E1/T1 Channel Usage Statistics chart

The Lines Status table of any shared FXO Line on the Quadro
provides information about the Allowed Call Types, the extension Quadro Status - Lines Status
number (attendant or routing client), to whom the Incoming Call is
Routed To and the State of the line (Free or Busy).

Wan System Uses  Conferences  Telepheny  Weeoned Uik Network @“P\'_‘-}]

The FXO Channel Usage Statistics link is only present for local FXO
lines (this option is not available for shared FXO lines) and leads to the
page where diagram chart of FXO lines usage can be viewed.

Crm ]

Fig. 11-24: Line Status - FXO Status page

The FXO Channel Usage Statistics page consists of following components used to define the chart parameters:

Trunk checkboxes are used to select the FXO line number(s) over

which the FXO traffic chart will be built. At least one Trunk checkbox B e ] o] B e O | E ©-cpysi
should be selected, otherwise error message appears.

FXO Channel Usage Statistics
Time range of statistic table drop down list includes the period (in

days) statistics data that is to be collected and the corresponding
diagram chart that is to be built.

Incoming Calls and Outgoing Calls checkboxes are used to select B o _
whether the FXO traffic statistics for only incoming or outgoing or for et
both type of calls should be displayed in the diagram chart.

Maximum Active Calls checkbox is used to have the number of
maximum active calls displayed in the diagram chart.

At least one of these checkboxes should be selected, otherwise error
message appears.

Fig. 11-25: FXO Channel Usage Statistics page
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Show button is used to generate an FXO channels usage diagram
chart over the parameters selected above.

When this button is pressed, FXO Channel Usage Statistics chart
appears. It represents dependency between the time frame and the
number of calls performed during that period. Additionally it may
display the maximum number of calls performed in the selected time
frame.

The Line Status for any shared ISDN Trunks on the Quadro displays
the state of the B1 and B2 channels and the information about the
active calls on them. This page includes a group of static and dynamic
parameters. Static parameters are always displayed. Dynamic
parameters appear only when an event takes place on the channel.

Static Parameters:

e B channel - the state of the channel (enabled or disabled)

e State - the current state of the channel (free, busy or N/A)

Dynamic Parameters:

® Caller Party - this parameter appears when a call is received and
indicates the caller address

® Called Party - this parameter appears when a call is placed and
indicates the destination address

e Call Duration - current call duration (in seconds)

The ISDN Channel Usage Statistics link is only present for local
ISDN lines (this option is not available for shared ISDN lines) and leads
to the page where diagram chart of ISDN trunks usage can be viewed.

The ISDN Channel Usage Statistics page consists of following
components used to define the chart parameters:

Trunk checkboxes are used to select the ISDN line number(s) over
which the ISDN traffic chart will be built. At least one Trunk checkbox
should be selected, otherwise error message appears.

Time range of statistic table drop down list includes the period (in
days) statistics data that is to be collected and the corresponding
diagram chart that is to be built.

Incoming Calls and Outgoing Calls checkboxes are used to select
whether the ISDN traffic statistics for only incoming or outgoing or for
both type of calls should be displayed in the diagram chart.

Maximum Active Calls checkbox is used to have the number of
maximum active calls displayed in the diagram chart.

At least one of these checkboxes should be selected, otherwise error
message appears.

Mo System Users  Conferemces  Telephory  lberned Uplink

FXO Channel Usage Statistics

..... r @cpysi

Fig. 11-26: FXO Channel Usage Statistics chart

Suadro Status - Lines Status

@yt

Fig. 11-27: Lines Status page

Main  Systeém Users  Conlerences Tedephony

ISDN Channel Usage Statistics

1] Trumik 1
O Trunk 2
O Teunke 2
O Trunk 4
O trunk s

L Trunk 8

Tieme range of stalishic table. |7 Days
Elincaming Cans
[ outgeing Calls

O Madmum Active Cails

Internat Uplink Hetwork

@cpysi

[CHee |

Fig. 11-28: ISDN Channel Usage Statistics page
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Show button is used to generate an ISDN channels usage diagram
chart over the parameters selected above.

Main  Systenm  Users  Conferences  Tebephony et Ul Hetwork @“P_\-\'—’J

. . . SDN Ch 1 Statisti
When this button is pressed, ISDN Channel Usage Statistics chart ' _anne_ éagg _‘a' sties

appears. It represents dependency between the time frame and the T e st e et e o
number of calls performed during that period. Additionally it may
display the maximum number of calls performed in the selected time
frame.

Ce ] o]

Fig. 11-29: ISDN Channel Usage Statistics chart

Memory Status

The Memory Status page includes tables with the available User Space i | e [ oers] | ot | Ttegione] (1 i U 1 e
information for each extension. These tables display the space used by
the voice mailbox and uploaded/recorded system greetings. It shows the
free and total space (counted in minutes/seconds) for every extension.
This page includes the following information:

Quadro Status - Memory Status

Memoey size: 11 day 19 how 1 min 4 sec

Total Space

st 49 i 40 At

Uses Space fod Extension | Wais Mallbox | System Messanes

B4 2 trun 98 a0 st 49 i 40 At

10 B eac Deee PSSy y——

Memory Size shows total memory space (counted in minutes/seconds)
available on the Quadro and assigned to all extensions.

B [ 2 howr 45 min 48 240

[ in 26 s0e

104t e 14 o 21 e

The table’s links lead the administrator to the extension settings page
where User Space may be altered.

34w o

9380 Lo 1 o n 53 50

B [ n 53 500

04t e 83 e

The System Memory row indicates the space occupied by the universal
extension recordings. Link refers to the Upload Universal Extension

VenBane |4 eee 83 e

Smin 48 sec |4 sec

34 min 53 540

B [

Recordings page where universal extension system messages may be
uploaded. m

18 g 0 sec 2 ot 43 min &8 sec
Call Statistics shows the current number of calls with recorded statistic — —t
entries.

Call Statrstes. 1000 recoesis)
Conference Memory Status shows total memory space (counted in PA——

minutes/seconds) available on the Quadro. Couter o 10 | Bacorged Covteremces | Steun Messanes | res smace Lol Suase

056 B

2 hrar 4% emin 80 52

[rer) [ 0 e 2 Pt 43 et 2

The table’s links lead the administrator to the conference extension
settings page where User Space may be altered.

T e

15 min 18 sec Esac 5 hower 33 min 37 sec
Fiid 0 sec O sac 2 hover &3 min 2B sec
T ™ g3 7 i 31 a0 | g 2 1 e
el
Fig. 11-30: Memory Status page
Hardware Status
The Hardware Status table displays a list of the hardware devices and
parts present and currently available on the Quadro board. The (c*‘)"”i
. . e . Man Sptem Usms  Cooleences  Telephony  Iteonel Uplink.— Hetwok ] bty
hardware device version number and additional comments about its T e
state are indicated here. B
Quadro Status - Hardware Status
Eim 1 Tounk Trank - 1 E1 mode, CCS signaling] link i down, no symehronization )
LA Ethenet | 10700 Migs | Lik is down
ETHEwined | 127100 Mégs | Linkic down
| WAN Elbermtt | 1000 Mops | Linkcts up { 100 Ma05, Al duplex )
Rt e S1abus
Coanpact Hash | Mourted Madel: SMIMOOEL, Capactly 999 000 tyles
5
: s 2Unes A
nsp 108Pent | Mo
[ ek Help
Copymigha (C) 2003-2008 Eay LEATLTES

Fig. 11-31: Hardware Status page
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SIP Registration Status

Man Gymem Users  Confstemces  Teleploiy sl Uplsk  Wistwerk

The SIP Registration Status is a table displaying the SIP registration
information of the Quadro extensions. Quadro Status - SIP Registration Status

The table contains a list of all the registered extensions of the Quadro,
SIP registration name for each extension, addresses of SIP servers
where they are registered (if applicable), whether or not it is registered
for each extension, and the registration date and time. By clicking on
the row heading, the table will be sorted by the selected column. When
sorting (ascending or descending), arrows will be displayed next to the
column heading.

The links inside the table will link you to the Extensions Management
page where the SIP registration settings may be altered.

The Detected Connection Type field displays the connection type
Quadro currently is acting in (direct connection or behind NAT). If
Quadro is acting behind NAT, the NAT machine IP address is also
displayed.

The Registered IP Lines table lists the IP lines and remote extensions
registered on the Quadro. The table indicates the actual IP addresses of
the remote devices, the usernames by which the devices have been
registered on the Quadro, as well as the registration status information.

se | Flogpstyation Date The

The SIP Tunnels to Slave Devices and SIP Tunnels to Master
Devices tables list the SIP tunnels between local and the remote
Quadros (see SIP_ Tunnel Settings). The SIP Tunnels to Slave i S
Devices table lists those tunnels where local Quadro acts as a master.
The SIP Tunnels to Master Devices table lists those tunnels where

local Quadro acts as a slave.

5081

Fig. 11-32: SIP Registration Status page

IP Lines Registration Status

The IP Lines Registration Status displays a table with the IP Lines " " @cpysi
registration information on the Quadro.

. . . . Quadro Status - IP Lines Registration Status
The table lists the IP lines and remote extensions registered on the o

Quadro. The table indicates the actual IP addresses of the remote
devices, the usernames by which the devices have been registered on
the Quadro, as well as the registration status information.

Useinane | Brela P hdaess | Ressioeolie | RewmbEoss i

807 | 54 min

Subscription Count field indicates used and allowed number of
subscriptions for all IP phones registered on the Quadro. Subscriptions
are events originated by IP phones when watching other extensions or
SLAs on the Quadro and when monitoring voice mailbox for new
received voice mails.

Fig. 11-33: SIP Registration Status page

When the allowed number of subscriptions is reached, no new subscriptions are possible. Typically the number of subscription should be keep
reasonably below the maximum allowed number, to avoid losing subscriptions. Thus, in case the actual subscription number is close to the limit,
configuration of IP phones should be adjusted to decrease the number of total subscriptions on the Quadro.

Used Subscription Distribution field indicates IP phone's subscriptions distribution among BLF (Busy Lamp Field) subscriptions, which are used
for watching extensions on IP phones, and MWI (Message Waiting Indication) subscriptions, which are used for voice mailbox status indication on
the phone.

License Status

The License Status page displays a table with all available licenses on waein [T syaiem [users) | Conrwnions)] | Tenpaony)] [ Timsmacuptai [ neswork @ cpygi-
the Quadro and the corresponding settings for each license. (Currently et 10 855 e
only QCM, iQall and DCC license statuses are displayed.) Quadro Status - License Status

Licansa Information

This page includes the following information:

Type Count | In Use | Extensions
QCM License 1" 0

Type indicates the type of the license available on the Quadro.

DCC Pro License 2 2

Count indicates the number of the corresponding licenses available on P e b
the QUadrO. - ) ‘_ -_ 3l License 11 o

In Use indicates the number of used licensed from the total available Licenzs st
licenses.

Help

Extension lists the extensions that are using the corresponding license.
Links in this column move to the corresponding service configuration
page for the extension.

Fig. 11-34: License Status page
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IP Routing Configuration

Routing is used to relay information across the Internet from a source to a destination. Along the way, at least one intermediate node is typically
encountered. Routing is different than bridging. The main difference between bridging and routing is that bridging operates at the OSI Data Link
Layer (Level Two Media Access Control Layer) and routing operates at OSI Network Layer (Level Three).

Quadro’s IP Routing service allows you to route IP packets from one destination to another (or to a specified router) through Quadro or a Quadro

VPN.

The IP Routing Configuration page is used to make IP Static, IP Policy and VPN routes for IP packets routing. This page consists of three tables.
Entries in the tables are color coded according to the state of the route. For example, yellow indicates disabled routes, green indicates successful

routes and red indicates routes with an error.

IP Static Routes are used to forward IP packets from the
Network, where the Quadro is connected, to the specified
destination.

The IP Static Routes table displays all established IP static
routes with their parameters: Target State for the state of the
route (enabled or disabled), Actual State for the state of the route
connection (up, down or erroneous), Route To for the subnet
where the incoming packets should be routed to and Via IP
Address for the router IP address where incoming packets should
be routed through.

Add opens the Add IP Static Route page where a new static
route can be established.

Enable/Disable is used to activate and deactivate a selected
route(s). At least one route should be selected in order to use
these functions, otherwise the following error message will
appear: “No record(s) selected.”

The Add IP Static Route page offers the following components:

Route To requires the IP address and subnet mask for the
destination the IP packet should be forwarded to.

Via IP Address requires the IP address of the subsequent router
for IP packet forwarding to the specified destination.

Attention: The rule with the longest subnet (smallest IP range)
will take effect when having two or more IP Static routing rules
with the coinciding subnets.

Main System Users  Conferences  Telephony Internet Uplink

IP Static Routes

[P Static Roudes P Po

| Back

Hetwadh

Via [P Bihlress

Help

Fig. 11-35: IP Static Routing table
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Fig. 11-36: Add IP Static Routing page

IP Policy Routes allow IP packets forwarding to the specified router depending on the source IP address as well as defining the priority for the

current routing rule.

The IP Policy Routes table displays all specified IP policy routes
with their parameters: Target State for the state of the route
(enabled or disabled), Actual State for the state of the route
connection (up, down or erroneous), Priority for the route priority,
Route From is where the subnet, routed packets come from and
Via IP Address is where the router IP address incoming packets
should be routed through.

Add opens the Add IP Policy Route page to establish a new
policy route.

Enable and Disable are used to activate or to deactivate the
selected route(s).

Raise Priority and Lower Priority are used to increase or
decrease the priority of the selected policy route(s) by one. At
least one route should be selected to use these functions,
otherwise the error message “No record(s) selected” will appear.

The Add IP Policy Route page offers the following input options:

Priority requires a numeric value (from 1 to 252) to define the
priority of the routing rule. The lower the number, the sooner the
routing rule will take effect (higher priority).

From requires the packet source IP address and subnet mask of
the specified destination to match with the rule.

Via IP address requires the IP address of the subsequent router
for IP packet forwarding.

Main Systew Users  Cooferunces  Tebephony  Inlesmet Uplink

IP Policy Routes
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Fig. 11-37: IP Policy Routing table
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Fig. 11-38: Add IP Policy Route page
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The PPTP/L2TP Routes allow IP packets forwarding through the e b i i b (c"p?,lfilm
PPTP and L2TP tunnels of the Quadro. If PPTP/L2TP connections

do not exist on Quadro, VPN routes cannot be generated. PPTP/L2TP Routes

The PPTP/L2TP Routes table displays all generated VPN routes BT S e

with their parameters: Target State for the state of the route . Vi Tupel T

(enabled or disabled), Actual State for the state of the route snied pr—— A0 o LITF o T0uagra2t ———
connection (up, down or erroneous), Route To for the subnet r -

where the incoming packets should be routed, Via Tunnel for the
VPN tunnel incoming packets should be routed through and
Tunnel State for the actual state of the route tunnel (up or down).

Hitlp

The Add button opens the Add VPN Route page where a new

Fig. 11-39: VPN Routing table
VPN route can be generated.

The Add VPN Route page offers the following components:

Mo Syoem Ussrs  Comfsssnces  Talshion e ek st cpysl
Route Via contains the available PPTP and L2TP connections on " = 2
the Quadro. A connection selected from this list will be used to Add VPN Route

route the IP packet from the Quadro’s LAN to the peer behind the

PPTP/L2TP tunnel. T .

Route To requires the IP address range of the possible peers : :

behind the PPTP/L2TP tunnel whereto the IP packets should be i i Jue his | Echind |

routed. [See ) [(oae ] LT

Fig. 11-40: Add VPN Route page

The Enable and Disable functional buttons are used to activate or to deactivate the selected route(s). At least one route should be selected to use
these functions, otherwise the error message “No record(s) selected” will appear.

To Add an IP Static Route

Select the IP Static Routes link on the Routing Configuration page.

Press the Add button on the IP Static Routes page. The Add Entry page will appear in the browser window.

Enter the destination IP address and subnet mask in the Route To text fields. Use the IP-Clip button to select a previously entered IP address.
Enter the router IP address into the Via IP Address text fields.

Press the Save button to make the static route with these settings.

To Add an IP Policy Route

Select the IP Policy Routes link on the Routing Configuration page.

Press the Add button on the IP Policy Routes page. The Add Entry page will appear in the browser window.

Specify the policy routing rule priority in the Priority text field.

Enter the packet source IP address and subnet mask in the From text fields. Use the IP-Clip button to select a previously entered IP address.
Enter the router IP address into the Via IP Address To text fields.

Press the Save button to make the policy route with these settings.

To Add a VPN Route

Select the VPN Routes link on the Routing Configuration page.

Press the Add button on the VPN Routes page. The Add Entry page will appear in the browser window.
Choose the VPN connection from the Route Via drop down list.

Enter the destination IP address and the subnet mask into the Route To text fields.

Press the Save button to make the VPN route with these settings.

arwNE

ourwNE

arwNE

Configuration Management

The Configuration Management page assists the administrator with managing the system configuration settings and voice data. For example, the
administrator is able to backup and download the settings to a PC and then upload and restore them back to the Quadro. Additionally, this page
provides the possibility of restoring the factory default configuration settings.

The Backup & Automatically Download all config & voice Mealn) = vetom] U eare] M conbarencenl Ml otophonyA M iotern ot Cp/in B M Moo @‘ |’ép§ln
data link leads to the Automatically Backup Configuration

Settings page where the automatic backup of the system Configuration Management

configuration and the voice data can be configured. The Basknp £ Autematically Downlead all confia £ voice data

service allows you to setup Quadro so it will automatically Backup & Dawninad all conflg & vaice data

backup the system configuration and the voice data and store Upload & Restore all confla & volce data

it in the specified location. Bestore Gefault Lonfiau atian

Dawnload current configuiation in a legible feunat

Upload a legible configuration file

Back Hulp

Please check your pending eents!
[CopyTight (C) 2000-2011 Leval Technolooess, LId. A nghts reserved

Fig. 11-41: Configuration Management page
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The Automatically Backup Configuration Settings page
allows you to enable the automatic backup of the system _ (cl'“""'
configuration and the voice data on the Quadro. With this e e oy s s bYe.
service, Quadro will automatically backup the system
configuration and the voice data and store it in the specified
location.

ally Backup C

[l Enable Automaticaity Dackun

This page contains the following components: @ sengvia £-ma

E-mal ASdress | ashal sangsvangesgiam am

The Enable Automatically Backup checkbox enables © sendosener | senur Hame
automatic backup mechanism on the Quadro. Serer Post

F3i on Senver

The following group of manipulation radio buttons allows you Sr—
to select whether the backup files will be delivered by email or -
stored in some location:

Usir Mame

® The Send via Email radio button is used to send the
automatically backed up files via email. The selection
enables Email Address text field that requires the email Backaup Intoeat Sutecton
address of the administrating person to receive the e T
automatically backup files.

Pagtword

Backup Now

e The Send to Server radio button is used to store the (
automatically backup files on a remote server. This | s st A i
selection enables the following fields to be inserted: Fig. 11-42: Configuration Management page

Help

The Server Name requires the IP address or the host name of the remote server.
The Server Port requires the port number of the remote server.
The Path on Server requires the path on the server to store the backup files in.

The Send Method manipulation radio buttons allow you to select the remote server type: TFTP or FTP. In case of FTP selection, the
authentication username and the password need to be inserted. In case these fields are left empty, anonymous authentication will be used.

The Backup Interval Selection drop down lists is used to select the frequency and the time when the automatic backup of the Quadro's system
configuration and the voice data will take place.

Backup Now button is used to perform a manually immediate backup of the system configuration and the voice data.

The Backup & Download all config & voice data link generates a backup file with all configuration settings and user uploaded greeting messages.
It opens a file chooser window for immediate download to the users PC.

The Upload & Restore all config & voice data link opens a page that has a Browse button, (which opens a file chooser to select a backed-up file)
and a Configuration to Upload field requiring the file path to upload and to restore it immediately. Pressing Save will restore the selected backup
file, and delete all current user defined greetings and replace configuration settings.

The Restore Default Configuration functional button resets all configuration settings and restores the board’s factory default configuration. By
restoring the default configuration you will replace your current configuration, lose all voice mails and reboot the device. You will not be automatically
redirected to the GUI start page. After the successful reboot you will need to enter into the management page and login again to access the Quadro’s
configuration. A warning message will ask you to confirm your selection before restoring the default configuration.

Please Note: Unlike the factory default settings restore procedure initialized from the Reset button on the Quadro board, this link will keep the
following data:

° Call Statistics

° Transfer Statistics
° System Events

° Feature Keys

° Device Registration state

The Download current configuration in a legible format and Upload a legible configuration file links leads you to the Legible Configuration
Management page where legible configuration can be downloaded and uploaded back after the required edits.

Legible Configuration Management

The Legible Configuration Management is used to manually manage the configuration on the Quadro. This will allow you to download a piece of
configuration from the Quadro in the way of legible file, to make necessary changes in that file and to upload it back to the same or different
Quadro(s). With this service, some pieces of configuration (like extension settings, NAT settings, etc.) of one Quadro can be used on another
Quadro. This also helps to apply the same group of settings to the several instances (for example, to apply the same SIP settings to multiple
extensions on the Quadro) on the same or different Quadros avoiding manual configuration of each of those instances (i.e. extension) from the web
management on each of the Quadros. The Quadro reseller, distributor, ISP or carrier usually uses this service.

The Download current configuration in a legible format link refers to the Configuration Summary page where a partial or complete
configuration can be defined and downloaded or viewed.

The Configuration Summary page is used to generate a piece of legible configuration and to download it to a PC or to view it directly in the
browser. This page consists of the following components:
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The manipulation radio buttons are used to select between particular CGI or a named group of CGls for which the legible configuration file will be

generated.

° The Specific CGI selection allows you to choose a certain CGI from the list of Quadro’s Web management pages for which the legible
configuration can be manually managed. For example, selecting "RTP Settings" will generate a legible configuration file with parameters

present on the RTP Settings page.

° The Named Group of CGIs selection allows you to choose among the four predefined groups: Internet Connection Settings, LAN
Configuration Settings, Telephony General Settings and Extension Settings. Each of these groups refer to all CGls characterized by the
selected criteria, e.g. Internet Connection Settings group contains all parameters on the CGls related to the networking and WAN

configuration.

The Extension drop down list allows you to limit the settings in
the generated legible configuration file to one specific extension.
For example, each of the extensions on the Quadro have own
SIP settings or Codecs. To download the settings for a particular
extension only, you need to choose the corresponding extension
from the list. The drop down may also have a blank selection. In
that case the legible configuration file will contain the parameter
of all available extensions on the Quadro (if the selected
parameter applies to the extension and not to the overall system,
like RTP settings).

The Start generate a legible configuration file button start
parsing the configuration structure of the device for the defined
parameters. The progress will be displayed in the area below.

Man Sriem Uims  Crweivmes  (obubews  WwwABd  Betmed

Configuration Sumamary

@ epyg

The Cancel generation process button appears when the

Fig.

11-43: Configuration Summary — Parameters page

configuration generation procedure starts and it is used to stop it.

The Download generated configuration button becomes
available when the legible configuration generation is finished. It
is used to download the generated file to the PC in a plain text
format. Necessary changes can be made in the downloaded
configuration file and then uploaded back to the system.

Attention: Make sure the changes you have done in the
downloaded legible configuration file are valid and will not
corrupt the system when being uploaded back to device.

The View generated configuration button becomes available
when the legible configuration generation is finished. It is used to
view the generated file directly in the browser.

The Restart generation! button becomes available when the

legible configuration generation is finished. It is used to cancel |«

Main  System  Users  Conferences  Telephony Iinterrvet Uplisd, Hatwark

Configuration Summary

Process: finished!

@pysi

|_Downinad generated configurationt | [ view generated configuration) |
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i () D008 00 Eirral Tasbersteegiog L. Al rights sedareend
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the generated configuration file and to start over.

Fig. 11-44: Configuration Summary Preview page

The Upload Legible Configuration page is used to upload a configuration file in a text format. The Browse button in the opened page is used to
browse certain legible configuration file to be uploaded and updated into the system. The configuration files to be uploaded should be in the *.txt
format, otherwise a system error occurs. Configuration file upload progress will be displayed in the area below. During legible configuration file

upload, Quadro's functionality failures may occur.

Events

The Events page has two tables. All system events that have occurred will be displayed in one table and event settings will be displayed in the other.

The System Events page may be accessed through the Events
link from the main menu. It lists information about system events
that have occurred on Quadro. When a new event takes place, a
record is added to the System Event table. For failure events
(priority 2 and 3, see below), the warning “Please check your
pending events!” will appear at the bottom of all management
pages.

The system events and the warning message are visible only for
the administrator. The warning link, (which leads directly to the

System Events page) will disappear from the management

Intermet connection status: static P

Please check yaur pending events!
Copyright (C) 2005 Epygi Tachnalogies, Ltd. Al rights resemed.

Boot loader: 2.0.15/Releass
Pirmuars Vezsion: 2.0.17

Users curzently logged in
- adnmin from 192.165.0.26, expires 15:17

pages if the administrator has marked all new events as “read”.

Fig. 11-45. Event Warning on the Main Menu page
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The System Events table is the list of new and read system L Sl L LD s @‘EPY%L
events. System events have corresponding coloring depending Bt 36T e
on the nature of the event: success (priority 1, color green), low System Events

importance failure (priority 2, color yellow), critical failure (priority R Evinl Saiiis

3, color red). Curmant Fystenn Time: Mon Sep 26 155158 J005

Deebote Bk ofl quvem] Gimable LED Selact ol kron se Sebection
The table shows the Status of the event (new or read) as well as I e L | Bateaencn
the name of the application the event refers to, event description,
and the date when the event was received. For example, if the
event was caused by the IDS service, the Check IDS link
appears in the reference row that will lead to the IDS Log page, or
if the event has occurred due to incorrect mail sending or SIP
registration, the corresponding links will be seen in the Reference
column of the table. The administrator can view the detailed log
for each event that has occurred.

The System Events page offers the following components:

ololalofalalm

Current System Time displays the local date and time on
Quadro.

Mark all as read marks newly occurred events as “read”.

olo|o|o

Reset LED switches off the flashing LED (if applicable) on the
board. An LED notification may appear (depending on the
notification type given) in the page Events page when a new
event occurs.

glo|ojalolalofa|o]ala]o

[a]a]a
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)

Fig. I1-46: System Events list
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Numerous circumstances may cause a certain application on
Quadro to flag an event.

The Event Settings page lists all possible events on the Quadro
and allows controlling notification (action) when an event takes
place.

Each entry in the events’ table has a checkbox assigned to each
row. By selecting the corresponding checkboxes, operations such
as Edit may be done for one or more events.

Edit opens the Edit Event Settings page to modify the event
action.

The Edit Event Settings page offers the following input options:

Application displays the application the event refers to. Multiple
is shown here if more than one event has been selected for the
action assignment.

Name displays the name of the event. Multiple is shown here if
more than one event has been selected for the action
assignment.

Description displays additional information about the event.
Multiple is shown here if more than one event has been selected
for the action assignment.

Action offers radio buttons to choose one of the actions to notify
the Quadro administrator when an event(s) takes place. The
following actions can be available:

Main  System  Users  Coaderences  Teliphiiy Mt lplink  Netwotk

Event Settings

Evean Settiners

Application Hamg Priony | Descipion

a

[ btk |

@cpysi

[ Fe

Fig. 11-47: Event Configuration Settings page

Main System Users  Confesences  Teleplwry  itemnel Uplink Network

Edit Event Settings

(8w | [ Pak |

@<y

[l ]

Fig. 11-48: Edit Event Settings page

e Display Notification - A notification link will be displayed on the bottom of all pages and a record is added into the Events table. The
notification is executed as a link “Please Check your pending events!”. The link leads to the System Events page. This action also will take
place if Flash LED or Send Mail has been selected, even if not specifically selected.

® Flash LED - The second LED (yellow) will blink every second and a natification will be displayed on the bottom of all pages. For some events

the LED will start flashing after a delay.

e Send Mail — an e-mail notification about the new event on the Quadro will be sent to the e-mail address specified in the Mail Settings page.

e Send SNMP Trap — SNMP notification will be sent to the traphost(s) listed in the SNMP Trap Settings table (see SNMP_Settings).

® Send SMS — SMS noatification about the new event on the Quadro will be sent to the mobile phone specified in the SMS Settings page.

QuadroM32x/8L/26x/12Li/26xi; (SW Version 5.3.x)
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Actions that are not allowed for the selected event (like mail notification if the PPP link is down or the mail server has been configured improperly)
are hidden. For multiple events editing, actions that are not appropriate for least one of the selected events will also be hidden.

Please Note: In case of an IDS (Intrusion Detection System) intrusion alert, only the first possible intrusion in each 10 minute period will initiate an
event. This helps to avoid flooding the System Events table, and flooding the user with various intrusion alerts that result from each possible Denial
of Service attack. When these events are displayed in the System Events table, the user can receive detailed information about the intrusions
through a link to the IDS log list.

If Quadro cannot receive an IP address from the DHCP or PPP servers, or cannot register an extension on the SIP or Routing servers, or cannot
reach an NTP server, it raises only one event for the entire period the action has failed, but will continue to try. When the required action is
successful Quadro raises an appropriate message.

To Assign an Action to the Event

1. Select the checkbox of one or more events to assign an action to them.

2. Press the Edit button. The Edit Event Settings page appears.

3. Select an action type from the Action radio buttons to notify the administrator about the event.
4. Press the Save button to submit the changes or use Back to abort the selected action.

Time/Date Settings

The Time and Date Settings page provides information about the current system time and date. The settings may be updated through the
international time and date servers.

Time is used to set the local time (hour, minute).
Date is used to set the date (month, day, year).

Enable Simple Network Time Protocol Server enables the SNTP (Simple Network Time Protocol) server on Quadro, thus Quadro becomes the
timeserver for its LAN.

Enable Simple Network Time Protocol Client enables the

SNTP client on the Quadro, thus Quadro becomes a client to an i i W i i I il i @cpygi
external timeserver. A checkbox disables Date and Time drop Tues
down lists and enables the following parameters: Time / Date Settings

The SNTP Servers table lists all defined NTP Servers. Tiene

The Add functional button opens an Add NTP Server page B
where a new NTP server can be defined. This page offers the bl STl etk T Fretsenisense
NTP Server radio buttons that are used to choose between a e Enatle STel e e Fessol e
manual and a predefined NTP server. [

A8 GO Delste Moveup Move dawn

SHTP Serves

Manual requires the NTP server's FQDN (Full Qualified =]
Domain Name) or its IP address.

Fulling inbierval 6 % hous)
Predefined is used to select the NTP servers host ([sae ][ s ] [ we )
address from the drop down list, where the most common | “®

NTP servers are listed. Fig. Il-49: Time and Date Settings page
The Move Up and Move Down functional buttons are used to
sort NTP servers in the order they need to be accessed. If the e T M ) e e I @©cpyai
NTP server in the first position of the SNTP Servers table does "
not answer, NTP server in the next position will try to be Add SNTP Server
reached.
HTP grver,
Please Note: You can add another NTP server to the list if the O macn
defined NTP servers are not functional (for example, Quadro's @ presinns | [rpo egygicom (Tavas, US) -
date/time is not being updated automatically).

Polling Interval indicates the time interval for the periodical —[smmmmsmm s snmas 2w
synchronization between the timeserver and Quadro. It counts
in hours.

Fig. 11-50: Add NTP Server page

Attention: Time and Date Settings will be reset if Quadro has lost power.

Mail Settings

The System Mail Settings page allows you to send warnings automatically about the board status or problems to the administrator. System events
that require email notification are selected on the Events page. System mail must be enabled and the SMTP server needs to be configured for voice
message transmission to the extension user’s mailing account.

Quadro may automatically generate emails to the administrator:

o If events specified in the Events list occur

o If voice mails are set from the Voice Mail Settings to be sent as e-malil

QuadroM32x/8L/26x/12Li/26xi; (SW Version 5.3.x) 29



QuadroM32x/8L/26x/12Li/26xi Manual I1: Administrator's Guide

Administrator’s Menus

With the Enable checkbox system mail sending and voice
messages transmission to the extension user's mailbox could be
enabled.

SMTP Host requires the IP address or host name of the Simple
Mail Transfer Protocol (SMTP) server. This SMTP server is part
of your mail server that you normally use to receive and send
mails.

SMTP Port requires the SMTP host port number.

Mail Sender Address text field requires the source address for
the Quadro notification emails. The email address defined here
should be an existing valid email address registered on the
selected SMTP server or it should have permission to use that
particular SMTP server for e-mail transmission.

Mail Recipient Address text field requires an active email
address where system emails will be delivered. The e-mail
recipient here can be a Quadro administrator or someone
responsible for network and system problems.

Mail Recipient Address (CC) text field requires an active email
address where a carbon copy (CC) of the system e-mails will be
delivered.

The server requires a secure connection (SSL) must be
selected if the specified SMTP server requires secure
connection using SSL. If the specified SMTP server allows using
both secure and unsecure connections then this selection forces
to establish the secure connection.

Main System Users Conferences  Telephony Internet Uplink

System Mail Settings

“lEnable
SMTP Host mail.epygiarm.am
SMTP Port: 25

Mail Sender Address who@am

Mail Recipient Address: artur_sanasaryani@epygiarm.an|
Mail Recipient Address (CC).

[ The server requires a secure connection (S3L)

[JEnahle SUTF Authentication

User Name:

User Password

Please check your pending events!

Copyright {C) 2003-2011 Epygi Technologies, Ltd. All rights reserved.

@©cpys

quadrom

Network

Fig. 11-51: System Mail Settings page

Enable SMTP Authentication must be selected if the specified SMTP server requires authentication. In this case authentication User Name and
User Password configured on the SMTP server should be defined in the corresponding text fields.

Attention: The following symbols are not allowed for the Password field: '$', '(', ')",'/, "', ‘&', '\, "

With the button Send Test Mail a test mail can be sent to the defined email address to verify the settings. This button will be enabled if correct

values have been submitted and saved on this page.

To configure the System Mail

Update or set the SMTP host in the SMTP Host text field.

Enable SMTP Authentication if it is required on the server.

Press the Save button to submit these settings.

ONoOGOAWNE

SMS Settings

Enable the system mail sending by the Enable checkbox selection.

Update or set the e-mail sender address in the Mail Sender Address text field.
Update or set the e-mail address in the Mail Recipient Address text field.

Use the Send Test Mail button to send a test e-mail with the configured settings.

Insert into the corresponding text fields an authentication User Name and User Password defined by your SMTP server.

The SMS Settings are used to configure the SMS parameters that will allow Quadro to send the voice mail notifications or event naotifications via
SMS to the extension user's mobile phone. Every extension user can enable voice mail notifications when a new voice mail is received and they can
to define their own mobile numbers from the Voice Mail Settings or to set the certain Events notification to be delivered per SMS. However, for
Quadro to deliver SMS notifications, the SMS service should be enabled and SMS settings should be configured from this page.

QuadroM32x/8L/26x/12Li/26xi; (SW Version 5.3.x)

30



QuadroM32x/8L/26x/12Li/26xi Manual I1: Administrator's Guide

Administrator’s Menus

Enable SMS Service enables the SMS service on the Quadro.

User Name and Password text fields require the authentication
settings of the SMS server.

SMS Sender Address requires the source address for the
Quadro notification SMS. The address defined in this field will
be seen in the “From” field of the SMS delivered to the mobile
phone.

SMS Recipient Address requires a destination mobile number
for a test SMS.

SMS Gateway manipulation radio buttons allow to select
between pre-defined Clickatell SMS gateway and the custom
defined SMS gateways.

Main  System  Users  Conferences  Telephony

SMS Settings
Flinanie sMs Sares

User Marme nrant_vardarryan
Pastword  ewewss
SME Sander Address | 3749I5ITRRN

M Recipient Address | IT403537900

EME Gaewins

Inmgamen Updink

@ cuesatell | apin (r1osse

O custom | mpsoure

Servor
ot
Usa Securs HTTF
Secure Port

Rnquest Merod

POST

GET

Sond 1051 SME
[Csae | [ max |

Capyeight (£ 70033008 Epal Tachasiagier, L A1l dghis resaresd

Hetwork

©@pysi
Tourinas

e

Fig. 11-52: SMS Settings page

e Clickatell — this selection allows to use a pre-defined SMS gateway. Selection enables the API ID text field which indicates a Clicatell specific
parameter obtained from the server and should match on both sides.

e Custom — this selection allows to use a custom SMS gateway. Selection requires following parameters to be inserted:

Resource text field requires the HTTP resource name on the SMS gateway, for example: /http/sms.cgi.
Parameters text field requires the parameters to be submitted to the resource address. The value of this field represents a string with
tokens (separated by percent (%) symbols) inside. Each token indicates a value of the certain field on this page. The value is dependent

on the SMS gateway requirements. For example:

user=%username%&password=%password%&to=%t0%&from=%from%&text=%text%

The tokens are the strings that have the following dependencies from the field in this page:

%username% — indicates the username defined in the field Username
%password% — indicates the password defined in the field Password
%t0% - indicates the password defined in the field SMS Recipient Address
%from% - indicates the password defined in the field SMS Sender Address

%text% - indicates the SMS text generated by Quadro (voice mail notification, event notification, etc.)

Server text field requires the IP address or the host name of the SMS gateway.
Port text field requires the port number of the SMS gateway.
Use Secure HTTP checkbox enables access to SMS server via HTTPS. Checkbox selection enables a Secure Port text field that

requires the port number for HTTPS traffic.

Request Method manipulation radio buttons allow to select the HTTP request method used by Quadro the access the SMS gateway:

POST or GET.

Send Test SMS is used to send a test SMS to the defined SMS Recipient Address.

submitted and saved on this page.

Firmware Update

This button will be enabled if correct values have been

This window allows updating the software of Quadro by installing new firmware (image). Users registered at Epygi will receive a notice when new

firmware is available and will be able to download it from the Epygi Technical Support WEB page.

Updating new firmware requires a working power supply. Quadro is provided with a battery (accumulator). If the battery is low or simply absent the

“There is no battery or voltage is low” warning is displayed.

QuadroM32x/8L/26x/12Li/26xi; (SW Version 5.3.x)
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Please Note: Installing new firmware will take about 15 @“,,‘___I
minutes. During this time, Quadro, telephony and Internet e PYS,
access will be disabled. :

Fimmware update

The firmware update will cause the loss of the following
data:

e All internally stored voice mails and custom voice
messages

Please Note: If you do not wish to lose your voice data,
have it downloaded from Configuration Management page
prior to starting the Firmware Update.

® DHCP leases
® Transfer statistics
e Call statistics

Please Note: If you consider the Call Statistics entries in
the displayed tables to be important, it is recommended to
download them from the corresponding page prior to
starting the Firmware Update.

Fig. 11-53: Firmware Update page

e All pending events
e User specific GUI states
The following main processes will be stopped during the firmware update and will be restarted after the installation is completed:
® \oice Software
e Network Time Protocol Daemon
e Network Interface Statistic Daemon

® Dynamic DNS Daemon

The Automatic Firmware Update link leads you to the page where the automatic update of the Quadro's firmware (software image) can be
configured.

The Next button will move you to the second page of Firmware Update where the image file should be selected manually.

Attention: Pressing the Next button will stop some vital processes on the Quadro, therefore you will need to reboot your device manually even if you
have cancelled the firmware update procedure on the following steps.

The Second page Of FlrmWare update ha,S a BI‘OWSG Main  System  Users  Conferances Tedephiony bt v Uplinds Herwork @ (Ilj}\"‘[

button used to browse the image file, and the Specify
Image text field that will display the selected image
filename.

Firmware update

Pressing Save will start uploading the image file to the TVh UGAID RO 658 AR ABOUTTS AL s » saog
board and the next page will display results and Proante uphadng | E— |
verification of the image being burned. owclt imuge. [IQeRATIagimagesResreDuIBBohoBayeLnew [ Browrn |

sa | [_Hep |

Fig. 11-54: Firmware Update page

This page displays non-editable information about the g Bt U Eoa v S Talenbio | U i @ cpyei
image validity. The Image Check field will display “invalid” Sidss
if the image does not correspond to the hardware version. Firmware update

The Current Software Version field shows the old
software version. The New Software Version field shows
the new version of the software image.

This page needs to be confirmed in order to continue
image updating. If you are sure that the image version is
appropriate for your device press Save.

[_¥es [ Back | [ He |

Fig. 11-55: Firmware Check page
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If you have confirmed the firmware version, a new page
with firmware update progress will be displayed next. @ ot
There are no functions available on this page, just ot CpPys!
information about the firmware update procedure. At some _
point the connection with the device is being lost and you Firmware update
need to wait until the firmware will be burned on the
Quadro.

You will not be automatically redirected to the Login page.
To access the Quadro’s Web GUI, you need to connect
Quadro again and login.

Attention: After the firmware update, all IP phones
attached to the Quadro should be restarted.

Fig. 11-56: Firmware Update page

Automatic Firmware Update

The Automatic Firmware Update page allows you to configure an automatic update of the Quadro’s firmware (software image) as it becomes
available on the server. When this service is enabled, on the configured day and time Quadro will automatically check for a new available firmware
on the server and will either notify the administrator or update the firmware right away, depending on the configured settings.

The server configuration can be done manually or through the DHCP server. In case of DHCP server replying configuration, the corresponding
adjustments should be done on the DHCP server to automatically point the Quadro to the destination where the firmware is stored.

Please Note: Independent on the selected server type, there should be an “auto-update” folder in the root directory of the server. Quadro will check
for any new firmware in that specific folder only. Besides the firmware *.bin file, the “auto-update” folder should contain supplementary file(s) to point
to the correct firmware file.

The detailed instructions on the functionality of automatic firmware update as well as server configuration are described in the “Automatic Firmware
Update” document which you can find at the Epygi Web support portal.

This page consists of the following components:
The Enable Automatically Firmware Update checkbox selection enables the automatic firmware update service on the Quadro.
Attention: When the older firmware is installed on the Quadro, the system configuration will be lost and the device will be factory reset.

The first manipulation buttons group on this page allows you to choose between the manually configured firmware server and the server defined by
the DHCP server.

® Assign manually — this selection is used to manually configure the firmware server settings. The Server Name (the IP address or hostname),
the Server Port and the Update Method should be defined. The Update Method drop down list provides a possibility to choose among TFTP,
FTP, HTTP or HTTPS methods. For some of these selections, authentication Username and Password can be entered.

® Assign automatically via DHCP - choose this selection if the Quadro acts as a DHCP client in its WAN interface. In this case the firmware
server's configuration will be automatically obtained from the DHCP server. This selection requires previous configuration on the firmware
server and will work only if the “auto-update” directory is created on the TFTP server. The DHCP server should also be configured to provide
the "TFTP server name" parameter (option 66) to the Quadro.

Administrator’s Menus

The second manipulation buttons group on this page allows you G i @y
to select the frequency of checking for a new update. Automatic Firmware Update
® Check and notify — choose this selection if you only e s s ot

wish to be notified about the new available firmware

on the server. With this selection, on the indicated gerver Confiaurstion

weekday and time, on daily or weekly basis, the @ Assign manualy Serertame: [ espaicom

Quadro will check for a new firmware available on the sonarpot [

server. The way of notification is configured from the Ustshedebec: [1p B3

Events page. Usietiona:

Password. sssssas

® Check and update — choose this selection to check -

H . 3 L) Assign automabcaly via OMCP | Get the TFTF seraer valus fram DHCP &
and automatically install the new firmware on the contgunut a5 DR ciunt,
Quadro as it becomes available on the server. With —
this selection, on the indicated weekday and time, on
daily or weekly basis, the Quadro will check for a new
firmware available on the server, will automatically © Ghesk and upiate
download and install it on the Quadro.

The Check/Update Now button is used to manually initiate

Check and notify or Check and update actions. The action to

r This rquires Quadro in ba
ol b cerigured b provide

Chicktor updatis:

& creck and non

W | [Mondmy % a[1500 %

| Checknipate hiow

st L Al dgbs resareed

be executed depends on the radio button selected above.
Fig. 11-57: Upload Configuration page
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Networking Tools
The Networking Tools page provides the possibility to check the Internet connection.

Ping sends four ICMP (Internet Control Message Protocol) requests with a default size of 64 bytes to the destination (IP address or host name)
specified in the text field Ping Target. The response times are logged, and the round trip time (the time required from being sent until being received
again) is measured. The minimum and maximum round trip time and its average as well as the percentage of lost and of received frames results are
displayed in the lower area of the page.

Traceroute checks the Internet connection by triggering the routers (hops) that are passed to reach the destination specified in the Traceroute
Target text field. Trace routing gives feedback on the routers passed by packets on the way toward the destination and the round trip delay of
packets to these routers.

Attention: No Traceroute is possible if a high priority Firewall has been enabled (see chapter Firewall and NAT).

For the purpose of tracerouting, several IP packets are sent out. UDP (User Datagram Protocol) is used to send packets and ICMP (Internet Control
Message Protocol) is used to receive information about the routers. In their headers, the TTL (Time To Live) value increases from 1 to 30. When the
first IP frame is received by the first router, its IP address will be returned in its acknowledgement.

The second frame delivers the IP address of the second
router and so on and so forth. The results of Traceroute are [ @‘:I-"'i'

displayed on the lower area of the page.
MNetwarking Tools
Ping Target requires the destination (IP address or host

name) for the ping request. If Use ICMP checkbox is
selected, an ICMP request will be send to the ping destination
(MS Windows standard). Otherwise, if checkbox is not
selected, a UDP request will be send (Linux standard). I

PrgTuget prg s oo Trichtut Tt e i Lo Fiar e
g Traecty |

TRt X e apgcEn

The Ping button starts pinging the specified ping target.

Traceroute Target is used to enter the IP address or host
name of the destination to be trace routed.

The Traceroute button is used to process the router
triggering to check the Internet connection.

In the field below these, the output of the Ping or Traceroute

. Fig. 11-58: Networking Tools page
procedure is shown. 9 g pag

To Check the Internet connection

1. Specify the destination address for the ICMP request in the Ping Target text field.
2. Press the Ping button to process the ICMP request.

3. Specify the destination address to trace the route.

4. Press the Traceroute button to process the router triggering.

SNMP Settings

The Simple Network Management Protocol (SNMP) is an application layer protocol that facilitates the exchange of management information
between network devices and is used by network administrators to manage network performance, find and solve network problems, and plan for
network growth.

On Quadro, SNMP agent is running to allow administrators to remotely manage Quadro’'s network and the device’'s configuration. Remote
administration is being performed by means of special SNMP monitoring programs (SNMP Manager), which can automatically feedback by the
certainly configured actions on some events on the Quadro or remotely modify Quadro’s settings.

SNMP Settings page is divided into two pages: Global SNMP Settings and SNMP Trap Settings. Global SNMP Settings are used to enable the
SNMP agent on the Quadro, to select the SNMP protocol version for communication with the administrating application and to define the community
for administrating application to connect the Quadro.

Enable SNMP checkbox is used to enable SNMP agent on the Quadro.

System Location text field requires optional information to describe the network where SNMP management is performed.
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System Contact text field requires optional information about
the contact person responsible for the SNMP management in
the defined network. Field may indicate the point person’s name,
email address, phone number or other contact information.

Enable SNMP v1 / 2c checkbox is used to enable SNMP v1/2c
protocol version for the messaging between Quadro’s SNMP
agent and the administrating application. If this checkbox is not
selected, SNMP v1 will be implied.

SNMP v1 / v2c Read-Only Community text field is used to
insert the community description (public, private, etc.) for the
read-only management (like gathering information (events,
statistics, etc.) about Quadro’s). Field may contain some kind of
password which should be matching both on Quadro and on the
administrating application for successful SNMP management.

Enable SNMP vl / 2c Read-Write Access checkbox
additionally enables a read-write access on the Quadro for the
SNMP monitoring application. With this checkbox enabled,
administrator will be able to remotely configure the Quadro via
SNMP administrating program.

SNMP v1 / v2c Read-Write Community text field is used to
insert the community description (public, private, etc.) for the
read-write  management (like gathering information (events,
statistics, etc.) about Quadro’s and remotely changing Quadro’s
configuration). Field may contain some kind of password which
should be matching both on Quadro and on the administrating
application for successful SNMP management.

Main System Users Conferences  Telephony Internet Uplink

Global SNMP Settings
Global SHMP Settings SNMP Trap Seftings

Enable SNUP

System Location Quadro Netwark

System Contact admin@sip.epygi.com
Enable SNHP v1/2¢

SNMP v1/v2ec Read-Only Community:  |public
Enable SNMP v1/ 2c Read-Write Access

SNMP w1/ 2c Read-Write Community: | private

Please check your pending events!
Copyright (C) 2002-2011 Epygi Technolegies Lid. All rights reserved.

©cpysi

«quadrom

Network

Fig. 11-59: Global SNMP Settings page

The Service Restart button restarts the SNMP sub-system on the Quadro. Restarting the SNMP sub-system is recommended if it does not respond

to a SNMP manager's requests.

SNMP Trap Settings are used to define the traphosts that
should be informed when certain events occur on the Quadro.
For the listed traphosts to be informed about the events on the
Quadro, Send SNMP Trap action should be configured for the
corresponding event(s) from the Events page.

SNMP Trap Settings page contains a list of all configured
traphosts with the referring information.

Add functional button is used to add a new traphost to the table
and opens Add SNMP Traphost page where the new traphost
might be defined. Page consists of the following components:

Traphost text field requires an IP address or the host name of

the traphost. Administrating application’s host address should be
inserted here.

Community text field requires community description (public,
private, etc.) for the administrating application to accept the
notifications about the certain events on the Quadro. Field may
contain some kind of password which should be the same both
on Quadro and on the administrating application for successful
SNMP management.

A group of radio buttons is used to select the SNMP protocol
version used for events notifications delivered by the Quadro to
the administrating application.

Diagnostics

Main  Systern  Users  Comferences  Talephony Witensred Uplink Hetwork

SNMP Trap Settings

S it Sellmns

SHIP Ve wiomn

@cpygi

Help_ |

Fig. 11-60: SNMP Trap Settings page

Wl System Users  Comferences  Telephey  WmemetUplink  Network

Add SNMP Traphost

192168036

©:cpygi

[ Help

Fig. 11-61:Add SNMP Traphost page

The System Diagnostic page gives a possibility of running Network and WAN protocol diagnostics to verify Quadro's connectivity and to download

all system logs for possible problems recovery.

The Start Detecting WAN Protocol button is used to initiate WAN diagnostics that will detect the WAN IP configurations: static or through DHCP
and PPP servers. For static WAN IP configuration, gateway availability is checked. When acting as a client, DHCP and PPP servers' accessibilities

are being verified.
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The Start E1/T1 Diagnostics button is used to initiate E1/T1 Link Diagnostic and Diagnostic Loopback. With these tests E1/T1 physical link is
checked, Frame Synchronization and Red Alarm states are verified. For successful Link Diagnostic, remote side should have Line_loopback or
Payload_loopback settings configured or a loopback terminator should be plugged to the Quadro's E1/T1 port. Diagnostic Loopback will be initiated

Administrator’s Menus

if Link Diagnostic is failed or E1/T1 link is down.

The Start Network Diagnostics button is used to initiate
network diagnostics, i.e., to check the WAN link and IP
configuration, to verify gateway, DNS primary and secondary
(if configured) servers' accessibilities.

The Reboot this Device button is used to reboot the
Quadro. Please note that the session with the Quadro will be
closed, i.e., the Quadro GUI should be newly opened and a
new login will be required afterwards.

The Start Call Capture button leads to the Call Capture
page where active calls and available interfaces may be
captured.

The Download system logs button is used to download all
logs to the local PC as a *.tar archive file. These logs can

Main System Users Conferences  Telephony

System Diagnostics

Start detecting WAN Protocol
Start Network Diagnostics
Start E1/T1 Diagnostics

Internet Uplink Hetwork

Reboot this Device
Start Call Capture
Download system logs

@cpysi

QuedroM32x-52

Basic Tests:
Checking for physical link : WAN link ok
Checking IP configuration : statically
Checking internet connectivity (ICMP ping):
Gateway (192.168.70.5):

Primary nameserver (192.168.0.2):
Secondary nameserver (192.168.0.156):
Checking neme service connectivity (DNS):

Primary nameserver (192.168.0.2):
Secondary nameserver (192.168.0.156):

reached
reached
reached

answered
anawered

then be used by the Epygi Technical Support Office to
determine the problem that has occurred on your Quadro.

wiw. epygi . coms
epygi-config. loc:

resolved and answered
not resolved

Show System Logs

Please check vour pending events!
Copyright (C) 20022011 Epyal Technalogies, Lid. All rights reserved.

Fig. 11-62: System Diagnostic page

The field below will display the diagnostics results and the connectivity conditions. The system should be reconfigured if problems occur during the
diagnostics.

Attention: The Start E1/T1 Diagnostics button is available only for QuadroM32x. The QuadroM8L/26x has Start FXO Diagnostics button instead
of Start E1/T1 Diagnostics and the QuadroM12Li/26xi has Start ISDN Diagnostics button instead of Start E1/T1 Diagnostics.

The Start FXO Diagnostics button runs FXO diagnostic tests to determine the optimal value for the FXO country specific regional setting (CSRS)
appropriate to your PSTN provider. Once the FXO diagnostic is complete, the recommended value should be set manually on the fxocfg hidden cgi.
Setting this value may resolve echo or poor audio quality issues on FXO lines.

The Start ISDN Diagnostics button is used to initiate ISDN BRI low level diagnostic. With these tests the ISDN physical link is checked and the
Frame Synchronization is verified.

Show System Logs link leads to the page where Quadro’s logs might be viewed, downloaded and the logging setting may be adjusted.

System Logs

The System Logs page is accessible by pressing the Show System Logs link on the Diagnostics page. This page is used to adjust system logging
settings, view system logs directly in your browser or download them locally to your PC.

The System Logs page consists of three sub-pages.
The System Logs Settings page is used to adjust the system logging settings and contains the following components.
The Enable User Logging checkbox is used to enable user level logging. This logging contains brief information about events on the Quadro.

The Enable Developer Logging checkbox is used to enable developer high level logging. This logging contains detailed information about events
on the Quadro.

The Log Lines to Show drop down list is used to choose the maximum number of log lines to display on the View System Logs page.
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The Mark all Logs button is used to set a line marker in the Iogs. If Main System Users Conferences  Telephony Internet Uplink HNetwork @GPYSI
you need to follow a certain piece of log, push this button to set a quadre
starting mark in all logs and then perform the needed actions over

the Quadro. When the actions are done, push this button again to SVStem Logs

set an ending mark in all logs. This way you shall clearly see a _ o

piece of log between the staring and ending marks generated Sustem Lous Setfings. System Remote Logs Sefinds iew Sslem Locs

during the certain actions taken over the Quadro. The Comment [#]Enable User Logging

text field is used to insert some text information which will be

. . . ) [J Enable Developer Logging
displayed next to the marks inserted in the logs. This comment

may describe the problem captured in the following logs and may Log Unes o Show |25 v
be useful for the Technical Support. Comment |

The Download all Logs button is used to download all logs to the
local PC as a *.tar archive file. These logs can then be used by the

Epygi Technical Support Office to determine the problem that has
occurred on your Quadro. Copyright () 2003-2009 Epyai Teshnologies, Ltd. All rights resened.

Fig. 11-63: System Logs - System Logs Settings page
The SyStem Remote LOQS Settings page iS Used to adeSt the Main Sysiem Users Conferences Telephony Internet Uplink Network @ep‘)fgl
system logging settings and contains the following components. Hiadetzzn a2
The Enable Remote Logging checkbox is used to enable remote System Logs
monitoring Of QUadrO’S |OgS. When thlS Option iS SeIeCtedy remote System Logs Settings System Remote Logs Settings View System Logs
administrators may connect Quadro with Telnet protocol (port [¥] Enable Remote Logging (Telnet via 845 part)
number 645) and access the logs selected on this page. This is [)Enable Call Controlling Log 4] Enable SIF User Agent Log
done for remote Quadro’s diagnostics and is mainly used by [ Enable Media Stream Log 2] Enable DSP Log

Epygi's Technical Support Office. To make the Quadro’s logs open

) h A A Enab\eSIFRegls{ratanmg EnamesyslemrulessagesLug
for remote access, appropriate Firewall level or Filtering Rules

[¥]Enable FOIP Log [+ Enable Voice Mail System Log
must be created.

Enable SPMG Agent Log Enable CAS User Log
Checkboxes below on this page are used to select those log types FIEnable CAS NetLag [ Enable 1SDN L2 Log
that should be accessible remotely. Select only those logs that you [Z)Enable ISDN L2 Log [ Enable SIP Subscription Log
wish to have monitored remOteIY- [¥]Enable Presence Log Enable ACD Log

Blease check vour pending nts!
Copyright (C) 2002-2011 Epwni Technolopies, Ltd. All rights reserved.

Fig. 11-64: System Logs - System Remote Logs Settings page

. ) Main  System Users Confersnces  Telephony Internet Uplink — Hetwork Ql'[)}ﬂl
In the View System Logs page you may view the generated logs CuadroMazns2

on the Quadro. System logs are useful to determine any king of
problems on the Quadro as well as to monitor the user's access
and the usage of it.

System Logs - Call Controlling

System Loas Seftings  Svstem Remote Loas Sefings  View Svstem Loas

<Al L ontroll S0 OnAMFxs C3CallACCeptinto line #2[0)(e 18], CAllID - 557648138714 SZJ‘ 753 ZHD.le' o2z
. . . . . Torenee Conlraller 7 Process3IPCallSendinfo: ine #513(0]. caIIIU 557¢€
On the left side of the page, a list of main logs is displayed. Gentersnce Ganleol o b ~;.u s oo - 87643
Clicking on the needed link will display the most recent log lines. arpeand 539 Sendniosafacoc somz0oson]
The number of log lines displayed on this page is set on the G i 205 SendinfoAdFxsCSCall
System Logs Settings page mprrpsel VFXaCICall
. SIP User Agent §15 SendinfosdvFxsCIC Il
_ o _ S equstaton 527 SondnfoAdA 202G
The text _fleld on the left side is dedicated f_or support personnel Fis b Call e 14106120, CORD - 28036903926003107SSTS.491
onIy and is used to search a custom |Og not listed on this page. To CAS Ml s3SIPCallSendinfo (0], calllD - 557540 1644045550431, sending info w
. . . 397 ProcessCSCallAcceptinto: line 3[255], calllD - 28056903926118063, other SIP calllD - 557649164
do so, insert a required log name to the text field and press Show 1SONL2 455 OnAchFxaCSCaMSandin: Ine #SIONec111), callD - 5576491367 14922336 1120056550522032502
Custom Lo i . 1SDNLa 287 Sen FeCICalL lin 3 -
g functional button I oo SO bt et b
. Fuee 88 SendinfosAdFrsCECall line S2[0)0e 118), callD
If the user ha's uSed Logs Co”eCtlon (eeg) feature COde z::‘ I8 510Su-dl--[u-’\d«Fx.CSC.nll I“::.ﬁ;}:%i:_:::]:_qlllt\ 43:"8?HO“3‘75‘3[29056550‘2“3?48‘4 y
after or during (from another phone connected to the same = 223 SendinoAvaGOcall e FallNar Gy cOllD - S270a9 1507144031 S 002002055007 abass, oics
QuadrO) the Ca” a SpECIa| Iog f||e W|” be generated Conta'n'ng the - 866 OnAcvFxsC3CallAcceptinfo: line #2{0)e:118). calllD - 5576491387 1482357 53(26805005052297 4844)
il System Mes53085
details of that call and few last calls done in the system. This log Configuiaion Histery SIS £2 236 237 238 230 140 341 Eng
file will be internally kept in the system until the next time someone cen
used the Logs Collection feature code again. The collected logs R
. Show Custom Log
will be a part of the System Logs when user downloads them next s

time, so it can be reviewed by appropriate support staff. This could
be used to collect the logs at the exact moment when a problem
has happened.

drorglvming, Lid. Al rights ressred

Fig. 11-65: System Logs — View System Logs page

Features

This page lists all features that may be activated by a software key, characterized by a Feature Description and provided with its Status:
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No Key Found - the feature is currently not available

Reboot Needed - the feature key has been entered and
Quadro needs to be rebooted

Activated - the feature is now available on the Quadro

Following features may be activated via the software key:

Debug - enables Telnet connection towards the Quadro
for debugging purposes.

3pcc Support - enables Third Party Call Control feature on
the Quadro. The feature allows the call controlling
applications running on a user PC to remotely initiate and
handle calls on the Quadro and to subscribe for certain
event notifications from the Quadro.

ACD Support - enables the ACD Management feature
which provides contact center solution for queuing and
automatic distribution of the calls between contact center
agents.

Barge In — enables the Barge In Service on the Quadro.
The feature allows the PBX users to participate to the third
party's calls while remaining imperceptible.

DCC Pro Support - allows run with Quadro the Pro-level
Desktop Communication Console (the application
description can be found at Epyqgi Technical Support).

DCC Basic Support - allows run with Quadro the Basic-
level Desktop Communication Console (the application
description can be found at Epyqgi Technical Support).

iQall Toggling Support - this feature enables users to
alternate the call from their mobile device iPhone running
iQall to their desk phone without the call being dropped.

IP Phone Support - enables additional LAN-sided IP
phones support on the Quadro. This feature key allows you
to activate three packages of IP lines support. With the first
inserted feature key, additional 32 IP lines will be activated.
With the second and third inserted feature keys, 64
additional IP lines will be activated each time.

Autodialer Support - allows run with Quadro the
Autodialer application (the application description can be
found at Epyai Technical Support).

QCM Support — allows Quadro’s extensions to be used by
Quadro Communication Manager after QCM trial period
expires. Depending on the feature key type, additional 4 or
10 QCM licenses can be activated on the Quadro.

Main  System  llsera

Conferences  Telephoay Internet Lplink Network

Features
Unilgus ID: 06-5.3.61-005400
Add
Uipgrade Name Additinnal Features Statas
Dehing [nahles Nebug support Arfvated
3per Support Support for Third Party Call Costral Arfvated
ACT Support Support for Automatic Call Distribartion Arfivated
. Free trial
Barge Swportiorargeln Expiration Date: 2014.04,12 11:00
DCC Pro Support Full suppeort for Proevel Desktop Communication Console Frve il
Fxpiration Date: M114.04.12.41:00
Free frial
DCC Basic Suppon Full 5upport for Basic-Jeved Deskiop Communication Consok:

Expiration Dale: 2014.04.12 11:00

i0all Toggling Smpport

Support for i0all foggling

Frea rial
Expirahion Date: 7014.04.12.11:200

I Phone support

Support for additenal IP Phomes

Free frial
Expiration Date: 2014.04.12 11:00

Frue Urial

Awtodialer Support Support for Automatic Dialer Application Lxpiration Date: 21404121100
QCM Support Full SUPDOTT 0r CUaGro COMMUNKCaNoN Managsr ree tmal

. ’ Expiration Dete: 2014.04.12.11:200
Frue Urial

Confereare Server Tull auppart fnr Conference Server Expiration Date: 11404121100
Call Hecording Support for Call Recording capabiity J2ugers

‘ideo Conferencing

Video Coaferancing Enabéer for the Conferance Senser

Free tnal
Expiration Dete: 2014.04.12.11:200

Back

@ cpysi:

A2 £2

Help

Fig. 11-66: Features page
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Fig. 11-67: Features Add page

Conference Server - activates the Conference Server feature on the system, enabling it to act as a standalone conference server. This
allows up to 64-person conference calls to be set up and offers a bundle of helpful features to manage the conferences.

Call Recording — activates the Call Recording feature which is used to record PBX, SIP or PSTN calls on the Quadro and save the
recordings into the local recording box or upload to the remote server.

Video Conferencing — activates the Video Conferencing feature on the system. This allows video conference calls of up to 16 participants
for QuadroM32x and up to 10 participants for QuadroM8L/26x/12Li/26xi.

To enter a Feature Key, click Add. A page with the Feature Key text field is opened. Enter the key and press Save. The status of the selected
feature entry will change to Reboot needed. Reboot the Quadro and the feature will receive the status Activated.

Toreceive a Feature Key, register the Quadro device and send a corresponding request to Epygi's Technical Support. This request must include the
Unique ID that is displayed in the Features page above the features list.

Upload Language Pack

The Upload Language Pack page allows you to upload a custom language for GUI and Voice Messages of the Quadro. The language of voice
messages can be switched to the custom Language Pack language from the GUI setting page in the System Configuration Wizard. The language of
GUI session can be changed to the custom Language Pack language from the radio buttons on the login page.

Uploading a language pack will also change the language of some supported IP phones (Aastra, snom v.6.x, Grandstream GXP2000). After a
custom Language Pack is uploaded onto the system, reboot the IP phone to load a matching language onto the phone.
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Uploading a Language Pack will cause the loss of the following B U Cudaecs Tabey WO e (C
data:
e All voice mails and custom voice messages (only when Upload Languaga Pack
embedded memory storage is used) gt gt

e Call statistics (only when embedded memory storage is used)

e Pending events (only when embedded memory storage is
used)

® Transfer statistics

Please Note: Only one custom Language Pack can be uploaded
at the time. Uploading a Language Pack will remove the existing
one (if applicable) and will reboot the Quadro.

e P TS (g Tt 1 8 by e

Fig. 11-68: Upload Language Pack page
The Current Language Pack field displays read-only information about the custom language pack uploaded. When no custom language pack is
uploaded, the field indicates “unknown”.

Below, there is a Language Pack File to Upload text field that displays the selected image filename. The Browse button is used to browse the
custom language pack to be uploaded.

The Remove Current Language Pack link is only seen when a custom language pack is uploaded and is used to remove it from the system.

The Custom languages for IP phones link is only seen when a custom language pack is uploaded and is used to move to the Update Languages
for IP Phones page where a custom language pack may me uploaded to the IP phone.

Pressing Save will start uploading the custom language pack to the board.

Attention: Pressing the Save button will stop some vital processes on the Quadro, therefore you will need to reboot your device manually even if
you have cancelled the language pack update procedure on the following steps.

The next page displayed will show verification of the language pack being uploaded and asks for confirmation to overwrite the existing custom
language pack (if applicable). After final confirmation, the system will upload the selected custom Language Pack and it will reboot.

Update Languages for IP Phones

The Update Languages for IP Phones page is used to upload a custom language pack to the IP phone. This page only contains those IP phones
that support custom language pack uploading from the Quadro.

To upload the custom language pack, go to your IP phone related page and Browse the custom language pack file. Save the changes to upload the
custom language pack to the IP phone.

Attention: Pressing the Save button will stop some vital processes

on the IP Phone, therefore you will need to reboot your phone Van Sy Uy Couborces Tombuy  Mewilpbk
manually even if you have cancelled the language pack update
procedure on the following steps. Update languages for IP phones

oL 0TI L. Tehihidon 8 40 140 i

Fig. 11-69: Update Languages for IP Phones page

The next page displayed will show verification of the language pack being uploaded and asks for confirmation to overwrite the existing custom
language pack (if applicable). After final confirmation, Quadro will upload the selected custom Language Pack to your IP phone. You should then
reboot your phone to make the new language pack active.

User Rights Management

The User Rights Management service sets restrictions on the GUI access for various users, permits or denies the access to certain Web GUI
configuration pages and creates multilevel user management of the Quadro. The feature is useful to the ISPs in order to set the restrictions for
certain customers to manage the Quadro’s configuration.

Two levels of Quadro GUI administration are available:
° Administrator — this is the main administrator’s account. The administrator can configure to have the factory reset safe the default

password or choose not to. The administrator has access to all Web GUI pages and no one else has configuration permission to adjust
this account. The administrator is responsible for granting access to all other user groups.
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Local Administrator — this is a common (sub-) administrator's account. The password is not factory reset safe. Local Administrator can
have permission to adjust each GUI page.

Extension — this account refers to all extensions created on the Quadro. The password for default extensions is not factory reset safe
but is contained in the backed up configuration. Permissions for an extension to access each GUI page can be adjusted here.

The User Rights Management page consists of two pages.

The Users page iS used to manage the avai|ab|e users on the Main System Users  Conferences Telephony Internet Uplink Network @ep}'gl
. . . uadiom
Quadro. The Roles page is used to assign the corresponding !

permissions to the users. User Rights Management

The Users page contains a table where the Administrator and Users Rales
Local Administrator users are listed. This page allows them to Change Password Enable User Disable User
modify the passwords of available users in the table and to User Name Rale Status
manage the Local Administrator's account. The following 07 | adrin Administrators Enablad
functional buttons are available on this page:
[ | 1ncaladmin Local Administrators Dizahled
The Change Password functional button is used to change

the password of the Administrator and Local Administrator Flease check vour pending events!

user’s account. Select one of the available users in the table | &ervis 20022012 fpual Technologies, Lid. Allights reserved
by toggling the corresponding checkbox and press Change
Password to open the corresponding page.

Fig. 11-70: Users page at User Rights Management

For Administrator or Local Administrator account the
Change Password page contains two parts - one for GUI

ACCGSS Password, the other one for Phone ACCGSS Main System Users Conferences Telephony Internet Uplink Network @ep}’gl
Password. quadrom
The GUI Access Password offers the following components: Change Password
. . Al it N : admi
e The Old Password text field is only present when ceount Name: admin
modifying the Administrator account password and GUI Access Password Phone Atcess Passward
requires the current password of the Administrator. An Old Password:
error message prevents entering the wrong password.
Mew Password
e The New Password text field requires a new
password for the Administrator or Local Administrator. Confirm New Password:  |sessass
e Reentering the new password in the Confirm New
Password text field will confirm the new password. Please checkyour pending events!

Copyright (C) 2003-2012 Epyni Technologies, Ltd. All rights reserved

The New Password field is checked against its
strength and you may see how strong is your inserted Fio 1171 Change Password page
password right below that field. T

Please Note: The password can consist of numeric values and symbols. Up to twenty (0-20) digits and symbols are allowed.

The Phone ACCGSS Password offers the fOIIOWing Main System Users Conferences Telephony Internet Uplink Network @ep}’gl

components: quadrom
e The Old Password text field is present when Change Password
modifying the Administrator account password and Account Name: admin

requires the current password of the Administrator. An
error message prevents entering the wrong password.

Gl Access Password Phone Access Password

- B Qld Password: . digits only
e The New Password text field requires a new
password for the Administrator or Local Administrator. New Password digits anly
e Reentering the new password in the Confirm New
Password text field will confirm the new password. Confirm Hew Password: [ssseee digits anly
The New Password field is checked against its
strength and you may see how strong is your inserted

Please check your pending events!
Copyright (C) 2003-2012 Epyni Technologies, Ltd. All rights reserved

password right below that field.

Fig. 11-72: Change Password page

Please Note: The password can consist of numeric values only. Up to twenty (0-20) digits are allowed. A corresponding warning appears if any
other symbols are inserted.

The Enable User and Disabled User functional buttons are used to enable or disable the Local Administrator’s account.

Attention: It is highly recommended to define a proper and non-empty password on this page if the extension is being used for the Call Relay
service from the Quadro's Auto Attendant.
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Please Note: The Administrator's account cannot be disabled. .
The Roles page contains a table where the Local Main System Users Conferences  Telephony Internet Uplink HNetwork QGP')’SI
Administrator and Extensions users are listed. This page
allows you to set the permissions to the GUI pages for each
user in the table.

quadiem

User Rights Management

The Edit functional button leads to the Change Access Ed
Rights page where a list of user specific GUI pages is Role
displayed. Select the user in the table and press Edit to
manage the permission for the corresponding user.

[ | extensions

[ | Local Administratars

Please check your pending events!
Copyright (£) 2003-2012 Epwai Technologies, Ltd. All rights resenred.

Fig. 11-73: Roles page at User Rights Management

On the Change Access Rights page, Grant Access/Deny ]
Access functional buttons are used to grant or deny access to Main System Users Conferences  Telephony  InternetUplink  Network @epygl
certain GUI page(s) for the selected user. auadrom

. . . User Rights Management
When access to a certain GUI page is denied for a user, the 9 g

“You are not authorized to access this page!” warning

Changing access rights for role extensions

message WI” be dISplayed. Grant Access Deny Access Select all lnverse Selection

CGI Name Cal iptis Access
[ | extensionstat General PBX information for the extension users Granted
[ | statistics Call Statistics Granted
[ | userstatistics Call Statistics Granted
O | forwardadd Forwarding List - Add/Edit Entry Granted
O | huntadd Call Hunting - Add/Edit Entry Grantsd
[ | findfollowadd FindFaollow List - Add/Edit Entry Granted
O | sds Speed Calling Settings Granted
O | userpsw Changing Password for admin or extension Granted
[ | usersettings Extension Account Settings Granted
O [vms Extension Voice Mail Settings Granted
O | hotd Basic Services - Hold Music Settings Granted
O | redial Basic Services - General Settings Granted
[ | and Basic Services - Do Mot Disturh Settings Granted
[ | hotline Basic Services - Hot Line Settings Granted
[ | addressmanagement Extension Caller ID Based Services Table Granted
O | supsenices Edit Extension Caller ID Based Services Granted
[ | grouptist Extension Group List Granted
[ | grouplistadd Extension Group List - AddiEdit Member Granted

Please check your pending events!
Copyright (C) 2003-2012 Epwai Technologies, Ltd. All rights resemed

Fig. 11-74: Edit Roles page at User Rights Management

Redundancy Settings

Redundancy feature is used to increase Quadro device availability using second Quadro as a backup unit. This requires two units running the same
firmware version and connected to each other through Ethernet or LAN ports, depending on the device model.

Please Note: The Redundancy feature is available only for QuadroM32x.

The idea of redundancy is to ensure uninterrupted functionality of the Quadro. The Redundancy Settings should be configured on both Quadros.
One of the Quadros is configured as a master, the second one as a backup unit.

Please Note: To setup a redundant network, you should first startup the master device with all attached IP phones and other devices, make sure it
works normally and then startup the backup device.

If the master device becomes unavailable, which can be caused by power loss, reboot or network malconfiguration, the second Quadro becomes
automatically available and starts to run as a master device. Depending on the configuration, the second Quadro can remain master or go to the
backup mode once the first device becomes available again.

Attention: During failover procedure all active calls will be disconnected and the system will be out of service during 2-5 minutes (depending on the
number of IP phones connected to the system), which is needed for running the applications and rebooting the phones. If there are IP phones in the
network that are not auto configured by Quadro (IP phones not supported by Epygi) or IP phones with the changed login name and password, you
will need to reboot them manually. After failover the license keys, firmware and language pack are not being transferred from the master to backup
Quadro therefore, so make sure both Quadros are configured identically in the redundant network before enabling redundancy mechanism.

When you login to the device which runs in a backup mode, only Redundancy Settings are available. All other GUI configuration settings are non
editable and automatically synchronized with the master device's configuration.

To ensure the interaction between the master and slave devices, corresponding configuration should be done in the Redundancy Settings on both
devices.
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Enable Redundancy checkbox is used to enable the ) ) ) @ep\mi
redundancy functionality on the Quadro. Main System Users Conferences  Telephony Internet Uplink Network - ;u;?mm
Act!ve Dev!ce Mode dr(_)p down list |s_only present on back_up Redundancy Settings
device and is used to adjust the behavior of the backup device
during unavailability of master device. When Active is pi DS HHE eSS RIASSE I ESSHRES
selected, backup device will become master once the original [enasie Reaunancy
master device became unavailable. When Passive is Redundant Group 1D 1
selected, b_ackup dgwce stops its synchronization with the irtaal I Adraes Tl . 5
master device and will not take over the control even when the
original master got failed unless Swap Master Device button Virtual Subnet ask 55 |l2ss o |fo
is pressed on the master Quadro. The Passive mode is used
for firmware update or language pack updates on master Redundant Device Virual IP Address 172 |[a0 [0 22
device when a reboot is required. After the reboot of master Synchronization Interval 60
device, the Active Device Mode on the backup device should Backup Device GULAccess Port |76
be changed back to Active to restore the redundant network
functionality
Please checkyour pending events|
Copyright (C)2003-2011 Epyai Technologies, Ltd. All rights reserved

Fig. 1I-75: Redundancy Settings list

Redundant Group ID text field unique ID (values 1 and up) identifying master and backup devices. The same value must be set on both Quadros.

Virtual IP Address text fields require the virtual IP address of the device where the configuration is done. Virtual Subnet Mask text fields require
the virtual subnet mask of the device where the configuration is done. These two parameters identify an alternate IP network of the LAN interface
which stays unchanged when the device switches its mode (from master to backup or vice versa). The configuration and voice data synchronization
daemon uses this IP address to communicate with the second Quadro.

Redundant Device Virtual IP Address text fields require an alternate IP address of the LAN interface of the second Quadro.

Synchronization Interval text field requires the period of time (in seconds) between two consecutive configuration and voice data synchronizations
from master to backup device.

Backup Device GUI Access Port text field is present on the master device only and requires the port used for accessing the GUI of the backup
device through master.

Swap Master Device button is used for manual swapping of functionality of master and backup devices. This action will result in rebooting the
current master. After rebooting the current master device will start running in a backup mode. Switching the backup to master starts all applications
on Quadro and causes all IP phones to reboot. The swapping takes around 1 minute however another 1-3 minutes are required in order to reboot all
the IP phones connected to redundant system. If backup device before swapping was in passive mode then after swapping the master will start
running as backup in passive mode, otherwise if it was in active mode then master will start running as backup in active mode.

Download system logs link is only present on backup device and is used to download system logs to the local PC as a *.tar archive file. These logs
can then be used by the Epygi Technical Support Office to determine the problem that has occurred on your Quadro.
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Users Menu

i | |U ‘
Main System Users Conferences  Telephony Internet Uplink Network @ep} gI Sers @ (‘l)\’ OI
Extensions Management quadrom gugcram Fle
Refrash in 574 saconds!
Receptionist Management
QuadroM12 edensions Directory e System
N Authorized Phones Database )
Active Calls e Users

ACD Management

o Extensions Management
o Receptionist Management
o Extensions Directory
o Authorized Phones Database
o ACD Management

Conferences

Telephony

Internet Uplink

Network

Install Checklist

Feature Codes

Help

Logout

Please check your pending events!

Call Start Time | Call Duration | Calling Phone | Called Phone

Mo items in list

- admin from 192. expires 15:47
- admin from 102.168.0.28, expirss 15:20

Internet connection status: static IP

Please check your pending events!

Copyright (G} 2003-2011 Epyai Technologies, Ltd. Al rights reserved

Fig. 11-76: Telephone Users Menu in Dynamo Theme

Home Logout
Copryright 2003-2011 Epydl Technolodies, Ltd. &0 rights reserved.

Fig. 11-77: Telephone Users Menu in Plain Theme

Extensions Management

The Extensions Management page is used to create a variety of extensions and auto attendants on the Quadro. From this page, by clicking on the
user extension, the Administrator can go to the extension settings pages.

When this page is accessed for the first time after the Quadro’s initial M St Users  Coeiences  Telpheny  WemetUpink  Metwok @‘-‘]),\"Hi
boot-up or the default configuration settings restore, an intermediate e
page is displayed. Choose Extenslons Length

The Change Extension Length page is used to define the extension
settings applicable to all extensions on the Quadro. This page -
disappears once being saved. O change Longt Estension Lenglh

() Leave Cument Length

Extengion Prefx

The Change Extension Length page consists of a radio-button
selection:

Help

Fig. 11-78: Extensions Management - Add Entry page

e |Leave Current Length radio-button selection is used to leave the current length of extensions on the Quadro. Per default the extensions
length on the Quadro is 3. In front of this selection, the actual configured length of extensions is displayed.

e Change Length radio-button selection is used to change the actual length of extensions on the Quadro. This selection enables the
following information to be defined:

The Extension Length drop-down list requires you to choose the length of the extensions on the Quadro. This number will apply to
all existing extensions on the Quadro as well as to any newly created extensions. The length of the extension can be 3, 4 or 5.

The Extension Prefix text field is used to define a prefix with which all existing extensions on the Quadro as well as to any newly
created extensions should start. The prefix cannot start with the digits 0 or 9, otherwise an error message appears.

Please Note: By saving the settings on the Change Extension Length page, all existing extensions will lose the custom voice messages and voice
mails in the voice mailbox. The device will be rebooted. You will not be automatically redirected to the login page, so you need to access it manually
again when reboot ends. After the reboot, the Change Extension Length page will disappear and the Extensions Management page will be
displayed. The Change Extension Length page will not appear again unless the default configuration settings are restored on the device.

Two types of user extensions, active and inactive, can be created on the Quadro. Active extensions are those that are attached to a line, can place
and receive calls and use available telephony services. Inactive extensions are those that are not attached to the line. They can use some available
telephony services but they cannot place and receive calls. Instead, inactive extensions have a voice mailbox available to store the messages from
callers.

QuadroM32x/8L/12Li has two available lines and up to two active extensions can be established. For QuadroM26x/26xi, 24 additional FXS lines may
be added using the TELCO port.
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Attendant extensions are dedicated to the IVR system on the Quadro. These extensions are used by callers to reach Quadro’s users and use the
remote access and call relay services. It is possible to create Auto Attendants with the custom scenarios. By default, Quadro has one Auto Attendant
extension (00) which is undeletable.

Attention: The system is limited to 400 extensions! Once the number of extensions in the Extensions table reaches 400, there will be no more
possibility to add new extensions.

The Extensions table is a list of all extensions and their parameters.

.
Main  System Users  Conferences Telephony Internet Uplink Netwiork @ep) 81

quadiam

Extensions Management

Add Edit Delete Selectall liverse i Hide i attached to disabled IP lines Use Epyui SIP server
~
Display Name Attached Line SIP Address e External Access Codecs
Wemory
[ |00 Aftendant 742900@sip.epyal loc: 5060 35% (22 min 8 sec) PCMU,
|10 74291 0@sIp.epyyilocs060 4% (2 min 32 sec) FCMU, ..
|1z 111133@sip.epygiloc:5060 1% (38 sec) PCMU,
GUI Call Relay
| 1o Line 1 20101 @sip.epyai loc 5060 8% (3min 10 sech MARMNING: password is PCMU,
empty)
O |10z Fax Line 2 042470219, Prowysip.epyglloc5060 | 0.1% (4 sec) Mone FCMU. ..
[ | 103 IP Line 1 T429103@sip. epygiloc:s060 0.4% (15 sec) Mone 57293
GlL canea b

Upload Univer sal Extension Recordings
Add Multiple Extensions

Please checkyour pending events!
i 120032012 Epyal jies, Ltd. Al rights resenved

Fig. 11-79: Extensions Management page

The following columns are present in the table:

® Extension - lists user or attendant extensions on the Quadro. This number is used for internal PBX calls.
e Display Name - indicates an optional display name to identify the caller.

e Attached Line - indicates the FXS or IP line corresponding extension it is attached to. “R” is displayed in this column when SIP Remote
Extension (see below) functionality is enabled on the extension.

e S|P Address - displays the SIP address of the corresponding extension. The column displays the full SIP address, (i.e.,
username@sipserver:port) when the Registration on SIP Server checkbox is selected. If registration is disabled, the SIP address will be
displayed in the following format: “username, Proxy: sipserver:port”. If no SIP registration server or SIP server port is defined, corresponding
information will not be included in this column. If no username is defined, the extension number will be displayed instead.

e Percentage of System Memory - indicates the user space (in percentages) configured for each extension. The actual available duration (in
minutes) for the extension voice mails, uploaded/recorded greetings and blocking messages is also displayed here. The available minutes
corresponding to the selected user space are dependent on the Voice Recording codec selected from the Voice Mail page. For example,
for the same amount of marked out user space, selection of the G726 voice recording codec will provide more space for voice mails and
user defined voice greetings than the G711 codec selection.

e External Access - indicates whether the GUI Login, 3pcc/Click2Dial login or Call Relay options are enabled on the extension.

® Codecs — column lists the short information (full information is seen in the tool tip) about extension specific voice Codecs. Extension
codec’s can be accessed and modified by clicking on the link of the corresponding extension’s Codecs. The link leads to the Extension
Codecs page.

Clicking on each user extension in the Extensions table will open the extension specific Extension Settings menu. The Pickup Group, Call Park and
Paging Group extensions are displayed without a link in the Extensions Management table and extension pages. Additionally, the supplementary
services configuration pages will not be accessible for this type of extensions. Clicking on the Recording Box extension will move to the
corresponding extension’s Recording Box where the recorded calls can be managed.

Add opens the Add Entry page where the type and number of

the new extension should be defined. This page consists of the o1
following components: Main  System Users  Conferences  Telephony  Intemet Uplink  Network (‘p\ \-]]

quadkom
The Extension text field is used to enter a new extension

number. If non-digit symbols have been entered, the error
“Incorrect Extension: no symbol characters allowed” will
appear. If an extension with the same number already exists in
the Extensions Management table, the error “Extension already Extension |55
exists” will appear.

Extensions Management - Add Entry

Type User Exension

Please check your pending events!
Copyright (C) 2003-2011 Epyai Technologies, Lid. AN rights reserved.

Fig. 11-80: Extensions Management - Add Entry page
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Please Note: Extension number cannot start with the digits 0. You can add extensions of up to 20 digits long. However, the Call Routing won't be
adjusted automatically; you may need to manually adjust the routing rules for extensions in custom length.

The Type drop down list is used to select the type of the extension to be created (for details see below). The following values are available in this list:
e  Attendant,
o User Extension,
° Pickup Group,
o Call Park,
. Paging Group,
e  ACD Group (if the ACD feature is previously activated from Features page),
° Recording Box (if the Call Recording feature is previously activated from Features page).

Edit opens the Edit Entry page where a newly created user or attendant extension settings might be adjusted. To operate with Edit, one or more
record(s) have to be selected, otherwise the “No records selected” error message will appear.

The Edit Entry page consists of two frames. In the left frame settings groups are listed. Clicking on the corresponding settings group displays their
configuration options in the right frame.
Please Note: Save changes before moving among settings groups.

Hide extensions attached to disabled IP lines functional button is used to hide extensions which are attached to the disabled IP lines. When this
functional button is pressed, it transforms to Show all extensions functional button, which is used to show all hidden extensions. To enable the
lines, install a feature key from the Features page.

Reset SIP Settings functional button is used to reset all SIP settings of the selected extension(s) to the default values, including all settings listed
under SIP Settings and SIP Advanced Settings pages (see below).

The Upload Universal Extension Recordings link found at the bottom of the page leads to the Upload Universal Extension Recordings page where
universal default voice messages for all extensions can be defined.

The Add Multiple Extensions link leads to the Add Multiple Extensions page where multiple extensions can be added to the Extensions
Management table at once.

User Extension Settings

1. General Settings Main System Users Conferences  Telephony Internet Uplink Hetwork @epygl.
This group requires extension‘s personal information and has

i Extensions Management - Edit Ent
the following components: 9 i

Display Name is an optional parameter used to recognize the Genetal Setlings General Settings - 104
caller. Usually the display name appears on the called party’'s P Seings
phone display when a call is made or a voice mail is sent. SIP Aduanced Seftings | DS Name /Subject  Jahn Smith
i i Ramots saings wrs
Password requires a password for the new extension. The Remels Sefinas Passware Sererste Peosierd
. . . . Call Queue Sefting:
extension password may only contain digits. If non-numeric e el
“ Yoice Mailbox Setings
symbols are entered, the “Incorrect Password: no symbol Attached Lins P Lne2[+]
" . . . Class of Senvice Settings
characters allowed” error will prevent creating the extension. )
Licensing Use Kickback
If you are unable to define a strong password, press Choose 7] Allow Call Relay
Generated Password to use one of system defined strong ] GUI Login Allowed
passwords. The Password field_ is chec_ked against its stren_gth ] 3peeiClickeDial Access Allowed
and you may see how strong is your inserted password right G0 To User Seftings [#] Show on Public Direclory
below that field. Go To Line Settings . . P s E%
ercentage of Total Memaon 9

) . . ) Go To Codec Settings ° !
Confirm Password requires a password confirmation. If the ] Allow ather users to Barge In ta this extension
input is not corresponding to the one in the Extension Edit Call Barge In /Intercept Access List
Password field, the “Incorrect Password confirm” error will

Edit Watch Access List

appear.

Fig. 11-81: Extensions Management - Edit Entry — General Settings page

Attached Line lists all free lines to where an extension may be attached.

Please Note: Extensions cannot be detached from the line if the SIP Remote Extension service is enabled on it. To detach the extension from the
line, disable the SIP Remote Extension service on the extension first.

Use Kickback checkbox enables the Kickback service on the extension for the blind call transfer. When the extension transfers the call to the other
extension and if there is no answer from the destination side, the call will automatically get back to the extension who initiated the transfer instead of
getting into the destination's voice mailbox or being disconnected.
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Allow Call Relay enables the current extension to be used to access the Call Relay service in the Quadro’s Auto Attendant. It is recommended to
define a proper and non-empty password when enabling this feature in order to protect the Call Relay service from an unauthenticated access.

Login Allowed checkbox enables the current extension to be used to access the Quadro via WEB interface by extension name and password.

3pcc/Click2Dial Access Allowed checkbox enables the current extension to be used with applications based on Quadro 3PCC interface and
Quadro Click to Dial application.

With the Show on Public Directory checkbox enabled, the details of the corresponding extension will be displayed in the User Settings table on the
Main Page of the Extension’s Quadro Web Management (accessed by the extension’s login, see Manual Ill — Extension User's Guide). Besides this,
the details of the extension will be displayed in the Public Directories on the snom and Aastra SIP phones. Leave this checkbox unselected if the
extension is reserved or not used, or when the extension serves as an intermediate unit for call forwarding, etc.

The Percentage of Total Memory drop down list allows you to select the space for the extension’s voice mails and uploaded/recorded greetings
and blocking messages. The maximum value in the drop down list is equal to the maximum available space for voice messages on Quadro. When
editing an existing extension and decreasing the voice mailbox size, the system will check the present amount of voice mails in the mailbox of the
extension. If the memory required for these voice mails exceeds the size entered, the system will suggest either to remove all voice messages from
the extension’s voice mailbox or to select a larger size so that the existing voice messages can be stored in the mailbox.

The Enable Ringing Simulation checkbox is available on virtual extensions only and enables extra ring tones played to the caller before the voice
mail of the called virtual extension gets activated. If this checkbox is not enabled, the voice mailbox will get activated immediately the call arrives.
The ring tones will be played during the timeout specified in the Ringing Simulation Timeout text field.

The Edit Call Intercept Access List link leads you to the page where the extensions that are allowed to intercept calls should be defined.

The Allow other users to Barge In to this extension checkbox and the Edit Call Barge In / Intercept Access List link appears only if a Barge In
feature is activated from the Features page.

e The Allow other users to Barge In to this extension checkbox is used to enable the Barge In Service on the extension.
e The Edit Call Barge In / Intercept Access List link leads you to the Call Barge In / Intercept Access List page where the extensions that
are allowed to barge in to the current extension or intercept calls should be defined.

Please Note: After activating Barge In feature, the extensions that are previously configured to intercept calls from the Call Intercept Access List
page, will be automatically redirected to the Call Barge In / Intercept Access List page along with the Barge In options.

The Edit Watch Access List link leads you to the page where the extensions that are allowed to watch calls should be defined.

Call Intercept Access List

The Call Intercept Access List page is used to define a list of extensions that are capable to intercept the current extension calls and to define the
appropriate permissions.

The Call Intercept service allows you to intercept the calls assigned to an individual extension. The extensions that are allowed to intercept calls are
defined in the Call Intercept Access List. With the special feature codes (for details, see Feature Codes in the Manual Ill — Extension User's
Guide), you may pick up a ringing call of the extension.

This page contains the foIIowing functional buttons: Main System Users Conferences  Telephony Iiternet Uplink Network @ep}'gl
quadrom
Add functional button opens an Add Entry page where . i
extensions may be added to the Call Intercept Access List. eall.Intercept AccessLiat of Extension. 105
This page requires the extension number in the Address text Add Edit Delete Selectall lnverse Selection
field that will be allowed to intercept calls. The wildcard is Caller Intercept
supported in the Address field to add a group of extensions with O [Pex-108 | ves
one entry.
[ [PEx-110 [Mo
The Allow Intercept checkbox on this page allows to select the
Intercept option for the added extension: Flease checkyour pending events!

Copyright (C) 2003-2012 Epyai Technolsgies, Ltd. All rights reserved.

. . . . Fig. 11-82: Call Intercept Access List
Attention: Call Intercept service calls are not displayed in 9 P

Active Calls table on the Administrator’'s Main Page, nor are
registered in the Call Statistics. @epvgi

Main System Users  Conferences Telephony Internet Uplink Hetwork

quadram

Call Intercept Access List - Add Entry
Call Type: FBX
Address: |106 wildeard supported)

A\\lentercept

Please checkvour nending events!
Copyright (C) 2003-2012 Epyai Teshnologies, Ltd, All rights resenved

Fig. 11-83: Call Intercept Access List - Add Entry

Call Barge In/Intercept Access List

The Call Barge In / Intercept Access List page is used to define a list of extensions that are capable to Barge In/Intercept the current extension
calls and to define the appropriate permissions. This page is only available when the Barge In Service is enabled from the Features page.
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This page contains the following functional buttons:

Add functional button opens an Add Entry page where
extensions may be added to the Call Barge In / Intercept
Access List. This page requires the extension number in the
Address text field that will be allowed to intercept calls. The
wildcard is supported in the Address field to add a group of
extensions with one entry.

The checkboxes on this page allow to select one or more
options of the Barge In Service and Call Intercept for the

extension:
e Allow Listen In
e Allow Whisper
e Allow Barge In
e Allow Intercept
Attention: Barge In/Call Intercept service calls are not

displayed in Active Calls table on the Administrator's Main
Page, nor are registered in the Call Statistics.

Watch Access List

The Watch Access List page is used to define a list of
extensions that are capable to watch the current extension calls
and to define the appropriate permissions.

This page contains the following functional buttons:

Add functional button opens the Watch Access List - Add
Entry page where extensions may be added to the Watch
Access List.

The Watch Access List - Add Entry page consists of the
following components:

e Call Type lists the available call types:
PBX - local calls to Quadro's extensions.
SIP - calls through a SIP server.

Auto - used for undefined call types.

The destination (independent on whether it is a PBX number or
a SIP address) will be reached through the Call Routing Table.

® The Address text field is used to define the address where
the call will be redirected. The value in this field is strictly
dependent on the Call Type defined in the same named
drop down list. If the PBX call type is selected, the Quadro
extension number should be defined in this field. For the
SIP call type, the SIP_address should be defined. For the
Auto call type, a routing pattern needs to be defined. The
SIP-Clipboard button at the end of the line can be used
only when SIP is selected in the Call Type drop down list.
It opens a small window where one of the previously
entered 10 SIP addresses can be automatically selected
again. If the address already exists in the table, selecting
Save will cause the error "Caller address already exists".
Wildcard is allowed in this field.

Main System Users Conferences  Telephony Internet Uplink Network

@cpysi

quadiom

Call Barge In / Intercept Access List - Add Entry

Call Type: PBX
Address:  |105 dwildcard supported)
[ allaw Listen In
[#] atlow Whisper
[ altow Barge In
[] attow Intercept

Please checkyour pending events!
Copyright (Z) 2003-2012 Epwni Technologies, Lid. Al rights resenved.

Fig. 11-84: Call Barge In/Intercept Access List

@-cpysi

quadrem

Main System Users Conferences  Telephony Internet Uplink Network

Call Barge In / Intercept Access List of Extension 104

Add Edit Delete Selectall lwverse Selection

Caller I;:s'e" Whisper ﬁiﬂg Intercept
[ | PEX-105 | ves Yes Yag es
O | PEx-101 | ves Yas ‘as Mo

Please check your pending events!
Copyright(C) 2003-2012 Epyai Technologies, Lid. All rights resenved.

Fig. 11-85: Call Barge In/Intercept Access List - Add Entry

@cpyg

Main  System Users  Conferences  Telephony Internet Uplink Network
quadiom
Watch Access List of Extension 104
Add Edit Delete Selectall Inverse Selection
Watcher Presence Dialog
O | Pex-= g Yas
Please checkyour pending events!
Copyright (C) 20023-2012 Epyi Technologies, Ltd. All rights rasenved.
Fig. 11-86: Watch Access List page
e
Main  System Users Conferences Telephony Internet Uplink Network @ep } 8]

quadrom
Watch Access List - Add Entry
Call Type | PBx »

Address
dwildcard supported)

[ Al Presence Subseriptinns

[] Al Diglag Subscriptions

Flease checkyour pending events!
Copyright (C) 2003-2012 Epygi Technologies, Ltd. All rights rasenved.

Fig. 11-87: Watch Access List - Add Entry page

The checkboxes on this page allow to select one or more options of the Watch Access List for the extension:

e Allow Presence Subscriptions
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e Allow Dialog Subscriptions
Edit opens a page Watch Access List-Edit Entry where the permissions of the added extensions may be modified.

Delete removes the selected extensions from the list. If no records are selected an error message occurs.
Select all selects all existing records in the list.
Inverse selection inverses the current selection of records (if no records are selected, all records will be checked).

Administrator’s Menus

) Main  System  Users  Conferences Tedephony Interrmet Uplink Hetwork @, prgl :
2. SIP Settings ausaram

This group is used to configure extension’s SIP registration Extenslons Management - Edit Entry

settings and consists of the following components: cemeral s

SIP Registration Settings - 104
User Name requires a user name for the extension registration SIP Settings
on the SIP server. The registration user name needs to be : Hmertiame T

unique on the SIP server and it is displayed on the called phone

Bassword e

when performing an IP call. This field length is limited to 32 “allQusug Setings GORMIm PASSWOrE  [ssses
symbols. SIP Sorver sip opygi lac
Password indicates the password for the extension registration aend SIP Par 5080

on a SIP server. 4] Registration on SIF Server

Registration Password is used to confirm the password. If the
entered password does not correspond to the one entered in the &oIoliner Settnng

Go To Line Seitings

Password field, the error message “The passwords do not
match. Please try again” will appear.

[ mewe ]

Fig. 11-88: Extensions Management - Edit Entry — SIP Settings page

SIP Server indicates the host address of the SIP server. The field is not limited regarding symbol usage or length. It can be either an IP address
such as 192.168.0.26 or a host address such as sip.epygi.com.

SIP Port indicates the host port number to connect to the SIP server. The SIP server port may only contain digit values, otherwise the error message
“SIP Server Port is incorrect” will be displayed when applying the extension settings. If the SIP server port is not specified, Quadro will access the
SIP server through the default port 5060.

Registration on SIP Server enables the SIP server registration option. If the extension has already been registered on an SIP server, its IP address
will be displayed in brackets.

3. SIP Advanced Settings

This group is used to configure advanced SIP settings (Outbound Proxy, Secondary SIP Server and Outbound Proxy for the Secondary SIP Server
settings and to define other SIP server specific settings).

The SIP Outbound proxy is an SIP server where all the SIP requests and other SIP messages are transferred. Some SIP servers use an outbound
proxy server to escape restrictions of NAT. For example, Free World Dialup service uses an Outbound Proxy server. If an Outbound proxy is
specified for an extension, all SIP calls originating from that extension are made through that outbound proxy, i.e., all requests are sent to that
outbound proxy, even those made by Speed Calling.

The Secondary SIP Server acts as an alternative SIP registration server when the primary SIP Registration Server is inaccessible. If the connection
with the primary SIP server fails, Quadro will automatically start sending SIP messages to the Secondary SIP Server. It will switch back to the
primary SIP server as soon as the connection is reestablished.
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Authentication User Name requires an identification parameter
to reach the SIP server. It should be provided by the SIP service
provider and can be requested for some SIP servers only. For
others, the field should be left empty.

Send Keep-alive Messages to Proxy enables the SIP
registration server accessibility to the verification mechanism.
Timeout indicates the timeout between two attempts for the SIP
registration server accessibility verification. If no reply is received
from the primary SIP server within this timeout, the Secondary
SIP server will be contacted. When the primary SIP server
recovers, SIP packets will resume being sent to it.

The RTP Priority Level drop down list is used to select the
priority (low, medium or high) of the RTP packets sent from a
corresponding extension. RTP packets with higher priority will be
sent first in case of heavy traffic.

The Do Not Use SIP Old Hold Method checkbox enables the
new recommended method of call hold in SIP, in which case the
hold request is indicated with the "a=sendonly" media attribute,
rather than with the IP address of 0.0.0.0 used before. The
checkbox should be enabled if the remote party does not
recognize hold requests initiated from the Quadro.

A group of Host address and Port text fields respectively require
the host address (IP address or the host name) and the port
numbers of the Outbound Proxy, Secondary SIP Server and
the Outbound Proxy for the Secondary SIP Server. These
settings are provided by the SIP servers’ providers and are used
by Quadro to reach the selected SIP servers.

4. Remote Settings

Main System Users Conferences Telephony Internet Uplink HNetwork @ epygl
quadrom
Extensions Management - Edit Entry
General Setlings
SIP Advanced Settings - 104
SIP Seftinc
5P Seftings Advanced Settings
SIP Advanced Settings
Authentication User Name
Remote Settings
Call Queue Settings Send Keep-alive Messages to Proxy
Woice Mailbox Setfine N
Woice Mailbox Settings Timeout (sec) |60
Class of Semvice Settings
Licensing RTP priority level medium El
Da Not Use SIP Old Hold Method
Qutbound Proxy
Hostaddress
Go To User Seftings
Port
Go To Line Settings
Go To Codec Settings Secondary SIP Server
Host address
Paort 5060
Outbound Proxy for Secondary SIP Server
Host address
Port
e

Fig. 11-89: Extensions Management - Edit Entry — Advanced SIP Settings page

This group is used to configure SIP Remote Extension functionality. This is an advanced telephony feature that allows Quadro users to remotely
operate Quadro. Users need to register a hardware or software SIP phone on the Quadro by defining the Quadro’s global IP address and an
appropriate Username/Password. A registered SIP Remote phone can act fully as a phone connected locally to Quadro, i.e. it can use Quadro’'s PBX

features, place and receive calls, access voice mails, etc.

The Enable checkbox activates the SIP Remote Extension’s functionality.
Please Note: SIP Remote Extension functionality may be enabled only for active (attached to an onboard FXS or IP line) extensions.

Identification parameters used by the remote SIP device for registration on the Quadro should be defined in the Username and Password text
fields. They should match on both Quadro and SIP phone for a successful connection. The Password field is checked against its strength and you
may see how strong is your inserted password right below that field. To achieve the well protected strong password minimum 8 characters of letters
in upper and lower case, symbols and numbers should be used. If you are unable to define a strong password, press Choose Generated Password

to use one of system defined strong passwords.

Line Appearance text field requires a number of simultaneous calls supported by the SIP phone.

When the Enable RTP Proxy checkbox is selected, incoming and outgoing RTP streams to and from the remote SIP phone will be routed through
Quadro. When the checkbox is not selected, RTP packets will be moving directly between peers.

When the Fallback To Local Extension When Not Registered
checkbox is selected, incoming calls towards the corresponding
extension on the Quadro will be forwarded to the remote SIP
phone only if it is registered. Otherwise, when the remote SIP
phone is unregistered, incoming calls will be routed to the line
extension it is attached to. When this checkbox is not selected,
all incoming calls will be routed to the remote SIP phone only if it
is registered. Otherwise, if the remote SIP phone is
unregistered, calls will be forwarded to the extension's voice
mailbox.

The Symmetric RTP checkbox should be selected when the
remote extension is located behind the symmetrical NAT.

Main  System Users  Comfersnces  Telaphoay

Extensions Management - Edit Entry

ntarnat Uplink Hatwark

@ cpygi’

SIF Remote Extension Settings - 104

Eemate Settnos

G0 To User Semings

Gengtatn Passwerd

Help.

Fig. 11-90: Extensions Management - Edit Entry — Remote Settings page

The Show Hot Desking Settings and Hide Hot Desking Settings links are correspondingly used to show or hide the Hot Desking settings on this

page.
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The Enable Hot Desking Capability checkbox is used to enable the Hot Desking feature on the corresponding remote extension.

The Hot Desking Automatic Logout section is used to configure Hot Desking functionality expiration on the corresponding extension. This may be
useful when someone who logged in to the public phone with this extension forgot to log out after using it. With this option enabled, once the
expiration time arrives, the extension will automatically log out from the public phone.

The following options are available:

e Never — the extension will never expire and will remain logged in to the public phone.
e After the defined period of time — requires the period after which the extension will automatically log out from the public phone.
® At the certain moment — requires the moment (hour and minute) when the extension will automatically log out from the public phone.

5. Call Queue Settings

This group is used to configure the Call Queue service that allows multiple incoming calls to be kept in the queue when being on the line and
enables the calls to be answered in the order they have been received. This feature can be also used within Receptionist Management (see below
for more details).

-Ir-]he Enabl_e CheCkbOX aCtiVateS the Ca” Queue fUnCtiOnaIity on Main System Users Conferences Telephony Internet Uplink Network @ epygl‘
the extension. quaiom
The Call Queue Size text field requires the length of the call Extensions Management - Edit Entry

queue. This is the maximum number of calls that will be e

accepted into the queue and kept on hold while the extension I Call Queue Settings - 104

user is on a call. If a maximum number of calls are already held

h y A " SIP Seffings. [7]Enable
in the call queue, the next incoming call will be routed to the

SIP Advanced Seftings

. . o . . Call Q Sizs 8
extension’s Voice Mail, if enabled, or will be disconnected. Remote Seftings Hluene s
C Max Calls Presented to Extension 2
. . . . . . all Queue Settings
Please Note: By configuring Call Queue size, Call Forwarding if Vot Hailoas Safinas Redirection on Timeout

Busy and V0|ceT Mail telephony services will not ta_ke effec_t on Class of Sevics Setings | [ Enable Redirection on Timeout
the corresponding extension until the call queue is not filled. Licensing
These telephony services will affect only the calls out of the call CallGueus Message Repetion Count 12

queue. callTyee [PBX [7]

The Max Calls Presented to Extension text field requires the sdiress 10 SIP-Clipboard

maximum number of active calls on the line. For example, if 1 is Go To User Setinas
configured in this field and the extension is in use, the next SoloLine Seflinas Jero0ut Redirection
incoming call will go to the call queue. If 2 is configured in this GoloCodec Sefinas
field and extension is in use, the next incoming call alert will be - [ votcemal
heard in the background (if Call Waiting service is enabled on O
X . . . . calTyee [sIP [7]
the corresponding extension) and the extension will hold the first
call to answer the second one or they can be joined for a call sddress | 11369@sip epyailos SIP-Clipboard
conference. However, the next incoming call will again go to the
call queue.
Upload new call gueue welcome message | Choose File | Nofile chosen
Enable Redirection checkbox is used to enable the call Download call queue weicome message:
redirection to the other destination after some time spent in the Remove call queus welcome messaqe

queue. This will avoid the caller to wait in the queue for too long.
This checkbox selection enables the following components:

Upload new call qgueue message Choose File | Nofile chosen

Save Back Help

Call Queue Message Repetition Count text field requires the
number of call queue messages (played during the caller is in
the queue) after which the call in the queue will be automatically
redirected to the destination defined below.

Fig. 11-91: Extensions Management - Edit Entry — Call Queue Settings page

Call Type lists the available call types:
® PBX - local calls to Quadro’s extensions
e S|P — calls through a SIP server
® PSTN — calls to a global telephone network

e Auto — used for undefined call types. The destination (independent on whether it is a PBX number, a SIP address or a PSTN number) will
be reached through the Call Routing Table.

The Address text field is used to define the address where the call will be redirected. The value in this field is strictly dependent on the Call
Type defined in the same named drop down list. If the PBX call type is selected, the Quadro extension number should be defined in this field.
For the SIP call type, the SIP address should be defined, for the PSTN call type, the PSTN user number should be defined here. For the Auto
call type, a routing pattern needs to be defined.

The ZeroOut Redirection radio buttons are used to enable the call redirection to the extension voice mailbox or other destination after some time
spent in the queue. This will avoid the caller to wait in the queue for too long.

® The Voice Mail radio button selection allows the user to redirect the call to the extensions voicemail.

e The second radio button selection allows the callers to redirect the call to the specified destination instead of holding in the extension's
queue.The caller will then be automatically transferred to the destination specified in this page. This selection activates the following fields to be
inserted:

Call Type lists the available call types:
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o0 PBX- local calls to Quadro's extensions.
0  SIP - calls through a SIP server.
0 PSTN - calls to a global telephone network.

0 Auto - used for undefined call types. The destination (independent on whether it is a PBX number, a SIP address or a PSTN
number) will be reached through the Call Routing Table.

The Address text field is used to define the address where the call will be redirected. The value in this field is strictly dependent on the Call
Type defined in the same named drop down list. If the PBX call type is selected, the Quadro extension number should be defined in this field.
For the SIP call type, the SIP address should be defined, for the PSTN call type, the PSTN user number should be defined here. For the Auto
call type, a routing pattern needs to be defined. The SIP-Clipboard button at the end of the line can be used only when SIP is selected in the
Call Type drop down list. It opens a small window where one of the previously entered 10 SIP addresses can be automatically selected again.
If the address already exists in the table, selecting Save will cause the error "Caller address already exists". Wildcard is allowed in this field.

Please Note: To activate the ZeroOut Redirection feature, the caller should dial 0 digit.

Upload new call queue welcome message allows updating the active Call Queue welcome message (played when a caller joins the extension’s
call queue), downloading it to the PC, or restoring the default one.

The Remove call queue welcome message functional link appears only when the custom call queue welcome message is already uploaded and is
used to remove it and restore the default call queue welcome message.

The Download call queue welcome message functional link appears only when the custom call queue welcome message is already uploaded and
is used to download it to PC and opens the file chooser window where the saving location can be specified.

Upload new call queue message allows updating the active call queue message (played when a caller is being held in the queue), downloading it
to the PC, or restoring the default one.

The Remove call queue message functional link appears only when the custom call queue message is already uploaded and is used to remove it
and restore the default call queue welcome message.

The Download call queue message functional link appears only when the custom call queue message is already uploaded and is used to download
it to PC and opens the file chooser window where the saving location can be specified.

Browse buttons open the file chooser window to browse for a new Call Queue welcome message file. The uploaded files should to be in PCMU
(CCITT u-law, 8 kHz, 8 bit Mono) wave format, otherwise the system will prevent uploading it with the “Invalid audio file, or format is not supported”
warning message. The system also prevents uploading if there is not enough memory available for the corresponding extension, which will cause the
“You do not have enough space” warning message.

6. Voice Mailbox Settings

This group is used to configure voice mailbox storage and consists of a group of manipulation radio buttons to define the location where voice mails
will be collected.

® Disable Voice Mail — disables the Voice Mail service for the corresponding extension. With this selection, the extension user will be unable to
reach their Voice Mail Settings, but will be able to access their Voice Mailbox and manage the existing voice mails.

® Use Internal Voice Mail — enables the Voice Mail service for the corresponding extension and defines the Quadro’s internal storage as a
location for the Voice Mails.

This selection also allows you to manipulate with the Voice Mail Configuration Wizard used by the extension’s user to setup personal settings
(the password, the voice mail greeting message and the user's name for Extensions Directory) from the handset. By default, the Voice Mail
Configuration Wizard is enabled when the Quadro’s is in the factory reset state. It can be manually enabled from this page by pressing the
Activate button. When the Voice Mail Configuration Wizard is activated, the extension’s user is prompted to insert personal settings as
he/she enters his/her Voice Mailbox for the first time. Unless the required information is not inserted, the button is changed to Deactivate and
the Configuration Wizard Status becomes Activated. Use Deactivate button to stop Voice Mail Configuration Wizard. When the user
inserted the required information, the Configuration Wizard Status on this page is changed to Passed and a Reactivate button appears.
Using Reactivate button you might re-enable the Voice Mail Configuration Wizard so the user will be again prompted about his/her personal
settings next time entering his/her Voice Mailbox.

Instructions on how to insert the information prompted in the Voice Mail Configuration Wizard are available in the Features Codes (see
Manual lll — Extension’s Users Guide).

The Shared Mailbox section is used to setup a mailbox sharing. The Edit Voice Mailbox Access List link goes to the page where a list of
PBX extensions can be defined for which the mailbox of the current extension will be shared and accessible without password authentication.
For more details on how to access Shared Mailboxes, see Feature Codes.
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® Use External Voice Mail — enables the Voice Mail service T | Ues| e | Enmn || e | CHTED @ epygl”
for the corresponding extension and is used to define a quacrom
remote Voice Mail Server as a location for the Voice Mails.
In this case recorded voice mails will be collected on the
remote server. Radio button selection enables a sub-group General Setings
of manipulation radio buttons:

Extensions Management - Edit Entry

Voice Mailbox Settings - 104

SIP Settings

Disable Voice Mail
anced Seftings

® |f the remote Voice Mail Server is combined with

h ded | Remote Settings @ | use Internal voice Mail

the SIP Proxy server, it is recommended to select Call Queus Settings

Proxy Controlled Mailbox Type. With this Voice Maibox Setings enLTanen WSS Sl Actsted
selection, SIP proxy will keep the recorded voice Class of Senice Seftines Shared lailoox ; Eil Voice lsiloox Acoess List
mail on itself. When extension accesses his — -

. . . . . Use External Voice Mail Transport Protocol for SIP
mailbox by dialing *0, the call will be redirected to messages
the voice mailbox on the proxy server. Prory Contraled Walbor Tyse S uop

. . o To User Seflings oice Mail Retrieve SIP TCR
® |f the remote Voice Mail Server acts as a oefetseraatiias URI
. R . . . GoTo Line Settings
Standalone Iocatlon Of voice malls’ It 1S Go To Codec Settings Independent Mailbox Type

recommended to select Independent Mailbox Wabox
Type. With this selection, Quadro redirects the URI
recorded voice mails to the defined remote Voice
Mail server. When extension accesses his mailbox -
by dialing *0, the call will be redirected to the Atendant
remote voice mail server. oR

S Exchange Senver

um
Extension

For each of these selections, it is required to enter the SIP URI

of the Voice Mail Server where voice mails of the corresponding
extension will be collected.

Please check your pei
120022012

ents!

ez, Lid. Al rights reserved

The Transport Protocol for SIP messages radio buttons allow
the transport protocol (UDP or TCP) for transmission of SIP
messages to be selected.

Fig. 11-92: Extensions Management - Edit Entry — Voice Mailbox Settings page

® With MS Exchange Server you can keep recorded voice messages into one universal inbox.

o0 UM Auto Attendant URI text field requires the SIP URI of the MS Exchange Server. When extension accesses his mailbox by
dialing *0, the call will be redirected to the voice mailbox on the MS Exchange Server.

0 UM Extension text field requires an extension number that Unified Messaging will use when voice mail is submitted to the user's
MS Exchange Server mailbox.

Please Note: When the MS Exchange Server option is selected as an external voice mail server, the transport protocol TCP is automatically used
regardless of the Transport Protocol for SIP messages radio button selection.

Attention: By choosing the Use External Voice Mail option, some internal voice mailbox services may become unavailable. Instead, the services of
the external voice mail server will become available to the user. Please consult with the external voice mail server administrator before enabling this
option.

7. Class of Service Settings

The Class of Service Settings page is used to assign the

deﬂned classes toa PBX extensions. Main System Users Conferences Telephony Internet Uplink Network @ epyg] ’
To use Class of Service feature it should be enabled from the e
Class of Service page. Extensions Management - Edit Entry
Class of Servicefeature allows to specify which

i i il General Seftings
PBX/Conference extensions can use which routing rules to Class of Service Settings - 104

make a call. For example, if an extension is not assigned to a
certain class of service and an attempt is made to place a call
from that extension using routing rule with the Class of

i n f s Remote Seftings
Service feature enabled, then "Number dialed does not exist Golo Call Routing Table

. Call Queue Settings
message will be played to the caller. Voite Mailbox Sefinas

SIP Seftings

Info: To use Class of Service it shoul

Go to Class of service

# class 1 Clciass 2 @ class 3

The Go to Class of servicelink leads to the Class of Class of Service Sellings
Services page where the class of services can be configured. Lirensing

The Go to Call Routing Table link leads to the Call Routing
Table page where the call routing rules can be assigned to a

certain class of service(s). The classes defined in the Class of GoTo User Settings
Services page will appear on this page to assign the PBX GaTaline Seffings

. . . S Back Hel
extensions to a certain class of service(s). o To Codec Settings

Please check vour pending events!
Copyright (C) 2003-2013 Epyni Technolo

gies, Ltd All rights reserved

PBX extensions can be attached to a several class of services
at the same time.

Fig. 11-93: Extensions Management - Edit Entry — Class of Service Settings page
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8. Licensing
ThlS page iS Only aVaiIabIe If the corresponding IiCenSing iS Main System Users Conferences Telephony Internet Uplink Network @epygl.
enabled from the Features page. Qusdreliazes2
This group allows you to configure the extension to be used by Extensions Management - Edit Entry
the Quadro Communication Manager (QCM) soft-phone P
application and the Pro/Basic level Desktop Communication sensESsnes License Settings - 104
Console (DCC).
Enable QCM (Quadro Communication Manager) license
The page contains the following components: e Sinas @ Enabls DCC Pro licanse
Enable QCM (Quadro Communication Manager) license Call Queue Sefings Enadle GG Sasic lcense
checkbox which allows you to set the corresponding extension Voige Malbor Setings | 1 Enable 10l Toggiing lsense
to be used by the QCM application. When the checkbox is not Class ofSenice Seffincs
selected on this page, the QCM will be functional with the Licensing

extension only during trial period.

Enable DCC Pro license checkbox which allows you to set the

corresponding extension to be used by the DCC Pro level 6o To User Settings
application. When the checkbox is not selected on this page, the Go To Line Settinas
DCC will be functional with the extension only during trial period. GoToCodec Settings | | Save | | Back | [=ctlele

Enable DCC Basic license checkbox which allows you to set
the corresponding extension to be used by the DCC Basic level
application. When the checkbox is not selected on this page, the
DCC will be functional with the extension only during trial period.

Fig. 11-94: Extensions Management - Edit Entry — License Settings page
Please Note: These checkboxes can be simultaneously selected on as many extensions as DCC and/or QCM licenses are available on the Quadro.
Enable iQall Toggling license checkbox allows you to allocate the iQall Toggling licenses to the corresponding extensions.

The Go to User Settings link is used to make a quick jump to the extension specific Extension's Main Menu page (see Manual Il — Extension User’s
Guide).

The Go to Line Settings link is used to make a quick jump to the Line Settings page of the corresponding extension.

The Go to Codec Settings link is used to make a quick jump to the Codec Settings page of the corresponding extension.

Pickup Group Extension Settings
Pickup Group & Access List

The Pickup Group service is used to monitor calls addressed to a certain list of extensions and to pick up calls ringing on the listed extensions. This
service may be used when a group of extensions are located in the same area so the persons nearby can hear the ringing on one of the extensions.
This feature allows you to pick up the call ringing on a certain extension by dialing the number of the pickup extension.

The Pickup Group list is used to define the extensions that can be monitored by calling a certain pickup extension.

The Access List is used to define PBX, SIP or PSTN users that are allowed or forbidden to intercept calls ringing on extensions in the Pickup
Group.

If a user dials the pickup extension when several extensions of the pickup group are ringing, the first (oldest in time) call will be picked up. When the
user dials the pickup extension and no extensions of the pickup group are ringing, the “No call is available to pickup” message will be played to the
user. When the user that is not listed in the Access List dials the pickup extension, password authorization (of the pickup extension) will be required
to answer the call. When a denied user dials the pickup extension, the “Party does not accept your call’ message will be played to the user.

For Pickup Group extensions, the Extensions Management - Edit Entry page consists of General Settings, SIP Settings and Advanced SIP
Settings pages. The SIP Settings and Advanced SIP Settings pages are the same as for regular extensions (see User Extension Settings)
described above. The General Settings page has a different content as follows:
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1. General Settings (for pickup group extension)
This group requires personal extension information and has the
following components:

Display Name is an optional parameter used to recognize the
caller. Usually the display name appears on the called party's
phone display when a call is made or a voice mail is sent.

Password requires a password for the new extension.

The extension password may only contain digits. If non-numeric
symbols are entered an “Incorrect Password: no symbol
characters allowed” error message will prevent making the
extension.

If you are unable to define a strong password, press Choose
Generated Password to use one of system defined strong
passwords. The Password field is checked against its strength
and you may see how strong is your inserted password right
below that field.

Confirm Password requires a password confirmation. If the
input is not corresponding to the one in the Extension
Password field, the “Incorrect Password confirm” error message
will appear.

Administrator’s Menus

Main Users Conferences

©cpysi

quadrom

System Telephony Internet Uplink Network

Extensions Management - Edit Entry

General Seftings
General Settings - 750

SIP Settinas
SIP Advanced Settings

Display Name / Subject
Password e

Confirm Password assane

[ show on Public Directory
Edit Pickup Group
Edit Access List

Please check vour pending events!
Copyright (C) 2003-2011 Epyai Technologies, Ltd. All rights reserved

Go To Codec Settings

Fig. 11-95: Extensions Management - Edit Entry — General Settings for pickup extension page

The Edit Pickup Group link leads to the page where a list of monitored extensions can be defined.

The Pickup Group of Extension page lists all available regular
and virtual extensions on the Quadro and allows you to manage
the Pickup Group.

The Enable functional button is used to include the selected
extension(s) to the Pickup Group of the corresponding pickup
extension. The extensions in the Pickup Group can be
monitored by the pickup extension. The calls addressed to the
extensions in the Pickup Group can be answered by the pickup
extension.

The Disable functional button is used to exclude the selected
extension(s) from the Pickup Group of the corresponding pickup
extension.

Main Users Conferences

@-cpysi

quadrem

System Telephony Internet Uplink Hetwork

Pickup Group of Extension 750

Enable Disable Selectall Inverse Selection

Call to State

Audio Line-out Disabled (Attached)
Disabled (Attached)
Disabled (Attached)
Disabled (Attached)
Disabled (Attached)
Disabled (Attached)
Disabled (Attached)

Disabled (Attached)

ojojo|ojo|gojlg|o

Disabled (Attached)

Fig. 11-96: Pickup Group of Extension page

The Edit Access List link leads to the page where permissions for the users to use the pickup service can be defined.

The Access List of Extension page lists all users (or a
group of users if a wildcard is used) and the appropriate
permissions to pickup the calls ringing on the extensions
from the Pickup Group.

Main System Users Conferences Telephony Internet Uplink Metwork

@cpysi

qusdrom

Access List of Extension 750

Add Edit Delete Selectall Inverse Selection
Caller Action

O | Pex-= Allow

[ | Auto - 104 Allow

Please check your pending events!
Copyright (C) 2002-2011 Epyai Technologies, Ltd. All rights reserved

Fig. 11-97: Access List of Extension page for Pickup Group

The Add functional button opens an Add Entry page where
a new user with corresponding permissions might be
created. This page consists of the following components:

Call Type lists the available call types:
® PBX - local calls from Quadro’s extensions
® S|P — calls through a SIP server
® PSTN — calls from global telephone network

® Auto — used for undefined call types. The destination
(independent on whether it is a PBX number, SIP

M Systens Users  Comferences  Tebephony Wittt Uik Metwoth @ l‘p \:L{l
Access List - Add Entry
P v
L#P-Clipboard

#0205 2iE0 apyglcom

Adirw |

Sam | Back | [ Hen

address or PSTN number) will be parsed through the
Call Routing Table.

Fig. 11-98: Access List of Extension —Add Entry page for Pickup group
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The Address text field is used to define the address to be included in the Access List table. The value in this field is strictly dependent on the Call
Type defined in the same named drop down list. If the PBX call type is selected, the Quadro extension number should be defined in this field. For the
SIP call type, the SIP address should be defined, for the PSTN call type, the PSTN user number should be defined here.

The Action drop down list is used to select the defined user’s permissions (allow or deny) to use the pickup service for the extensions included in the
Pickup Group.

Call Park Extension Settings

For Call Park extensions, the Extensions Management - Edit Entry page consists of General Settings, SIP Settings, Advanced SIP Settings,
Park Access List and Retrieve Access List pages. The SIP Settings and Advanced SIP Settings pages are the same as for the regular
extensions (see User Extension Settings).

l' _General Setti_ngs (fOr Ca” park eXt_enS_ion) i Main  System  Users  Conferences Telephony Internet Uplink Hotwark @ ':'P}’gi )
This group requires personal extension information and has the ausarom
following components: Extensions Management - Edit Entry

Display Name is an optional parameter used to recognize the General Senings

General Settings - 36

caller. Usually the display name appears on the called party's
phone display whenever a call is performed or a voice mail is
sent.

Display Name / Subject  Call Parking

L — Genarate Password

Confirm Passwerd s

Password requires a password for the new extension.

#| Show on Putlic Directory

The extension password may only contain digits. If non-numeric Rebevs Timpout 10
symbols are entered an “Incorrect Password: no symbol GoToCodec Settings | ¥ Customize push back number
characters allowed” error will prevent making the extension. caltype [FBX [=]

If you are unable to define a strong password, press Choose canto 110

Generated Password to use one of system defined strong

passwords. The Password field is checked against its strength save Back Help
and you may see how strong is your inserted password right al
below that field.

Fig. 11-99: Extensions Management - Edit Entry — General Settings for call park extension

Confirm Password requires a password confirmation. If the input is not corresponding to the one in the Extension Password field, the error will
appear: “Incorrect Password confirm”.

With the Show on Public Directory checkbox enabled, the details of the corresponding extension will be displayed in the User Settings table on the
Main Page of the Extension’s Quadro Web Management (accessed by the extension’s login, see Manual Ill — Extension User's Guide). Besides this,
the details of the extension will be displayed in the Public Directories on the snom and Aastra SIP phones. Leave this checkbox unselected if the
extension is reserved or not used, or when the extension serves as an intermediate unit for call forwarding, etc.

Retrieve Timeout text field requires a timeout (in minutes) during which the parked call will stay active, i.e. the parked user will remain on-hold.

e |f the Customize push back number checkbox is not enabled and the call park retrieve timeout expires, the hold music stops playing to the
parked user and a new call is being placed towards the extension initiating the call park. If the extension initiating the call park does not
answer the call, the caller which has been recently parked will reach the extension's Voice Mailbox, if enabled, otherwise will be
disconnected.

e |f the Customize push back number checkbox is enabled and the call park retrieve timeout expires, the hold music stops playing to the
parked user and a new call is being placed towards the push back number configured in the Customize push back number field. If the push
back number configured in the Customize push back number field does not answer the call, the caller which has been recently parked will
reach the extension's Voice Mailbox, if enabled, otherwise will be disconnected.

The Customize push back number field consists of the following components:

Call Type drop down list includes possible incoming call types (PBX, PSTN, SIP or Auto).
® PBX selection means that the call will be push back to the local extension.
e S|P selection means that the call will be push back to the SIP destination correspondingly.
® PSTN selection means that the call will be push back to the PSTN destination.

® Auto selection is used for undefined call types: destination (independent on whether it is a PBX number, SIP address or PSTN number) will
be reached through Routing.

Call To text field requires the push back number dialed in the format depending on the selected Call Type. The Wildcard is supported in this field.
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2.  Park Access List

This page is used to define a list of extensions that are allowed
to park the call to the corresponding call park extension.
Wildcard is supported in the Address field to add a group of
extensions with one entry.

If the extension is not in the Park Access List for the
corresponding call park extension, it will not be able to park a
call to this call park extension.

By default, this table contains a “*” entry which allows any PBX
users to park the call to this extension.

Attention: If you modify the Park Access List by adding new
extensions, do not forget to remove the default “*” entry from the
list for the new configuration to take effect.

3. Retrieve Access List

This page is used to define a list of callers that are allowed to
retrieve a call parked to the corresponding call park extension.

If the caller is not in the Retrieve Access List for the
corresponding call park extension, it will not be able to pickup a
call parked to this call park extension.

By default, this table contains an “Auto-*" entry which allows any
caller to pickup the call parked to this extension.

Attention: If you modify the Retrieve Access List by adding new
callers, do not forget to remove the default “Auto-*" entry from
the list for the new configuration to take effect.

The Add functional button opens an Add Entry page where a
new caller can be added to the list. This page consists of the
following components:

Call Type lists the available call types:
® PBX - local calls from Quadro’s extensions
® S|P — calls through a SIP server
® PSTN — calls from global telephone network

e Auto — used for undefined call types. The destination
(independent on whether it is a PBX number, SIP address
or PSTN number) will be parsed through Call Routing
Table.
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Fig. 11-100: Extensions Management - Edit Entry — Park Access List for call park extension
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Fig. 11-101: Extensions Management - Edit Entry — Retrieve Access List for call park extension
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Fig. 11-102: Extensions Management - Edit Entry — Retrieve Access List for call park extension

The Address text field is used to define the address to be included in the Retrieve Access List table. The value in this field is strictly dependent on
the Call Type defined in the same named drop down list. If the PBX call type is selected, the Quadro extension number should be defined in this
field. For the SIP call type, the SIP address should be defined, for the PSTN call type, the PSTN user number should be defined here. The wildcard

is supported in this field. Wildcard is available for this field.

Paging Group Extension Settings
Paging Group & Access List

The Paging Group service is used to page a group of extensions by forcing extensions to go off-hook and opening one-way communication. The
service is particularly used for announcements addressed to a group of extensions. Service allows to page multiple extensions by dialing the Paging

Group extension.

Please Note: The Paging Group service requires called extensions to use one of the following SIP or analog phones which are able to

automatically go off-hook:

e snom 300 ® Grandstream BT200 ®  Akuvox SP-R53P
e snom 320 ® Grandstream GXP1400 e  Thomson ST2030S
e snom 360 ® Grandstream GXP1405 ®  Yealink SIP-T20P
e snom 370 ® Grandstream GXP1450 ®  Yealink SIP-T22P
® snom 710 ® Grandstream GXP2000 ®  Yealink SIP-T26P
® snom 720 ® Grandstream GXP2100 ®  Yealink SIP-T28P
® snom 760 ® Grandstream GXP2110 ®  Yealink SIP-T32G
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® snom 820 Grandstream GXP2120 ®  Yealink SIP-T38G

® snom 821 Grandstream GXP2124 ®  Yealink SIP-T46G

® snom 870 Grandstream GXP2200 ®  Yealnik VP530

® Aastra 480i Grandstream GXV3140 ®  Linksys SPA942

® Aastra 9133i Grandstream GXV3175 ®  Linksys SPA941

® Aastra 9112i Fanvil C62 ®  Linksys SPA922

® Aastra 9143i Polycom SoundPoint IP 300SIP ®  Linksys SPA921

® Aastra 9480i (35i) Polycom SoundPoint IP 330SIP ®  Linksys SPA2002

® Aastra 51i Polycom SoundPoint IP 331SIP ®  Linksys SPAPAP2T

® Aastra 53i Polycom SoundPoint IP 501SIP e  AudioCodes 310HD

® Aastra 55i Polycom SoundPoint IP 550SIP e  AudioCodes 320HD

® Aastra 57i Polycom SoundPoint IP 601SIP ®  Panasonic KX-UT136
® Aastra 6730i Polycom SoundPoint IP 650SIP ®  Panasonic KX-UT123
® Aastra 6731i Polycom SoundStation IP 6000 ®  Panasonic KX-TGP550T04
® Aastra 6735i Polycom VVX 1500 e  Alcatel Temporis IP200
® Aastra 6737i Polycom VVX 300/310 e  Alcatel Temporis IP600
® Aastra 6739i Polycom VVX 400/410 e  Alcatel Temporis IP800

e Aastra 480e

The Paging Group list is used to define the extensions that will be paged. They will automatically go off-hook when the paging call comes in.

The Access List is used to define PBX, SIP or PSTN users that are explicitly allowed/forbidden to activate the call paging using the corresponding
extension.

When calling to the Paging Group extension, the call will be forwarded to the extensions listed in the Paging Group table. The phones of the called
extensions will automatically go off-hook (the phone speaker automatically becomes activated) and the caller will be able to make his announcement.
Since the paging call opens one-way communication, the called extensions will not be able to give an answer to the caller. To terminate the paging
call, caller should simply hang up.

Attention: Call paging will not work if the called extension is in call.

When caller not listed in the Access List calls the Paging Group extension, password authorization (using the password of the Paging Group
extension) will be required to start the call paging. When a denied user tries to call the Paging Group extension, “Party does not accept your call”
message will be played to the caller. When caller dials the Paging Group extension with empty Paging Group table, “Number dialed temporarily
unavailable” message will be played to the caller.

For Paging Group extensions, Extensions Management - Edit Entry page consists of General Settings, SIP Settings and Advanced SIP
Settings pages. The SIP Settings and Advanced SIP Settings pages are the same as for the regular extensions (see User Extension Settings),
while General Settings page has a different content:

1. General Settings (for paging group extension)
This group requires personal extension information and has the
following components:

@-pysi

Quadroh32-52

Main System Users Conferences Telephony Internet Uplink Hetwork
Display Name is an optional parameter used to recognize the
caller. Usually the display name appears on the called party’s

phone display whenever a call is performed.

Extensions Management - Edit Entry

General Settings

. . General Settings - 55
Password requires a password for the new extension. g
8IP Settings

The extension password may only contain digits. If non-numeric Display Name / Subject

symbols are entered an “Incorrect Password: no symbol
characters allowed” error will prevent making the extension.

S|P Advanced Settinas
Password LLIITTY)

Confirm Password LLTITTY)

If you are unable to define a strong password, press Choose
Generated Password to use one of system defined strong
passwords. The Password field is checked against its strength
and you may see how strong is your inserted password right
below that field.

[ 'show on Public Directory

GoTo Codec Settings | Edit Paning Grou
Edit Access List

Please check your pending events!
Copyright (C) 2003-2011 Eoyai Technologies Ltd. All rights reserved.

Confirm Password requires a password confirmation. If the
input is not corresponding to the one in the Extension

Password field, the error will appear: “Incorrect Password

confirm” Fig. 11-103: Extensions Management - Edit Entry — General Settings for paging extension page

The Edit Paging Group link leads to the page where a list of extensions to be paged can be selected.
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The Paging Group of Extension page lists all available regular
and virtual extensions on the Quadro and allows you to manage
the Paging Group.

The Enable functional button is used to include the selected
extension(s) to the Paging Group of the corresponding
extension. Once the call to the paging group comes in, all the
extensions in that group will be paged, i.e. will automatically go
off-hook (by automatic activation of the phone’s speaker).

The Disable functional button is used to exclude the selected
extension(s) from the Paging Group of the corresponding
extension.

The Edit Access List link leads to the page where permissions
for users to use the Paging Group service can be defined.

The Access List of Extension page lists all users (or a group
of users if a wildcard is used) and the appropriate permissions
to use the Paging Group through the corresponding extension.

The Add functional button opens an Add Entry page where a
new user with corresponding permissions might be created.
This page consists of the following components:

Call Type lists the available call types:
® PBX - local calls from Quadro’s extensions
® S|P — calls through a SIP server
® PSTN — calls from global telephone network

e Auto — used for undefined call types. The destination
(independent on whether it is a PBX number, SIP
address or PSTN number) will be parsed through Call
Routing Table.

Paging Group of Extension 1018

w » w

ofns [rr——

Fig. 11-104: Paging Group of Extension page
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Fig. 11-105: Access List of Extension page for Paging group
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Fig. 11-106: Access List of Extension —Add Entry page for Paging Group

The Address text field is used to define the address to be included in the Access List table. The value in this field is strictly dependent on the Call
Type defined in the same named drop down list. If the PBX call type is selected, the Quadro extension nhumber should be defined in this field. For the
SIP call type, the SIP address should be defined, for the PSTN call type, the PSTN user number should be defined here.

The Action drop down list is used to select the defined user’s permissions (allow or deny) to use the Paging Group service for the extensions

included in the Paging Group table.

ACD Group Extension Settings

For ACD Group extensions, the Extensions Management - Edit Entry page consists of General Settings, SIP Settings and SIP Advanced
Settings pages. The SIP Settings and SIP Advanced Settings pages are the same as for the regular extensions described above. The General

Settings page is described below:
1. General Settings (for ACD Group extension)

This group requires ACD group extension's information and has
the following components:

Display Name is an optional parameter used to recognize the
ACD Group. Usually the display name appears on the called
party’s phone display when a call is made or a voice mail is
sent. This information is also displayed in the ACD
Management Groups table.

Password requires a password for the ACD Group extension.

Main  System Users Conferencas Talaphony Internat Uplink HNetwork

@ cpys

Extensions Management - Edit Entry

Genarnl Sattinas
General Settings - 4444

SIP Seting
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Confirm Passward
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Fig. 11-107: Extensions Management - Edit Entry — General Settings page (for ACD Group extension)
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The extension password may only contain digits. If non-numeric symbols are entered, the “Incorrect Password: no symbol characters allowed” error

will prevent making the extension.

Confirm Password requires a password confirmation. If the input is not corresponding to the one in the Extension Password field, the “Incorrect

Password confirm” error will appear.

With the Show on Public Directory checkbox enabled, the details of the corresponding extension will be displayed in the User Settings table on the
Main Page of the Extension’s Quadro Web Management (accessed by the extension’s login, see Manual Ill — Extension User's Guide). Besides this,
the details of the extension will be displayed in the Public Directories on the Snom and Aastra SIP phones. Leave this checkbox unselected if the
extension is reserved or not used, or when the extension serves as an intermediate unit for call forwarding, etc.

The Percentage of Total Memory drop down list allows you to select the space for the uploaded custom messages. The maximum value in the drop

down list is equal to the maximum available space for voice messages on Quadro.

2. ACD Group Settings

This group is used to adjust the ACD group settings and has the
following components:

Max Queue Size defines the maximum number of calls waiting in
the queue. If all positions of the queue are busy and a new call
arrives, it will be rejected by the Agents Group.

Agent Ring Timeout defines the maximum ringing time of the
agent’s phone. If the call is not answered before this timer expires,
the system will try to connect the call to another agent in that group.
Group Ring Timeout defines the maximum waiting time of the calls
in the queue including connection time (when the call is extracted
from the queue and rings on the agent’s phone until it is answered).
If this value for some call in the queue is exceeded then the call is
being disconnected unless the call redirection is enabled from this
page. In that case the call will be redirected to another destination

G0 Setngs

Extensions Management - Edit Entry

ATD Group Setings - 4444

vy M fown Ssectal burerss Sslecyes

[——— Temmotsec)

i Court

as defined here.

Fig. 11-108: Extensions Management - Edit Entry — ACD Group Settings page

Call Distribution Type defines the method of choosing the agents within the group for connecting the call. The following distribution types are

available:

All Agents Ringing — the system tries to reach all available agents in the group ringing their phones. As soon as the first answers, it
cancels the calls to other agents (similar to Many Extension Ringing on the Quadro, see Manual Ill — Extension User's Guide). If no one
answers within Common Timeout, the system either disconnects or redirects the call.

Round Robin — the system calls to the first available agent in the list of agents configured with AG. If the agent doesn’t answer within
Ringing Timeout, the system tries to reach the next agent in the list, etc. Reaching the end of the list it starts from the beginning again. If
the call is not answered and the Common Timeout has expired, the system either disconnects or redirects the call.

Longest Idle — the system calls to the first available agent who was longest idle after the last call. If the agent doesn’t answer within
Ringing Timeout, the system tries to reach another agent who was longest idle, etc. If the call is not answered within Common Timeout,
the system either disconnects or redirects the call.

Less Busy During Last Hour - the system calls to the first available agent who was least busy during the last hour (in average). If the
agent doesn’'t answer within Ringing Timeout, the system tries to reach the next least busy agent, etc. If the call is not answered within
Common Timeout, the system either disconnects or redirects the call.

Random Hunting — the system calls to the first available agent selected randomly from the list of agents configured with Agents Group. If
the agent doesn’t answer within Ringing Timeout, the system tries to reach another agent selected randomly from the list, etc. If the call is
not answered within Common Timeout, the system either disconnects or redirects the call.

Skills - the system calls to the first available agent with the highest composite skill's grade in the group. If the agent doesn’t answer within
Ringing Timeout, the system tries to reach the next agent with the highest composite skill, etc. If the call is not answered within Common
Timeout, the system either disconnects or redirects the call.

Enable Redirect checkbox is used to enable the call redirection to the other destination after some time spent in the queue. This will avoid the caller
to wait in the queue for too long. This checkbox selection enables the following components:

Call Type lists the available call types:

PBX - local calls to Quadro’s extensions
SIP — calls through a SIP server
PSTN — calls to a global telephone network

Auto — used for undefined call types. The destination (independent on whether it is a PBX number, a SIP address or a PSTN number) will
be reached through the Call Routing Table.

The Redirect Address text field is used to define the address where the call will be redirected. It might be within the scope of ACD, like the address
of another ACD agent, or out of scope, like the address of some voice mailbox. The value in this field is strictly dependent on the Call Type defined
in the same named drop down list. If the PBX call type is selected, the Quadro extension number should be defined in this field. For the SIP call type,
the SIP address (see chapter Entering a SIP _Addresses correctly) should be defined, for the PSTN call type, the PSTN user number should be
defined here. For the Auto call type, a routing pattern needs to be defined.
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Enable ZeroOut checkbox enables the ZeroOut feature. When this feature is enabled, callers that have reached the ACD Group extension may
accelerate the automatic redirection instead of holding in the extension’s queue. To activate this feature, caller should dial Q digit (see Feature
Codes) while in the queue of ACD Group extension. The caller will then be automatically transferred to the destination specified in this page. This
selection activates the following fields to be inserted:

Redirect Call Type drop down list includes the available call types:
® PBX - local calls between Quadro extensions and the Auto Attendant
® S|P — calls through a SIP server
® PSTN —calls to PSTN

e Auto —used for undefined call types. Destination (independent on whether it is a PBX number, SIP address or PSTN number) will be
reached through Routing.

The Redirect Address text field requires the destination address where the caller should be automatically forwarded to if activating the ZeroOut
feature.

Upload new call queue welcome message allows updating the active call queue welcome message for the agents group (played when a caller
joins the agents group call queue), downloading it to the PC, or restoring the default one.

The Remove call queue welcome message functional link appears only when the custom call queue welcome message is already uploaded and is
used to remove it and restore the default call queue welcome message.

The Download call queue welcome message functional link appears only when the custom call queue welcome message is already uploaded and
is used to download it to PC and opens the file chooser window where the saving location can be specified.

Customize Queue Scenario settings are used to define a custom scenario for audio files played in the ACD queue. Here you may upload custom
audio files and to define the sequence in which they will be played for the person in the queue. By selecting this option, the default ACD queue
messages will be replaced with the scenario defined below.

Custom Queue Messages table lists all audio files in the custom queue scenario and allows you to add new field. Each audio file is characterized
by the number of repeats and the timeout when it should start. The audio files may be ordered in the list with Move Up and Move Down functional
buttons. The custom queue will start with the first audio file in this list and will be played in the loop in the order audio files are listed.

Administrator’s Menus

The Add functional button opens an Add Entry page where ) _ @ epvoi
a new audio file can be defined. This page consists of the LB R SR L Eas e LR R L S ] 19
manipulation radio buttons selection to allow upload a new
audio file or to select an already uploaded one. ACD Management - Add Entry

® Existing File — this selection is used to choose one of ® | Existing Fie

the already uploaded custom queue messages to
include in the scenario. The same file may appear in
the different instances of the queue music. O | uptoad New File

sysoverload.waw ¥

e Upload New File — used to upload a new audio file.
The uploaded files should to be in PCMU (CCITT u-
law, 8 kHz, 8 bit Mono) wave format, otherwise the
system will prevent uploading it with the “Invalid audio

file, or format is not supported” warning message. P

Copyright (C) 2003-2011 Epvai Technologies, td. Al rights reserved

Play Count 1 v

Timeout 5 sec

Fig. 11-109: Extensions Management - Edit Entry — ACD Group Settings — Add Queue Message page

Please Note: The file name can contain only alphanumerical characters and *_', *-', "."' symbols.

Attention: You should have enough memory allocated to the corresponding extension (from General Settings) in order to be able to upload audio
files; otherwise error message prevents uploading new files.

Play Count indicates the number of times the corresponding audio file will be played continuously in the queue.

Timeout indicates the timeout (in seconds) between the end of the previous queue audio file in the scenario (if any) and the beginning of the current
audio file. For the first audio file in the list, this timeout indicates the interval between the beginning of the queue and the beginning of the current
audio file's playback.

Play Background Music checkbox is used to fill in the timeout intervals between the audio files in the scenario with the background music. For

QuadroM8L/26x/12Li/26xi this option requires you to choose the Audio Line-in or RTP Channel of broadcast streaming. The RTP channels are
created from RTP _Streaming Channels page.
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3 ACDAgentS Table Settings Main System Users Conferences Telephony Internet Uplink HNetwork @ep\‘gl
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tropical

This group is used to configure agents in the ACD group and

; Extensions Management - Edit Ent
has the following components: : b

. . . [e] | Setting:
The ACD Agents Table lists all agents in the corresponding FIEELSEE ACD Agents Table - 400
ACD group and their statuses. SIP Setings
Add Edit Delete Move Up Move Down Selectall Inwverse

SIF Advanced Seftings
Add opens the Add Entry page where a new agent may be ACD Gt0un Gelings Agentld  |Wrapp | Status
added_ to the group. The Add Entry page contains the ACD Adents Table o [ 30ec. onlinG
following components:

Go To Codec Seftings Back

Please check your pending events!
Copyright (&) 20032011 Epygi Technolagies, Ltd. All rights resenved

Fig. 11-110: Extensions Management - Edit Entry — ACD Agents Table page

ACD Agent ID text field requires the name of the agent
previously created from the Agents table of ACD
Management.

T X
Main System Users Conferences  Telephony Internet Uplink Network @ep } 31

tropical

Agents Table of Group 400 - Add Ent
Agent Status drop down list requires the actual status of the g P v

agent. The following values are available in this list:

ACDAgentiD  [111 v
e Online —the agent is logged into agent group and Agent Status | Orline v
available for receiving the calls from that group. & Enaple wrap-up
e  Offline — the agent is not logged into the agent Aimeouti |30 ) ses
group and cannot receive the calls from that group. oae ) [ Ba ) (ren )
The same agent still can receive the calls from the )
f . Please checkwour pending events!
other groups where he/she is online.

Copyright (€1 2003-2011 Epvgi Technologies, Ltd. Al ights reserved

® Away. - the agent is . logged in but temporarily Fig. Il-111: Agents Table of Group — Add Entry page
unavailable for a short time by some reason.

° DND (Do Not Disturb) — agent is busy by some other activity not related to conversation on the phone. For example, agent can be busy by
updating the customer’s record after the call or entering some data into database. Versus to Away status, the DND state of the agent
changes automatically to Online when the preconfigured DND timeout expires (it is now 30 seconds by default).

Please Note: The state of the Agent can also be modified from the handset by calling the predefined Auto Attendant (see Attendant Extension
Settings and ACD Management).

Enable wrap-up — if enabled, the current Group doesn’t send new calls to the Agent within the wrap-up Timeout after closing the active call. Versus
DND, the agent’s status doesn’'t change during Timeout period, which activates automatically every time when the agent finishes the call. That
period is used, for example, by the agent for updating the customer’s records after the call.

Move Up and Move Down buttons are used to move the selected entry one level up or down within the Agents Table. The sequence of Agents is

important when Round Robin call distribution is selected in the ACD Group Settings page (see above). Agents will be called in the order selected
in the Agents table.

Recording Box Extension Settings

For Recording Box extensions, the Extensions Management - Edit Entry page consists of General Settings, SIP Settings, SIP Advanced

Settings and Recording Box Settings pages. The SIP Settings and SIP Advanced Settings pages are the same as for the regular extensions
described above. The General Settings and Recording Box Settings pages are described below:
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l- General Settings (fOr Recording BOX eXtenSiOn) Main System Users Conferences Telephony Internet Uplink Network @6‘}}‘)’81
QuadroM32x-52

This group requires Recording Box extension‘s information and has

the following components: Extensions Management - Edit Entry

Display Name is an optional parameter used to recognize the General setings General Settings - 80

Recording Box extension. Usually the display name appears on the S Sotings

called party’s phone display when a call is made or a voice mail is T Display Name / Subject

sent. Password

Recording Box Settings

. . . EpE
Password requires a password for the Recording Box extension. BRI SR0e S A, || o

Show on Public Directory

Percentage of Total Memory |2 % %

Go To Recording Box

Go To Codec Settings Save Back

Please checkyour pending ev
Copyright (C) 2002-2011 Ecyai Technol

Lig. All rights reserved.

Fig. 11-112: Extensions Management - Edit Entry — General Settings page (for Recording Box
extension)

The extension password may only contain digits. If non-numeric symbols are entered, the “Incorrect Password: no symbol characters allowed” error
will prevent making the extension.

Confirm Password requires a password confirmation. If the input is not corresponding to the one in the Extension Password field, the “Incorrect
Password confirm” error will appear.

With the Show on Public Directory checkbox enabled, the details of the corresponding extension will be displayed in the User Settings table on the
Main Page of the Extension’s Quadro Web Management (accessed by the extension’s login, see Manual Ill — Extension User's Guide). Besides this,
the details of the extension will be displayed in the Public Directories on the Snom and Aastra SIP phones. Leave this checkbox unselected if the
extension is reserved or not used, or when the extension serves as an intermediate unit for call forwarding, etc.

The Percentage of Total Memory drop down list allows you to select the space for call recordings and the uploaded custom messages of Recording
Box extension. The maximum value in the drop down list is equal to the maximum available space for voice messages on Quadro.
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2' Recording BOX Settings Main System Users Conferences Telephony Internet Uplink Network @ep}'gl
QuadroM32x-52
This group contains Recording Box settings and has the following
components: Extensions Management - Edit Entry
1 Gi | Sefti
Ask Password on Local Access checkbox selection enables the Genecal Setings Recording Box Settings - 80
password protection for local PBX callers when entering Recording e
Box. [l Ask password on local access

SIP Advanced Settings

. N [ ask password on remote access
Ask Password on Remote Access checkbox selection enables the Becording Box Setfinas

password protection for remote SIP or PSTN callers when entering
Recording Box.

Recording Storage Settings Play welcome message
Maximum recording duratien |5 min %

Recording Announcement

Play Welcome Message checkbox is used to enable/disable the E1Piay announcement when starting recording

welcome message played when entering the Recording Box. Go To Recording Box Upload new recarding announcement message
Maximum recording count drop down list indicates the maximum Go To Codec Settinas ST R

number of call recordings allowed to be stored in the corresponding L

extension's Recording Box. If the limit is reached, some call
recordings should be deleted from the Recording Box to be able to Flease check vaur pending svenis)

make more reCOrdingS. Copyright {C) 2002-2011 Epvgi Technologies, Ltd. All rights reserved.

Fig. 11-113: Extensions Management - Edit Entry — Recording Box Settings page

Maximum Recording Duration drop down list is used to select the maximum duration of the single call recording for the selected Recording Box
extension. When the call reaches the selected duration, the recording will be automatically stopped, while the call will stay active.

Recording Announcement group allows updating the active recording announcement (played in the call when call recording starts), downloading it
to the PC, or restoring the default one. The group offers the following components:

Play Announcement When Starting Recording checkbox is used to enable/disable the announcement played during the call saying that
the call recording starts. When this checkbox is not selected, the call recording will start silently, without any notification.

Upload new recording announcement message indicates the file name used to upload a new recording announcement message. The
uploaded file needs to be in PCMU (CCITT u-law, 8 kHz, 8 bit Mono) wave format, otherwise the system will prevent uploading it and the
“Invalid audio file, or format is not supported” warning message will appear. The system also prevents uploading if there is not enough
memory available for the corresponding extension and the “You do not have enough space” warning message will appear.

Browse opens the file chooser window to browse for a new recording announcement message file.

The Download Recording Announcement Message and Remove Recording Announcement Message links appear only if a file has
been uploaded previously. The Download Recording Announcement Message link is used to download the message file to the PC and
opens the file-chooser window where the saving location may be specified. The Remove Recording Announcement Message link is used
to restore the default recording announcement message.
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3. Recording Storage Settings .
Main System Users Conferences  Telephony Internet Uplink Network @ep}’gl
This group contains recording storage settings and is divided into Boic i
two groups: Extensions Management - Edit Entry
The Modes radio buttons selection is used to choose the storage General Settings
. . . . . Recording Storage Settings - 80
option once the call recording is done. Following options are _
available: SIP Seftings s
SIP Advanced Seftings
e FTP Mode - this option will send immediately recordings to Recording Box Sefiings C FTP Mode Immediately send recording to FTP server and delste from device.
the FTP server and delete from device. This Option will keep Becording Storage Seftings @ simple Local Keep recordings locally. Stop recerding when local space is full and
N Wode enerate an svent
your device memory the most free. :
. . . . . @] Cyclic Local Keep recordings locally. When local space is full, delete the oldest
e Simple Local Mode - this option will recordings locally. Mode recordings
Stop recording when local space is full and generate an GoTo Recordina Box O Mixediode | Kesp recordings locally When local space is full move the aldes recorcing
event. . G0 To Codec Settings to FTP server.
e Cyclic Local Mode - this option will keep recordings locally. HIE SefSos
When local space is full, delete the oldest recordings. el

Server Port 21

e Mixed Mode - this option will keep recordings locally. When
local space is full or when Maximum recording count is
reached, move the oldest recording to FTP server. i

Directory on Server Date-5[date_montn]-S[date_day)|

Username

The FTP Settings group is used to define the FTP server settings
where the recordings will be uploaded, if configured accordingly.

File Naming Scheme  |Hr-$ltime_hour]00.Min-time_m

Please check vour pending events!
Copyright (C) 2002-2011 Eovai Technologiss,

Server Name text field requires the FTP server name.

Lid. All rights reserved

Server Port text field requires the FTP server port number.

Fig. 11-114: Extensions Management - Edit Entry — Recording Box Storage Settings

Username and Password text fields require the FTP server authentication parameters.

Path on Server text field requires the location on the server where the recordings will be stored.

Naming Scheme text field requires the naming scheme of the files to be uploaded to the FTP server. This scheme helps to distinguish files among
others and to avoid possible overwriting of the files. This text field may contain any distinctive text and also offers a list of variables:

° caller_dispname — caller’s display name

° caller_username — caller's username

° caller_fullname — caller’s full name in the username@host[:port] format
° callee_dispname — called user’s display name

° callee_username — called user’'s username

° callee_fullname — called user’s full name in the username@ host[: port] format
o duration — duration of the call

° time_hour — hour when the call recording started

° time_min — minute when the call recording started

e  time_sec — second when the call recording started

e date_year — year when the call recording started

° date_month — month when the call recording started

° date_day — day when the call recording started

° extension — recording box extension

° hostname — Quadro’s hostname

Any combination of above variables can be used in the Naming Scheme text field along with the manually text inserted. The following syntax
applies:

Example: MyQuadro-$[caller_dispname]-$[duration]-$[time_hour]-$[ time_min]_business

In case if the caller’s display name was Andrew, the call lasted 15 seconds and it took place on 14:10 the files stored on the FTP server for this
Recording Box extension will have the name:

MyQuadro-Andrew-15 sec-14-10-business.wav

Attention: Make sure Naming Scheme text field contains symbols that your FTP server allows. For example, symbols :, /, \, *, ?, “, <, >, | are not
allowed by the MS Windows Operation System running servers.

Retry Count text field indicates the number of retries to access the server, in case of networking problems.
Retry Timeout text field timeout between retries to access the server.

The Go to Recording Box link moves to the recording box of the corresponding extension’s Recording Box where all recorded calls are locally
stored. The Recording Box is also accessible from Extensions Management table, by clicking on the corresponding Recording Box extension.
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Attendant Extension Settings

For Attendant extensions, the Extensions Management - Edit Entry page consists of General Settings, Attendant Scenario, SIP Settings and
SIP Advanced Settings pages. The SIP Settings and SIP Advanced Settings pages are the same as for the regular extensions described above.
The General Settings and Attendant Scenario pages are described below:

1. General Settings (for attendant extension)

. . . . . Main System Users Conferences Telephony Internet Uplink Metwork @e})‘),gl
This group requires AA extension information and has the QuadroMazs2

following components:
Extensions Management - Edit Entry

Display Name is an optional parameter used to define the Auto

Attendant’s description. Usually the display name appears on General Settinas Ganarsl Saminge 500
the called party's phone display when a call is made or a voice
i Aftendant Scenario
mail is sent. Display Name / Subject Attendant
SIP Settings
. . . I Enable FAX forward
With the Enable FAX Forwarding checkbox enabled, the §IP Advenced Seffings S
system moves the incoming FAX to the selected extension if a Extenslontagomard
FAX tone is detected on the Auto Attendant. ] i s i ik

Percentage of Total Memory |3 % %

The Extension to forward drop down list is used to choose the 50To Codoe Seffings
extension where the incoming FAX addressed to the Quadro’s
Auto Attendant will be forwarded. The list contains only those
. Please check your pending events!
extensions that have FAX support enabled. FAX support can be | cosyignt 0120022011 Eeyai Technoloaies Lis Al dgns reserved
enabled from the Extension Codecs page.

Fig. 11-115: Extensions Management - Edit Entry — General Settings for Auto Attendant page

Please Note: FAX forwarding is applicable only for incoming calls from PSTN and IP networks. It is not valid for PBX calls.

With the Show on Public Directory checkbox enabled, the details of the corresponding auto attendant extension will be displayed in the User
Settings table on the Main Page of the Extension’s Quadro Web Management (accessed by the extension’s login, see Manual Il — Extension User’s
Guide). Besides this, the details of the extension will be displayed in the Public Directories on the Snom and Aastra SIP phones. Leave this checkbox
unselected if this auto attendant extension is reserved or not used.

The Percentage of System Memory drop down list is used to define the space for the Auto Attendant’s system messages. The maximum value in
the drop down list is equal to the maximum available space for voice messages on Quadro.

2. Attendant Scenario

This group is used to select between default and custom attendant functionality scenarios. When the Default scenario is selected, a group of settings
should be adjusted. Here, the user defined Auto Attendant system messages can be uploaded and the list of Friendly Phones can be configured.
For Custom scenario, a scenario script file (in EpygiXML coding, the coding standard can be found at Epygi Technical Support) should be defined
and the custom voice messages can be uploaded.

The Default manipulation radio button selection enables the following components:
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® The Send AA Digits to Routing Table checkbox @l‘p\“.;i
. . . Mzin System Users Confersnces Telephony  InternetUplink  Network ;o
selection switches the Auto Attendant to the routing e
mode. Any inserted digits on the Auto Attendant _ _
prompt will be parsed through the Routing Table on | Extensions Management - Edit Entry
the Quadro.

Attendant Scenario - 00

® Redirection on Timeout - this group allows Htendant Scenarle
automatic call redirection in case no action has been
performed by the caller. The group offers the following -
options:

Dafault
@ EE':.:‘}.‘E;E to Routing Table

Redirection on Timeout

Enable Redirection on Timeout checkbox is used to caiTye e
enable/disable the automatic call redirection. GoTo Codec Settings

Recurring Attendant Prompt Repetition Count text
field indicates the number of Recurring Attendant Zerolut!
Prompts to be consecutively played to the caller with [Meratie 220

no action from his/her side. When the Recurring
Attendant Prompt is played the number of times
indicated in this text field, the call will be automatically Rediect adiress
redirected to the defined destination.

SIP-Clipboard

Attendznt Welcome Message

Call Type drop down list includes possible incoming
call types (PBX, PSTN, SIP or Auto). PBX selection

means that the call will be redirected to the local e
. . . Recurring Attendant Frompt
extension. SIP selection means that the call will be - E———

redirected to the SIP destination correspondingly.
PSTN selection means that the call will be redirected
to the PSTN destination. Auto selection is used for
undefined call types: destination (independent on
whether it is a PBX number, SIP address or PSTN
number) will be reached through Routing. D HushmesSeenam

Friendly Phones

Call To text field requires the destination number
dialed in the format depending on the selected Call
Type. The wildcard is supported in this field.

ACD Agent Scensrio

® ZeroOut - this group is used to configure call Attendant Ringing Announcement
redirection service on the Auto Attendant. When a

caller reaches the Auto Attendant, he may want to @ Fe rcement (ChooaE] No fie

accelerate the automatic redirection feature instead of P

using Auto Attendant features. To activate ZeroOut, ST

caller should dial @ digit (see Feature Codes) during N S—

the Auto Attendant welcome message. The caller will
then be automatically transferred to the destination
specified in this page.

Fig. 11-116: Extensions Management - Edit Entry — Attendant Scenario page

Enable ZeroOut checkbox selection enables the ZeroOut feature and activates the following fields to be inserted:
Redirect Call Type drop down list includes the available call types:

o PBX-local calls between Quadro extensions and the Auto Attendant

o  SIP - calls through a SIP server
o PSTN-—callsto PSTN
o

Auto — used for undefined call types. Destination (independent on whether it is a PBX number, SIP address or PSTN number)
will be reached through Routing.

The Redirect Address text field requires the destination address where the caller should be automatically forwarded to if activating the
ZeroOut feature.

Attention: The routing patterns in the Call Routing table starting with digit “0” will not work for incoming calls to attendant if both the
ZeroOut and Send AA Digits to Routing Table options are enabled. The ZeroOut feature has a higher priority. If it is enabled and used,
the system will forward all incoming calls to attendant to the specified redirect address. As a result, calls prefixed with 0 will never reach
call routing.

® Attendant Welcome Message - this group allows updating the active Auto Attendant welcome message (played only once when entering
Auto Attendant), downloading it to the PC, or restoring the default one. The group offers the following components:

Enable Welcome Message checkbox is used to enable/disable the Auto Attendant welcome message (the default one or the custom one
uploaded from this page or recorded from the handset (see Feature Codes) being played when callers enter Quadro’s Auto Attendant.

Upload new welcome message indicates the file name used to upload a new welcome message. The uploaded file needs to be in PCMU
(CCITT u-law, 8 kHz, 8 bit Mono) wave format, otherwise the system will prevent uploading it and the “Invalid audio file, or format is not
supported” warning message will appear. The system also prevents uploading if there is not enough memory available for the
corresponding extension and the “You do not have enough space” warning message will appear.

Browse opens the file chooser window to browse for a new welcome message file.
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The Download Welcome Message and Remove Welcome Message links appear only if a file has been uploaded previously. The
Download Welcome Message link is used to download the message file to the PC and opens the file-chooser window where the saving
location may be specified. The Remove Welcome Message link is used to restore the default welcome message.

® Recurring Attendant Prompt - this group allows updating the active recurring Auto Attendant message (played after the Attendant
Welcome Message and then periodically repeated while being in the Auto Attendant), downloading it to the PC, or restoring the default
one. The group offers the following components:

Upload new Recurring Attendant Prompt indicates the file name used to upload a new recurring auto attendant prompt. The uploaded
file needs to be in PCMU (CCITT u-law, 8 kHz, 8 bit Mono) wave format, otherwise the system will prevent uploading and the “Invalid audio
file, or format is not supported” warning message will appear. The system also prevents uploading if there is not enough memory available
for the corresponding extension. This will cause the “You do not have enough space” warning message to appear.

Browse opens the file chooser window to browse for a new Recurring Attendant Prompt file.

The Download Recurring Attendant Prompt and Remove Recurring Attendant Prompt links appear only if a file has been uploaded
previously. The Download Recurring Attendant Prompt link is used to download the Recurring Attendant Prompt file to the PC and
opens the file-chooser window where the saving location may be specified. The Remove Recurring Attendant Prompt link is used to
restore the default Recurring Attendant Prompt.

® Friendly Phones - the Edit Authorized Phones Database link refers to the Authorized Phones Database page where a list of trusted
external phones can be created. If external SIP or PSTN users are added to the Quadro Authorized Phones database, they are free to
access the Auto Attendant Services without passing the authentication or to use the Call Back services.

The VXML Scenario manipulation radio button selection allows you to upload Attendant’s custom scenario file and voice messages. The selections
are:

® The Upload VXML Scenario File indicates the file name used to upload a new scenario file. The uploaded file needs to be in EpygiXML
format (the coding standard can be found at Epyqgi Technical Support) and is restricted to a 20KB file size. Browse opens the file chooser
window to browse for a custom scenario file.

Please Note: You may upload an attendant scenario file along with the voice prompt recordings as a single file. To do this, create an
archive file of the “tar.gz” type containing all the necessary files and upload it from the Upload VXML Scenario Voice Messages page.

® The View/Download VXML Scenario link appears only when a custom scenario file has been previously uploaded and is used to view or
download the scenario file. The Remove Scenario link is used to remove a custom scenario file and return to the default Auto Attendant
scenario.

® The Upload VXML Scenario Voice Messages link refers to the page where voice messages used in the uploaded custom scenario
should be managed.

The Customized Scenario radio button selection allows you to switch the Attendant to the customized Attendant scenario. The Customized
Scenario radio button selection enables the following components:

® The Create Scenario link refers to the Edit Scenario page where a new scenario for a current Auto Attendant might be created.

The Edit Scenario page consists of two pages for menu configurations: The Main menu configuration page and the Submenus configuration page.

The Main menu is the menu where all incoming calls to the certain Auto Attendant will be placed first. The Submenus are the supplementary menus
which can be called from the other menus.

Both the Main menu and all Submenus can call each other. This allows the opportunity to have several index levels for the Auto Attendant. There
are no limitations on the depth and nesting levels of menus.

The Main menu page consists of the following components:

Welcome message indicates the file name used to upload a new custom Auto Attendant welcome message. The Auto Attendant Welcome
message will play only once when callers enter the Customized Auto Attendant.

Delay after message requires the delay (in seconds) after which the Recurring message will be played.

Recurring message indicates the file name used to upload a new custom Auto Attendant recurring message. The Auto Attendant Recurring
message will play after the Attendant Welcome message (if it is uploaded).

Play Count text field indicates the number of times the corresponding Recurring message will be consecutively played to the caller.
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Interval requires the time period (in seconds) between

COnSeCUtiVer played ReCUrring messages Main  System  Users  Conferences Telegdiony It pvat Uik Hatwark @[‘I)\HI
Browse opens the file chooser window to browse for a new custom Edit Scenario - 00
welcome or recurring message file. Main sy Submenus
Press the Save button to submit the changes or use Back to keep
the initial data Wielcome message Browse
. . . Diliry after message & second(s;
Attention: The uploaded file needs to be in PCMU (CCITT u-law, 8 " ) g
kHz, 8 bit Mono) wave format, otherwise the system will prevent SATISRRIAEE e )

Play count: 3

uploading it and the “Invalid audio file, or format is not supported”
warning message will appear. The system also prevents uploading if

Infenval. 5 second(s)

fdd Edii Delete Selectall Wivesse Selection

there is not enough memory available for the corresponding R e L [
extension and the “You do not have enough space” warning

message will appear. 1 [ Aree ot otier than in the trst save | one Mo Adlion

The Download and Remove links appear only if a file has been 1 | Ha fnect Mane Mo Adtion
uploaded previously. The Download link is used to download the il Timevut [ second(s)

message file to the PC and opens the file-chooser window where

the saving location may be specified. The Remove link is used to Wgorm et mantios o

restore the default welcome message.
([(sae ] [ Bacx ] [CTT

* - “Incorect number handling” will be activated only in the following two cases
1. An attempt waz made to call 8 non-existent extension,
2 An attempt was made to call 3 AURber Aot matching with sny “Destinstion Mumber Patiam” in the Call Rauting 1abla
Copwiight [CY200F201T Epra Tashngloaies, LI A1 1M e

Fig. 11-117: Create scenario-Main menu page

The User Input Options table is for configuring the action to be taken based on one of the following user choices:

®  User Input
® Any input other than in the list above

e Noinput

The user will press one of the following input options on the phone to activate the corresponding action. The option can be selected after reaching
the Auto Attendant Service and after the Welcome and/or Recurring messages have been played.

The User Input table consists of the following functional buttons:

Add opens the Add Option page where the actions for previously unspecified inputs can be configured.

Add |Ink opens the Add Option page Where the actions for Main  System Users Conferences Telephony Internet Uplink Network @ep‘):gil
. wpe . . ropiesl

previously unspecified inputs can be configured.

Edit Scenario - 00 MainMenu - Add Option

Edit link opens the Edit Option page where the actions of

. . . . Description:
previously configured User Input options can be adjusted. cpton -
The Add/Edit Option page offers the following components: Announcement
Description — text field for an optional description of the option. Aeton
Option is used for choosing the user input for which some ol Ll
announcement and/or action should be configured. The following © Bata the following menu < Create new submenu > | v
input options are available in the list to configure the Customized New submenu name
Scenario: e

© callto the following extension

e  Digits (in arange from 0 to 9)

O Calltothe following number

[ Signs (“*" and “#”) OIankeE;ﬂens\umD\recluw
O Tarminate the Call
Announcement indicates the file name used to upload a new T
custom message. When the caller selects the option configured in Ploase check waur pending events!
the Option drop down list, this message will be played once before | form o 20020t Eaa Leshnsioizs, Ll Al nghts peserved
the Action will be activated. Fig. 11-118: Main menu — Add Option — Edit Scenario page

Attention: The uploaded file needs to be in PCMU (CCITT u-law, 8 kHz, 8 bit Mono) wave format, otherwise the system will prevent uploading it
and the “Invalid audio file, or format is not supported” warning message will appear. The system also prevents uploading if there is not enough
memory available for the corresponding extension and the “You do not have enough space” warning message will appear.

The Download and Remove links appear only if a file has been uploaded previously. The Download link is used to download the message file to
the PC and opens the file-chooser window where the saving location may be specified. The Remove link is used to restore the default welcome
message.

Action is used to configure the action based on the caller's selection.
The Action radio buttons allows you to configure the action type after playing the Announcement message (if configured):
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e No Action the Auto Attendant will continue to play the Recurring message (if configured) of the current menu.

® Go to the following menu will go to the specified submenu and take actions defined in that submenu. The drop down list allows the
selection of a previously created submenu or to create a new submenu by choosing the Create New Submenu item. The New submenu
name text field requires the new submenu name.

e Call To the following extension will call to the extension number specified in the extensions drop-down list.

e  Call to the following number will call the specified phone number via the Call Routing Table.

e  Call to the number dialed will send the user inputs to Call Routing table and if there is a matching with any Call Routing rule the call will
be made with the conditions of Call Routing rule (available only in case when the Any input other than in the list above input is edited).

e Invoke Extensions Directory will connect the caller to Extensions Directory.

e  Terminate the call will exit from this Customized Scenario and disconnect the call.
The following options can be configured too:

® Any input other than in the list above - allows configuring the action taken when the caller makes a selection other than options listed in
the User Input table. If it is configured to No Action then the timer for No Input will reset and it will be counting the No Input time again.

e No input — allows configuring the action taken when the caller doesn’t enter anything during the certain period. The No Input timeout is
equal to [Welcome message duration] + Delay after message + [Recurring message duration] * Play Count + Play Count * Interval. If
there is no input during that time, the action specified for No input will take effect.

The Dial Timeout specifies the period of time to determine when the user has completed dialing and to begin to process the call. The timer will start
after the last digit or symbol is entered. If the (#) key has been pressed then the call will be processed immediately.

Delete removes the selected option(s) from the list of configured options.

Select all selects all existing options.

Inverse Selection inverses the current selection (if no record is selected, clicking on inverse selection will check all records).

Incorrect number handling link opens the Edit Incorrect Number Handling page which is similar to Edit Option page to configure the action
taken when the user has selected a destination that resulted in a failed call, such as an invalid extension number.

Incorrect number handling link will open the page to configure the action taken when the user has selected a destination that resulted in a failed
call, such as an invalid extension number.

Please Note: The Incorrect number handling will be activated only in the following two cases:
®  An attempt was made to call a non-existent extension,

®  An attempt was made to call a number not matching with any "Destination Number Pattern" in the Call Routing table.

Attention: If afile with the same name is uploaded for other options, the previous file will be replaced.
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. i i Maln  System Users  Comferences  Telephony Internet Uplink Metwork @ tfp}‘}i,i
The Submenus page consists of the following functional buttons: unpieai

i i Edit Scenario - 00 Submenus
Add opens the Edit Scenario - Add menu page where a new

Menu name may be defined.

Add Edit Delete  Select all heeerse Selection
L2 T Dascription

Edit opens the Edit Scenario page where a newly created L] | sum
submenu scenario settings might be adjusted. L1 | subz

[ Back | [ Hep ]

Flease check your panding events!
Delete removes the selected submenu(s). Copyright (€) 20632011 Epual Technologles, Lid. Al ights resensed

Fig. 11-119: Create scenario-Submenus page

Select all selects all entries of the table.
Inverse Se_le(?’tion inverses the c_urren_t selection (If no record is Main System Users Conferences  Telephony Internet Uplink Network @epygl
selected, clicking on inverse selection will check all records). topical

Edit Scenario - 00 Add menu

Menuname: |Suh3

Please checkvour pending events!
Copyright (C) 2003-2011 Epvai Technologies, [td. All rights resenved

Fig. 11-120: Submenus — Add Entry — Edit Scenario page

® The Edit Scenario link appears only if a new scenario has been created previously. The Edit Scenario link opens the Edit Scenario
page, where a previously created scenario can be changed.

® The Import/Export scenario link leads to the page where a new scenario file can be imported or exported.

The Import/Export Scenario page offers the following o
componentS' Main System Users Conferences Telephony Internet Uplink Network ep} 81
) tropical
Import scenario is used for uploading the previously downloaded Import/Export Scenario - 00
scenario and custom messages file. bt
Import:
Export scenario appears when the Customized Scenario was Seenario file
previously configured for the current Auto Attendant. The Export:
Download scenario link is used to download the scenario and Downinad scenarn
voice message files to the PC and opens the file-chooser window
where the saving location may be specified.

Please check your pending events!
Copyright (C) 20032011 Epyai Technologies, Ltd. All ights resenred

Fig. 11-121: Import/Export Scenario page

® The Remove Scenario link removes the current Customized Scenario. After pressing the Remove scenario link all configurations and
uploaded voice messages will be deleted from the system.

® The View/Download VXML Scenario link appears only when a customized scenario has been created and is used to view or download
the generated script in a VXML file format.

The Predefined manipulation radio button selection allows you to switch the Attendant to the ACD Agent Scenario (see ACD Management).

Attention: This selection is only available if the ACD feature is previously activated from the Features page.

Maln System Users  Conferances  Telephiosy  Wermet Uplk  Weteork @“[)\"-{i

This page provides the possibility of uploading voice messages to
be played in the custom Auto Attendant scenario. It also removes

: Upload Custom Scenario Voice Messages
and downloads the uploaded files to a PC.

Attendant: 00
The Upload Custom Scenario Voice Messages page contains a TETT—
table where uploaded custom voice messages are listed. Use the
Download functional button to download and use Remove to
delete the corresponding custom voice message.
Cimadighaliowy [ Howe |

Browse opens a file chooser window to browse for a custom voice i3 i
message for an archive file with the “tar.gz” extension containing g ek Lt
the custom attendant scenario and the voice prompt recordings.

Fig. 11-122: Upload Custom Voice Messages page

The Attendant Ringing Announcement group allows uploading an optional voice message that is played to callers instead of ring-back tones when
making calls through an auto attendant. The Ringing Announcement can be enabled for both custom and default attendants.
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Please Note: The Attendant Ringing Announcement is played to SIP-to-extension and PSTN-to-extension calls only. The announcement can also
be played to SIP-attendant-SIP and PSTN-attendant-SIP calls if they are made by a call routing rule for which the RTP proxy is enabled.

The group offers the following components:

The Enable Ringing Announcement checkbox enables/disables the Auto Attendant optional announcement message. When this checkbox is
selected but no custom announcement message is uploaded, the default message will be played to callers.

File selection is used to upload the ringing announcement file. The following option is available under this selection:

Upload new ringing announcement indicates the file name used to upload an announcement. The uploaded file needs to be in PCMU
(CCITT u-law, 8 kHz, 8 bit Mono) wave format, otherwise the system will prevent uploading and the “Invalid audio file, or format is not
supported” warning message will appear. The system also prevents uploading if there is not enough memory available for the
corresponding extension. This will cause the “You do not have enough space” warning message to appear.

Choose File opens the file chooser window to browse for a new announcement.
The Download Ringing Announcement and Remove Ringing Announcement links appear only if a file has been uploaded previously.
The Download Ringing Announcement link is used to download the announcement file to the PC and opens the file-chooser window

where the saving location may be specified. The Remove Ringing Announcement link is used to restore the default ring back tones.

RTP Channel selection is used to define the channel for the broadcast streaming. The RTP channels are created by the system
administrator. Therefore if you are experiencing problems with using the RTP channels as ringing announcement, or no RTP channels are

Administrator’s Menus

available to select on this page, turn to your system administrator for clarification.

The Edit functional button provides a possibility of editing multiple
extensions at the same time. In this case, fields that cannot be
edited for multiple records have Multiple values in the Edit Entry
page. When editing user and attendant extensions together, the
Edit Entry page displays only those fields that are for both user
extension and attendant settings. Additionally, for the fields that
need to be modified, a Select to modify fields checkbox alongside
the corresponding field needs to be selected to submit changes,
otherwise the fields will not be updated.

Delete removes the selected extensions. If no records are selected
an error message occurs. Deleting an extension from the
Extensions Table will automatically remove the name attached to
the deleted extension in Extensions Directory.

The Upload Universal Extension Recordings link leads to the page
where universal default voice messages for all extensions are
defined.

Add Multiple Extensions

I Uk Humeraak @

Main Sysem Users  Confernces  Telepbony

Extensions Management - Edit Entry

el Setingy

Generyl Betings - 124 126 128127

Fig. 11-123: Extensions Management - Edit Entry page for multiple edit operation

The Add Multiple Extensions is used to add multiple extensions to the Extensions Management table at once. The page consists of the following

components:

Type checkbox is used to select the type of the extensions (User Extension, Pickup Group, Call Park, Paging Group or Attendant) to be created.

Quantity text field requires the number of extensions to be created
at once. For example, inserting 5 in this text field will add 5 new
extensions to the Extensions Management table.

Start from the Extension text field requires the number of the first
new extension to be created. Depending on the value in the
Quantity text field, the next extensions to be created will have
subsequent numbers. For example, if you have inserted 41 in this
text field and the Quantity text field contains the value “5”, then
extensions 41, 42, 43, 44 and 45 will be added to the Extensions
Management table. If non-digit symbols have been entered, the
error "Incorrect Extension: no symbol characters allowed" will
appear. If an extension with the given numbers already exists in the
Extensions Management table, a next subsequent not used
extension number will be used instead.

Please Note: Extension cannot start with the digit 0. You can add
extensions of up to 20 digits long. However, the Call Routing won't
be adjusted automatically; you may need to manually adjust the
routing rules for extensions in custom length.

ep
Mam  System Users  Conferences ke et Uplnk, Hetwork ]

Tulephony

yel

Extensions Management - Add Multiple Extensions

Tipe User Exterrsion ¥
Qusety 10

Stan From he Exdension m
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8IP Part
[¥Regictraion on SIP Server

: Save || Back | Help

Fig. 11-124: Extensions Management - Add Multiple Extensions page
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Start from the SIP User Name text field requires the SIP server registration user name for the first extension to be created. Depending on the value
in the Quantity text field, the next extensions to be created will have subsequent SIP user names. For example, if you have inserted 30201 in this
text field and the Quantity text field contains the value “5”, then the 5 newly created extensions will correspondingly have the following registration
SIP user names: 30201, 30202, 30203, 30204 and 30205. This user name is used for the registration on the SIP Server and should be unique on the
SIP server. This field length is limited by 20 symbols and is not limited regarding the use of symbols. If an extension with the given SIP user name
already exists in the Extensions Management table, a next subsequent not used SIP user name will be used instead.

The Automatically attach to IP Line checkbox selection is used to automatically attach extensions to IP Lines.

Start From the IP Line text field requires the number of the new IP Line to be created. The error message “One or more IP Lines in the specified
range are already attached to existing extensions” appears if an IP line with the given numbers already exists in the Extensions Management table.

SIP Server text field requires the address of the SIP server. The field is not limited regarding symbol usage and length as it can be either an IP
address or a host address (e.g. sip.epygi.com).

SIP Port text field requires the port number to connect to the SIP server. The SIP Port may only contain digit values, otherwise an error message
"SIP Port is incorrect" will appear. If the SIP server port is not specified, Quadro will access the SIP server via the default 5060 port.

Registration on SIP Server checkbox enables the SIP server registration option on the newly created extensions.

Extension Codecs

To establish an IP voice communication, call participants have to use the same codec. When establishing a communication line, this codec is
negotiated. If the caller does not find an appropriate codec, the communication does not take place. To allow communication with all IP callers, it is
helpful to support as many codecs as possible. In this case, all codecs that the system offers should be enabled in the Codecs table. On the other
hand, some codecs require quite a high transfer rate of up to 64 kBit/s. If you definitely do not want to use these codecs, make sure they are disabled
in the Codecs table.

The Codecs table lists the voice and video codecs supported ) @cpysi
by the Quadro. Each table entry is assigned a checkbox that o S s oSt st LS,
is used to manipulate the entry, for example to disable, to
move it up or down, etc.

The table entries in bold type indicate codecs enabled for the el o e B e B —
selected extension/attendant/conference. The enabled

codecs participate in codec negotiation at the call setup. The
order of the enabled codecs is very important. Each codec in D) | 57178 1748 setie coding ssandord, £ 16 sampte ratn. bive, 64 K% #3121 e
the table has a higher priority than the codecs below it, and a 1 [ 0.726-18 (ADPCH speach coding ot 16 bt rale) Disatled
lower priority than the codecs above it. A codec placed at the o 3

top of the table is used as the preferred codec. When
establishing a call, the system will try this codec first. If the

Extension 101 Codecs

] | G20 100 AP s <ocing standand 8 KHZ Saiipbe 1o, 8 s, 6 KINES 000 el (pretenned) | Enabled

G.729a (LS ACFLP spaach cading at i kbit's 1aa) Frablad

Disabled

DG Speech coming #1 X2 kbivs rale) Digabled

40 (ADFCM SpRRCh Comng 3 40 khits rate) Disablad

remote party does not support the preferred codec, the = Lo B e © Disabled
following codecs will be tried out strictly in the order given in ”T*:Ir° - :
the Codecs table. —— o
Please Note: Pay attention when configuring Auto Attendant ) | 263 Wudon coulng for o bt ats comenuicator) Disatind
Codecs as they are used by virtual extensions for redirecting 1| P 208 Ghavancen deD conng for low B e commnieanon) Disabied
the incoming calls. [¥]cutofBang DTHF Transpor
[F Enates 7.3 Fax
Enable/Disable enables or disables the selected codec. E)enskls Fass Throogh F4¢

Clee:
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Disabled codecs do not participate in codec negotiation, i.e.
they will never be used to for call setup. At least one codec
must be enabled; otherwise voice communication with an Secins RIP Sunngs

extension/attendant/conference will be impossible. SRTF ol LMstomssone ol scovptenyiig 8
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Fig. 11-125: Extension Codecs list

Select all selects all entries in the table.

Inverse Selection performs an inverse selection of the selected entries. Clicking this button when no entry is selected will select all entries.
Move up moves the selected codec one level up, increasing the codec's priority.

Move down moves the selected codec one level down, decreasing the codec's priority.

Make preferred moves the selected codec to the top of the table, setting its priority to the highest. Clicking the Make preferred button when a
disabled codec is selected will first enable the codec and then move it to the top.

The following settings are available for user extensions and attendants only:

Out of Band DTMF Transport enables the DTMF code transmission in parallel with the voice stream. Destination received the DTMF code will play
it locally if it supports the feature too. This helps avoid DTMFs loss in case of heavy traffic. The feature is valuable for all codecs but it is especially
recommended for low bit rate codecs, such as G.729, G.726/16, etc.

Enable T.38 FAX enables the T.38 codec support of FAX transmission for incoming unified FAX messages (fax to mailbox) and remote IP devices
connected to Epygi unit via routing rules which using the target extension user settings (UES).

Enable Pass Through FAX enables the G.711 codec support for incoming unified FAX messages (fax to mailbox) and IP devices connected to the
attached IP line.
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If both of the above checkboxes are enabled, the T.38 codec will be used as a preferred codec for FAX transmission. If it is not supported by the
peer, the G.711 codec will be used instead. For virtual extensions, the incoming FAX can only be stored in the extension's voice mailbox. To allow
FAX to be stored in the voice mailbox, the extension's user should not answer the incoming calls, so that they are forwarded to the voice mailbox.

Please Note: If both of the above checkboxes are disabled, no FAX transmission to the peer's voice mailbox will be possible.
Enable Pass Through Modem checkbox is available for the Auto Attendant and the extensions attached to the FXS lines only. This checkbox

enables the modem tone detection and the G.711 codec support for the data transmission from/to the modem attached to the line. During data
transmission, Silence Suppression and Echo Cancellation are automatically disabled on the line.

Please Note: If the extension/attendant is intended to accept modem connections, disable the Enable T.38 FAX checkbox to allow the system to
identify the modem tones correctly. Otherwise, the modem connection may fail.

Force Self Codecs Preference for Inbound Calls checkbox enables the usage of your own preferred codecs (if available on both peers).

Secure RTP Settings are used to configure secure voice over IP communication on the Quadro. The SRTP Policy drop down list is used to select
the secure IP connection policy. For IP phones, the following options are available:

° Make and accept only secure calls - only the secure calls will be generated and accepted.

° Make and accept only unsecure calls - only the unsecure calls will be generated and accepted.

° Try to establish secure calls, accept anything - system will try first to establish secure call, but will fallback to unsecure call if party
doesn't accept secure calls; both secure and unsecure incoming calls will be accepted, as requested by remote party, with the preference
given to establishing secure call.

° Make unsecure calls, accept anything - system will establish unsecure outgoing calls, but both secure and unsecure incoming calls will
be accepted as requested by remote party.

For bandwidth used by secure calls, see Needed Bandwidth for IP Calls.

Call Park and Directed Call Park Service

The Call Park and Directed Call Park services are used to store a call on a specific number so that any other user on the system can retrieve it. For
example, a user receives a call but wants to take it in a conference room where it is possible to speak privately. Transferring the call to the
conference room is not an option because the conference room it is transferred to might be in use, or the user is unable to walk to the conference
room in time to answer the call. The user can use Call Park and Directed Call Park to place the call at a specific number and then retrieve when
they reach the conference room.

To use the Call Park or the Directed Call Park features, at least one Call Park extension should be created in the Extensions Management table.
Additionally, two lists should be defined for the call park extension: Park Access List for users that might park a call to the corresponding Call Park
extension and Retrieve Access List for the users that can pick up calls parked to that extension. By default, both of these lists have entries so any
PBX extension on the Quadro can park the call, and any destination can retrieve the parked call. Any limitations to these settings should be done
individually for each call park extension.

To make a Call Park

To make a Call Park, the Quadro user which has been previously added to the Park Access List for at least one of the available Call Park extension
on the Quadro should dial the appropriate digit combination (see Feature Codes in Manual Il - Extension User's Guide) during the call. The active
call will go on hold, while the PBX number and the SIP username (if it is registered on the SIP server) of the first available call park extension where
the user is added will be played to him/her.

The pickup user will be able to pick up the parked call from any destination by calling the extension where the call has been parked (either by its PBX
number or SIP address). The authentication password will be prompted (if configured) of the call park extension in order to retrieve the parked call.

For example, the Call Park extension 77 is created which has been registered on the SIP Server under the 892220 registration username. The
Quadro user is added to the Park Access List, while the phone at the remote location is added to the Park Access List of that call park extension.
While being on a call with user A, the Quadro user dials the appropriate calling code. As a reply, Quadro will play the extension 77 and SIP
username 892220 to the Quadro user. The user A goes on hold. The Quadro user moves to a remote location and makes a call to the call park
extension. The Quadro user enters call park extension's password and resumes the conversation with user A.

To make a Directed Call Park

To make a Directed Call Park, the Quadro user, which has been previously added to the Park Access List for at least one of the available Call Park
extension on the Quadro, should place the current call on hold and then dial the Call Park extension number within the five second timeout (see
Feature Codes in Manual Ill - Extension User's Guide).

Attention: If the five second timeout is exceeded, then the Quadro will consider it as an attempt for retrieving the parked call.

The Call Park extensions can be mapped directly to IP phones or simply announced via paging through the IP phones or analog paging system.
Calls can be easily parked by placing the current call on hold and then pressing the park button followed by the desired extension. This can be
further simplified if the desired Call Park extension is already mapped to the phone, then the user will just press that specific park key and the call will
automatically be parked to that extension.

The pickup user will be able to pick up the parked call from any destination by calling the extension where the call has been parked (either by its PBX
number or SIP address). The authentication password will be prompted (if configured) of the call park extension in order to retrieve the parked call.
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Please Note: The Call Parking is valid for the period defined in the Call Park Extension Settings. By default it is 15 minutes. During that time hold
music (if configured) will be played to the parked party. When the Retrieve Timeout expires, the phone that initiated the call parking will start to ring.
If no one picks up the parked call, or if the phone is off hook, the parked call will be automatically disconnected.

Please Note: Anyone who wishes to retrieve the parked call will be requested to pass a password authentication (if the password is defined for the
call park extension) to resume the parked call. The parked call will be disconnected if an incorrect password has been inserted and authentication
has been rejected. To avoid unexpected calls received on the extension used for call parking, it is recommended to use virtual extensions for the
Call Park service.

Barge In Service

Attention: The Barge In service is an optional feature and can be activated with a feature key from the Features page.

The Barge In service on the Quadro allows the PBX users to participate to the third party's calls while remaining imperceptible. With the special
feature codes (for details, see Feature Codes in the Manual Ill — Extension User's Guide), you may dial in to the active calls between the other local
PBX user and his call partner and depending on the configuration and the feature code used you may listen to the call, additionally be able to speak
to the extension user only or to all participants.

This service offers three options:

e Listen in — with this option you may only listen to the third party’s call without being able to speak in the call. No sound notification
will be heard in the third party’s call when you dial in.

e  Whisper — with this option you may listen to the third party’s call and speak to the extension to which you have barged in. Only that
extension will hear a sound notification when you dial in.

e  Barge in — with this option you may listen to the third party’s call and speak to all participants in the call. All participants of the call
will hear a sound notification when you dial in.

To use the Barge In service options, the Barge In feature should be enabled and configured on the extension (from User Extension Settings) to
which you wish to barge in the call.
Attention: Barge In service calls are not displayed in Active Calls table on the Administrator’s Main Page, nor are registered in the Call Statistics.

Upload Universal Extension Recordings

The Upload Universal Extension Recordings are to be defined by the Quadro administrator and will be present instead of the default voice
messages for all extensions on the Quadro. They will be used when no custom messages have been uploaded or recorded.

The following system messages can be uploaded from this page:

° Hold Music — played to the held user. The Edit link is used to select the way custom hold music will be provided.

e Voice Mail Regular Greeting — played when a caller reaches the extension’s voice mailbox

e Voice Mail Out-of-Office Greeting — played when a caller reaches the extension’s voice mailbox if the Out-of-office greeting is enabled
° Incoming call blocking - played when a blocked user calls the extension

° Outgoing call blocking — played when the extension dials a blocked destination

° Call Queue Welcome Message - played when a caller joins the extension’s call queue

. Call Queue Message - played when a caller is being held in the queue

e
Main Systemm Users Conferences Telephony Internet Uplink Hetwork @ep } 8]

quadrom

The Upload Universal Extension Recordings page consists of
a table where the universal voice messages are listed.

} L . Upload Universal Extension Recordings
An Upload functional link is present for each voice message P 9

recording that is not uploaded in the table and it is used to Hold music no message is uplosded | Edit
upload the custom SyStem message- When a message IS Voice Mail regular greeting no message is uploaded | Upload

uploaded, the Upload functional link is replaced by Download
and Remove functional links respectively. These are used to

oice Mail out-okoffice greeting | no message 1s uploaded | Unload

Incorming call blocking no message is uploaded | Upload
download to the PC and to remove the uploaded system :
message. Outgaing call blocking no ressage 1s uploaded | Unload
Call Queue Welcome Message | no message is uploaded | Upload
The Memory Allocation group includes a drop down list used Call Quaue Message no message Is uploaded | Unload

to specify the Percentage of System Memory for the universal
extension recordings. The maximum value in the drop down list
is equal to the maximum available space for voice messages on

Quadro.

Please check vour pending events!
Copyright£)2003-2011 Epvai Technoloaies, Ltd. All rights resenved.

Memaory Allocation

Percentage of System Memory |0 %%

Fig. 11-126: Upload Universal Extension Recordings page

Please Note: Changing the Percentage of System Memory on this page will stop any recordings of universal extension voice messages from the
handset.

Upload Universal Extension Recordings - Hold music

The manipulation radio buttons on this page allows you to select the way custom hold music will be provided.
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Default Music enables the default music. If the option
is selected, the text field Upload Recording will be
disabled.

File selection is used to upload the hold music file.
The following option is available under this selection:

Upload Recording text field can be used to type the
path where hold music file is located. If hold music file
is browsed with the help of file-chooser, this field
displays the path of the browsed file. Browse button
is used to browse for the hold music file.

The music file needs to be in PCMU (CCITT u-law, 8
kHz, 8 bit Mono) wave format, otherwise the system
will prevent uploading the file and display the warning
message ‘"Invalid audio file or format is not
supported”. The system will refuse uploading also if
there is not enough memory available for the

Main System Users Conferences  Telephony Internet Uplink

Upload Universal Extension Recordings - Hold music

O Default music

O File

Upload recording

© RP Chaml Choose Channel:| 32x7000 v

Please check your pending events!

Copyright (C) 2003-2011 Epyai Technologies, Ltd. All rights reserved.

Network

@cpys

quadrom

corresponding extension and will then announce "You
do not have enough space".

Fig. 11-127: Upload Universal Extension Recordings p-Hold musicage

Please Note: It is recommended to use a piece of music not longer than one minute in order to leave enough space for user defined

messages and voice mails.

RTP Channel selection is used to define the channel for the broadcast streaming. The RTP channels are created by the system

administrator. Therefore if you are experiencing problems with using the RTP channels as hold music, or no RTP channels are available to
select on this page, turn to your system administrator for clarification.

Audio Line In (this option is available only for QuadroM8L/26x/12Li/26xi) selection uses the external radio broadcasting or any other audio

resource as the hold music. When selecting this option, check with your system administrator if there is an external audio resource

connected to the Quadro.

Recording Box

Recorded calls on the Quadro can either be stored locally in the Recording Box or be uploaded to the remote FTP server. The Recording Box is
used to locally store the recorded calls. The Recording Box can be accessible online from Web Management or from handset by calling the
corresponding Recording Box extension. With both options, the user can play and delete the recorded calls located in the Recording Box.

When accessing the Recording Box through the handset, all recording box functionality settings, such as enabling the welcome message, adjusting
the maximal call recording duration, recording box access security, etc. are configurable from Recording Box Extension Settings page.

Instructions on accessing and navigating within the Recording Box via the phone handset are described in the Feature Codes.

Please Note: When playing a new call recording (via a phone handset or with the use of the Play button in this page) will deprive the “New” state of

the recorded call.

The Recording Box can hold New (not yet played) and Old
(already played) call recordings. The Status column in the
Recording Box table indicates the current state of the call
recordings. All new recordings in the table are displayed in bold
font. Playing a call recording cancels both the New status and
bold font. Call recording can be selected to be played or
deleted. The following information is available on this page:

Recording free space provides information on the number
of minutes/seconds of free recording box space.

Refresh functional button is used to refresh the Recording
Box for any latest recordings or status changes.

Send to FTP functional button is used to move one or more
selected recordings to the FTP server configured from
Recording Storage Settings in Recording Box Extension

Settings page.

New recordings field shows the number of newly done call
recordings since the user's last access to the voice mailbox.

All recordings field shows the number of all recordings
existing in the Recording Box.

Rocarding Box -

{2
¥
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Fig. 11-128 Extension’s Recording Box
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Recording Box table displays the following information:
Status - indicates whether the call recording is New and not yet played. New recordings are displayed in bold font.

Caller —is the address of the caller of the recorded call.

Callee — is the address of the called party of the recorded call.

Date & Time — is the call recording start date and time.

Message — indicates call recording duration (in minutes/seconds) and a speaker sign used to play (using any available media player supported by

your Operation System) the recording or to download the audio file to the PC.

The column headings of the voice mail tables are created as a link. By clicking on the column heading the table will be sorted by the selected
column. Upon sorting (ascending, descending) arrows will be displayed next to the column heading. Each row in the Voice Mailbox tables can be
selected by a checkbox for editing, deleting or marking.

Delete removes the selected recording(s).

Select All checks all existing entries in the table.

Inverse Selection inverses the current selection (if no entries are selected, clicking on inverse selection will check all entries).
To Play a Call Recording
1. Click on the speaker icon of the corresponding recorded call.

2. Depending on you browser’s settings the .wav file will be played directly or an application will ask you to save the .wav file on the local PC. In
the second option, please specify the path and run the media file from the specified location to play it.

To Delete a Call Recording

1. Select the checkbox of the corresponding record(s) in the Recording Box table that should to be deleted. Click on Select all if all records
should to be deleted.

2. Select the Delete button.

3. Confirm the deletion with Yes. The selected recordings will be deleted. To abort the deletion and keep the recordings in the inbox, select No.

Receptionist Management

The receptionist feature on the Quadro offers a variety of services to manipulate with multiple calls, to keep the calls in the queue with the
perspective to be answered by the receptionist and finally to be forwarded to the corresponding destination, if needed.
The Receptionist service requires called extensions to use one of the following SIP Phones.

®  Aastra 6730i ®  snom 320

® Aastra6731i ®  snom 360

®  Aastra 6735i ® snom 370

® Aastra6737i ® snom 720

®  Aastra 6739 ® snom 760

®  Aastra 6755i (55i) ® snom 820

®  Aastra6757iCT (57iCT) ® snom 821

®  Aastra6757i (57i) ® snom 870

®  Aastra9133i ®  Grandstream GXP 2000
®  Aastra 9143i (33i) ®  Grandstream GXP 2100
®  Aastra 9480i (35i) ®  Grandstream GXP 2110
®  Aastra 9480iCT (35iCT) ®  Grandstream GXP 2120
®  Aastra 480i ®  Grandstream GXP 2124
®  Aastra 480iCT ®  Yealink SIP T-26P

e  Polycom SoundPoint IP 650 ®  Yealink SIP T-28P

e  Polycom SoundPoint IP 650 Pre - 3.3.0 ®  Yealink SIP T-38G

e  Polycom SoundPoint IP 670 ®  Yealink SIP T-46G

e  Polycom SoundPoint IP 670 Pre - 3.3.0 e  Epygi QCM

®  snom 190 e  Alcatel Temporis IP800

(] snom 200
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The following services are available to the receptionist:

° Call Queue

° Extension Status

° Call Interception

° Voicemail Transfer

° Multi-Company Receptionist

Call Queue

This feature allows keeping multiple incoming calls in the queue when being on the line and to answer calls in the order they have been received.
The usage of this service is not limited to receptionist only and can also be used by the extension user, if configured correspondingly.

The configuration of the Call Queue feature is done from the Extensions Management — Edit Entry page where the length of the call queue and the
call queue appearance is defined. When the Call Queue service is enabled, the second arriving call to the receptionist/extension user will be either
set into the queue (if call queue appearance is 1) or will be ringing in the background of the active call (if call waiting is enabled for the user and the
call queue appearance value is greater than 1). If the call ringing in the background isn’t answered, it will be transferred to the user’s voice mailbox
or, if no answer forwarding is enabled, it will be forwarded to the corresponding destination.

If the call is set into the queue, the caller will hear a message asking them to wait until the call will be answered. Once the receptionist or extension
user terminates the call, the next call in the queue will ring to the user.

For regular FXS users, indication about the callers in the queue is through the Call Waiting service (see Manual Ill-Extension Users Guide). When a
new caller arrives to the call queue, the phone display (if available) of the phone connected to the FXS will display the total number of callers in the
queue along with the name/phone number of the last caller.

Extension Status

Quadro provides the possibility of controling and determining the actual state of the managers phones’ through the receptionist's IP phone
(configuration of the IP phone is done automatically by Quadro through the Receptionist Phone Configuration Wizard). A programmable key on the
receptionist's IP phone that is assigned to the corresponding manager will blink when an incoming call to the manager’s phone is currently ringing.
The key lamp will be ON when manager is on a call and will be OFF if the manager’s phone is in the idle state. The extension status can be watched
(viewed) by the receptionist to determine the availability of managers for incoming call transfers to them.

Call Interception

To use Call Interception service, the managers’ phones watch option should be enabled and each manager should have a programmable key
assigned on the receptionist's IP phone. This is performed automatically by Quadro through the Receptionist Phone Configuration Wizard.

When an incoming call addressed to the certain manager comes in, the receptionist can see the corresponding programmable key blinking and the
caller's ID on the phone’s display. The receptionist is able to intercept the incoming call by pressing the blinking key. The caller will then be
connected to the receptionist. If the receptionist does not answer the call addressed to the manager, and if the manager does not answer it either,
the call will be directed to the manager’s voice mailbox if it is enabled. If the manager’s voice mailbox is not enabled, the call will be disconnected.

Kickback

Quadro allows the receptionist to forward the incoming calls to the manager’s extension and if there is no answer or if the called extension is busy on
another call, the call is returned to the receptionist’'s phone, instead of getting into Voice Mail Service or being disconnected. To use this service,
receptionist should simply transfer the incoming call to the local extension. In case of no answer or busy, the call will automatically get back to the
receptionist.

Voicemail Transfer

Quadro allows the receptionist or extension user to forward incoming calls directly to the voice mail of the other attached extension. To do so, an
appropriate routing pattern should be added to the Call Routing table. Hence, when transferring a call to the assigned extension, incoming call will
directly go to the extension’s voice mailbox.

Multi-Company Receptionist

Quadro provides the possibility to use a single IP phone to manage the receptionist’s features for multiple companies at the same time. To do so, the
incoming line appearance for the phone should be created, attached to the IP line of the IP phone and be labeled to the corresponding company
name. Being busy with a call related to one company, the receptionist is able to also receive the calls related to other companies. While calls are
ringing in the background, the receptionist can switch between the incoming calls. If the receptionist does not answer the incoming calls, and if the
Call Queue service is enabled on the extensions, the incoming calls will be stored in the queue specific for each company line.

a 4 1
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The Receptionist Management page allows you to configure
IP phones to be used as a receptionist on the Quadro. This
page contains the list of configured receptionists with Receptionist Management
information about the attached IP lines and watched extensions.

Add Edit Delete Selectall Inverse Selection

Receptionist Attached IP Lines Watched Extensions
[ | Envai Receptionist 1P Line 4 101,107,104

Please checkvour pending events!
Copyright (C)2003-2011 Epyai Technalogies, Ltd. All rights resenved

Fig. 11-129: Receptionist Management page
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Add opens the Receptionist Phone Configuration Wizard where the new receptionist phone can be created and configured. The wizard consists

of several pages.

The Receptionist Phone Configuration Wizard — IP Phone
Model page has the following components:

The Description text field requires the description of the
receptionist to be configured.

The Phone Model drop down list is used to select the IP phone
model to be used by the receptionist.

The MAC Address text fields require the MAC Address of the
corresponding IP phone.

Based on the selected IP phone model and the inserted MAC
Address, the IP phone can be automatically configured by
simple reset/reboot (for more information about IP phone
configuration, refer to the corresponding IP phone’s users
manual).

The Attached IP Lines text field requires the numbers of
Quadro’s IP lines used by the receptionist. The IP lines should
be separated by commas.

Main System Users  Conferences Telephony Internet Uplink Network

@cpygi

quadrom

Receptionist Phone Configuration Wizard

IP Phone Model

Description: Epyyi Receptionist

Phane Model [Snom 820 =
MAC Address a6 a7 ler ez |ler  |[e7
Attached IP Lines 4

[Duse sessian Timer

[l use Kickpack

| e [ Cee | e |

Pleaze checkyour pending events!
003-2011 Epuai T.

Ltd. Al rights resensed

Fig. 11-130: Receptionist Phone Configuration Wizard — Phone Model

The Use Session Timer enables the SIP session timer for the IP lines specified in the Attached IP Lines text field. This checkbox enables
advanced mechanisms for connection activity checking. This option allows both user agents and proxies to determine if the SIP session is still active.

The Use Kickback checkbox enables the kickback service on the corresponding receptionist. When this service is enabled, if receptionist transfers
the incoming calls to the extension and if there is no answer or if the called extension is busy on another call, the call is returned to the receptionist's
phone, instead of getting into Voice Mail Service or being disconnected. To use this service, receptionist should simply transfer the incoming call to
the local extension. In case of no answer or busy, the call will automatically get back to the receptionist. When this service is not enabled, the
incoming call will reach the Voice Mail Service or the call queue of the called extension, depending on the extension user’s configuration.

If you have selected the snom 320/360/370/720/760/820/
821/870, Grandstream GXP  2000/2100/2110/2120/2124,
Yealink SIP-T28P/SIP-T26P/SIP-T38G/SIP-T46G IP phones
from the Phone Model drop down list, the next page in the
wizard will be the Receptionist Phone Configuration Wizard —
Hardware Modules. For all other phone models, this page is
skipped.

For Grandstream GXP 2000/2100/2110/2120/2124 IP phones,
this page contains a single checkbox only:

The Enable Expansion Module checkbox is used to enable the
supplementary module attached to the IP phone. The
Expansion Modules Count drop down list allows you to select
how many additional expansion modules will be connected to
the IP phone. When the module is selected, the number of
programmable keys on the next page of the wizard is multiplied

Copyraht (6} 2000-2001 Leva

Main  Systemn  Users  Conferences Tebephiony Iternet Ugslink: Hitwork @ € I ) }:%I
ausdiom
Receptionist Phone Configuration Wizard
Hardware Modules
[l Enabie expansion module
Expansion modules count | 1 -

| Previous | Next l [_cancel | [ Hep |

“lads 0 e CE YOur Dending events!

T 4shngleaian, W19 AN nghts tare e A

Fig. 11-131: Receptionist Phone Configuration Wizard — Hardware Modules for Snom phone

accordingly.
For Aastra 6737i, 6739, 6755i and 6757i IP phones,
Receptionist Phone Configuration Wizard - Hardware

Modules page contains a number of drop down lists to select
the types of the expansion modules and the sequence in which
they are connected to the IP phone.

@cpygi

guI000
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Receptionist Phone Configuration Wizard

Hardware Modules

Expanslon Modules
Yol [} ART0) (536N =

MOAUE MBS (BR0M) | >
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Help |

Flease checkyour pending aventst
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Fig. 11-132: Receptionist Phone Configuration Wizard — Hardware Modules for Aastra phone
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The next page of the wizard is skipped for QCM Phone Model selection. The content of this page depends on the configuration made on the first
page of the Receptionist Phone Configuration Wizard.

The Receptionist Phone Configuration Wizard — Programmable Keys Configuration page both for Aastra and snom phones is used to set the
correspondence between the selected Functions and the available Programmable keys on the IP Phone. To do so, assign a Function to each
programmable key from the drop down list on this page.

The following options are available in the Functions list:
e Watch Ext. # - watch the extension on the Quadro and a possibility to pickup the call addressed to that extension.
e Call Park Ext # - watch the calls parked to the corresponding extensions and a possibility to retrieve the calls parked to that extension.

This list also contains a number of PBX services available on the Quadro and accessible with the * key combination (see Quadro’s Feature Codes).
When configured from this page, the key combinations become transparent for the IP phones too.

® Vmail — accesses the voice mailbox of the extension to .
which the receptionist IP line is attached to. Main System Users Conferences  Telephony Internet Uplink Hetwork QEP) gl

quadrom

e DND - enables the Do Not Disturb service on the

extension to which the receptionist IP line is attached to. Receplionist Fhona Sonfigusation izard

® CallFwd - accessed Forwarding Management of the

. . . . . Programmable Keys Configuration
extension to which the receptionist IP line is attached to.

. . Functionality Key

e AutoReDI — auto redials the last dialed call. Precorfigured = 8 P1
Preconfigured b P2

® CallBack — calls back to the last caller. |Preconfigued  + P3
Preconfigured = P4

e Linelnfo — gets the IP line information from the Quadro.
e CallBIk — blocks the last caller.

® Record - records the call (in case if the manual call
recording is allowed for the call, configured from

® Call Recording— used for configuring the call recording
rules |

Come) | e | =g | g |

® ACD Login/Logout — allows the corresponding ACD agent
to login to all groups it is involved in, if previously logged in, | Flessschediouoenifaerl
to log out from those groups. For details on ACD
functionality, see ACD Management.

Fig. 11-133: Receptionist Phone Configuration Wizard — Programmable Keys Configuration for snom phone

For shom phonesy when mu|t|p|e IP lines are selected on the Main System  Users  Comferemces  Telephomy Inernet Uplink Metwerk @[‘P}If-],l
Attached IP Lines text field on the first page of the P
Receptionist Phone Configuration Wizard, this list

additionally contains the number of specified IP lines. That Receptionist Phone Configuration Wizard

selection is used to set the correspondence between the

selected IP lines and the available Programmable keys on the Softkeys Configuration

IP Phone. To do so, select the IP lines corresponding to each

programmable key from the Functions drop down list on this ey Fuctionalny Key Fuctionalny

page. Each programmable key on the snom IP phone will now 1 WatchExtdl v 10 CalBack

be responsible for the selected IP line on the Quadro. 2 vimad v 1 AT v
3 CallFwd W 11 WalchExt 11
4 OND v 13 Walch Ext 12 »
§ Linginfo v 1 WalchExt 13
] Callglk v 1§ WachExt 14 »
! Wach Ext 47 » 16 WatchExt32 =
] WachExt Tl = 7 WalchExt34 =
] Call Park Ext 77 » 18 WalchExt 79 »

Al rights ressoved

Fig. 11-134: Receptionist Phone Configuration Wizard — SoftKeys Configuration for Aastra phone

Please Note: Once a new receptionist is created, the Call Queue feature will be automatically enabled with the corresponding Call Queue Size and
Max Call Queue Appearance settings on all extensions attached to the IP lines defined in the Attached IP Lines text field.
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The next page of the wizard is a Receptionist Phone QZ(‘ Svei
Conﬂguraﬂon W|Zard _ Summary Where the conﬂgured Main  System Users Conferences Telephomy hiternet Uplink Network [ 7 E;)
settings for the receptionist should be verified. Additionally, this o Fonlst Bl d Wizard
page contains a Reboot IP Phone now checkbox which should ~ —
be selected if you wish to have your IP phone rebooted once the .
. . . . . ummary
corresponding receptionist is created. Reboot is needed for a
proper functionality of the IP phone. However, if you wish to Description Epyal Receptionist
reboot the IP phone later, leave this checkbox unselected. Phorie Model Snorm 820
MAC Adderss: AGATOTOTET.67
Aftachied 1P Lines 4
Mapped IP Lines To Keys: Mot specified
Watchad Extansions. 101,107 104
NOTE You must restan the phons Befane the new Somings will take afect
WARNING Afer deleting this receptionist record, call gueue settings of the extensions
0 which 1he lines are altached will be resel 10 thedr defaull values
7] retoot 1P phene new
| [ Previous | Finish | Cancel | Help |
Please checkyour pending events!

20032011 Eprai Tashoslogins, L. All Aghts ressove: .

Fig. 11-135: Receptionist Phone Configuration Wizard — Summary page

Extensions Directory

The Extensions Directory is a useful tool for callers to get direct access to the Quadro extensions by spelling the username with the help of the
phone keypad. The Extensions Directory can be accessed through Quadro’s Auto Attendant Services and it has its own manipulation buttons to
browse the directory.

The Extensions Directory Settings page allows you to make a list of names assigned to the extensions on the Quadro. If the name spelled by the
caller matches the one(s) listed in the Extensions Directory, the corresponding extension user name(s) will be played to the caller for verifying the
input and selecting the user to connect. Each extension’s user should record their name with the help of the handset (see chapter Update System
Messages), or they can upload a wave file from the Account Settings page.

Man System Users  Comfvences  Telphomwy  Intowet Uik Network @l‘p\_'gi
The Custom Greeting column in the Extensions Directory table T
displays whether or not a custom greeting (user's name) is Extensions Directory Settings
recorded or uploaded. Users cannot be accessed through the
Extensions Directory and it is implied as being an inactive entry
in the event a custom greeting is not recorded or uploaded. :
Warnings will be seen in the Extensions Directory table for ,;
inactive entries. Extension numbers in the Extensions Directory
table are made as a link to move to the corresponding
extension's Account Settings page. This helps the administrator
access the extension's settings page where a custom greeting
can be manually uploaded.

fuld Edds Dedete Soloct @l hvesse S

Hatree Calltn

[ mack | Hutip

Fig. 11-136: Extension Directory table

Move Up and Move Down are used to move the selected
record one level up or down in the Extensions Directory table.
The sequence of the entries in the Extensions Directory is
important if several records match the same spelled name. The Extensions Directory Settings - Add Entry
Extensions Directory table is parsed from the top down and the
matched entries will be played according to their position in the fame [TOMMY
table. e CE

Main  System Users  Comerences  elephony Wileanet Uplnk Hetwork QUP\'S[

Add opens the Add Entry page where a new name may be Destrpton: |puest
assigned to the extension. An error message appears and ave
prevents adding a new entry to the Extensions Directory if no
extensions are available in the Extensions Management table.

Help

) Fig. II-137: Extensions Directory - Add Ent
The Add Entry page offers the following components: 9 ensions Birectory iy page

Name requires the name of the extension owner. Several extensions can have the same name and a single extension may have several names.
User's Name is the identification parameter being searched within the Extensions Directory. You should use uppercases letters in this field,
otherwise the name will automatically be changed to uppercase when saving it to the Extensions Directory table.

Call to drop down list contains all extensions on the Quadro that should ring when selecting the specified Name.

Description can be used for any optional information requiring entry in the Extensions Directory.

Please Note: The entries in the Extensions Directory can automatically be deleted if the extensions assigned to the entries are removed from the
Extensions Management table.

Authorized Phones Database

The Authorized Phones Database page is used to create a list of trusted external phones. If they are part of the Quadro Authorized Phones
database, external SIP or PSTN, then users are free to access the Quadro Auto Attendant services without requiring authentication. When adding a
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trusted phone to the list, an existing extension has to be chosen. The parameters (extension number and password, as well as SIP and Speed
Calling Settings) will be used automatically for the trusted caller access of the Quadro Auto Attendant. A direct connection to the Call Relay menu
can be optionally provided.

The Authorized Phones Database page diSpIayS the Main  System  Users  Conferences  Telophony Iranrise Lplink Hatwork @(‘ el
Authorized Phones Database table where the trusted — : ' -J. 0
phones are listed. Only SIP and PSTN users can be added to

the Authorized Phones Database. Authorized Phones Database

The Authorized Phones Database table displays all trusted CalTie ¥
callers with their settings. For example, the call type, caller 0 |FeT
address, extension they automatically login with, information if =
they have automatic access to Call Relay Menu of the Auto O
Attendant, etc. O

Login Extension | Autemustically Fder Coll Pebay Mesj Callach Desciiplon

Back | [ Hew ]

Fig. 11-138: Authorized Phones Database

Each record in the table has an assigned checkbox. The checkbox is used to edit or delete the corresponding record. The “No records selected”
error message occurs if the user activates the edit or delete button with no records being selected. The error message “One record should be
selected” appears if the user tries to edit more than one record. The heading of each column in the table has a link. By clicking on the column
heading, the table will be sorted by the selected column. When sorting (ascending or descending), arrows will be displayed next to the column
heading.

The Add functional button refers to the Authorized Phones Database- Add Entry page where new trusted users may be entered.
The Authorized Phones Database- Add Entry page offers

two groups of input OptiOnS: Maln  Syatem  Users  Conferences  Tebphiony  Wfermat Uplisk  Natwotk @:EJ :I‘_:l
Caller Settin as Authorized Phones Database - Add Entry

Calles Satbings

The Call Type drop down list includes possible incoming call
types (PSTN, SIP or Auto). In SIP, the caller connects
Quadro through a SIP server and PSTN means the caller is a
PSTN user. Auto is used for undefined call types and the
destination (independent on whether it is a PBX number, SIP
address or PSTN number) will be reached through Routing.

[ siF-Ciigboard |

The Caller Address text field requires the caller's SIP
address (see chapter Entering a SIP_Addresses correctly) or
PSTN number to be added to the trusted phones list. The
PSTN number length depends on the area code and phone
number. The wildcard is supported in this field. If the caller
address already exists in the Authorized Phones Database,
the error message “The record already exists” appears when
selecting the Save button.

PETH =

Fig. 11-139: Authorized Phones Database - Add Entry page

The Login Extension drop down list provides all existing extensions on the Quadro. When calling the Quadro Auto Attendant, a trusted user will
automatically be logged in as the selected extension, i.e., the extension number and its password will be automatically submitted by the Quadro
system. The trusted user will directly access the Quadro Auto Attendant services. The SIP settings of the login extension will be used when making
IP calls.

The Automatically Enter Call Relay Menu checkbox enables direct access for the trusted user to the Quadro Auto Attendant Call Relay menu. If
the checkbox is not selected, a trusted caller will be directed to the Auto Attendant's main menu, but will still be able to reach Remote Access (Voice
Mailbox of the specified extension) and Call Relay services (see Feature Codes) with no authentication.

Please Note: Login Extension drop down list and Automatically Enter Call Relay Menu checkbox have no sense for Auto Attendant with custom
scenario configured (see Attendant Extension Settings).

The Description text field allows entering an optional comment.

Callback Settings

The Enable Callback checkbox selection gives the possibility for a specified trusted caller to use the Instant Call Back service (see chapter Call
Back Services).

The Callback Call Type drop down list includes possible callback call types (PBX, PSTN, SIP and Auto).

The Callback Destination text field requires the destination number where Quadro should instantly call back to. The value inserted in this field is
dependent on the selected callback call type: for PBX, extension number is required, for SIP, the SIP address is requires and for PSTN, a PSTN
number is required. Auto is used for undefined call types: destination (independent on whether it is a PBX number, SIP address or PSTN number)
will be reached through Call Routing table. If this field is left empty, the callers address will be implied as a callback destination.

The Callback Response Delay text field requires the delay (in seconds) after which the call back will be performed.

To Add an Authorized phone to the database

1. Enter the desired Auto Attendant Settings page.
2. Select Edit Authorized Phones Database to enter the Authorized Phones Database page.
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Press the Add button on the Authorized Phones Database page. The Add Entry page will appear in the browser window.
Choose the call type and enter a caller address in the corresponding text field.

Select a Login Extension and the Automatically Enter Call Relay Menu checkbox (if required).

Enable Call Back service if required and define a Call Back Destination in the same named field.

Fill in an optional Description in the appropriate field, if required.

Press Save to submit the settings.

©ONO GO AW

To Delete an Authorized phone from the database

1. Enter the desired Auto Attendant Settings page.

2. Select Edit Authorized Phones Database to enter the Authorized Phones Database page.

3.  Toremove an authorized phone(s), select one or more checkboxes of the corresponding records that should be deleted from the Authorized
Phones Database table. Press Select all if all records should be deleted.

4.  Press the Delete button on the Authorized Phones Database page.

5.  Confirm the deletion by clicking on Yes or cancel the action by clicking on No.

Call Back Services

With Call Back service, callers can save a call charge when calling to and through Quadro. Quadro provides the possibility of creating a list of those
trusted callers that are allowed to make free of charge calls to Quadro's Auto Attendant or through its Call Relay menu to the third party SIP or PSTN
destination. Two types of Call Back services are available on the Quadro: Pre-configured Call Back and Remote Call Back Configuration.

Pre-Configured Call Back

For Pre-configured Call Back, a list of trusted callers must be configured in the Quadro's Authorized Phones Database using Web Management.
The Call Back service should be enabled and a valid callback destination should be specified for each caller.

To use Pre-configured Call Back, the caller registered in the Authorized Phones Database should simply call to the Quadro’s Auto Attendant
through SIP or PSTN, let the call to ring twice and then hang up. Call Back will be instantly activated, and Quadro will call back to the defined Call
Back destination. By answering the incoming call caller will be connected to the Auto Attendant menu.

Please Note: Depending on the call back destination, make sure that there is at least one PSTN line routed to the Auto Attendant (from the FXO
Settings page) or Auto Attendant has a proper SIP registration (see Attendant Extension Settings).

Remote Call Back

The Remote Call Back Configuration service is used by authorized callers to configure or reconfigure existing call back configuration on the
Quadro. Remote Call Back Configuration is divided into two modes accessible from the Quadro's Auto Attendant: Permanent Call Back and Non-
Permanent Call Back.

Please Note: Remote Call Back Configuration services are only available when the Automatically Enter Call Relay Menu checkbox is disabled in
Authorized Phones Database for the trusted user.

Permanent Call Back service allows callers registered in the Authorized Phones Database to create a new trusted caller with Call Back enabled.
They can also modify the Call Back destination of existing callers in the Authorized Phones Database. By calling Quadro's Auto Attendant and
entering the Auto Attendant menu, the caller can use the 0@ code (see Feature Codes) to create a new trusted caller as well as to modify the Call
Back destination for the already registered callers in the Authorized Phones Database.

By entering Permanent Call Back reconfiguration menu, system asks caller to login by dialing the number and an appropriate password for the
Quadro's extension that is used as login extension in the Call Back settings. After passing the login, callers should follow the voice instructions for
configuring a new entry or reconfiguring existing entries in Authorized Phone database.

When system accepts the inserted settings, the corresponding entry will be logged to the Authorized Phones Database. The caller will then be
disconnected from the Quadro's Auto Attendant and the defined Call Back destination will receive a call from the Quadro within the next 45 seconds.
Answering the incoming call, the caller will be reconnected to the Quadro's Auto Attendant.

Please Note: The detected caller number must correspond to the one applied by the caller. In case of PSTN call back at least one PSTN line must
be available on the Quadro. There must be network connectivity and the destination must be reachable.

Non-Permanent Call Back configuration service allows trusted caller to organize one-time Call Back to the defined destination. In this situation, no
entry will be logged to the Authorized Phones Database. By calling Quadro's Auto Attendant and entering the Auto Attendant menu, the caller can
use 06 menu (see Feature Codes) to modify the Call Back destination for already registered callers in the Authorized Phones Database.

The system will ask to login by dialing the number and an appropriate password for the Quadro's extension that is used as login extension in the Call
Back settings. After login, caller should follow the voice instructions for reconfiguring the existing entry in Authorized Phone database. The caller will
then be disconnected from the Quadro's Auto Attendant and the defined Call Back destination will receive a call from the Quadro within the next 45
seconds. Answering the incoming call, the caller will be reconnected to the Quadro's Auto Attendant.

Please Note: For both Permanent Call Back and Non-Permanent Call Back, the detected caller number must correspond to the one configured
for trusted caller. In case of PSTN call back at least one PSTN line must be available on the Quadro. There must be network connectivity and the
destination must be reachable.
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ACD Management
Attention: The Automatic Call Distribution is an optional feature and can be activated with a feature key from the Features page.

Automatic Call Distribution (ACD) is the contact center solution designed for queuing and automatic distribution of the calls between contact center
agents.

ACD concept and the contact center solution are based on the following building blocks:
e  Agent — acall center user reachable via Quadro.

e Agent Group (AG) — comprises the call queue, collection of agents (call center users), and call distribution mechanism between its
agents.

° Interactive Voice Response system (IVR) — a custom Auto Attendant on Quadro, answering the calls from remote callers/customers,
collecting information from callers in the form of DTMF digits and, based on that, making the routing decision on delivering the call to
proper Agent Group.

° Predefined ACD Agent Auto Attendant - used for agent login/logout and updating the current status of the agent from the phone.

To monitor ACD processes on the Quadro, Epygi provides a Statistics, Monitoring and Reporting (SMR) application, running on MS Windows PC.
SMSR doesn't require the 3PCC license (see Features section) to be installed on the Quadro. It displays the current status and statistics on Agent
Groups and Agents, builds the statistical reports and sends notifications and alerts to ACD supervisor/administrator. For more details and requests
for this applications, contact Epygi sales division (www.epygi.com).

Agent

Agent is the call center user answering the customers’ calls and reachable via Quadro due to ACD. To receive the calls, agent needs to be logged
into some Agent Group (AG). Agent is characterized by the agent ID, password, skills’ levels and termination phone number. Agent can be logged
into several agent groups at the same time and receive the calls distributed by those agent groups. For easy login/logout to all groups where the
agent is subscribed, agent should use the *83 feature code from the handset.

ACD allows the system administrator to define the set of skills adequate to call center profile and grade the professional capabilities of each agent
according to each defined skill. The skill grading range starts from 0 and goes up to 10; with 0 meaning the absence of that specific skill and 10
meaning the highest level.

The termination phone number defines the phone assigned to agent. In other words, the calls on some termination number assigned to agent should
be answered by that agent. The agent may have only one termination nhumber and changing that number will result in answering the calls to that
agent in different location.

Agents are being managed from ACD Agents Table (see ACD Group Extension Settings).

Agent Group

Agent Group (AG) is actually a Quadro extension with enhanced capabilities. The type of that extension in Quadro configuration is ACD Group (see
ACD Group Extension Settings). Except for regular attributes intrinsic to extension (like extension number, SIP user name, etc.), it is characterized
also by the collection of agents included into that group, call queue and the call distribution mechanism. These agent group specific parameters of
extension are being configured from ACD Group Settings or ACD Agents Table accessible from ACD Group Extension Settings.

Call Queue of Agent Group

Agent Group receives the calls from customers via means existing currently on Quadro. For example, it may receive the direct call through ITSP on
SIP number (DID number) assigned to AG, receive a call through ACD’s IVR on AG’s extension number, external call through Call Routing table on
Quadro, etc.

Arrived call is being added to the end of the AG queue if there are no available (online) agents to answer the call immediately. For connecting to the
agents always the call at the top of the queue is being selected. The call queue settings are configured from the ACD Group Settings (see ACD
Group Extension Settings).

Each agent can have of the following states: online, offline, away, busy or DND (Do not Disturb) (for details see ACD Agents Table accessible from
ACD Group Extension Settings). If the same agent is logged into different agent groups, he/she may have different states in different groups except
for DND status. If the agent has DND state in some group then his state will be the same for all other groups.

The state of the agent can be updated either by administrator from the ACD Agents Table (with the exception of “DND” and “busy” states) or by
agent from the handset (except for “busy” state). The agent, for changing the state to “online”, “offline”, “away” from the handset needs to call the
predefined Auto Attendant (see Attendant Extension Settings) and on attendant’s prompt enter the agent ID, password and the status code. The
state changes from “online” to “busy” or vice versa automatically when the agent starts or finishes conversation.

Calculation of Composite Skill Grade

Usually, before the call arrives to the agent group, it is first answered by ACD specific IVR. The main function of IVR is follows: via short questions to
calling customer determine the set of skills required from the agent for best serving the customer. On IVR’s questions, the customer answers by
phone keystrokes (DTMF digits), each keystroke corresponding to some required skill. After finishing the quiz, IVR routs the call to AG along with
information about the required skills set.

To calculate the agent's composite skill grade, AG sums up the grades of those skills of the agent that are included into the required skill set received
from IVR. The grades of the non required skills are not considered.

The composite skill grade of AG is the sum of composite grades of the online agents of that group.
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Interactive Voice Response system

ACD IVR is a custom Auto Attendant (see Attendant Extension Settings) configured on Quadro with VoXML script and voice prompts designed for
quizzing the customers, determining the set of required skills as described above and routing the call to the agent group having the maximum current
value of the composite skill grade for required set. Since the general skill set is configured by ACD administrator and is application specific (call
center specific), the VoXML script and voice prompts of IVR should be built taking into account the skill set configured by administrator.

ACD IVR is needed mainly in case if there are Agent Groups that are configured to do skills based call distribution between agents. In such
circumstances the IVR is quizzing the calling customer to determine the set of required skills and when handing over the call to ACD module it
passes the set of skills required by calling customer. Having that set the ACD module calculated the composite skill grade of each AG in the system
and sends the call to AG having the highest value of composite skill grade. The call in AG is handled according to call distribution type configured
with that AG.

For example, if the call distribution type of AG is “skills based” then AG will try to connect the call to the agent having the highest composite skill
grade and if it is not answered within timeout the AG will try to connect to the next agent with the highest grade, etc. If the call distribution type is
something else then AG will distribute the calls according to that distribution type don’t taking into account the skill grades of the agents.

In case if the call is received on agent group bypassing ACD’s IVR and the skills based call distribution is selected for that agent group, the agent
group will consider the full set of skills when making decision on which agent to make a call first. In other words, since there is no required set of
skills received from IVR, then the agent group will consider the full set of skills summing up all skill grades of agent.

To simplest way to build the VoXML script for IVR is using the text of the Epygi's sample VoXML script modify that and customize for your
application. The IVR voice prompts should be recorded and uploaded as usual.

The ACD Management page consists of 3 sub-pages: Skills, Agents and Groups.

The Skills page contains a list of all available skills and
their descriptions. The skills defined in this page are then
used in the agent management (see above) to assign the
skill level to the agents.

By
Wi Symen (ks Coferaces  Tegbay  beemaiphbk  Newak @'P

ACD Management

A B Dbty Sadectal Wnmcss Sebction
Home ¥ Desargiia
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Fig. 11-140: ACD Management - Skills page

Add opens the Add Skill page where a new skill may be @(
defined. The Add Skill page contains the Skill text field to B L e N N ) Lgl
define the skill name and an optional Description field for
the description of the skill. ACD Management - Add Skill

Sl Enghth

Dasirphion | Theknwiagds o' BeE
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Eepyeght (7] 20003000 B Tt hgins, W41 Al gl rmnend.

Fig. 11-141: ACD Management - Add Skill page

The Agents page Of ACD Management Contains a I|St Of Main System Users Conferences Telephony Internet Uplink Hetwork @ (‘I)y\‘ﬂ)i
agents and the skill set corresponding to each agent. e
Every agent is characterized by an Agent ID which should ACD Management

be unique in the system. Agent IDs and passwords are
used by the agents for logging into Agents Group (see

Skills Agents Groups
Add Edit Delote Seloctall luveise Selection

description above). ot [ ot | oy pggress T
Add opens the Add Agent page where a new agent may 1 | 1o SIP-11327@192.160.0.209 | head-10
be created. [ ] 103 SIP-11340@192.168.0.209 | head-1
[ Back Halp |

Please check your pending
Copryright (C) 2003-2011 Epyal Tec

Lt A8 rights reserved

Fig. 11-142: ACD Management page-Agents page

The Add Agent page contains the following components:
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ACD Agent ID requires the number of the agent. Digits .
are only accepted for this field. The Agent ID should be Main System Users  Conferences  Telephony Intemet Uplink ~ Network @Cl)\ g]
unique in the system. quadrom
Password requires a password of the agent. The agent
password may only contain digits. If non-numeric symbols ACD Management - Add Agent
are entered, the “Incorrect Password: no symbol
characters allowed” error will prevent creating the agent. ACD Agent ID 1t
Confirm Password requires a password confirmation. If Agent Hame
the input is not corresponding to the one in the Password Password caneeee
field, the “Incorrect Password confirm” error will appear.
Confirm Password ceerere
Description requires an optional description of the agent. i
) ) escription
Call Type lists the available call types:
e PBX - extensions on the Quadro Lall Type. L
e SIP —calls through a SIP server Callng Adthess: 11327¢192.168.0.200
® PSTN — calls to a global telephone network
e Auto — used for undefined call types. The
destination (independent on whether it is a PBX Please check vour pending events|
number, a SIP address or a PSTN number) will Copyright (C) 2003-201 Epyai Technolosies, Ltd. A1 rights reserved,
be reached through the Call Routing table.

Fig. 11-143: ACD Management - Add Agent page

The Calling Address text field is used to define the address by which the agent can be contacted. The value in this field is strictly dependent on the
Call Type defined in the same named drop down list.

If the PBX call type is selected, the Calling Address field should contain the extension number on Quadro and the corresponding agent can be
reached by calling on extension number located on the same Quadro. However, it doesn’t necessarily mean that the agent shall be located at that
Quadro — if the extension is remote extension then agent’s location might be far from Quadro.

For the SIP call type, the Calling Address field should contain the SIP address (see chapter Entering a SIP_Addresses correctly) and the
corresponding agent can be reached by calling on SIP address. The agent with that kind of termination number might be located either at the same
Quadro or anywhere else in the SIP network.

For the PSTN call type, the Calling Address field should contain the PSTN number and the corresponding agent can be reached by calling on
PSTN number via some PSTN interface on Quadro (ISDN or FXO). The agent with that kind of termination number is located in the PSTN network,
fixed or cellular.

For the Auto call type, the Calling Address field should contain the phone number routable through Call Routing table on Quadro. The agent with
that kind of termination number might be positioned in any of the above mentioned locations.

Pressing on the Skill Value column of the Agent Management table will lead you to the Agent - Skill Levels page where the skill levels for the
corresponding agent should be configured.

The Agent - Skill Levels page consists as many drop down
lists as Skills created in the Skills page (see below). For
each available Skill you should select the skill level (from 0
to 10, with 0 meaning the absence of that specific skill and
10 meaning the highest level) matching to the corresponding
agent.

Wi Sm Usas  Cmfowors  Tokpboy oo Uik Betwak &{I

Agent 163 - Skill Levels

SHEEngist  Lew 3 X

Fig. 11-144: ACD Management — Agent Skills page

The Groups page of ACD Management contains a list of
ACD Group type extensions filtered from the Extensions
Management table. This page allows you to configure the
ACD Group specific parameters, i.e. a collection of agents
included to the group, call queue and the call distribution
mechanism. Any new ACD Group created in this page will
automatically be displayed in the Extensions Management ek i el
table. ¢

Wi Symem Wias  Owfeences Ty bmesebik Newk

Fig. 11-145: ACD Group Management page

QuadroM32x/8L/26x/12Li/26xi; (SW Version 5.3.x) 84



QuadroM32x/8L/26x/12Li/26xi Manual I1: Administrator's Guide

Administrator’s Menus

Add opens the Add Group page where a new ACD Group
may be created. The Add Group page includes the only Ui Sy s (e Teigbony
ACD Group ID text field which requires the ACD Group
number (extension). The ACD Group ID should not match
any existing extension in the Extensions Management table. ACD Wanagement - Add Group
Any newly created ACD Group will automatically appear in
the Extensions Management table.

2D
Edit opens ACD Group Extension Settings in the Extensions iz Lkt
Management.

Copyik 0003000 Epeg oo L ) iesred

iz ik

Nelwutk

oy

uinn

Fig. 11-146: ACD Group Management - Add Entry page

Pressing on the links in the Group ID and Agents List columns of the Groups table will lead you to the ACD Group Extension Settings where group

settings and the list of group’s agents may be adjusted correspondingly.
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Conferences Menu

Main  System  Users  Confercnces  Telephony
Corferences Managemend
Corfarence Stabztics
QuadroM32x Man wail Defauft Seinge

Active Calls

©:pys

quadem
Befresh in 602 second?

Intermet Uplink Netwark

Call Start Tame | Call Duration | Calling Phone | Called Plione

Noitems in list

Infarnet connaction slabis: DHCP Client

Ranew WAN P Address

[lease checkyour pending everils!
Cayright () M02:M47 Fauni Technolagies |4 &1l ghb recared

Boot loader: 4.1.12/Teleese
Firmeare ¥ersion: b.3.13/Helease

Users currently logged in:
- adwin from 152.168.70.26, expires 16:24

Conferences

* System
e |sers

s iConferences

Conferences Management
Conference Statistics
Mail Default Settings
s Telephony

s |nternet Lplink

e Metwork

s |nstall Checkdist

s Feature Codes

= Help

s | ogout

o 0o 0

Fig. 11-147: Conferences Menu in Dynamo Theme

Back

Flease checl your pending eventsl

Horne Logout

Copyright 2003-20412 Epygi Technologies, Ltd. All rights resened.

quadram @ep }?gl

Fig. 11-148: Conferences Menu in Plain Theme

Please Note: The Conference Server and the Video Conferencing are optional features and can be activated with a feature key from the Features

page.

Conference users with video will be able to see the current speaker and either manually or automatically switch between participants. This gives the
user power over which person they get to view or allows the video conference server to rotate the video feed to the person currently speaking.

After activating Video Conferencing feature from the “features.cgi” GUI page, the video codecs will be available on the Quadro’s “Conference

Codecs” GUI page.

Please Note: Administrator should enable only one codec at a time, either H.263 or H.264.

Video Conferencing provides possibility to view particular participant based on switching modes.
In general there are two switching modes for each phone:

e Manual - allows participant to switch between video capable participants manually, by dialing 060 or 960 a participant will see
the next or previous participant who has video capability enabled. In the context of manual switching “next” and “previous” means the order
of entrance to the conference bridge, so the first caller will be the first video- capable participant connected to conference.

e Automatic — In this mode the Epygi Quadro determines the speaker (or loudest participant), and will automatically switch the video stream to
show that speaker. As a result all the video phones, which are in automatic mode, will see the speaking participant. If participant does not

have a video phone, then the other participants will see a black screen.

Please Note: Users can switch between manual and automatic mode by using 060/060 and 069

By default, Automatic Speaker Detection is switched off. From the General settings (conferencegeneral.cgi) GUI page administrator can enable or
disable the default mode for video conferencing (see Automatic Speaker Detection).

Conferences Management

The Conference page displays a table with the existing conferences on the system. This page allows you to create new conferences and manage

the existing ones.

The following columns are present in the Conferences table:

e Conference ID - indicates the unique ID of the conference. This number is used from Auto Attendant to reach the conference. The Conference
ID is also used as the username for the moderator when logging into the Quadro.

e Display Name — any optional information about the conference.

e Description — any descriptive information about the conference.

e S|P Address - displays the SIP address of the conference.

® Status - indicates the status of the conference (Active, Non Active or Waiting). Clicking on the conference status link will display the Conference
Progress page with detailed information about the conference status, participants in the conference and description of each participant. This
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page additionally allows the administrator to drop a participant from the conference or invite new participants. It also allows the moderator to
start/stop/resume/pause the conference recording and to terminate the conference.

® Percentage of System Memory - indicates the conference
related memory space (in percents) dedicated to conference
recordings and the conference specific custom system
messages.

Main Conferences Heawork

System  Usois Tedephoay  Iteemset Uplink

auainm
a1h In 209 Tacandst

©cpyg

Conferences Management

® Codecs - column lists the short information (full information
is seen in the tool tip) about conference specific voice
Codecs. Conference codec's can be accessed and modified
by clicking on the link of the corresponding conference's
Codecs. The Link moves to the Conference Codecs page.

Ml EdR Activate Terminate Defete Selectall hrveise Sebction
Confevence 0 | (sl Mame sl il 55

au Wasityeall Discussion of Weekdy lssues  2UID0ESID epyDl com:SUD

Rernote Training | Reselles Training

455 Mariningeall | Salns and Marknting Diszussion | 20455@sip oyl ine 5080
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Fig. 11-149: Conferences Management page

Clicking on the corresponding conference ID will move to the Moderator's page where call general settings can be configured.
The page Conference consists of the following functional buttons:

Add opens the Add Entry page where a new conference can be created.

The page consists of the Conference ID text field that requires a
unique ID for the call conference.

@cpysi

quadiom

Main System Users Conferences  Telephony Internet Uplink Network

Please Note: The length of the Conference ID is limited to the
extension length configured from Extensions Management. The
Conference ID cannot start with the digit 0, which is a reserved
character.

Conferences Management - Add Entry

Conference D {11308

Copyright (£ 2003-2008 Epwai Technologies, Ltd. All rights resemed.

The Conference IDs can be used in Auto Attendant to reach a
conference on the system. To join a conference using its ID, dial
the Conference ID when in Auto Attendant.

To add a conference, specify the Conference ID and click on

Save. This will open the Edit Entry page (see below). Fig. 11-150: Conferences Management page

Edit opens the Edit Entry page where the settings of a newly created conference might be adjusted. The system provides the possibility of editing
multiple conferences at the same time.

The Edit Entry page consists of two frames. In the left frame settings groups are listed. Clicking on the corresponding settings group displays their
configuration options in the right frame.

Please Note: Save changes before moving among settings groups.

The Edit Entry - General Settings page allows the administrator to edit the following conference settings:

e Display Name is any optional information about the subject of

the conference. Main System Users Conferences Telephony Internet Uplink Network @epygl.
e The Show on Public Directory checkbox is selected, the

details of the selected conference will be displayed in the Conferences Management - Edit Entry

User Settings table on the Main Page of the Extension's

Quadro Web Management. Besides this, the details of the Goneral Settinas General Ssttings - 999

conference will be displayed in the Public Directories on the
snom and Aastra SIP phones. Leave this checkbox
unselected if the conference is reserved or not used.

e The Percentage of System Memory drop-down list is used

SIP Setlings

SIP Advanced Settings

Class of Senice Setfings

Display Name / Subject Daily Conference
Show on Public Directory

Percentage of Total Memary |1 Eﬂ&

to select the memory space (in percents) that can be used for
storing conference recordings.

Save Back

nts!

jies, Ltd. Al rights reserved

Go To Codec Settings

Fig. 11-151: Edit Entry — General Settings page

The Edit Entry - SIP Settings, Edit Entry — SIP Advanced Settings and Edit Entry — Class of Service Settings pages are used to configure the
conference's SIP basic registration, advanced settings and assign the defined classes to the conference extensions respectively. The descriptions of
the settings can be found in the User Extension Settings section.

Activate is used to activate the selected conferences.

Terminate is used to stop the selected conferences.

Delete removes the selected conferences. If no records are selected an error message occurs.
Select all selects all existing conferences.

Inverse selection inverses the current selection of conferences (if no records are selected, all records will be checked).
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Conference Statistics

In the Conference Statistics page, the calls are classified by conferences. The call statistics (sent via 3PCC, Radius, email or FTP) is the same as
is - it shows only the PBX calls not sorted out by the conference. The billing or accounting program can build the conference statistics analyzing the
PBX CDRs (if the Called Phone is the Conference ID then it is a conference call).

The Conference Call Statistics page consists of four tables. They provide information on conference call details, successful incoming and outgoing,
unsuccessful outgoing conference calls in the first three tables and statistics settings in the fourth one. Conference call statistics allows the collecting
of conference call events on the Quadro with their parameters and to search them by various criteria. Only the administrator is allowed to enable or
disable the conference statistic services.

The link Statistics Settings that is used for this purpose is only displayed when an administrator is logged in. The Statistics Settings page offers
the following input options:

The Enable Ca” RGPOI’ting CheCkbOX enables Conference Ca” Main System Users Conferences Telephony Internet Uplink Network @ep}’gl
statistics reporting. The selected number of statistics entries will A
be displayed in the Conference Call Statistics tables. . L -
play Conference Statistics - Statistics Settings
The Maximal Number of Displayed Conference Call Records o Calls Ut Outyoing Calls Statistics Settings
drop down lists are used to select the number of Conference Call, [l Enable Call Repotting
Successful and_ Unsuccessful statistics _en_trles to be displayed in Meainral Nurmbsr G Ganference Call Recorgs:  [57— T8
the corresponding Conference Call Statistics tables. If the record R — — o
r . . aximal Mumber uccesstul Cal ecards: .
numbers exceed the numbers specified in these drop down lists,
the oldest record WI” be removed Maximal Mumber Of Unsuccessful Call Records: | 60 w
Download All Call Statistics
The Download All Call Statistics link is used to download the Download All Cal Statistics (CSY forman
entire displayed statistics in a file that can be viewed with a Dawnlnad All Call Statistics (old format)
simple text editor. This type of conference call statistics file is
easy-to-read and can be displayed in a spreadsheet.
. . . Please checkyour pending events!
The Download All Call Statistics (CSV fOrmat) link is used to Copyright (C) 2003-2011 Epwai Technelogies, Ltd. All rights reserved

download the entire displayed conference call statistics in a CSV
(Comma-Separated Values) formatted file.

The Download All Call Statistics (old format) link is used to download the entire displayed conference call statistics in an old formatted file. This
file can also be viewed with a simple text editor but contains more intricately aligned content.

The Clear all Records button is used to clear all conference call statistics records.

When the number of Conference Call Statistics entries exceeds the numbers specified in the Statistics Settings page, the oldest entries are being
automatically deleted.

Fig. 11-152: Conference Statistics-Statistics Settings page

The Conferences page lists all Conference Calls and their i e e e ) s
parameters (ConfID- Activation Time, Conference Duration,
Participant Count, Activation Reason and Activation Details).
Each column heading in the tables is created as a link. By clicking
on the column heading, the table will be sorted by the selected Conferences SuscessiCals Unsute3ssl Ouaning Cals Glatisaes Semings
column. Upon sorting (ascending, descending) arrows will be
displayed close to the column heading.

Conference Statistics - Conferences

Hunber of Records Cond Total Duratken Coa Wi Dur atien Fvedage Durarken Conf Minkam Duratken

Smin 42 8¢ 1 min 34 se¢ 48 sec Dz

l

The Activation Reason column indicates whether the participant ngt

is a key member to start the conference, i.e. when participant
dials into the conference, the conference is getting automatically Confl:
activated and the dial out participants (if any) are called to join the

Fren: Home “ min “ sec | Home AcThaton Heasor: Acinvation Detals:
conference (see Conference Progress). )
To: Taz it ¥ sec | Tac
The Activation Details column provides information about how (- Moty Narcss
the Conference Ca” iS aCtiVated. Condll) - Activation Time & Conafeer e e Dis aion Participant Cound | Ac Reason Activation Dietails
The Filter button performs searching within the statistics tables. i ! Tiggn MEt gl
M 2 Tngger RO 000 gGaip Bygl Ine SO0

The search may be done with several criteria at the same time.

T 3 Trigger 51001 @sip vmygi loc. S060=
The following search criteria are available: 6 2 Tngger 51001 Glp opyhlot: 060>
] 2 Trigger 51001 @sip vmygi loc. S060=
e The text fields ConfID, From and To are used for the search ! ! i
by ConfID-Activation Time. ConfID requires the unique ID of o i Triger i 41001 @slniomi e K060~
the conference. For From and To fields the data must be Reconds par page: 25| 50| 100 200 | A8
entered in the format dd-mm-yyyy hh:mm:ss. The time criteria L
are optional, if it is not needed, leave the text fields empty.
The From field must indicate an earlier date and time from
that which is indicated in the To field. Otherwise the error
4. Allrights reserved.

message "Minimal date should be less than maximal date"
prevents filtering and searching.

Fig. 11-153: Conference Statistics-Conferences page

e The From and To drop down lists offer a search by the Conference Duration, specified by the list of values. The field From must indicate a
shorter duration than the field To. Otherwise the error message "Minimal duration should be less than maximal duration" prevents statistics
filtering.
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e The From and To drop down lists offer a search by the Participant Count, specified by the list of values. The field From must indicate a shorter
count than the field To. Otherwise the error message "Minimal count should be less than maximal count" prevents statistics filtering.

e The text fields Activation Reason and Activation Details require the reason and the details of the conference call activation to be defined.

Number of Records displays the current amount of conference call statistics entries in the table. For Conferences and Successful Calls pages
Total Duration, Maximum Duration, Conf Average Duration and Minimum Duration statistics are organized at the top of the table.

The Records per page are used to select the number of displayed conference call statistic records per page. The Previous and Next can be utilized
to switch between these pages.

The Download Statistics (Conferences) links are available below for all Conference Call Statistics tables and allows you to download the displayed
conference call statistics in a text file.

The pages Successful Calls and Unsuccessful Outgoing Calls
lists successful and unsuccessful outgoing calls and their
parameters (ConfID- Activation Time, Call Start Time, Call
Duration, Calling Phone and Called Phone). Each column
heading in the tables is created as a link. By clicking on the ¢ Suctus
column heading, the table will be sorted by the selected column. Musnber of Records
Upon sorting (ascending, descending) arrows will be displayed o

close to the column heading.

Main System Users  Comferences  Telephory  ItemetUplink  Hetwork

Conference Statistics - Conferences

fyl Calls Unsyccussfl Qulyoing Calls Slalistics Sefings

Conf Total Duation Conl Maxi i Conl A Durati Con Hlini i

3hour 13 min 30 sec 35 min 4 gec Train 44 gac Osec

The Details column is only present in Successful Calls table
and provides the following information:

e Brief information about the call quality, voice codec used to

receive and transmit packets and the close conference call

Frome ~ min v se Nelivation Reasor Activation Details:

* min sec | Tec

reason. The close conference call reason appears to
provide more information about the call termination reason
which can be a network problem, termination by one of the
conference call parties, voice mail service activation, etc.
Clicking on the details information will open the RTP

AWty Bilmin: ss.

Coafll - Activation Tims

Conferamee Daration

Participant Coumt

Netivation Reason

Activation Details
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Trigger
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Statistics page where all RTP parameters of established
conference call are provided.

e Authenticated By information details the conference
participants that passed an authentication on the Quadro
as configured in the Local AAA Table.

Osec Schuduly Mon Feb 13 16:30.18 2012
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Fig. 11-154: Conference Statistics-Successful Calls page
The Call Detail column is present only in the Unsuccessful Outgoing Calls table and indicates the reason why the call was unsuccessful.
The Filter button performs searching within the statistics tables. The search may be done with several criteria at the same time.
The following search criteria are available:

e The text fields ConfID, From and To are used for the search by ConfID- Activation Time. ConfID requires the unique ID of the
conference. For From and To fields the data must be entered in the format dd-mm-yyyy hh:mm:ss. The time criteria are optional, if it is not
needed, leave the text fields empty. The From field must indicate an earlier date and time from that which is indicated in the To field.
Otherwise the error message "Minimal date should be less than maximal date" prevents filtering and searching.

®  The text fields From and To drop down lists offer a search by the Call Start Time. The data must be entered in the format dd-mm-yyyy
hh:mm:ss. The time criteria are optional, if it is not needed, leave the text fields empty. The From field must indicate an earlier date and
time from that which is indicated in the To field. Otherwise the error message "Minimal date should be less than maximal date" prevents
filtering and searching.

e The From and To drop down lists offer a search by the Call Duration, specified by the list of values. The field From must indicate a
shorter duration than the field To. Otherwise the error message "Minimal duration should be less than maximal duration" prevents statistics
filtering.

e The text fields Calling Phone and Called Phone require the calling and called conference party's SIP address, extension number or
PSTN number as search criterion. Wildcard symbols are allowed here. The SIP- Clipboard buttons at the end of the lines open a small
window where one of the previously entered 10 SIP addresses can be automatically selected again.

The Records per page are used to select the number of displayed statistic records per page. The Previous and Next can be utilized to switch
between these pages.
The Download Call Statistics links are available below for all Conference Call Statistics tables and allows you to download the displayed call
statistics in a text file.
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Mail Default Settings

Mail Default Settings page is used to define the email
templates used in the system generated emails to the
conference participants. Two email templates can be defined on
this page:

e Conference Notification Default Mail - delivered when
the moderator chooses the Send Notification Mail menu
option.

e Conference Activation Default Mail - delivered by the
conference Scheduling system, if the Send Mail before
Conference Activation option is enabled.

Each template should be defined in the corresponding text field.
Additionally, functional tokens can be used to automatically
insert the Conference ID, Subject, Description, Participants,
Password, Scheduling information, as well as a possibility to
display the time remained until the conference will start, etc.

All these tokens can be inserted by using the links on the right
side of the page.

Please Note: Changing the body of the token will disable the
token functionality and will be implied as a simple text.

The Restore Defaults button is used to restore the default mail
templates. Using this button, all user defined mail templates will
be lost.

Main System Users Conferences  Telephony Internet Uplink

Mail Default Settings

Conference Notification Default Mail
Dear Participant,

¥ou have been invited to & conference.
Conference Details:

Conference ID: <@!conf_id!B>

Subject: "<f!subject!@x"

Description: "<@!description!@>"
Participant password: <@ !passwvord![@:>
Participants: <@!participancs ! B>

Conference Activation Default Mail
Dear Participant,

The conference you have been invited to is to he
activated in <@ !time_to_activation!@».
Conference Details:

Conference ID: <B!conf_id!B>

Zubject: "<B!subject!@z"

Description: "<@'!'description!@>"

Participant password: <@!passvord!@:>

Restore Defaults

Copyright (C) 2003-2008 Epwai Technologies, Ltd. All rights resenved

et @epysi

quadiom

|  Conference ID
Subject
Description
Passward

Participants List

+ | Schedule List

| Conference ID
Subject
Description
Password
Participants List

~| Bemained Time To Activation

Fig.

11-155: Edit Entry — General Settings page
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Telephony Menu

Main  System Users Conferemces  Tehephony Iaternet Uplink Network

Call Statiste:

QuadroM32x Management

Active Calls

il Stz Time | Call Duragion | Caling Phc

Mo e in lisl

@ cp)

Telephony (@ cpysgi-

us

.rgl

e

System
Users
Conferences
Telephony
o Call Statistics
o SIP Seftings
o RTP Settings
o NAT Traversal Seftinas
¢ Line Seftings
o EXO Settings
o E1/T1 Settings
o |SDN Settings
> External PSTN Gateways
o Gain Control
o SIP Tunnel Settinas
¢ Call Routing
o VolP Carrier Wizard
o Radius Client Seftings
¢ Voice Mail Common Settings
o Dial Timeout
o 3PCC Settings
> RTP Streaming Channels

Fig. 11-156:

Call Statistics

Telephony Menu in Dynamo Theme

> Call Recording
o Class of Service
* Internet Uplink
« Network
« Install Checklist

Feature Codes
Help
Logout

Please check your pending events!

Home Logout

Copyright 2003-2012 Epyai Technologies, Ltd. All rights reserve

Fig. 11-157: Telephony Menu in Plain Theme

The Call Statistics page consists of five tables. They provide information on successful, unsuccessful and missed incoming and outgoing calls on
the first three tables, statistics settings in the fourth table and statistics archive in the fifth one. Call statistics allows the collecting of call events on the
Quadro with their parameters and to search them by various criteria. The selected number of statistics entries will be displayed in the Call Statistics

tables.

The Call Statistics page reports successful, non-successful and missed incoming/ outgoing calls and shows the call statistics settings. Only
administrator is allowed to enable or disable the call statistic services. The link Statistics Settings that is used for this purpose is only displayed

when an administrator is logged in.

The Statistics Settings page offers the following input options:

The Enable Call Reporting checkbox enables Call Statistics reporting. The selected number of statistics entries will be displayed in the Call

Statistics tables.

The Maximal Number of Displayed Call Records drop down
lists are used to select the number of Successful, Missed and
Unsuccessful Outgoing statistics entries to be displayed in the
corresponding Call Statistics tables. If the record numbers
exceed the numbers specified in these drop down lists, the
oldest record will be removed.

The Download All Call Statistics link is used to download the
entire displayed statistics in a file that can be viewed with a
simple text editor. This type of call statistics file is easy-to-read
and can be displayed in a spreadsheet.

The Download All Call Statistics (CSV format) link is used to
download the entire displayed statistics in CSV (Comma-
Separated Values) formatted file.

The Download All Call Statistics (old format) link is used to
download the entire displayed statistics in an old formatted file.
This file can also be viewed with a simple text editor but
contains more intricately aligned content.

The Clear all Records button is used to clear all statistics

@-pysi

quadrom

Wain System Users Conferences  Telephony Internet Uplink HNetwork

Call Statistics - Statistics Settings

Successful Calls Missed Calls Unsuccessful Outqoing Calls Statistics Settings  Statistics Archive

I Enable Call Reporting

Maximal Number Of Successful Call Records: 1000 v

Maximal Number Of Missed Call Recards 1000 v
Maximal Number Of Unsuccessful Call Records: | 1000
Download All Call Statistics

Download All Call Statistics (C5Y formaf)

Download All Call Statistics {old farmat)

Please check your pending events!

Copyright {C) 2003-2011 Epuai Technologies, Lid. All rights resemed.

records.

Fig. 11-158: Call Statistics Settings page
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When the number of Call Statistics entries exceeds the numbers specified in the Statistics Settings page, the oldest entries are being automatically
deleted. In order to keep the call statistics entries safe, Quadro allows you to configure the Statistics Archive service of the call statistics.

The Statistics Archive page is used to configure the automatic
archiving of the call statistics.

M Sydem Users  Combersmces  Telphosy  Whanlpiek  Betwork

Call Statistics - Statistics Archive

The Percentage of Total Memory used for Archive drop-down
list is used to select the internal memory space (in percents) that
can be used for storing the archived call statistics. When the
required memory exceeds the size entered, the oldest entries
are being automatically deleted.

The Enable Call Statistics Archive Collection checkbox
enables automatic downloading mechanism of the call statistics.
Please Note: This service only refers to the statistics collected PYT——
from the moment of enabling this service and forward; any
previously generated statistics will not be downloaded.

The Call Statistics Archive Structure is used to configure the
intervals for archiving the call statistics. The archiving structure
allows to archive the call statistics either by time intervals or per
statistics record count:

The Call Records Count drop down list is used to select the
portion size of the call statistics (including all types of call
statistic, i.e. successful, missed and unsuccessful outgoing call
statistics) which will be archived locally. The number selected in C|me
this drop down list indicates the number of entries in the single an
archived call statistics file. If there are no enough entries in the
call statistics table on the Quadro, the system will wait until the
necessary number of entries will be collected and then will
archive the statistics file.

Fiba Fomat. T

The Time Interval drop down list is used to select the time e O s it
interval by which the call statistics will be archived locally. After
each time interval the system will archive the call statistics x| 15 =

(including all types of call statistic, i.e. successful, missed and
unsuccessful outgoing call statistics). If there are no any record
made during last time interval the black file is archived.

Fig. 11-159: Call Statistics — Automatically Download page

The Call Statistics Archive External Backup is used for configuring the call statistics backup service.

The Send archive files to external server is used to enable/disable the backup service and configuring whether the statistics should be kept locally
after backing up them.

Two options of the call statistics backup are available: uploading the call statistics file to the server or sending it to the mailing address.

The following group of manipulation radio buttons allows you to select whether the call statistics files will be delivered by email or stored in some
location on the server:

e  The Send via Email radio button is used to send the call statistics files via email. The selection enables Email Address text field that
requires the email address of the administrating person to receive the call statistics files.

e The Send to Server radio button is used to store the call statistics files on a remote server. This selection enables the following fields to be
inserted:

O The Server Name requires the IP address or the host name of the remote server.

O The Server Port requires the port number of the remote server.

e  The Path on Server requires the path on the server to store the call statistics files in.

The Send Method manipulation radio buttons allow you to select the remote server type: TFTP or FTP. In case of FTP selection, the authentication
username and the password need to be inserted. In case if these fields are left empty, anonymous authentication will be used.

The File Format drop down list is used to select the format in which call statistics will be saved. This list offers to choose between Tab Delimited
Text (.log) and Comma Separated Values (.csv) file formats.

The Browse Call Statistics Archive link opens the Call Statistics Archive page. In the table on this page all available call statistics archived files
are listed.
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The Archive Record field shows the time when the call Main System Usors  Confersnces  Telophany  ItemetUplink  Metwork
statistics was archived.
The [csv] and [log] links in this field allows you to download the | ©all Statistics Archive
archived call statistics file to the PC in a Comma Separated
Values (.csv) or Tab Delimited Text (.log) file formats and opens Delete Selectall Imverse Selection
the file-chooser window where the saving location can be Auchive Record A Nunber of Call Records Exteanal Backup Status
specified. -

| | |20-Sep-2011-21-32-52 [ecv] [bog| 0 SUCEEE
The Number of Call Records field shows the number of [ |2osep20it-21-2252 estl Lan] 0 SUEESS
records in particular call statistics archive file. [ [wsspaortat12aaresnion) 0 —
The External Backup Status shows the status of the backup. U |sepanzrzsziisnllion) - I

[ 20-Sep-2011-20-52-52 [ cev] [oa ] 0 SULEEE
The following functional buttons are available on this page:

[ | 20-5ep-2011-20-42-52 {51 Lbog | i SUCCEsS
Delete removes the selected record(s) from the system and Call [ | 20-ep-2011-20-32:1 fusv] [lon] L §965053
Statistics Archive table.
Select all selects all entries of the table.

5. L All sights resemved

Inverse Selection inverses the current selection (if no entries Fig. II-160: Call Stafistics — Call Statistics Archive page
are selected, clicking on inverse selection will check all entries).

The Successful Calls, Missed Calls and Unsuccessful Outgoing Calls pages lists successful, missed and unsuccessful incoming and outgoing
calls and their parameters (Call Start Time, Call Duration, Calling Phone and Called Phone). Each column heading in the tables is created as a link.
By clicking on the column heading, the table will be sorted by the selected column. Upon sorting (ascending, descending) arrows will be displayed
close to the column heading.

The Number of Records displays the current number of
statistics entries in the table. For successful calls, Total @ o
Duration, Maximum Duration, Average Duration and A, B 1 KRow ) S N VY I pyst
Minimum Duration statistics are displayed on top of the table.

The Call Statistics: Successful Calls, Missed Calls and | Call Statistics - Successful Calls
Unsuccessful Outgoing Calls pages consist of the general
information on successful, missed and unsuccessful calls,
search fields and the calls table. The Filter button performs Mamber o Records Tote Duration Maximum Duszton Krerope Duration Miiruem Duraion
searching within the statistics tables. The search may be done m {5 min sec i dacec A min 8 56 Amin 0 se¢
with several criteria at the same time.

o

Successh Calls Bssed Cafs Unsuccessiil

The following search criteria are available:

® The text fields From and To are used for the search by Call From:
Start Time. The data must be entered in the format dd-mm- e B | L | i
yyyy hh:mm:ss. The time criteria are optional, if it is not - “ L
needed, leave the text fields empty. The From field must En o]
indicate an earlier date and time from that which is indicated PRI Shjwin | S
in the To field. Otherwise the error message "Minimal date
L2l Start lime 3l Durabon Calng 'hone LCaled Pons Ditasds

should be less than maximal date" prevents filtering and
searching.

1min 49 52 calert

® The From and To drop down lists offer a search by the Call
Duration, specified by the list of values. The field From must
indicate a shorter duration than the field To. Otherwise the
error message "Minimal duration should be less than
maximal duration" prevents statistics filtering.

® The text fields Calling Phone and Called Phone require the
calling and called party's SIP address, extension number or
PSTN number as search criterion. Wildcard symbols are Tt LI g
allowed here. The SIP-Clipboard buttons at the end of the
lines open a small window where one of the previously
entered 10 SIP addresses can be automatically selected
again.

Fig. 11-161: Call Statistics page

The Call Statistics: Successful Calls, Missed Calls and Unsuccessful Outgoing Calls tables are lists of successful, missed and unsuccessful
incoming and outgoing calls and their parameters (Call Start Time, Call Duration, Call destinations). Each column heading in the tables is a link. By
clicking on the column heading, the table will be sorted by the selected column. Upon sorting (ascending or descending), arrows will be displayed
close to the column heading.

The Details column (available for the administrator) is only present in Successful Calls table and provides the following information:
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e  Brief information about the call quality, voice codec used to receive and transmit packets and the close call reason. The close call reason
appears to provide more information about the call termination reason which can be a network problem, termination by one of the call
parties, voice mail service activation, etc. Clicking on the details information will open the RTP Statistics page where all RTP parameters of
established call are provided.

e Authenticated By information details the callers that passed an authentication on the Quadro as configured in the Local AAA Table.

e Information about FAX statistics for the calls that have a FAX transmission handled. It only appears when there was a FAX transmission
during the call. Clicking on the FAX link in the Details column will move to the FAX Statistics page.

The Call Detail column is present only in the Unsuccessful Calls table and indicates the reason why the call was unsuccessful.
The Filter performs a search procedure by the selected criteria. The search may be done with several criteria at the same time.

The Records per page are used to select the number of displayed statistic records per page. The Previous and Next can be utilized to switch
between these pages.

The Download Call Statistics links are available below for all Call Statistics tables (for administrator's access only) and allows you to download the
displayed call statistics in a text file.

To Enable/Disable the Statistics

1. Enter the Call Statistics Settings page.

2. Select or deselect the Enable Call Reporting checkbox to enable or disable statistics recording.

3.  If enabling the statistics, the maximum number of records to be stored in the statistics table should be selected from the corresponding drop
down lists.

4.  Press Save to apply the new configuration.

To Filter the Statistics

1. Enter the desired criteria fields.
2. Press the Filter button to search the call reports within the Call Statistics table.

Please Note: To return to the complete Statistics Table, clear all search criteria and press Filter.

To Reset the Statistics

1. Pressthe Clear All Records button in the Call Statistics Settings page.
2. Confirm the deletion by clicking on Yes. The call statistics will then be deleted. To abort the deletion and keep the statistics information, click on
No.

RTP Statistics

Administrator’s Menus

Ay
Main Syt Uses  Conbeences  Tobiphony  iloined Uplink. Matwoik Q[:’.\a
T

1
Quadie®d

The RTP Statistics page provides detailed information about the
established call is provided. When Quadro serves as an RTP proxy, RTP Statistics
this page displays two groups (legs) of RTP statistics. For example,
when calling from an IP Phone attached to the Quadro’s IP line to an

Cuality: 1 excelienm)

external SIP destination or from one external SIP destination to Lol P30 HEAG el 7230 SIS0 ol et
another through the Quadro's Auto Attendant. Each group of B e MO
parameters describes characteristics of a piece of RTP stream FoceedPackel Stz 160 | TanemitadPacket Sizw 160

composing an overall SIP session. Normally, one leg describes the RXLostPacksis: o

RTP stream from caller to the Quadro and the other leg describes the e e

RTP stream from Quadro to the destination. [T ——

Quality - estimated call quality, which depends on RTP statistic. e
Below is the legend for Call Quality definitions on the displayed RTP el 192-AGLAS SRLEAN, Rem: £ 130T ALETD, Goult: 1

StatIStICS :‘rm::r‘ el 3 ::“.ml:: 1 Pack ::::I
excellent — RX Lost Packets < 1% & RX Jitter < 20 BocebodPacket See: 150 | Transanited Packed Size: 160
good - RX Lost Packets < 5% & RX Jitter < 80 ::'::I'_‘-“"M “
satisfactory - RX Lost Packets < 10% & RX Jitter < 150 R 7275
bad - RX Lost Packets < 20% & RX Jitter < 200 [ ———
very bad - RX Lost Packets > 20% or RX Jitter > 200 P Dol Pectaasn Cout: 3

Contaurs e Ervtrs Mottis 410

dack | [ Haip

g 007 B Tushons i, LB AR Syt seiarend

Fig. Il-162: RTP Statistics page
The Local and Remote fields indicate the two peers between which the RTP stream is transmitted. The characteristics in the table below describes
to the piece of RTP stream between these peers.

Rx/Tx Codec - codec for received and transmitted RTP stream respectively.

Rx/Tx Packets - number of RTP packets received and transmitted respectively.

Rx/Tx Packet Size - size of RTP packet (payload) received and transmitted respectively.

Rx Lost Packets - number of lost RTP packets for received stream.
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Rx Jitter - inter-arrival jitter is an estimate of the statistical variance of the RTP data packet inter-arrival time, measured in timestamp units.

The inter-arrival jitter is defined to be the mean deviation (smoothed absolute value) of the difference D in packet spacing at the receiver compared
to the sender for a pair of packets. If Si is the RTP timestamp from packet i, and Ri is the time of arrival in RTP timestamp units for packet i, then for
two packets i and j, D may be expressed as:

D(ij) = (Rj - Ri) - (S - Si) = (R] - ) - (Ri - Si)
J(i) = 3(i-1) + (|D(i-1,i)| - I(i-1))/16, where J(i) is Rx Jitter for packet i.
For more details about Jitter calculations, please refer to the RFC1889.

Rx Maximum Delay - maximum variance (absolute value) of actual arrival time of the RTP data packet compared to estimated arrival time,
measured in milliseconds.

If Si is the RTP timestamp from packet i, and Ri is the time of arrival in RTP timestamp units for packet i, then variance for packet i may be
expressed as following: V(i) = |(Ri - R1) - (Si- S1)| = |(Ri- Si) - (R1 - S1)|

Rx Maximum Delay = max V(i) / 8

RX Delay Increase Count — indicates the number of times the delay in jitter buffer is increased during the call.

RX Delay Decrease Count - indicates the number of times the delay in jitter buffer is decreased during the call.

Please Note: RTP Statistics is logged only when at least one of the call endpoints is located on the Quadro. For example, it will not be logged when:
e calls incoming from or addressed to the IP lines or remote extension,

e calls from an external user are routed to another external user through Quadro’s routing rules.
In the first case, RTP statistics will be logged if remote extension or IP line user is calling locally to the Quadro’s extension or auto attendant.

The Configure Call Quality Event Notification link leads to the Configure Call Quality Event Notification page where call quality control
notification specifics can be configured.

From the Configure Call Quality Event Notification page you may configure event notification policy when the call quality is lower than the
allowed level.

This page consists of a Notify checkbox, which enables the call Vi Syem Users Cosences Telephary  baemn gk Netmork (C"_I)‘."f-'sf
quality monitoring mechanism for the corresponding event s
notifications, and a Call Quality less than drop down list where the Configure Call Quality Event Notification

least satisfactory call quality should be selected. When a call with the
quality less than the level selected here is registered on the Quadro,
an event notification will appear. When the Notify checkbox is (e e
disabled, no Call Quality events will occur on the Quadro. — = E—

Please Note: The ways of notification for the Call Quality events

. Fig. 11-163: Configure Call Quality Event Notification page
should be configured from the Events page.

The Configure System Events link leads to the Events page where the methods of notification for each system event can be configured.

FAX Statistics

@‘\ Wi
Maln  System Dsers  Conferences Telrpheny Matesiet Upliink Heswath [ s |

The FAX statistics page is accessed from the Call Statistics page by
clicking on the FAX link in the Details column for the calls that FAX Statistics
contain T.38 FAX transmission.

The FAX statistics page provides information about received and
transmitted packets, lost, bad and duplicated packets. This statistics
refers only to the T.38 FAX transmission. The FAX statistics is not
available for the FAX transmitted with other protocols.

Back | [_Huw

Fig. 11-164: FAX Statistics page

SIP Settings

The SIP Settings provide information on the SIP receive UDP and TCP ports and allows you to select DNS server configurations for SIP and the SIP
timers scheme.
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The UDP Port indicates the SIP UDP (User Datagram Protocol) s T s M s Mg ) R e G T
receive port number. By default 5060 is selected and used. The SIP
UDP port cannot be in the selected RTP/RTCP port range for FXS SIP Settings
and IP lines (see RTP Settings), otherwise the “Mapped port for SIP o pen 055
shouldn’t be in RTP port range” error message appears.

The TCP Port indicates the SIP TCP (Transmission Control Protocol)
receive port number. By default, 5060 is selected and used.

Please Note: Quadro will not use TCP protocol as a transport for SIP
messages if the TCP Port field is left empty. O sosese

The TLS Port indicates the SIP TLS (Transport Layer Security) P ons 2
receive port number. By default, TLS port is not used and is empty
(coded to 0). TLS port number should be different from the TCP Port
number.

The Realm text field requires messaging level information to be
included in SIP messages sent by Quadro. This information might be
used by remote side for authentication purposes.

Sesgion refresh ot | 180 secondis)

Fig. 11-165: SIP Settings page

Enable Session Timer enables advanced mechanisms for connection activity checking. This option allows both user agents and proxies to
determine if the SIP session is still active.

The DNS server for SIP radio button group allows you to choose between regular DNS servers configured in the DNS Settings page and specific
DNS servers for SIP traffic.

e Use default is used to apply regular DNS servers for SIP traffic.

e Specific is used to enable SIP specific DNS servers. For this selection, both primary and secondary SIP DNS servers should be defined in the
SIP DNS 1 and SIP DNS 2 text fields. At the least, a primary DNS server should be inserted.
The SIP Timers radio button group is used to define the timeouts of the SIP messages retransmission.

® RFC 3261 will apply standard SIP timers described in the corresponding specification.

e High availability will apply SIP timers to shorten the call establishment, registration confirmation and registration failure procedures. This
selection provides more firmness to the SIP connection but increases the network traffic on the Quadro.

e Custom allows manually defining the Registration Timeout, Registration Failure Timeout, Transaction Duration and Session refresh
timeout SIP timers (in seconds).

Host aliases for SIP link leads to the page where Quadro's external aliases are listed.

Generate And Install New CA Root Certificate link leads to the page where new CA root certificate may be defined, generated and installed.

Download Current CA Root Certificate link is used to download the actual CA root certificate in a .crt format.

Host aliases for SIP

This page is used to create a list of Quadro's hostnames register e e s el [ @t_‘[_:‘_.-'gi
on remote DNS servers. This list will be used to identify SIP Tnsobadts
packets received from remote servers where Quadro is

registered with different names. Host aliases for SIP

Infey the host name eanfigured in Dynamic DNGS Semings (s suloenateally added 10 s lis)
The Host aliases for SIP page consists of a table where
Quadro's aliases are listed. Add opens the Add Entry page
where a new alias name for Quadro should be defined.

Add Edt Delete Selectoll hverse Selection

O | Quatro7ss

BigQuadro
Have Hatk Help

Conpyright () 2003010 Egngi Technalegies, Lid All gl srimoved

Fig. 11-166: Host aliases for SIP page
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Generate And Install New CA Root Certificate

The Generate and Install New CA Root Certificate page is
used to define, generate and install a new CA root certificate for
SIP TLS traffic. All fields in this page require root certificate
specific information.

The General Certificate and Install button is used to generate
a new CA root certificate based on the defined data and to
install it on the Quadro. Quadro will get rebooted automatically
once the new certificate is installed. You may download the
actual copy of the certificate from SIP_Settings page.

To ensure a secure TLS connection with the Quadro's defined
CA root certificate, both sides should have the same certificate
installed. If the end user is an IP phone, you may activate the
TLS certificate update mechanism from it to obtain the latest
certificate generated by the Quadro. If the end user is a server

Main  System  Users  Telaphony Intesrvet Uplink,

Geonerate And Install New CA Root Certificate for SIP TLS

Countey Mama (7 lsar cods)

Stat o Provinge Mama (Ul nama)

Localiy Hame (e, i)

ral Unil jeg, section)

e (g, Rool CA®
Emal addrss
Valdation period (daysi”

CA B Pastwond”

Confrm Paswon

e

Hetmark

@:‘p_\w

Fusdreezrn

| mee |

or other device, you may download the certificate from the
Quadro and apply it manually on the remote side.

RTP Settings

Fig. 11-167: Generate and Install New CA Root Certificate page

The RTP Settings page allows the administrator to configure the codec’s packet size and silence suppression for each voice codec, to select the
G726 codec standard, to define RTP/RTCP port ranges, etc. All parameters listed on this page may be modified and submitted.

The Codec Properties table lists all codecs with the corresponding packetization interval and information about silence suppression.

Edit opens the Edit RTP Settings page where the codec settings can be modified. To use Edit, only one codec may be selected at a time,
otherwise the “One record should be selected” error message appears.

The Packetization Interval is the time interval between two

RTP packets of the same stream. If the interval is increased, the
overhead is decreased but the voice quality may deteriorate as
a result. If the interval is decreased, the network load is
increased and the delay is reduced.

Silence Suppression disables RTP packet transmission in
case of no voice activity. This feature helps to avoid extra traffic
if the RTP stream contains no voice activity. It is activated after
two seconds of silence and restarted immediately if any audio
appears.

The G.726 Standard radio buttons are used to select between
packaging the G.726 codewords into octets. If you experience
problems with the G.726 voice quality when one of these
packaging is selected, try a different one.

e |f Use ITU_T specification is selected, the ITU 1.366.2
(“AAL2 type 2 service specific convergence sublayer for
narrow-band services”) type packaging of codewords is
used, where packing code words into octets is starting from
the most significant rather than the least significant digit in
the octet.

e |f Use IETF RFC is selected, the IETF RFC (“RTP Profile
for Audio and Video Conferences with Minimal Control”)
type packaging of codewords is used, where packing code

Capar gt () CER20000 i

Maln  System Users  Conferences  Telephony Witerned Uplink Hetwork h
Tousdiass
RTP Settings
Codec Propenies;
Edit
Codacs Pack o Witarval | Sancs
[ | 87110 PCM sudio coding standaed, 8 kHz sample rate, 2 bits, B4 kbits duta rate) [ 20 ms ey
[ | 67113 PCM sudio coding stanased, 8 kM sample rate, 8 bis, 64 kbive data rate) | 30 me vae
0.726-16 (ADPCM speech coding ol 16 kbit's rate) W0ms AL
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RTP/RTCP Port Range:

Fig. 11-168: RTP Settings page

e Min - minimal port has to be higher than 1024 and lower than the maximal port range. Only even numbers are allowed.

e Max - maximal port has to be lower than 65536 and higher than the minimal port range. Only odd numbers are allowed.

Since the specified maximum port has to be higher than the minimum port, the error message “Min port number should be less than max port
number” will appear if this condition is not met. The port range must consist of digits only, otherwise the error “Incorrect Port Range: only Integer
values allowed” will appear. The difference between Max and Min RTP ports should be 100 ports or less (according to the system’s capabilities)
otherwise the corresponding warning appears. RTP/RTCP Port ranges cannot include the defined SIP UDP ports (see SIP_Settings) otherwise an

error message will appear.

Telephone Event Draft Support enables telephony events transmission according to the draft-ietf-avt-rfc2833bis-04. The checkbox needs to be
toggled if the SIP destination party phone or IVR has problems recognizing DTMFs generated by the Quadro.

Enable RTCP Support enables Real Time Control Protocol support and allows for the RTCP packets transmission. RTCP protocol is used for
monitoring the RTP streams and changing RTP characteristics depending on Network conditions.
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The RTP Settings — Edit Entry page offers a drop down list and
a checkbox.

Packetization Interval contains possible values (in
milliseconds) to be configured for the selected codec.

The Enable Silence Suppression checkbox selection enables
voice activity detection for the selected codec.

To Edit Codec Parameters

EC

NAT Traversal Settings

Coyight (2120032008 Eqxgi Tashasdvain, L

©@epysi

TOuwdbds

Main  System Usmrs  Comferences  Telephony  temet Uplnk  Network

RTP Settings - Edit Entry

G711 (POM audio coding standard, 0 khz sample rete, 0 bits, &4 kbi's data rate)
Packirtization Interval(ms) | 20

[#] Eriatte Silence Suppression

[ sae | [ sk [_new ]

Al ights resarrad

Select the codec from the Codecs Table that is to be edited.

Press the Edit button on the RTP Settings page. The Edit Entry page will appear in the browser window.
Change values in Packetization Interval and/or enable/disable Silence Suppression.

To save the codec settings press Save, or to keep the initial data click Back.

Fig. 11-169: RTP Settings - Edit Entry

The NAT Traversal Settings page is divided into separate pages used to configure General NAT settings, SIP NAT parameters, RTP and STUN
parameters for NAT and a page where the NAT Exclusion table may be filled.

The General Settings page consists of a manipulation radio
buttons group to select the mode of the NAT Traversal usage for
the SIP traffic (any incoming and outgoing SIP messages from
and to the Quadro will be routed through the NAT PC).

e Automatic — with this selection, system will analyze the
Quadro’s WAN IP address and if it is in the IP range
specified for local networks (according to RFC), the SIP
traffic will be routed through NAT. Otherwise, if Quadro’s
WAN IP address is outside the specified IP range, no SIP
traffic will be routed through NAT server.

® Force — with this selection, all the SIP traffic will be routed
through the NAT server.

e Disable — with this selection, no SIP traffic will be routed
through the NAT server.

The SIP Parameters page is used to configure NAT specific settings for SIP and offers two independent groups of settings:

UDP Parameters:
Manipulation radio buttons allow you to select the type of
connection over NAT:

Selecting Use STUN will switch to automatic discovery of
Mapped settings for the SIP UDP traffic over NAT. STUN
settings are configured on the STUN parameters page (see
below).

Selecting Use Manual NAT Traversal allows you to manually
define the mapped settings for the SIP UDP traffic over NAT:

Mapped Host requires the IP address of the mapped host for
SIP UDP traffic over NAT.

Man System Users  Confemences  Teleghony  Inbesnet Uplink  Network

©cpysi
Tausdomsts
NAT Traversal Settings

General Senins §P Parameters RTF Paameters STUNParametsrs MAT Bacysion Tatle

AT Traversal for SIP

O Automatie

@ | Foree

O\ visatie

[ save | [ sk ] [ rew |

Fig. 11-170: General NAT traversal page

HAT Traversal Seltings

T T

Fig. 11-171: SIP Parameters page

Mapped Port requires the port number on the mapped host for the SIP UDP traffic over NAT.

TCP/TLS Parameters:

Mapped TCP Host requires the IP address of the mapped host for SIP TCP traffic over NAT.

Mapped TCP Port requires the port number on the mapped host for the SIP TCP traffic over NAT.

Mapped TLS Host requires the IP address of the mapped host for SIP TLS traffic over NAT.

Mapped TLS Port requires the port number on the mapped host for the SIP TLS traffic over NAT.

The RTP Parameters page is used to choose between the STUN and Manual NAT traversal connection for the RTP traffic and to define the

RTP/RTCP ports for the connection over NAT.

Manipulation radio buttons allow you to select the type of connection over NAT:
Selecting Use STUN will switch to automatic discovery of Mapped settings for the RTP UDP traffic over NAT. STUN settings are configured on the

STUN Parameters page (see below).
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SeIeCting Use Manual NAT Traversal allows you to manua”y Man  Systemn Users  Conferences  Teleplony  Wbemel Uplink  Network @.VP\"-J,I[
define the RTP/RTCP port ranges for the RTP traffic over NAT: ausemias
® The Mapped Host text fields require the Mapped Host for NAT Traversal Settings
RTP traffic over NAT. Genersl Setings §IP Parsmelers RIPPaametsrs STUN Parsmetses AT Gucheson Takle
e Mapped RTP/RTCP Port Range: l:m'"" —
e Min - minimal port has to be higher than 1024 and lower
than the maximal port range. Only even numbers are e Jfs )8 ] (imcieeons |
a”oWed i qu-::i.m"ﬂ'!rc" Pord Range.
e Max - maximal port has to be lower than 65536 and wa (5078
higher than the minimal port range. Only odd numbers
are allowed. [ s | Rack | Help |
Please Note: RTP/RTCP Mapped Port ranges should be  [esmmemson e s s
greater than or equal to the RTP/RTCP port ranges defined on Fig. Il-172: RTP Parameters page
the RTP Settings page.
The STUN Parameters page enables automatic NAT T T T T A e v @©@cpygi
configuration through the STUN server and is used to configure N Lo e
the STUN (Simple Traversal of UDP over NAT) client on the NAT Traversal Settings
Quadro. This page requires the following data to be inserted:
sdings SIP Pargmelers BTP Pyramelers STUMParamelers HAT [z
The STUN Server text field requires the STUN server's shunt epgtat.ar
hostname or IP address. The STUN Port text field requires the sty
STUN server port number. Secontary STUN server. [stund ergiab.am
The Secondary STUN Server and Secondary STUN Port text ;c:.:1,.n.,.,,. U Thew ¥
fields respectively require the parameters of the secondary Kaspame et (120 seconats)
STUN server. HAT B chacling ineeval. (300 sacanals)
The Polling Interval drop down list contains the possible time e Mo |
intervals between referrals to the STUN server. conmans 6130033099 Easa Tashzalisan i A b s

Fig. 11-173: STUN Parameters page

The Keep-alive interval text field provides the options to select the time interval (in seconds) for keeping NAT mapping alive. The value should be in

the range of 10 to 300 seconds.

The NAT IP checking interval text field indicates the interval (in seconds) between the NAT IP checking attempts (used to distinguish the possible
NAT IP address changes and to perform registration on the new host). The value should be in the range of 10 to 3600.

The NAT Exclusion Table lists all possible IP ranges that are not included in the NAT process, but may be accessed directly. IP addresses that are
not listed in the NAT Exclusion Table are accessed over NAT. For example, if a Quadro user needs to make SIP calls within the local network as
well as outside of that network, all local IP addresses are required to be excluded from NAT traversal settings by being listed in this table. Otherwise,

a malfunction may occur in SIP operations.

The NAT Exclusion Table page offers the following input
Opt|0nS: Main  Systemn  Users  Conferences  Telephony Inketmet Uplnk. Netwark @L‘P}H]
TOuadrahds
Each record in the table has a corresponding checkbox
assigned to its row. The checkbox is used to delete or to edit NAT Traversal Settings
the corresponding record. Only one record may be edited at a T,
time. An error message will appear if no selection is made or ] ]
more than One |S Selected Add Bt Debete Selectall brverse Selection
P address Sabwwet Mask
Each column heading in the table is a link. By clicking on the 0| 19218800 26525500
column heading, the table will be sorted by the selected column. [ |10000 5000
When sorting (ascending or descending), arrows will be ) |
displayed next to the column heading. T p—
Qcclléiegpens the Add Entry page where a new IP range can be Fig. II-174: NAT Exclusion Table page
The Add Entry page includes the following text fields: Wi syvien Usovs| Coniovences | Telepiwny | iternet Uplak | Nefwark (Cvp\ gi
IP address requires the IP address that is placed behind NAT NATTI I Settings - NAT Exclusion Table - Add Entry
within the local network.
sr3lSemings §IF Paramstars FTP Parsmeles STUMPammaters WAT Exchasion Table
Subnet Mask requires the subnet mask corresponding to the ooy
specified IP address. [ jlee Jlo_Jo_)(mcions]
3 =5 |0 0
Sam ) Crm ]

To Configure the NAT Exclusion Table

Fig. 11-175: NAT Exclusion Table - Add Entry page

1. Pressthe Add button on the NAT Exclusion Table page. The Add Entry page will appear in the browser window.

2.

Specify an IP Address and its Subnet Mask in the corresponding text fields.
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3. Press Save on the Add Entry page to add the selected IP range to the NAT Exclusion Table list.

To Delete an IP Range from the NAT Exclusion Table

1. Select the checkboxes of the corresponding IP range(s) that should to be deleted from the NAT Exclusion Table. Press Select all if all IP
ranges should to be deleted.

2. Press the Delete button on the NAT Exclusion Table page.

3. Confirm the deletion by pressing Yes. The IP range will then be deleted. To abort the deletion and keep the IP range in the list, press No.

Line Settings

The Line Settings are used to configure Quadro FXS and IP Line (if available on the board) settings. The Line Settings page consists of two pages:
Onboard Line Settings page for onboard FXS lines configuration and IP Line Settings for IP Lines configuration.

Onboard Line Settings

The Onboard Line Settings page is used to configure Quadro lines and to define the caller ID detection type, configure remote party disconnect
indication and select the ringer type on each of them. Additionally this page provides an option to enable Loopback diagnostics on the lines.

Administrator’s Menus

The Onboard Line Settings page shows the table Available @ o
Lines where all active lines of Quadro are listed with their Main System Users Conferences  Telephony Internet Uplink Hetwork r‘ep“)gl
Attached Extension. If the line is attached to an extension, the SRR
corresponding extension number is displayed in this column; Line Settings

otherwise “none” is displayed if the extension is not attached to the

line. By clicking on the extension number, the Extensions Onboard Line Settings P Line Seftings

Management — General Settings page will appear, where the line

. . . Available Lines | Attached Extension | Caller ID Ringer Type
attached to the extension can be reconfigured. Additionally, the

. . . . Line 1 101 Standard 2 | Type A
table provides information about the selected Ringer Type and = = anane | e
Line 2 (Hot Desk) Standard 2 | Type A

Caller ID detection method that is configured for the selected line. e —
The caller ID detection method is different for various types of s

phones and can be found in the phone manual.

Please check your pending events!
The Loopback Settings link takes you to the page where lines  |®memicz00s2on o P o
can be configured for loopback diagnostics purposes.

Fig. 11-176: Line Settings Page

When pressing on the line number under the Available Lines column, the Onboard Line Settings page specific for the current line is opened and
offers the following input options:

Main  System  Users  Conforences Talephany InteaTaet Uiplink Notwork

The Caller ID drop down list contains various standards of Caller
ID transmissions. It is used to send the calling party's information

. Line Settings - Line 1
to the phone attached to the selected line:

Caller 10:

e No Caller ID. Standard 2 (FSK. send between first and second ring) i
. . . Remote Party Disconnect Indication:
e FSK, send prior to the first ring. o e R R
e FSK, send between the first and second ring. Susr Fores Dursion
) ) . Ll Enable Power Discennect indication
e FSK, send both prior to a ring and between the first and Disconnect Duration msec
second ring. Ringer Type Type A
® DTMF, send prior to the first ring. ClEnable ofthook Caller ID
. ) Clenatie Hot Desking Capabinty
e DTMF, send between the first and the second ring. -~
® Combined, send both DTMF prior to the first ring and FSK —

between the first and the second rings.

ARt nouris) min

The Quadro sends the current time/date to the called phone &
together with the caller’s information.

Help |

Fig. 11-177: Line Codec and Caller ID Settings page

A group of Remote Party Disconnect Indication parameters are used to configure the private PBX attached to the Quadro FXS port.

e The Enable Busy Tone Indication checkbox enables a busy tone transmission to the FXS port when the remote party being called is
disconnected. The Busy Tone Duration drop down list is used to select the period (in seconds) when a busy tone will be transmitted to the
FXS port.

e The Enable Power Disconnect Indication checkbox enables the power cycling on the FXS line when the remote party being called is
disconnected. Power Disconnect is applied after the busy tone transmission on the FXS line. The Disconnect Duration drop down list is
used to select the period (in milliseconds) when the FXS line power will be down.

The Ringer Type drop down list allows you to select the frequency of the ringer supported by the phone attached to the line. Information can be
found on the phone enclosure or in the phone's manual. Problems with the ringer might occur if the ringer type selected here does not correspond to
the one supported by the phone.
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Please Note: The supported ringer type can be found on the bottom of the phone, in the “Ren:x.xN" value where N is the ringer type supported by
the phone. For example, if N=A, the TypeA ringer type should be selected, if N=B, the TypeB&Z ringer type should be selected.

The Enable off-hook Caller ID checkbox enables Caller ID transmission to the phone in the off-hook state attached to a certain line. Service is
applicable to the phones supporting the Call Waiting Caller ID feature.

The Enable Hot Desking Capability checkbox is used to enable the Hot Desking feature on the corresponding onboard analogue FXS line.

Please Note: When this option is enabled or the analogue FXS lines are attached to the corresponding extension, the caller gets dial tone.
Otherwise there will be no dial tone for FXS lines.

The Hot Desking Automatic Logout section is used to configure Hot Desking functionality expiration on the corresponding FXS line. This may be
useful when someone who logged in to the public phone with the extension attached to this line forgot to log out after using it. With this option
enabled, once the expiration time arrives, the extension will automatically log out from the public phone.

The following options are available:

e Never — the extension will never expire and will remain logged in to the public phone.
e After the defined period of time — requires the period after which the extension will automatically log out from the public phone.
® At the certain moment — requires the moment (hour and minute) when the extension will automatically log out from the public phone.

Information on the Caller ID system:

Caller ID is a service identifying the caller (when performing a call or sending a voice mail) and notifying the called party about the identity of the
caller. The Caller ID service is available only for phones with a display to show that information. Two types of Caller ID notification are available on
Quadro: FSK and DTMF.

FSK Standard

The FSK standard supports caller ID indication either with the phone handset on-hook or if the called party is already busy with another call or
operation (handset is off-hook). For internal calls, caller ID notification in FSK can show up to two lines of identifiable parameters on the called
phone’s display. The first line shows the caller's extension number. The second line shows the caller's nickname (if indicated in the configuration).
For external IP calls, caller ID notification in FSK can also show up to two lines of identifiable parameters on the called phone’s display. The first line
shows the caller’'s user name. The second line shows the caller’s nickname (if indicated in configuration). If the nickname is not available and there is
a display name, provided by the caller party, the second line will display it, otherwise the URL, in the format: username@host will be displayed. For
calls from the PSTN network, the entire caller ID message will be shown.

DTMF Standard

The DTMF standard supports caller ID indication only if the phone handset is on-hook (phone is free and ready to accept calls). This standard also
has caller ID notification conditions but they are non-configurable. Caller ID notification in DTMF can show only one line of identifiable parameters on
the called phone’s display. For internal calls, it is the caller's extension number. For external IP calls, it is the caller's user name. For calls from the
PSTN network, caller ID will only display the caller's phone number.

Please Note: DTMF supports only parameters consisting of digits. If any letter symbol has been used in the external caller user name, DTMF will not
display caller ID.

To Configure the Line Settings

Select the line number that should to be configured from the Active Lines column in the Lines table on the Line Settings page.
Press on the line number link in the Line Settings table. The Line Settings - Line# page will appear in the browser window.

Use the Caller ID drop down list to select the caller ID detection system mode corresponding to the phone type.

Enable the Dialing Prefix With Caller ID checkbox if needed.

Configure the Remote Party Disconnect Indication parameters by selecting the corresponding checkboxes.

Define a Ringer Type from the corresponding drop down list.

Enable Off-hook Caller ID if needed.

Press the Save button on the Line Settings - Line# page to save the caller ID system and other line specific configuration settings.

ONoOGOA~WNE

IP Line Settings

The IP Line Settings page is used to configure IP lines for IP phones to be connected to the Quadro. Quadro provides the options to connect SIP
phones to its LAN side, assign the corresponding IP line to an active extension, and use SIP phones as a simple phone with all telephony services of
the Quadro (for example, call hold, waiting, transfer, etc).

By default, 32 IP Lines are available on the QuadroM32x/8L/12Li and 16 IP Lines are available on the QuadroM26x/26xi. The IP Lines Settings
page displays a table with the available IP lines on the Quadro. Entering the feature key in the Features page can enable more IP lines.

Enable PnP to IP lines checkbox is used to setup the SIP phones connected to the Quadro via Plug and Play automatic configuration service. To
use this service, this checkbox needs to be selected. The SIP phone should be reset then. After a clean boot-up of the SIP phone, Quadro will detect
the SIP phone and all its characteristics, generate the automatic configuration file and will upload it to the SIP phone. The SIP phone will be then
configured on the first available IP line of the Quadro and will become completely functional.

Please Note: The Plug and Play service is only available for the supported SIP phones (see the list below). This service will not work in case the SIP
phone is already manually configured or if it is not reset after enabling the Enable PnP to IP lines checkbox.

Enable Firmware Version Control checkbox is used to control the firmware version running on the SIP Phone attached to the Quadro. This service
also allows you to have the new firmware automatically downloaded and installed on your SIP Phone (in case your SIP phone was running an old
firmware upon connecting to the Quadro or when the Quadro’s firmware has been updated and the compatibility was changed to the higher firmware
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version of the SIP phone). Every new firmware of Quadro is compatible to a certain firmware version of each supported SIP phone. If you are running
older firmware on your SIP phone, this service will automatically download and install the newer firmware on your SIP phone.

Please Note: The Firmware Version Control service is only available for the supported SIP phones (see the list below).

Attention: Do not select this checkbox if you wish to run other firmware version on your SIP phone than the one compatible with the Quadro.

The Configure IP phones from drop down list is used to select the
Quadro's interface where the IP phones are connected. Besides LAN
and WAN, this list also includes all defined VLAN interfaces.

The Phones Default Template drop down list is used to select the
Quadro default template for the IP Phone which will be used if not
selected otherwise on the particular line (see below).

The Manage IP Phones Templates link takes to the Manage IP_Phone
Templates page where custom IP phone templates may be created.

The Upload IP Phones Logo link takes to the |IP_Phones Logo page
where custom logo for the IP phone may be uploaded.

The EXS Gateway Management link takes to the page where Quadro
FXS gateway devices may be defined in order to add additional FXS
lines to the QuadroM IP PBX.

The IP Lines table lists all available IP lines with additional information
about each of them: number of the extension attached to it, information
about the phone type and the configuration details.

Each column heading in the tables is link. By clicking on the column
heading, the table will be sorted by the selected column. When sorting
(ascending or descending), arrows will be displayed next to the column
heading.

The alternating Hide disabled IP lines and Show disabled IP lines
buttons are used to respectively hide or show the IP lines that have not
been activated with a feature key. To enable the lines, install a feature
key from the Features page.

By pressing on the IP line # link in the Available IP Lines column, the
Edit IP Line page specific for the current IP line is opened. This page
offers a group of manipulation radio buttons that allows you to enable
the IP line and to configure it to for use by the SIP phones.

Inactive — this selection disables the corresponding IP line.

SIP Phone - this selection configures the IP line for a SIP phone to be
connected to the Quadro’s LAN.

° Phone Model drop down list is used to select the IP phone
model to be used by the receptionist. The drop down list,
excluding Other selection, enables the MAC address text
fields used to insert the MAC Address of the corresponding
SIP phone. Use Other selection if your SIP phone is not in
this list.

° Line Appearance text field requires a number of
simultaneous calls supported by the SIP phone.

° Username and Password are required for this selection.
They should match on both the Quadro and the SIP phone for
a successful connection. The Password field is checked
against its strength and you may see how strong is your
inserted password right below that field.To achieve the well
protected strong password minimum 8 characters of letters in
upper and lower case, symbols and numbers should be used.
If you are unable to define a strong password, press Choose
Generated Password to use one of system defined strong
passwords.

° Transport drop down list is used to select the SIP protocol
transport layer - UDP, TCP or TLS. For TLS you may activate
the TLS certificate update mechanism from IP Phone to
obtain the latest certificate generated by the Quadro.

T T

Fig. 11-178: IP Line Settings page
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Fig. 11-179: IP Line —Edit page

For automatic SIP phone configuration, the SIP phone should be reset/rebooted. The appropriate configuration will then be automatically

downloaded from Quadro to the SIP Phone.

Please Note: For automatic configuration, some SIP phones may require additional actions to follow the restart. For example, by default the IP
Dialog SIP Tone Il is in a non-auto-provisioning mode, so it should be manually enabled on the phone. Refer to the user's manual of the
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corresponding SIP phone for instructions on performing a factory reset or reboot on any of the supported phones, what additional configurations are
required for a specific SIP phone, and how to manipulate with the GUI.

e The Use Session Timer enables the SIP session timer for the corresponding IP line. This checkbox enables advanced mechanisms for
connection activity checking. This option allows both user agents and proxies to determine if the SIP session is still active.

e The Use Template drop down list is used select a preconfigured custom template for the IP phone. When the “Use default” is selected in this
drop down list, the template selected on the IP Line Settings page will be used (see above).

e The Enable Hot Desking Capability checkbox is used to enable the Hot Desking feature on the corresponding IP line.

e The Hot Desking Automatic Logout section is used to configure Hot Desking functionality expiration on the corresponding IP line. This may
be useful when someone who logged in to the public phone with the extension attached to this line forgot to log out after using it. With this
option enabled, once the expiration time arrives, the extension will automatically log out from the public phone.

The following options are available:

e Never — the extension will never expire and will remain logged in to the public phone.

e After the defined period of time — requires the period after which the extension will automatically log out from the public phone.

® At the certain moment — requires the moment (hour and minute) when the extension will automatically log out from the public phone.
By pressing the Web link in the Details column for each configured SIP phone will lead you to the Web configuration page of the corresponding SIP
phone.

Please Note: This link only works from the LAN side of the Quadro, i.e. when the Quadro’'s GUI is accessed from a PC located in the Quadro’s LAN.
If you wish to connect the SIP phone’s GUI through the WAN, an appropriate Incoming Traffic/Port Forwarding Filtering Rules should be added on
the Quadro.

The Advanced link in the Details column appears for the snom and Aastra IP phones and takes you to the Programmable Keys Configuration page
where programmable keys for the corresponding IP phone can be configured.

The Reboot link in the Details column appears for supported IP phones and is used to remotely initiate a reboot of an IP phone attached to the line.

Supported SIP Phones

Below is the list of IP phones supported by Quadro and officially compatible with it. The Plug-and-Play (PnP) and/or auto configuration feature is
working for all IP phones listed below, while Firmware Version Control (FVC) feature is working only for those phones which have a corresponding
notice.

Administrator’s Menus

snom 190 Polycom SoundPoint IP 601SIP
snom 200 Polycom SoundPoint IP 650SIP
snom 220 Polycom SoundStation IP 5000

snom 300 (also supports FVC)
snom 320 (also supports FVC)
snom 360 (also supports FVC)

Polycom SoundStation IP 6000
Polycom VVX 300/310
Polycom VVX 400/410

®  snom 370 (also supports FVC) e  Polycom VVX 1500

®  snom 710 (also supports FVC) ®  Grandstream BT200

®  snom 720 (also supports FVC) ®  Grandstream GXP1400
®  snom 760 (also supports FVC) ®  Grandstream GXP1405
®  snom 820 (also supports FVC) ®  Grandstream GXP1450
e  snom 821 (also supports FVC) ®  Grandstream GXP2000
®  snom 870 (also supports FVC) ®  Grandstream GXP2100
®  snom MeetingPoint (also supports FVC) ®  Grandstream GXP2110
® snom m9 ®  Grandstream GXP2120
®  Aastra 480i (also supports FVC) e  Grandstream GXP2124
®  Aastra 480iCT ®  Grandstream GXP2200
®  Aastra 9112i (also supports FVC) e  Fanvil C62

®  Aastra 9133i (also supports FVC) ® Linksys SPA921

®  Aastra 9143i(33i)(also supports FVC) ®  Linksys SPA922

®  Aastra 9480i(35i)(also supports FVC) ®  Linksys SPA941

®  Aastra 9480iCT ®  Linksys SPA942

®  Aastra 6751i (also supports FVC) e  Yealink SIP-T20P

®  Aastra 6753i (also supports FVC) e  Yealink SIP-T22P

®  Aastra 6755i (also supports FVC) ®  Yealink SIP-T26P

®  Aastra 6757i (also supports FVC) ®  Yealink SIP-T28P

® Aastra6757iCT ®  Yealink SIP-T32G
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®  Aastra 6730i (also supports FVC)
®  Aastra 6731i (also supports FVC)
®  Aastra 6735i (also supports FVC)
®  Aastra 6737i (also supports FVC)
®  Aastra 6739i (also supports FVC)
e  Polycom SoundPoint IP 300SIP
Polycom SoundPoint IP 330SIP
Polycom SoundPoint IP 331SIP
e  Polycom SoundPoint IP 335SIP
e  Polycom SoundPoint IP 450SIP
e  Polycom SoundPoint IP 501SIP
e  Polycom SoundPoint IP 550SIP

Programmable Keys Configuration

Yealink SIP-T38G
Yealink SIP-T46G
Yealink VP530

Yealink W52P
AudioCodes 310HD
AudioCodes 320HD
Panasonic KX-UT136
Panasonic KX-UT123
Panasonic KX-TGP550T04
Alcatel Temporis IP200
Alcatel Temporis IP600
Alcatel Temporis IP800
Akuvox SP-R53P

The Programmable Keys Configuration page is used to assign a function to the programmable keys of the IP phone. The design of this page

depends on the IP phone model.
Functionality drop down list assigned to each of them.

However, independently on the IP phone model, this page contains

a number of the programmable keys and

The following options are available in the Functionality
drop down list:

(] Watch Ext. # - watch the extension on the
Quadro and a possibility to pickup the call
addressed to that extension.

° Park Answer Ext # (on the phone can be visible
as PkA Ext. #, PrkA Ext. #, PrkAn Ext. # or
PrkAns Ext. #) - watch the calls parked to the
corresponding extensions and a possibility to

retrieve the calls parked to that extension.
This list also contains a number of PBX services available
on the Quadro and accessible with the * key combination

Procanfiqured %

] Preconhgured %

Wain Systemn Usets  Conferonces  Telephony  leet Uplnk hietwork

Progr Keys € =IP Line 7

Wy Fictionaity Koy Fuctionany

1 Watch Ext 11105 1 Fraco d >
Waich Ext 1 d ™

1 Walch Ext 12 I

4 Waich Ext 13 d =
Waich Ext 11135 » 1 od

u Walch Ex 11781 % d »

9 Precanfqured
S | [ Dack

(see Quadro's Feature Codes). When configured from this  Jewm

111 0032000 [

athbalid

L. Al rights rataresd

(Cvpl\'_ul

Tauiiromas

Heln

page, the key combinations become transparent for the IP
phones too.

Fig. 11-180: Programmable Keys Configuration page (the preview is individual for different IP phone model)

®  Vmail - accesses the voice mailbox of the extension to which the receptionist IP line is attached to.

AutoReDI - auto redials the last dialed call.

CallBack - calls back to the last caller.

Linelnfo - gets the IP line information from the Quadro.
CallBIk - blocks the last caller.

those groups. For details on ACD functionality, see ACD Management.

DND - enables the Do Not Disturb service on the extension to which the receptionist IP line is attached to.
CallFwd - accessed Forwarding Management of the extension to which the receptionist IP line is attached to.

Record — records the call (in case if the manual call recording is allowed for the call, configured from Call Recording Settings).
ACD Login/Logout — allows the corresponding ACD agent to login to all groups it is involved in, if previously logged in, to log out from

Please Note: When saving changes on this page, the system asks for a confirmation to remotely reboot the IP phone. It is recommended to reboot

the IP phone after configuration changes on this page in order to make the new configuration effective on the IP phone.

Manage IP Phone Templates

The Manage IP Phone Templates page is used to create custom templates for the IP Phones. The templates contain a set of configuration settings
that are uploaded to the IP phone once it is registered on the Quadro. With the custom templates the most popular configuration settings may be
adjusted accordingly. The saved custom templates can be then configured from the Edit IP Line Settings page to be used on the particular IP

phone.
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The Manage IP Phone Templates page consists of a table

where the available IP phone templates are listed. The Main  System  Users  Telophomy oot Uplink Hetwoark @L‘I3}‘Hi
systemdefault template in this table indicates the Quadro
default template for all IP phones. This template cannot be Manage IF Phone Templates

edited or deleted.

it configur ation template

Add opens the Add Entry page where an IP phone
template can be created.

The Add Entry page includes the following text fields:
o Template Name text field indicates the name of the
template. This name will be visible in the Edit IP Line
Settings page when defining the template for the IP

1 | Tempiate omes Template for ofce IF phones

phone.
e Description text field requires optional information [ Bacx ) [Hee 1
about the template. o g o e e et L1t A1 gt sesanea |
Edit opens the Manage IP Phone Templates - Edit Entry Fig. II-181: Manage IP Phone Templates page
page where the selected template’s settings can be
adjusted.
The Manag_e IP_ Phone T_emplates - Edit Entry page Main System Users Telephony Internet Uplink Network @E‘p},’gl
allows configuration of multiple IP phones. The IP phones quadio
templates help you manage the settings for group of IP
phones, which saves your time and ensures consistency. Manage IP Phone Templates - Add Entry
This page allows you to adjust the IP phone’s template Template Name [Terplate Ofice
general settings and define options for advanced Description Tarmplate for office IP phones
configuration of the IP phones models, which can be
common for group of IP phones.
Please checkyour pending events!
opyri - pygi Technologies, Ti resene
The subpages for each supported IP phone model allows | """ @072 Eal Tasnsioalas Lis, Al nahts szenved

you to define a set of extensions mapped to keys on IP Fig. Il-182: Manage IP Phone Templates — Add Entry
phones (see Programmable Keys Configuration).

For Aastra models the General Settings page contains the following components:

° Local Dial Plan — indicates the number and pattern of digits dialed by the user in order to reach a particular destination.

° Send Dial Plan Terminator — is used to switch a dial plan terminator or timeout. When the IP phone is configured to use a dial plan
terminator (such as the pound sign (#)), the phone waits for 4 or 5 seconds after the handset is picked up or a key is pressed to place a
call.

Play a Ring Splash - is used to switch a "call waiting tone" when there is an incoming call on the BLF (Busy Lamp Field) monitored extension. If the
host tone is idle, the tone plays a "ring splash".

For snom models the General Settings page contains the following components:

° Dial-Plan String — indicates a dial plan string used to match dialed digits from the handset to the certain actions, e.g. dialing.

Dialog-Info Call Pickup - is used to switch a subscription to the status information of SIP URLs mapped as “Destination/Extension” on the
programmable keys.

° Transfer on Onhook - is used to switch the call transfer when the handset is placed on hook.

° Call join on Xfer (2 calls) - when this option is enabled, you will connect the newly arrived incoming call to the call on hold by pressing
Xfer button. When this option is disabled and you press the Xfer button, you will have an option to choose the call on hold to transfer the
newly arrived incoming call to, or to dial a new destination manually.

. Message LED for Dialog State/Missed Calls — when this option is enabled, the phone will indicate missed calls and changing dialog
states using the message LED.

. Dialtone during Hold - when this option is enabled and the call is held the caller gets dial tone. Otherwise there will be no dial tone after
pressing Hold.

. Do not Disturb — this selection allows you to manipulate with the IP phone DND service. When the *72 is selected from this list, the DND
service of the IP Phone and the DND service of the Quadro for the corresponding extension will be activated when enabling the DND
service from IP Phone. This option is recommended. When keyeventF_DND is selected only DND service of the phone will be activated
when enabling the DND.

° Record Missed Calls — when this option is selected, the information about the missed calls will be displayed on the IP Phone.

Any parameters not listed above or parameters defined in this page for other IP phone models can be found in the user's manual of the
corresponding IP phone.
Please Note: Save changes before moving among the configuration pages.
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IP Phones Logo

The IP Phones Logo page is used to upload a custom logo for
the IP Phones. This page contains only those IP phones for which
Quadro supports the custom logo upload. The uploaded custom
logo will be visible on the display of the IP phone.

The Enable checkbox is used to enable the custom logo for the
selected IP phone model(s).

The Browse button opens the file-chooser to select the custom
logo file.

FXS Gateway Management

The Quadro FXS Gateway is an analogue Gateway that allows
connecting analogue phones to a VolP network. The device can
be used with QuadroM IP PBXs to emulate additional FXS ports.
Both QuadroM IP PBX and the FXS Gateway should be located
in the same network. QuadroM IP PBX is connected to the
Quadro FXS gateway through its MAC address.

The FXS Gateway Management page is used to define Quadro
FXS Gateway devices in your network that can serve as FXS
expansion modules for your QuadroM IP PBX. Additional FXS
lines provided by the FXS Gateway can be connected to the IP
lines on the QuadroM IP PBX.

Add functional button opens FXS Gateway Management
Wizard where new FXS Gateway should be defined.

The FXS Gateway Configuration Wizard - FXS Gateway
Model page contains following components:

° The FXS Gateway Model drop down list is used to
select the FXS Gateway model to be used as an FXS
expansion device.

. The MAC Address text fields require the MAC Address
of the FXS Gateway. Based on the selected FXS
Gateway model and the inserted MAC Address, the
FXS Gateway can be automatically configured by
simple reset/reboot.

° The Description text field requires the description of
the FXS Gateway to be configured.
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Fig. 11-183: IP Phones Logo
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Fig. 11-184: FXS Gateway Management page
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Fig. 11-185: FXS Gateway Management Wizard — page 1
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The next page of the wizard is FXS Gateway Configuration TGusiisarira
Wizard - FXS Gateway Lines. This page displays a list of FXS
lines provided by the FXS Gateway and is used to assign each
FXS line to an IP line on the QuadroM IP PBX. System will
automatically assign the provided FXS lines to the first available
IP lines on the QuadroM IP PBX. You may adjust the e e SR
configuration from this page. e

FXS Gateway Configuration Wizard

FX8 Gateway Lines - Add Entry

Descriphun GundroFHS16

Please Note: The FXS lines can be assigned only to inactive IP s Mg
lines on the QuadroM IP PBX. If there are no enough free IP lines bt sl
available on the QuadroM IP PBX, you should first deactivate the i .
IP line from the [P_Line Settings page to use it in the FXS P Line 3{23) Une 3

 Lina 10{24) Line 4
Line &
Line &
Line 7
Line #

Gateway Configuration Wizard.

The next page of the wizard is FXS Gateway Configuration

Wizard - Summary where the configured settings should be Lo 10
verified. o

Line 13
Once FXS Gateway Configuration Wizard terminates, a new e

Line 16

entry is added to the table and the corresponding FXS Gateway's
configuration gets updated according to the settings defined in
the wizard, i.e. corresponding routing rules will be added to the
Call Routing table of the FXS Gateway. If you need to reboot the | (iErssous. ] | tia | =N | i |
FXS gateway, use the Reboot functional button in the FXS
Gateway Management page.

1+ wia net attached

Capyright (£} 2003 3040 Eptl Tachnalogins, Lij, &4 sghie resarved

Fig. 11-186: FXS Gateway Management Wizard — page 2

Loopback Settings

The FXS Lines Loopback Settings page is used to configure the lines for voice loopback diagnostics. When loopback is enabled on the line, any
incoming calls to the corresponding line will automatically pick up on the first ring and any voice towards the line will automatically be sent back to the
caller (the caller will hear themselves in the handset). Loopback Timeout provides the option of limiting the voice loopback diagnostics duration, i.e.
the caller will be disconnected from the Quadro when the Loopback Timeout expires.

The FXS Lines Loopback Settings page shows the only table where all FXS lines of the Quadro are listed. On this page, the loopback diagnostics
may be enabled/disabled and the Loopback Timeout can be adjusted for FXS lines.

The FXS Lines Loopback table lists all the FXS lines on the
Quadro along with their loopback parameters (Loopback State T e s e T @ cpysi
and Loopback Timeout). Tubaass

FXS Lines Loopback Settings
The Edit functional link leads to the FXS Lines Loopback

Bl Emablo Disabie Looghock Salect 8 s se Seloctio

Settings - Edit Entry page where Loopback Timeout (in Lin basue Losploach State Losgbush Tnect
seconds) may be configured for one or more selected FXS 0 [uine o m
line(s). 0 [unez o "

[ mack ] (e ]
The Enable/Disable Loopback functional link is used to e B i s et
enable/disable the Loopback service on the selected FXS line(s). Fig. 11-187: IP Line Settings —Loopback page

Hot Desking

If Quadro has limited number of analogue and IP phones connected and much more users wishing to make and receive calls through the Quadro,
some of the connected phones can be announced as public. Public phones have no static owners; they are just connected to the analogue or IP
lines. Each user that accesses the public phone should first login with the previously created virtual extension and the corresponding password in
order to make the phone assigned to the certain extension. From that point forward and unless the user with log off the phone, he may place and
receive calls and use all the supplementary PBX services of the Quadro.

The Hot Desking feature is used to organize the user login/logout on the public phones. Each user should have a virtual extension configured in the
Extensions Management table. The virtual extensions can be configured as needed to use all the available supplementary PBX features when the
user will log in from the phone with that extension. The Hot Desking option should be enabled on the corresponding analogue or IP lines from the
Line Settings or IP Line Settings page accordingly.

To login to the phone, use the 00@ feature code (for more details see Feature Codes chapter). You will be prompted for the extension and the
password. When you login to the phone with your extension, the phone becomes a fully featured phone connected to the Quadro. You may place
and received calls with the SIP address configured in the Extensions Management page, use Voice Mail services, etc. When you have finished using
the phone, logout with the 00@ feature code. From that moment forward, your extension becomes again virtual and is not connected to any
analogue or IP line but it still can handle calls (using Call Forwarding, Many Extension Ringing, Hunt Grouping, etc. services) and voice mails
according to the supplementary service configured on that virtual extension. The phone becomes no more assigned to your extension and is now
available for other users to login and use it.
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FXO Settings
The FXO Settings are used to configure the FXO support that allows Quadro to connect to other PBXs or analog telephone lines.

The QuadroM8L/26x has 8 FXO lines. For QuadroM32x/8L/26x/12Li/26xi the shared FXO lines are displayed in this page, if available. The shared
FXO lines can be edited from FXO setting page. Any changes applied in that page will be automatically reflected on the FXO gateway(s) that share
its FXO lines.

The FXO Settings allows you to limit incoming or outgoing calls for the selected FXO line if required. Depending on configuration of the FXO
gateways, multiple shared FXO ports from one or more FXO gateways may be available on the QuadroM IP PBXs, thus giving you the option to use
them simultaneously.

The administrator may assign a default recipient for each FXO line where calls from the Central Office (PSTN) will be routed. The assigned recipients
become the Quadro “default users”. If the Quadro Auto Attendant has been selected as a “default user”, a caller from the PSTN needs to go through
the attendant menu to reach the desired extension.

If the FXO service is disabled, the Allowed Call Type, Route Incoming Call to and PSTN number columns are set to “N/A”.

Clicking on the FXO line number will open the FXO Settings

- FXO# page where the FXO line settings may be modified. s i e T s T b T T e epyg
The FXO Settings - FXO# page consists of the following st
components:

FXO Settings

The Enable FXO checkbox selection activates FXO support
for the selected FXO line.

PR Lirses Eitabbes] | Allowid ©all Typs Flsabe i ol te | PSTH Moy

The Allowed Call Type is used to choose the allowed call
directions for the corresponding FXO line. The administrator
may choose between:

e Enabling incoming calls (prohibiting outgoing calls) for
the selected FXO line.

Dack Help

e Enabling outgoing calls (prohibiting incoming calls) for
the selected FXO line.

e Enabling both incoming and outgoing calls for the Fig. I1-188: FXO Setiings page
selected FXO line.
The Route incoming FXO Call to manipulation radio T T e L e | @ecpysi
buttons group allows you to define the destination where T
incoming calls addressed to the corresponding FXO line will FXO Settings - FXO 1@172.30.215.250:5060
be forwarded to. ElEnable FX0
Allowad Cab Type Both incaming and autgoing calls ¥
e Extension — this selection allows you to choose the ® eunsion | [17 2
local PBX user or auto attendant extension to forward st incoming i e [
calls. If an inactive extension is chosen from this list, the
voice mail system will answer the call addressed to the FET Mt zanis
corresponding FXO line. If the Auto Attendant extension Sove Bk T
is chosen, it will become the “default user” for the femsmiemosoms s oo s o o

corresponding FXO line on the Quadro. Fig 1-189 FXO Line Setings page

® Routing - this selection allows you to forward the incoming calls to the destination defined through Call Routing. This selection requires you to
enter a routing pattern to the corresponding field. Based on the registered PSTN users, the caller will be able to reach the destination according
to configurations in Call Routing Table.
By choosing a destination, the Quadro administrator virtually assigns a default number that will start ringing when a call is initiated to the Quadro’s
PSTN number.

The PSTN Number text field allows you to enter the PSTN number that the current FXO line is attached to. The field value is optional and used as
an identification parameter for FXO lines. The field value can be left empty.

Alternative AC Termination Mode appears if the local country (Germany, Israel, France, etc.) selected for Quadro has two COs that use different
types of AC termination. Contact your CO to learn about your AC termination mode. Selecting the checkbox may help if the voice quality over FXO is
poor or an echo is noticed.

To modify the FXO Settings

1. Select the FXO line number from the FXO Settings table. The FXO Settings -FXO# will appear where the line settings may be modified.
2. Enable the FXO line to receive calls from the PSTN. To reject calls from/to the PSTN, deselect the Enable FXO checkbox.

3. If FXO has been enabled, select the Call Type from the Allowed Call Type drop down list and the extension from the Route FXO Call to
drop down list to route the FXO calls correspondingly.

Insert a PSTN number in the same named text field to identify the FXO line.

Enable Alternative AC Termination Mode if this is a requirement of your CO.

Press Save to submit the FXO line settings.

o g~
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E1/T1 Settings

The E1/T1 service allows Quadro to be connected to a PBX or to a CO (Central Office) via E1/T1 lines, using E1/T1 CAS/CCS signaling. Quadro
may act as a user or as network. If connected to a private PBX, the Quadro should be configured in the network mode. If an E1/T1 trunk from the

CO is connected to the Quadro, it should be configured as a user.

Please Note: E1/T1 service is available only for QuadroM32x.

The QuadroM32x has one E1/T1 trunk available. The QuadroM32x has no own ISDN trunks and FXO lines, only shared ISDN trunks and FXO lines
are displayed in this page, if available. The shared trunks/lines can be edited from this page. Any changes applied in this page will be automatically
reflected on the ISDN/FXO gateway(s) that share its ISDN trunks and FXO lines.

The E1/T1 Trunk Settings page is used to configure the E1/T1 trunk and the timeslots settings. The page consists of the following components:

The Trunk Settings table lists the available E1/T1 trunks on the
Quadro and their settings (Trunk name, EL/T1 mode, interface,
signaling types). Clicking on the trunk will open its Signaling
Settings page (Trunk CAS Signaling Settings or Trunk CCS
Signaling Settings page depending on the selected signaling type)
while selecting the corresponding trunk’s checkbox and pressing
Edit will open the Trunk — Edit Entry page. E1/T1 Stats link is
displayed for every active trunk on the board and refers to the page
where E1/T1 trunk and traffic statistics can be viewed.

Start and Stop functional links are used to start/shutdown the
selected E1/T1 trunk(s). When E1/T1 trunk is shutdown state, no
E1/T1 calls could be placed and received.

The Trunk — Edit Entry page consists of the following components:

The Interface Type drop down list gives an option to choose
between E1/T1 User and Network interface configuration.

The Signaling Type drop down list allows selection of CAS
(Channel Associated Signaling) or CCS (Common Channel
Signaling) signaling types. The same timeslot is used both for voice
and data transmission in case of CAS signaling. In the case of CCS
signaling a single timeslot is used for signaling data transmission on
the entire trunk. All other timeslots are used for voice transmission.

The E1 and T1 radio buttons are used to select between E1 and T1
modes. The T1 mode enables 24 timeslots, and the E1 mode
enables 32 timeslots to be used. The selection of E1 or T1 enables
the Line Code, Frame mode, Line Build Out, Coding Type,
LoopBackMode and Clock Mode settings. These settings are
configured to match the E1/T1 settings from the service provider.

Attention: See the Call Routing chapter to ensure that
modifications to the E1/T1 trunk settings do not lead to broken
routes in the Local Call Routing Table.
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Fig. 11-190: E1/T1 Settings page
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The Trunk CAS Signaling Settings page lists the available
timeslots of the trunk with CAS signaling and their settings.

The Incoming Interdigit Service link leads to the page where the dial
plan for incoming E1/T1 calls from CO/PBX to the Quadro can be
configured.

Incoming Digits Timeout text field requires a value between 0 and
20000 (in milliseconds) and is used to define the timeout during
which incoming digits from the destination party calling Quadro will
be collected before being applied as an incoming called number.

Signaling Standard drop down list is available only in E1 mode
and is used to select the connection signaling standard.

Force Update functional button is used to apply immediately the
new settings on the selected timeslot(s). This will force the
timeslot(s) to be restarted and any active connection on the
selected timeslot(s) will be interrupted.

Enable/Disable functional buttons are used to enable/disable the
selected timeslot(s).

Select one or more timeslots and click on Edit to open the CAS
Signaling Wizard that guides through the key configuration
parameters specific to the timeslot.
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Fig. 11-192: Trunk CAS Signaling Settings page

The CAS Signaling Wizard offers a possibility to configure the selected timeslot(s) and provides a variable group of parameters depending on the

E1/T1 trunk configuration.

CAS Signaling Wizard — Page 1 allows to configure signaling type
settings and consists of following components:

Allowed Call Type is used to select the allowed call directions:
incoming, outgoing or both.

Signaling Type allows selecting the CAS signaling type.

Please Note: R2 signaling (compelled and non-compelled) can be
used with an E1 interface both in User and Network modes.
Quadro with E1 interface in the CAS mode detects the busy tone
only in case of R2 compelled and non-compelled (both with and
without ANI) signaling types.

Force Update Timeslots checkbox can be optionally selected in
order to apply new settings immediately. This will force the
timeslot(s) to be restarted and any active connection on the
selected timeslot(s) will be interrupted.

Please Note: Quadro does not support the Forward Digit selected
on the CO when acting in the User mode with CAS Loop Start
signaling type.

Get PSTN/PBX Error Message checkbox enables notification
message in case of outgoing calls to unreachable, incorrect or non
existent destination.
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Fig. 11-193: CAS Signaling Wizard — Page 1

When Generate Progress Tone to PSTN/PBX checkbox is selected, Quadro generates ring tones to incoming callers during E1/T1 call dialing. This

feature is mainly applicable to 2-stage dialing mode.

Enable Echo Cancellation checkbox enables the echo cancellation mechanism on the selected timeslot(s).

When Alternative Disconnection Mode checkbox is selected, the Quadro will play a busy tone towards the PBX/CO if the call has been failed. After
60 second timeout, the Quadro will disconnect the call from PBX/CO and will stop playing the busy tone.
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Voice Establishment Procedure manipulation radio buttons group is used to select a method of voice establishment on the trunk:

e  On call acceptance — with this selection, voice will be established after call is being accepted.

e  On channel selection - with this selection, call will be accepted during channel selection. This selection is not allowed for R2 signaling.

e  On call ringing - with this selection, voice will be established after call is being ringing. Selection enables Generate Progress Tone
checkbox which is used to enable the progress tone generation upon voice establishment.

CAS Signaling Wizard - Page 2 appears if the Signaling Type on
the previous page is set to any of the E&M types or to R2 DTMF.
The page provides the possibility of enabling the DID Service on
the timeslot(s) and contains the following component:

The Enable DID Service checkbox is used to enable/disable DID
(Direct Inward Dialing) service for the selected timeslot(s).

CAS Signaling Wizard — Page 3 allows to set the destination for
incoming calls to be routed to and to enable Cut Through and
Automat Ringing Down services for signaling different from R2
(all types).

Route Incoming Call to drop down appears when Both incoming
and outgoing calls or Incoming calls only is selected from the
Allowed Call Type list and allows selecting the destination where
incoming calls should be routed. The list contains all extensions of
the Quadro, Attendant and Routing agent. The routing agent gives
two kinds of call routing possibilities in user mode and one in
network mode. Choosing the Routing selection (available in User
mode only) will request the caller to pass the authentication (if
enabled) and will invite the caller to dial the destination number to
connect the user within the Quadro Network. Choosing the
Routing with inbound destination number selection will
automatically use the initially dialed number to connect the
destination without any additional dialing.

When DID service is enabled (in User mode only), incoming calls
can be only routed to the Routing agent with simple Routing and
Routing with inbound destination number call routing
possibilities.

Man System Users  Cometences  Telephony  fcoel Uplnk Hetwork @ cpysl
Touasmss
CAS Signaling Wizard
DID Service Settings
Selected Timesiots. 1
] Enatis IO Service
| [ Fuwwes | | et ) | [ | T |
o PSSO 008 Ept Tasrtoging, S14, A1 g desmeved

Fig. 11-194: CAS Signaling Wizard — Page 2
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Fig. 11-195: CAS Signaling Wizard — Page 3

Attention: When Quadro acts in the Network mode with the Attendant as a destination to route the incoming calls, digit forwarding should be
disabled on the PBX side. Otherwise, incoming digits may be mistaken as special calling codes on the Quadro’s Attendant.

Cut Through checkbox is available when signaling selected from the Signaling Type drop down list on the CAS Signaling Wizard — Page 2 is
different from R2 (all types) and is used to reconnect the call (terminated by some reason, e.g. user error, network problems, etc.) by going on-hook
and off-hook again even if the call partner is off-hook and not involved in the call.
Automat Ringing Down checkbox is available when signaling selected from the Signaling Type drop down list on the CAS Signaling Wizard —
Page 2 is different from R2 (all types) and allows an E1/T1 device connected to the Quadro to establish a hot-line call (automatic call without any

digits dialed).

Pass Through Pound Sign (#) checkbox is only available when signaling selected from the Signaling Type drop down list on the CAS Signaling
Wizard — Page 2 is different from E&M FGD or R2 (except for R2-DTMF). When this checkbox is selected, the pound sign (#) detected in the dialed
number will be passed through and will be considered as a part of the dialed number. When this checkbox is not selected, the detected pound sign

(#) will be considered as a call acceleration digit.
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CAS Signaling Wizard — Page 4 appears only in E1 User Man Sysem Users  Comferences  Tolephery  WiemetUplek  Network @cpysi
mode when signaling selected from Signaling Type drop T
down list on the CAS Signaling Wizard — Page 2 is R2 (all GAS Signaling Wizard

types) and is used to configure country settings. Page

consists of the following components: Country Serings

Country drop down list is used to set the location where Solocton Tinesicts: 1

Quadro is located to support the correct functionality of R2 Gountry Bl C

signaling. For countries absent in this list, use ITU selection. P15 Datautt Country Setings

Use Default Country Settings checkbox restores default
advanced settings for the selected country. When this
checkbox is not selected, next page will provide a possibility
to manually configure advanced country settings.

| [[Previous | [ hen ] | [Ccancal | [ [Hem ]

Cappaghecty 2002008 Erral Testimaloging, L1G Al Aghs s

Fig. 11-196: CAS Signaling Wizard — Page 4

CAS Signaling Wizard — Page 5 appears only in E1 User mode when signaling selected from Signaling Type drop down list on the CAS Signaling
Wizard — Page 2 is R2 (all types) and when Use Default Country Settings checkbox is not selected on the previous page. This page is used to
configure advanced country settings. Page consists of the following components:

ANI Category drop down list appears only when R2 signaling selected from Signaling Type drop down list on the CAS Signaling Wizard - Page 2
is different from R2 DTMF is used to select the calling party priority depending on the call originator’s location specifics.

ANI Request Transmit and ANI Request Receive drop down lists allow you to select the Caller ID request R2 tones for transmit and receive.

Seize ACknOWIedge Timeout text field is used to define a Main  System  Users  Conferences  Telephony iternet Uplek Network (’cvp\:}p]
timeout (in a range from 2 to 2000 milliseconds) between Taustng
incoming seize signal and the corresponding feedback. CAS Signaling Wizard

Answer Guard Timeout text field is used to define a wait
timeout (in a range from 0 to 1000 milliseconds) Group-B Advanced Country Settings
Answer Signal and Line Answer.

Selected Timesiots: 1

Release Guard Timeout text field is used to define an idle

timeout (in a range from 0 to 120000 milliseconds) between Counby: orad
the disconnect signal receipt and call disconnection. AN Catagory 18
AN Regues] Transmil Ab

Dialing Delay Timeout text field is used to define a timeout

(in a range from O to 2000 milliseconds) before injecting MRemestfuree: (25 8

dialed digits. Timeout specially refers to R2 DTMF signaling. Selee Acinowiedge Timeou |2 (2-2000) mase
Incoming DNIS Size text field indicates the number of AwerGuag Tt 150 | (0.1000) mese
received digits _(|n arange from 0 to 255) requwe(_j to es_tabllsh Resase Cusrd Timeon [5000 ] {0.120000) mse
a call. When field has 0 value, system uses either timeout

defined in the Incoming digits timeout field or the End of fneareing ONES Siee . (035
Address messages to establish a call. Independent on the UruEsdRBCD o o 1o |
value in this field, the message End of Address always ImenABED o o [l e
causes the call establishment. EEa s (115

Unused A:B:C:D text fields require to configure unused C Elconeca

and D bits of EL/T1 CAS signaling (A and B bits are [ At Timslot Blosking

predefined). Fields may have either O or 1 values. PR

Invert A:B:C:D text fields are used to invert the ABCD status ® ensore Tansrancewsesiost [57 B
bits in time-slot 16 before TX and after RX. If bit is set to 1, Recelve Answer Sgnat

the router inverts it before transmission and after the receipt. TomsrBusy Sgeat. (BT
End of DNIS (I-15) checkbox is used to enable End of DNIS Facoles Busy Signit
service. O PurtatErtin | fyansmit nswer Signat
Collect Call checkbox is only available when Brazil is el e S0l
selected in the Country drop down list on the previous page O Disable Amswer Signat

of the wizard and when the PBX attached to the Quadro
supports this feature. When this checkbox is selected and in
case of incoming calls, always the called destination will pay | [(Preveus | | [Chen | [Ccenea ) T
for the call. Option is particularly applicable when calling from
the mobile phone. Checkbox should be selected when the | @ @ o s st Al
appropriate feature is enabled on the PBX. Fig. 1-197: CAS Signaling Wizard — Page 5

The Allow Timeslot Blocking checkbox indicates whether the system should use blocked timeslots to make outgoing PSTN calls. If this checkbox
is selected, the system will NOT use timeslots blocked by the carrier. If the checkbox is clear, the system will try to unblock the timeslots and will
make outgoing calls if succeeded.
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Group B Support manipulation radio button group is present only when R2 signaling selected from Signaling Type drop down list on the previous
page is different from R2 DTMF and is used to enable/disable the Group B Support. The Group B Support manipulation radio button group offers
following selections:

Enable — this selection enables Group B Support
both for answer and busy recognitions of transmit
and receive signals. This selection requires you to
define transmit and receive signals. The Transmit
Answer Signal and Transmit Busy Signal
parameters are defined from the drop down lists on
this page. When transmit signals are selected,
press Next on this page to access the R2 Receive
Signal Settings page where Receive Answer
Signal and Receive Busy Signal should be
defined. Use the checkboxes to select the Receive
Answer Signal and Receive Busy Signal values.
Multiple values are allowed for each signal.

Please Note: Warning appears if you have
selected the same signal type both for receive
answer and receive busy recognitions.

Partial Enable — selection partially enables Group
B Support with for answer recognition only. This
selection requires you to define transmit and
receive signals. The Transmit Answer Signal
parameter is defined from the drop down list on this
page. When transmit signal is selected, press Next
on this page to access the R2 Receive Signal
Settings page where Receive Answer Signal
should be defined. Use the checkboxes to select
the Receive Answer Signal value. Multiple values
are allowed for each signal.

Disable — selection disables Group B Support and
requires defining the Answer Signal parameter.

Mall Systen Usés

Conferences  Tebophony

CAS Signaling Wizard

teanet Uplink

@ L‘I}}.‘ﬂ
E

Metwiork 4
Gusdrobsss

RZ Recsive Signal Ssmings
Solictid Timpslats: §
Recete Answer Sinal  Recedve Busy Sianal
[l Enatae 81 [l Enatae 81
[ Enatse 62 [l enatse 62
Clenatse 83 Clenatse 83
Llenatee 84 Llenatte 04
Llenatte 65 Llenatte 65
Clenatee 86 Clenatie 86
[l Enatss a7 [Clenatse 67
[ Enatss Ge [enatss fn
Clenatse 69 Clenatse oo
Llenatee 810 Llenate 810
Cenatte 811 Llenatte 811
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[ Enatss 513 [Enatss 613
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Clenatee 815 Llenatee 815
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Fig. 11-198: CAS Signaling Wizard — Receive Signal Settings page

The Trunk CCS Signaling Settings page allows configuring CCS signaling settings and gives a possibility to select timeslots for signaling data
transfer/receive and voice transfer. The page consists of the following components:
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The Non Automat checkbox switches to non-automatic

Terminal Endpoint Identifier (TEI) searching and enables e et e et et i D @pm-gi
the TEI Address text field that requires a TEI number (digit auasiom
values from 0 to 63) for connection establishment between Trunk 1 - E1 - Signaling Type CCS

CO and E1/T1 client. In automatic mode, an E1/T1

connection will be established on the first available TEI, I nan Avtomat

while in non-automatic mode a specific TEI may be TE| Address(0,63) 0

reserved for the connection. In this case both call partners SAPIValus

need to specify the same TEI in their settings.

[E] anternative Discannection Mode

ISOM L2 Timers

The SAPI Value text field requires an additional Service
Access Point Identifier (SAPI) value (digit values from 1 to
62) that is used to support additional interface between
ISDN Layer 2 and Layer 3. Leaving this field empty (default

Excossive Ack Delay T200 4000

Idie Timer T203 12000

TSOM LI Timer s

value), only Call Control and Layer 2 management Te0x Timer oo
procedures will be activated. Ta08 Timer e
T210 Timer 80000
When Alternative Disconnection Mode checkbox is not No Answer Disconnect Timer o
selected, Quadro will disconnect the call as soon as Channets | Timesions |
disconnect message has been received from the peer, © Charine TR0t Eor TearsrVRScHVe T
otherwise, when checkbox is selected, Quadro's user may 8 Channgls
hear a busy tone when peer has been disconnected. oarer Eatamianmen Protedun o= progress indicalion wilh rend ommetion i3
In the Network Mode (PBX connected): e By T o umRer Linknewn ke
Calling Party Type of Mumber Unknaown b
e |f Non Automat mode is selected, the same TEI Called Party Numbering Plan ISDNpelephony numbering plan %
address should be specified on both sides- Calling Party Numbering Plan ISDNflephony numbering plan (¥
QUadrO and PBX. Route Incoming Call to on w
e |f Automat mode is selected the user on PBX Sweh Tree e
side will have the opportunity to set any mode Goneraie Progross Tont to PSTHIPEX [Nene =
related to TEI assignment in PBX configuration. Incomning Calted Digits Stze 1 (0..255)

This will allow PBX connection to the Quadro
without providing the TEI address from Quadro. ] Send ALERT Messaps on Call Ringing

In the User Mode (CO connected) the TEI assignment is Ll Enable CLIR Service
dependent on CO Settings: [l Enatile Connect Acknawledge Optian

[ zenerate Progress Tone to 1P

PLAssertadddentity

® Select Non Automat mode and insert the same -
TEI addl’eSS pI’OVIded by CO Disable P-Assered-identity

e Select any mode related to TEI assignment if | Cvemas BLIDwain PAsseneddenty
automat TEI searching mode is selected on CO

O | Use Redirecting Mumber Info Elerment with P-Asserted-Identity

side. Save | Dack | Help |
Two groups of timers need to be provided. These settings Blastzat shiasie e gndln

Capyright () 20032012 Loval Te

are adjusted according to the Service Provider 11199: Trunk CCS Signaling Setings page
requirements.

ISDN L2 Timers:
e The Excessive Ack. Delay T200 text field configures the period in milliseconds (digit values from 500 to 9999) between transmitted
signaling packet and its acknowledgement received.
e The Idle Timer T203 text field configures the period in milliseconds (digit values from 1000 to 99999) for E1/T1 client idle timeout.
ISDN L3 Timers:
® The T302 Timer text field requires the value for the T302 timer in milliseconds (digit values from 0 to 15000) and indicates the time frame
system is waiting for digit to be dialed and when timer expires, it initiates the call. Timer is not applicable for DMS-100 switch types.

e The T309 Timer text field requires the value for the T309 timer in milliseconds (digit values from O to 90000) responsible for call
steadiness during link disconnection within the period equal to this timer value. If the value in this field is 0, T309 timer will be disabled.

® The T310 Timer text field requires the value for the T310 timer in milliseconds (digit values from 1000 to 120000) responsible for the
outgoing call steadiness when CALL PROCEEDING is already received from the destination but call confirmation (ALERT, CONNECT,
DISC or PROGRESS) is not yet arrived.

e The No Answer Disconnect Timer text field requires the value for the No Answer Disconnect Timer (digit values from 0 to 200000) which is
used in certain types of PBXs. The value 0 indicates that the timer is disabled. When time expires, Quadro will play a busy tone towards
the PBX if the call has been disconnected by the peer.

The D Channel Timeslot For Transmit/Receive drop down list contains the timeslots to be selected for signaling data transmit/receive.
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The B Channel link leads to the Signaling Type CCS — B Channel el et ] e AT | T L @cpyyi
Settings page where available timeslots may be enabled/disabled TR
for the voice transfer and echo cancellation feature may be Trunk 1 - E1 - Signaling Type CCS - E Channels

configured. Chonndl SHecan —eri

Channal 5:

tan Oedeting | esconding @

The Force Update option can be optionally used to apply new ) i
settings immediately. The Restart option is used to bring timeslot(s) ' %ﬁﬁﬁ—mj“f‘"m
to the initial idle state on the both sides. When applying one of these
options, any active traffic on the timeslot(s) will be terminated.

Tirnusiot 1 Yes wes

Channel Selection drop down list is used to select between the
Preferred and Exclusive B channel selection methods. For
Preferred channel selection, the CO answers to the call request by
the first available timeslot, while for Exclusive channel selection CO
should feedback only by the timeslot used for the call request.

Channel Selection Ordering drop down list is used to choose the B
channels selection (Ascending or Descending). When Ascending
selection is configured, B channels will be defined starting from B1
to B23/B30. For Descending selection, B channels will be defined
from B23/30 to B1. If your CO/PBX has Ascending B channels
selection configured, it is recommended to use Descending B
channels selection and vice versa.

g 0032008 g Tl L A
Fig. 11-200: Trunk CCS Signaling Settings — B Channels page
. . . . Main System Ussts  Conferences  Telaphony  Wtarnet Uplink  Matwark @L’]]}'Hi
Edit functional button opens B channels — Edit Entry page, which i
contains 3 checkboxes: Trunk 1 - E1 - Signaling Type €S - B Channels - Edit Entry
e Enable Timeslot — used to enable/disable the selected Tunasior ¥

timeslot(s);
® Force Update Timeslot — used to apply new settings
immediately by restarting the timeslot(s);

e Enable Echo Cancellation — used to enable/disable the g0 2068 ey Lnsotedie, 1t A8 4ghs et
echo cancellation feature on the selected timeslot(s). Fig. 11-201: Trunk CCS Signaling Settings — B Channels — Edit Entry page

[ rew ]

Please Note: A timeslot can be used either for voice or data transfer. Timeslot selected for the D Channel receive/transmit is missing in the list of B
channels.

The Bearer Establishment Procedure drop down list allows to select the session initiation method on the B channels. One of the following
possibilities of the transmission path completion prior to receipt of a call acceptance indication can be selected:

e on channel negotiation at the destination interface;

® on progress indication with in-band information;

e on call acceptance.

The Calling Party Type of Number drop down list allows to select the type identifying the origin of call.
The Called Party Type of Number drop down list allows to select the type identifying the subaddress of the called party of the call.

The Called Party Numbering Plan and Calling Party Numbering Plan drop down lists indicates correspondingly the numbering plan of the called
party's and calling party's number.

The Route Incoming Call to drop down list contains Attendant, routing agent with two kinds of call routing possibilities, and all extensions of Quadro
and allows selecting the destination where incoming calls will be routed to. Choosing the “Routing with inbound destination number” selection will
request the authentication (if enabled) and then will automatically use the initially dialed number to connect the destination without any additional
dialing.

Attention: When Quadro acts in the Network mode with the Attendant as a destination to route the incoming calls to, digit forwarding should be
disabled on the private PBX side otherwise incoming digits may be mistaken as a special calling codes on the Quadro’s Attendant.

QuadroM32x/8L/26x/12Li/26xi; (SW Version 5.3.x) 115



QuadroM32x/8L/26x/12Li/26xi Manual I1: Administrator's Guide Administrator’s Menus

Switch Type is another configuration parameter that depends on the Service Provider when acting in the User mode and the private PBX
capabilities when acting in the Network mode.

The Generate Progress Tone to PSTN/PBX drop-down list contains the options for sending progress (ring-back) tone to callers from the
PSTN/PBX. The following options are available in the list:

e  None configures the system to send ALERT messages without the Progress Indicator information element (IE).

e Unconditional configures the system to send ALERT/PROGRESS messages with the Progress Indicator IE. With this option, the system will
send its own progress tone.

e  Conditional configures the system to send ALERT/PROGRESS messages with Progress Indicator |IE. With this option, the system will send its
own progress tone only if there is no early media (180/183 with SDP) from the called party.

Incoming Called Digits Size text field indicates the number of received digits (in a range from 0 to 255) required to establish a call. When field has 0
value, system uses either timeout defined in the T302 field or the Sending Complete Information element messages to establish a call.
Independent on the value in this field, Sending Complete Information element and pound sign always cause the call establishment.

DID Service:

(] Disable DID Service disables the DID Service.

° Enable DID Service enables the DID Service. The CCS DID Service button leads to the Trunk CCS DID Service page where the CCS DID
number(s) may be configured.

The CCS DID Service page is used for mapping a group of DID numbers to the certain destinations on the Quadro.

To begin managing DID numbers, you must do the following: ;
@-«pysi

Main System Users  Conferences Telephony Internet Uplink Network

In the Start DID Number and End DID Number text fields enter a quadram
range of DID numbers.

' L Trunk 1 CCS DID Service
The Start DID Number field must indicate a shorter number than

the End DID number field. Otherwise the following error message

appears: "End DID number should be greater than Start DID
number." End DID Number [ Generate from Selected Extension Number

Start DID Number Incoming/Qutgoing Call TofFrom | 00 M

Select the destination from the Incoming/Outgoing Call dd
To/From drop-down list where the incoming/outgoing call
addressed to the certain DID numbers range will be routed.

MD Number(s) Incoming/'Owutgoing Call ToFrom
The DID number can be assigned to the Quadro’s extensions, to (L 1n3

the Auto Attendant, or to the routing agent. 122; ]Eg

Choosing the Routing with inbound destination number 1003 108
selection will automatically use the initially dialed number to Ll Ll

connect the destination without any additional dialing. 153: 132

1007 110

1008 111

e  Add is used to add the range of DID numbers. Once the DID 1008 (ks
numbers have been added, you will see the extensions and 1010 s
their assigned DID numbers in the table below.
For example, if you have inserted 1000 in the Start DID Total DID Number Count : 11
number text field and 1003 in the End DID number text
field, then DID numbers 1000 1001, 1002 and 1003 will be [luse Defauttoutgoing Caler D
added to the table. Default outgaing Caller 1D

e Delete is used to delete the DID numbers from the table with

the selected range in the Start DID Number and End DID

N b field Please checkyour pending events!
umbper tields. Copyright(C) 20032011 Epyai Technologies, Ltd. Al rights reserved

The following functional buttons are available on this page:

5 I e B
=
Iz
i

(] Delete All is used to delete all DID numbers from the table at Fig. 11-202: Trunk 1 CCS DID Service page
once.

Please Note: You can add DID numbers of up to 20 digits long and up to 500 DID numbers can be specified.

To assign DID numbers to a consecutive extensions, choose an extension from the Incoming/Outgoing Call To/From drop-down list and select the
Generate from Selected Extension Number checkbox. This will automatically assign DID numbers to a consecutive extensions starting from the
selected extension.

Modify the fields in the table you wish to update and click the Save button.

Selecting the Use Default outgoing Caller ID allows you to overwrite the source caller information with the one specified in the Default outgoing
Caller ID field when placing outgoing calls toward the CO, if the default caller ID does not match one(s) listed in the Incoming/Outgoing Call
To/From field.

The Default outgoing Caller ID field requires the caller ID for the outgoing calls from the Quadro through the E1/T1 trunk. If this checkbox is
enabled but no value is defined in the Default outgoing Caller ID, empty caller information will be sent to the CO. If this checkbox is disabled and
the default caller ID does not match one(s) listed in the Incoming/Outgoing Call To/From field, source caller information will be forwarded to the
CO.

The Generate Progress tone on IP checkbox selection will generate the progress tone to IP (H.323 or SIP).
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If the Send ALERT Message on Call Ringing checkbox is selected, the system will send ALERT messages to callers from the PSTN/PBX on call
ringing. If not, the system will send a PROGRESS message on receiving early media from the called party if the Generate Progress Tone to
PSTN/PBX setting is not set to None.

Enable CLIR Service checkbox selection enables Calling Line Identification Restriction (CLIR) service which displays the incoming caller ID only in
case if Presentation Indication is allowed on the remote side. Otherwise, if CLIR service is disabled, caller ID will be unconditionally displayed.

When the Enable Connect Acknowledge Option checkbox is selected, Quadro will stop the T303 and T310 timers upon receiving the CONNECT
message, will send a CONNECT ACKNOWLEDGE message to the remote side and enter the active state. When this checkbox is not selected,
Quadro will stop the T303 and T310 timers upon receiving the CONNECT message and will enter the active state without sending the CONNECT
ACKNOWLEDGE message to the remote side.

P-Asserted-ldentity:
The Disable P-Asserted-Identity radio button disables the P-Asserted-Identity feature for both incoming and outgoing calls.

The Override CLID with P-Asserted-ldentity radio button selection enables the SIP P-Asserted-Identity support.

For the calls from SIP to E1/T1 if the Invite SIP message contains a P-Asserted-ldentity or a P-Preferred-Identity or a Remote-Party-ID, then the
CallerID on E1/T1 is sent with the original Caller ID which comes from the identity field. SIP user agent should check for the existence of the P-
Asserted-ldentity, then the P-Preferred-Identity, then the Remote-Party-ID to fill the identity field.

For the calls from E1/T1 to SIP with restricted Caller ID, the SIP Invite message contains P-Asserted-ldentity field with the value from the Caller ID
on E1/T1. The SIP From field contains anonymous.

The Use Redirecting Number Info Element with P-Asserted-ldentity radio button selection enables full support of the SIP P-Asserted-ldentity.

For the calls from SIP to E1/T1, if the SIP Invite message contains a P-Asserted-ldentity or a P-Preferred-ldentity or a Remote-Party-1D, then the
CallerID on E1/T1 contains the number from the user name field and the Redirecting Number IE contains the original number from the identity field.
SIP user agent should check for the existence of the P-Asserted-Identity, then the P-Preferred-ldentity, then the Remote-Party-ID to fill the identity
field.

For the calls from E1/T1 to SIP with Caller ID, the SIP Invite message contains P-Asserted-ldentity field with the original number value from the
Redirecting Number |E on E1/T1. The SIP From field contains the value from the user name.

The E1/T1 Trunk Status page provides information about the selected trunk state. Following information is displayed on this page:
® E1/T1 mode - displays which mode is selected: E1 or T1.
e Interface Type - displays selected interface type: User or Network.
® Signaling Type - displays selected signaling type: CAS or CCS.
® Clock Mode - displays the selected clock mode: Master or Slave.
® Framing mode - displays selected framing mode.
® Link - displays E1/T1 link state: up or down.
® Frame Synchronization - displays the signal synchronization state in the trunk: Yes or No.

® Red Alarm - indicates that the receive frame alignment for the line has been lost and the data cannot be properly extracted. The red alarm is
indicated by the loss of frame condition for the various framing formats.

® Out of Frame - number of Out of Frame errors.

e Line Code Violation - number of Line Code Violation errors.

® Frame Synchronization - number of Frame Synchronization errors.
® Link Synchronization - number of Link Synchronization errors.

The following statistics are available, if CAS Signaling is selected:
e Active Calls - currently active calls in the selected trunk.
® Outgoing Calls - total outgoing calls in the selected trunk.
® I[ncoming Calls - total incoming calls in the selected trunk.
Following statistics is available when CCS Signaling is selected:

ISDN PRI Layer statistics:

® Received Packets - number of received packets.
® Received Errors - number of received errorneous packets.
e Transmitted Packets - number of transmitted packets.
® Transmitted Errors - number of transmitted errorneous packets.
ISDN PRI Layer 2 statistics is displayed for actual TEI value and the received and transmitted packets:
® TEl Value —the actual TEI assigned.
® | 2 State — the state of the TEI assignment.
e Information Frame - signaling packets for call initiation and termination.

® Receive Ready - controlling packets during EL/T1 link is up.

QuadroM32x/8L/26x/12Li/26xi; (SW Version 5.3.x) 117



QuadroM32x/8L/26x/12Li/26xi Manual I1: Administrator's Guide

Administrator’s Menus

® Receive Not Ready - controlling packets in case of inability to accept calls by destination.

® SABME - packets upon connection establishment.

e Disconnected Mode - packets when connection is being disconnected.

® Disconnect - packets upon connection termination.

e Unnumbered Acknowledgement - packets upon accepting connection establishment/termination.

® Framer - packets as a report of an error condition.

® TEI - packets containing TEI (Terminal Endpoint Identifier) to
initiate subscription of the device in the network.

e Unnumbered Information Frame - broadcast signaling
packets received for call initiation and termination.

e Exchange Identification - received packets containing
connection management settings.

ISDN PRI Layer 2 Errors statistics:

® Incorrect Length - packets with incorrect length.

e Bad Supervisory Frame - with  incorrect

supervisory header.

packets

e Bad Unnumbered Information Frame - packets with
incorrect unnumbered information frame header.

e Bad Frame Type - packets with bad frame type.

® Bad Unnumbered Frame - packets incorrect unnumbered
acknowledgement frame header.

e Bad TEI Value - packets with bad TEI (Terminal Endpoint
Identifier) value.

ISDN PRI Layer 3 statistics shows the same information as for
CAS signaling.

No E1/T1 trunk statistics is displayed in this page at first, but page
is getting automatically refreshed every 10 minutes. Statistics
collected since that time and the last resetting of the counter will
be displayed here.

The Blocked Timeslots text field lists the timeslots blocked by
the carrier. The field is present for E1/T1 CAS R2 signaling type
only.

Current System Time displays the actual time on the Quadro
and the Last Time Cleared displays the exact date and time
when the E1/T1 Stats has been manually cleared last time.
System Uptime displays the period Quadro is on since last
reboot.

To reset the statistics counters press the Clear button.
Incoming Interdigit Service

The Incoming Interdigit Service is used to configure E1/T1 dial
plan for the incoming calls from CO/PBX to the Quadro. This
service allows you to speed up the call establishment procedure
by detecting the prefix. The calls will be speed up by the timeout
defined in the Incoming Digits Timeout text field.

When the system detects incoming dialed number starting with
any of the prefixes listed in the Incoming Interdigit Service
table, it will wait for the rest of the digits, as specified for the
corresponding prefix in the Incoming DNIS Size text field (see
below). Once all digits are received, the system will route the call
to the destination.

The Incoming Interdigit Service page lists a table with existing
E1/T1 dial plan entries and allows you to manage them.

By default, the table on the Incoming Interdigit Service page
lists the locale specific (selected from the System Configuration
Wizard) E1/T1 dial plan settings. For some countries, this table
may however be empty.
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Fig. 11-204: Incoming Interdigit Service page
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Add functional button leads to the Add Entry page where a new _ @cpysi
E1/T1 dial plan entry can be configured. e S L R 4
The Add Entry page consists of the following fields:

The Incoming DNIS Prefix text field requires the prefix of the
incoming dialed number. T ,T,"', -, are used to define a range s o
or a quantity of prefixes. For example, 2[5-9] means that the prefix -
of the dialed number may be 25, 26, 27, 28, or 29. 3[4,7,0] means ot iy oice
that the prefix of the dialed number may be 34, 37 or 30. Only one T L Lt )
range of prefixes can be defined in the Incoming DNIS Prefix .

text field.

Incoming Interdigit Service - Add Entry

Fig. 11-205: Incoming Interdigit Service — Add Entry page

The Incoming DNIS Size text field requires the total length of the dialed number, including the prefix digits. The number defined in this field should
be greater than the longest prefix defined in the Incoming DNIS Prefix text field, otherwise the error message will appear.

The Description text field requires an optional description for an E1/T1 dial plan entry.

The Restore Default Settings functional button is used to restore the locale specific E1/T1 dial plan entries

ISDN Settings

The Integrated Services Digital Network (ISDN) is distinguished by digital telephony and data-transport services offered by regional telephone
carriers. ISDN involves the digitization of the telephone network, which permits voice, data, text, graphics, music, video, and other source material to
be transmitted over existing telephone wires. The ISDN Basic Rate Interface (BRI) service offers two B channels (voice transfer) and one D channel
(signaling data transfer). The BRI B-channel service operates at 64 kbit/s and is meant to carry user data. The BRI D-channel service operates at 16
kbit/s and is meant to carry control and signaling information, although it can support user data transmission under certain circumstances.

The ISDN service allows Quadro act as a user or as a network. If connected to a private PBX, the Quadro should be configured in the network
mode. If an ISDN trunk from the CO (Central Office) is connected to the Quadro, it should be configured as a user. Quadro supports the MSN
(Multiple Subscriber Number) service, i.e., it can be subscribed to multiple numbers from the CO, and two simultaneous calls can take place at a
time.

The QuadroM12Li/26xi has six ISDN trunks. For QuadroM32x/8L/26x/12Li/26xi the shared ISDN trunks are displayed in this page, if available. The
shared trunks can be edited from ISDN setting page. Any changes applied in that page will be automatically reflected on the ISDN gateway(s) that
share its ISDN trunks.

The ISDN Trunk Settings page is used to configure the ISDN trunk and their signaling. This page offers the following input options:

The Trunk Settings table lists the available ISDN trunks on the Quadro and their settings (trunk name and interface types).

. . Man Systen Users  Confwmeces  Telephery ltemet lpink Nefwork Ql)\‘_,l
The Start and Stop functional links are used to start/shutdown

the selected ISDN trunk(s). When an ISDN trunk is in a ISDN Trunk Settings

shutdown state, ISDN calls cannot be placed or received. S St et Cosin Trmils] Pasiare Do S Sekcial e Sbcsnn

. . . . ks \tnlace Tyge Comneciion Typs
The Restart functional link is used to bring channel(s) to the — o p——
initial idle state on both sides. When applying one of these Tt
options, any active traffic on the channel(s) will be terminated. Lo o

The Copy to Trunk(s) functional link displays a page used to 14
choose a trunk to which selected trunk’s settings should be T s Te o
copied to. v -

HHE

The Restore Default Settings functional link restores the |*~
default signaling settings of the selected ISDN trunk(s).

Fig. 11-206: ISDN Settings page
Clicking on the corresponding ISDN trunk will lead to the ISDN wizard where trunk’s ISDN signaling settings can be configured. The ISDN Wizard
consists of several pages.

The ISDN Wizard — ISDN Settings allows you to choose the interface type and the connection type of the selected trunk(s).

The Interface Type drop down list allows you to select between the User and the Network interfaces. If the ISDN port of the Quadro is connected to
the CO then User interface type should be selected. If the ISDN port of the Quadro is connected to the PBX then Network interface type should be
selected (in that case Quadro acts as a CO for that PBX).
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The Connection Type manipulation radio button group allows | (. wur commes v wosoms o ©cpysi
you to choose the connection type for the selected trunk(s): avnit
e PTP (Point to Point) ISON Wizard
In case of connection to the CO (User interface type is DN semn
. . . . g%
selected on Quadro) choose this option if only Quadro is
connected to the ISDN trunk from CO (no other ISDN Tunk 1
devices are connected to the particular ISDN trunk from mormce o [User (3
CO besides the Quadro). Comection type
In case of connection to the PBX (Network interface type o | pre painiepain
is selected on Quadro) choose this option if only the PBX is @ | F1ue ot Toman Poing

connected to the ISDN trunk from the Quadro (no other
ISDN devices are connected to the particular ISDN trunk
from the Quadro).

In both cases, with this selection, Quadro sets the TEI to | ] ] |
manually mode assigning the default value of 0. If needed,
that value can be changed later in the Advanced Settings
page of ISDN Wizard.

Copyright (D) 20002000 Caxol Tashnaligis, L6 AN rights resareed

Fig. 11-207: ISDN Wizard — ISDN Settings

e PTMP (Point to Multi Point)
In case of connection to the CO (User interface type is selected on the Quadro) choose this option if there can be other devices connected to
the same ISDN trunk from CO except the Quadro.
In case of connection to PBX (Network interface type is selected on the Quadro) choose this option if there can be other devices connected to
the same ISDN trunk from Quadro except for the PBX.
In both cases, with this selection Quadro sets the TEI to automatic mode.
Please Note: Consult with your CO operator or network administrator before configuring the ISDN connection type.

The ISDN Wizard - Page 2 content is dependent on the connection type selected on the previous page of ISDN Wizard:

The next page is ISDN Wizard — MSN Settings page which is TR e e ©cpysi
used to turn on the MSN configuration. It is recommended to s
enable the MSN when there are multiple ISDN devices ISDN Wizard
connected to the same ISDN bus. If the MSN is enabled on this
page, the next page will require the MSN table configuration. MSH Settings

Teunk: 1

Servce Type

MSH
2| wowEn

Fig. 11-208: ISDN Wizard — ISDN PRMP Settings

For MSN service enabled, the Routing Settings page is used to assign MSN numbers to the certain destinations on the Quadro. The MSN number
can be assigned to the Quadro’s extensions, to the Auto Attendant, or to the routing agent. The destination selected from this page will ring upon
incoming call to the corresponding MSN number comes in.
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The fields in the MSN Number column require the MSN
numbers allocated to the Quadro.

Please Note: At least one MSN number should be defined in
this page. The system displays an error message if the same
MSN number is used twice in this page.

The Route Incoming Call to drop-down lists is used to select
the destination where the incoming call addressed to the certain
MSN number will be routed. Choosing the Routing with
inbound destination number selection will automatically use
the initially dialed number to connect the destination without any
additional dialing. If MSN is disabled on the ISDN Wizard - MSN
Settings page, the ISDN Wizard - Routing Settings page
contains only one Route Incoming Call to drop-down list.

Selecting the Use Default outgoing Caller ID allows you to
overwrite the source caller information with the one specified in
the Default outgoing Caller ID field when placing outgoing
calls toward the CO. The Default outgoing Caller ID field
requires the caller ID for the outgoing calls from the Quadro
through the ISDN trunk. That number should be registered at
the CO and can be one of the MSNs provided by the CO. If this
checkbox is enabled but no value is defined in the Default
outgoing Caller ID, empty caller information will be sent to the
CO. If this checkbox is disabled, the source caller information
will be forwarded to the CO.

V]
Man  System Users  Conferences  Teloplesy  Wtemet Uplek  Netwodk @t PYy8!
ausduds

ISDN Wizard

Rauting Settings

Trusik: 1
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Fig. 11-209: ISDN Wizard — Routing Settings

Select the Advanced Settings checkbox if you wish to adjust trunk’s L2 and L3 Settings manually, otherwise leave this checkbox unselected to use

the system default values.

The ISDN Wizard — L2&L3 Settings is used for advanced configuration only and contains L2&L3 Settings. This page only appears when the
Advanced Settings checkbox is selected on the previous page of the wizard. This page contains the following components:

ISDN L2 Timers:

® Excessive Ack. Delay T200 configures the period in milliseconds (numeric values from 500 to 9999) between the transmitted signaling packet

and its acknowledgement received.

e |dle Timer T203 configures the period in milliseconds (numeric values from 1000 to 99999) for the ISDN client idle timeout.

ISDN L3 Timers:

® The T302 Timer text field requires the value for the T302
timer in milliseconds (digit values from 0 to 15000). It
indicates that the time frame system is waiting for a digit to
be dialed. When the timer expires, it initiates the call.

® T309 Timer requires the value for the T309 timer in
milliseconds (numeric values from O to 90000). It is
responsible for call steadiness during link disconnection
within the period equal to this timer value. If the value in
this field is zero (0), the T309 timer will be disabled.

® T310 Timer requires the value for the T310 timer in
milliseconds (numeric values from 1000 to 120000). It is
responsible for the outgoing call steadiness when CALL
PROCEEDING is already received from the destination but
call confirmation (ALERT, CONNECT, DISC or
PROGRESS) has not yet arrived.

e Alert Guard Timeout requires the value for the Alert
Guard Timer in milliseconds (numeric values from 0 to 500)
between CALL PROC and ALERT messages. Alert Guard
Timer it is used when Quadro is connected to a slow ISDN-
PBX.

Recommended values are:
- fast connection (Oms);
- normal (150ms), default;
- slow ISDN-PBX (350ms);
- very slow ISDN-PBX (500ms).

Main System Usars Conferences  Telophomy  internetUplink  Network

@-cpysgi

ISDN Wizard

L? & L3 Setings

I I I |

Fig. 11-210: ISDN Wizard — 12&L3 Settings
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The Coding Type drop down list allows you to select between a-law and mu-law coding types.

The Switch Type is another configuration parameter that depends on the Service Provider.

The Passive Mode checkbox is used to leave the ISDN Layerl connection in the Slave mode. When this checkbox is selected, Layerl remains idle
when calls are not available. When this checkbox is not selected, Quadro keeps its Layerl always active. This checkbox enables the Enable TEI
Remove Procedure and Permanent TEI Value checkboxes. With the Enable TEI Remove Procedure checkbox is selected, the trunk will lose the
assigned TEI when entering into passive mode on the Layer 2. With the Permanent TEI Value checkbox is selected, the trunk will keep the assigned
TEI when entering into passive mode on the Layer 2 or when Quadro detected ISDN link DOWN signal from carrier.

These checkboxes are present only for connection types different from PTP (Point to Point) selected on the first page of ISDN Wizard. In case if
PTP (Point to Point) connection type is selected on the first page of the ISDN Wizard, these two checkboxes are replaced with a TEI Address text
field that requires the channel number (digit values from 0 to 63) for connection establishment between the CO and the ISDN client.

Channel Selection is used to select between the Preferred and Exclusive B channel selection methods. For Preferred channel selection, the CO
answers to the call request by the first available timeslot. With the Exclusive channel selection, the CO should feedback only by the timeslot asked
in the call request.

The Bearer Establishment Procedure drop down list allows selecting the session initiation method on the B channel. One of the following options
can be selected for the transmission path completion prior to receipt of a call acceptance indication:

® on channel negotiation at the destination interface
® on progress indication with in-band information

e on call acceptance

The Calling Party Type of Number drop down list allows you to select the type identifying the origin of call.
The Called Party Type of Number drop down list allows you to select the type identifying the subaddress of the called party of the call.

The Called Party Numbering Plan and Calling Party Numbering Plan drop down lists correspondingly indicate the numbering plan of the called
party's and calling party's number.

The Incoming Called Digits Size text field indicates the number of received digits (in a range from 0 to 255) required to establish a call. When this
field has a “0” value, the system uses either the timeout defined in the T302 field or the Sending Complete Information element messages to
establish a call. Independent on the value in this field, Sending Complete Information element and the pound sign always result in call
establishment.

The Generate Progress tone on IP checkbox selection will generate the progress tone to IP.

When Generate Progress Tone to PSTN/PBX checkbox is selected, Quadro generates ring tones to callers during ISDN call dialing. This feature is
mainly applicable to 2-stage dialing mode.

Enable CLIR Service checkbox selection enables Calling Line Identification Restriction (CLIR) service which displays the incoming caller ID only if
Presentation Indication is allowed on the remote side. Otherwise, if CLIR service is disabled, caller ID will be unconditionally displayed.

When the Alternative Disconnection Mode checkbox is not selected, Quadro will disconnect the call as soon as the disconnect message has been
received from the peer. When the checkbox is selected, Quadro’s user may hear a busy tone when peer has been disconnected.

P-Asserted-Identity:
The Disable P-Asserted-ldentity radio button disables the P-Asserted-Identity feature for both incoming and outgoing calls.

The Override CLID with P-Asserted-ldentity radio button selection enables SIP P-Asserted-Identity support. For the calls from SIP to ISDN if Invite
SIP message contains a P-Asserted-ldentity, then the CallerID on ISDN is sent with the original Caller ID, which comes from the identity field. SIP
user agent should check for the existence of the P-Asserted-Identity, then the P-Preferred-ldentity, then the Remote-Party-ID to fill the identity field.
For the calls from ISDN to SIP with restricted Caller ID, the SIP Invite message contains P-Asserted-ldentity field with the value from the Caller ID on
ISDN. The SIP From field contains “anonymous”.

The Use Redirecting Number Info Element with P-Asserted-ldentity radio button selection enables full support of the SIP P-Asserted-ldentity.

For the calls from SIP to ISDN, if the SIP Invite message contains a P-Asserted-ldentity or a P-Preferred-ldentity or a Remote-Party-ID, then the
CallerID on ISDN contains the number from the user name field and the Redirecting Number IE contains the original number from the identity field.
SIP user agent should check for the existence of the P-Asserted-Identity, then the P-Preferred-ldentity, then the Remote-Party-ID to fill the identity
field.

For the calls from ISDN to SIP with Caller ID, the SIP Invite message contains P-Asserted-ldentity field with the original number value from the
Redirecting Number IE on ISDN. The SIP From field contains the value from the user name.

When the Send Calling Party Subaddress checkbox is selected, Quadro will send the extension number as subaddress and the value defined in
the Default outgoing Caller ID field as caller ID on the outgoing call. When this checkbox is disabled, no subaddress information will be sent and
the caller ID will be defined according to the selection of the Use Default Outgoing Caller ID checkbox (see above). Caller ID information, along
with the Subaddress, can be displayed on the phone display depending on the phone and PBX settings and capabilities.

When the Ignore Empty Channel Identification in CALL PROCEEDING Msg. option is selected, Quadro will ignore the empty ISDN L3 Channel
Identification information element in CALL PROCEEDING message and will not response with STATUS message.
When this checkbox is disabled, Quadro will response with STATUS message on empty Channel Identification information element.

The B1 Channel and B2 Channel checkboxes enables/disables timeslots for voice transfer. Disabling the timeslot will prevent both incoming and
outgoing calls.

Clicking on the ISDN Stats link will open the ISDN Status page that displays ISDN traffic statistics on the corresponding ISDN trunk. The ISDN
Stats link is displayed for every active trunk on the board and refers to the page where ISDN trunk and traffic statistics can be viewed.
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The ISDN Trunk Status page provides the following information about the e — @cpyyi
selected trunk state: o
. . . ISDN Status - Trunk 1

Link displays the ISDN link state: up or down. e

Frame Synchronization displays the signal synchronization state in the
trunk: Yes or No.

HDLC Receive shows the number of packets received in HDLC (High-
level Data Link Control) format.

HDLC CRC Error shows the number of packets received with CRC
(Cyclical Redundancy Check) errors.

HDLC Packet Abort displays the number of received aborted packets.

HDLC Transmit displays the number of packets transmitted in HDLC
format.

HDLC Octet Count displays the number of error packets received in
HDLC format.

The following ISDN BRI Layer 2 statistics are displayed for received and
transmitted packets:

TEI value shows the actual TEI value.
L2 State shows the actual BRI L2 state.

Information Frame shows the number of signaling packets for call
initiation and termination.

Receive Ready displays the number of controlling packets while the
ISDN link is up.

Receive Not Ready displays the number of controlling packets in case
of inability to accept calls by destination.

) . Fig. 1I-211: ISDN Trunk Stat
SABME shows the number of packets upon connection establishment. 9 funi Status page

Disconnected Mode shows the number of packets when the connection is being disconnected.
Disconnect shows the number of packets upon connection termination.
Unnumbered Acknowledgement shows the number of packets upon accepting connection establishment/termination.
Framer shows the number of packets as a result of an error condition.
TEI Request shows the number of packets containing TEI (Terminal Endpoint Identifier) to initiate subscription of the device in the network.
Unnumbered Information Frame shows the number of broadcast signaling packets received for call initiation and termination.
Exchange Identification shows the number of received packets containing connection management settings.

ISDN BRI Layer 2 Errors statistics:
Incorrect Length shows the number of packets with an incorrect length.
Bad Supervisory Frame shows the number of packets with an incorrect supervisory header.
Bad Unnumbered Information Frame shows the number of packets with an incorrect unnumbered information frame header.
Bad Frame Type shows the number of packets with a bad frame type.
Bad Unnumbered Frame shows the number of packets with an incorrect unnumbered acknowledgement frame header.
Foreign TEI Value shows the number of packets with a bad or foreign TEI (Terminal Endpoint Identifier) value.

ISDN BRI Layer 3 statistics:
Active Calls shows the number of currently active calls in the selected trunk.
Outgoing Calls shows the number of all outgoing calls in the selected trunk.

Incoming Calls shows the number of all incoming calls in the selected trunk.

ISDN trunk statistics are not displayed on this page at first, but the page is automatically refreshed every 10 minutes. Statistics collected from that
time, as well as the last resetting of the counter, will be displayed there. System Uptime, Current System Time and Last Time Cleared (last time
ISDN statistics has been cleared) are displayed at the bottom of the page.

To reset the statistics counters press the Clear button.
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External PSTN Gateways

The External PSTN Gateways page allows Quadro to use the PSTN lines (FXO lines and/or ISDN trunks) on other Quadros. This provides the
option to call not only through local PSTN lines but also through available shared FXO or ISDN lines in the network of Quadros. When the sharing
mode is enabled and one Quadro is configured to use the shared PSTN lines of another Quadro, the corresponding routing patterns will
automatically be created in the Call Routing Tables (see Call Routing) on both Quadros. This will allow PSTN call routing between the two Quadros.

The Use PSTN lines of the other device checkbox is used to ol el s L i L L Ll (C‘P"ii
enable Quadro to use the shared PSTN lines on a remote

device. This selection requires you to configure the
Authorization Parameters. Use the same named link to access I Lse PETH nes of e olher disice
the Authorization Parameters table. na S

External PSTN Gateways

Fig. 11-212: External PSTN Gateways page

The Authorization Parameters page is used to create o i s i) Mo I e T @ -cpysi

accounts for the remote Quadros allowing them to connect the .

Quadro and share the available PSTN lines. The table on this PSTN ys - ion Parameters

page lists all registered accounts and account information. It will A St Delete Setal Wnanse St

show the corresponding authentication parameters (username [ tuactsme | eosmsinsine | baetme |

and password) and date/time of the last registration. |.:| e [ mmoawam | oo | _
Bk Halp

The Add functional button opens an Add Entry page where a  |......c
new account can be configured. A Username and a Password
is required for a new account on this page.

Fig. 11-213: External PSTN Gateways — Authorization Parameters page

To use the shared remote PSTN lines

1. Enable the Use PSTN lines of the other device checkbox.

2. Press Save to apply the selection.

3.  Enter the Authorization Parameters page.

4.  Create an account using a unique Username and a Password.

Gain Control

The Gain Control settings are used to define transmit and

receive gains. . ey
g Hain  System  Users Couteranes Telephony Tt vt Uplink MHetwork @{P} :',}l
For FXS lines: -
. . . Gain Control
Transmit Gain defines the phone speaker volume on the call.
[ restore Detaum gaing |
Receive Gain defines the volume of the phone microphone Une 1 Line2
on the call. Trasmsanil ok | 6 Tramrsmi Gain: | 6

Recedve Gaie ) Reced Gaine 0w

For ISDN trunks (This option is available only for

QuadroM12Li/26xi):
o1 oz
Transmit Gain defines the level of voice transmitted by Transant Gaiec |01 Tranenit Gains |0 v
Quadro to the PSTN network. [ Recsbva G |6 v
Receive Gain defines the volume of voice received by e o
Quadro from the PSTN network. Tiamenl Gl 19 8 T G [0 08
Recehe Gain: [ Reced Gaine B v
For EL/T1 trunk (This option is available only for QuadroM32x): o0 .
Transmit Gain defines the level of voice transmitted from Transmk Coee 10 18 Tramsnik Goke: |0 18
Quadro to the E1/T1 network. Recehe Gain: |5 v Recebecale |§ v
Receive Gain defines the volume of voice received by — I
Quadro from the E1/T1 network. e : iSO
Recee Gain: B v Recebwe Gale |5

For FXO lines (This option is available only for QuadroM8L/26x):

Transmit Gain defines the level of voice transmitted from ot

Quadro to the FXO network.

Recording Gake |)

Playback Gain: [
Receive Gain defines the volume of voice received by
Quadro from the FXO network. P Lines

Transmi Galn (e e )

For Voice Mail:

Recehve Galn (Imeink |0 v

Recording Gain defines the volume of the phone Com ] (o)
microphone upon playing voice mails or system messages.

Copmight (C) 20032090 Eguet Tas 7, L. Al Bighis resurved.

Playback Gain defines the phone speaker volume upon
playing voice mails or system messages.

il

ig. 1I-214: Gain Control page
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For Audio Lines (This option is available only for QuadroM8L/26x/12Li/26xi):
Transmit Gain (Line Out) defines the level of voice transmitted from Quadro to the Audio Line Out port.

Receive Gain (Line In) defines the volume of voice received by Quadro from the Audio Line In port.

The Gain Control page offers Transmit Gain and Receive Gain drop down lists for each line that contains allowed gain values, which can be set up
by the administrator for every line.
The Restore Default Gains button restores the default values.

SIP Tunnel Settings

The SIP Tunneling service is used to build a tunnel between Quadros and to use that tunnel for routing the SIP calls through the remote Quadros.
When this service is enabled, slave Quadros should be registered on the master Quadro with the corresponding username/password. With the
appropriate configuration done on the master Quadro, the master device can use the slave Quadros for routing the SIP calls through them and
accessing peers located behind the slave Quadro or recognized by it. This enables the master Quadro to locate the slave, even when the network
settings, like IP address, SIP port and other settings are changed on the slave Quadro.

When the SIP Tunneling service is enabled, virtual tunnels between the master and its slaves are created. A possibility to use the created SIP
tunnels will be automatically enabled in the Call Routing table.

Optionally, a SIP tunnel can be mutually established on two Quadros allowing to route SIP calls back and forth. A Quadro can be at the same time
configured both as a slave and as a master to the same remote device, i.e. the slave Quadro can act as a master for the master device it is
registered on. For example, the Quadrol can act as a slave for the Quadro2. In its turn, the Quadro2 can act as a slave for the Quadrol. With this
configuration and the corresponding routing rules added in the Call Routing table on both devices, the SIP calls will be routed from Quadrol to
Quadro2 and vice versa.

The SIP Tunnel Settings page is used to enable the Quadro as Man  System Users  Confeences  Telephony  WleimelUplink  Network
a slave or master device for SIP tunneling. The page consists of
the following components:

SIP Tunnel Settings

] Fnabila Tunnals 16 Skas Daviess
The Enable Tunnels to Slave Devices checkbox enables the
Quadro as a master device and allows you to configure the SIP
tunnels to the slave Quadros. When this checkbox is enabled
the Tunnels to Slave Devices table needs to be configured.

I Enable Tunnels o Master Tedces

Tunnals to Mster Devices

Copumight (0] 20002000 L THARISAL LIS AN g igiresd

The link Tunnels to Slave Devices moves you to the page
where a list of slave devices needs to be defined.

Fig. 11-215: SIP Tunnel Settings page

The Tunnels to Slave Devices page consists of a table where WMol System Users  Conferences  Tebphony bt Uplink Hetwsk @L'[_’\:SI
slave devices are listed with the corresponding authentication
parameters. SIP Tunnel Settings - Tunnels to Slave Devices

Budd Ecdf Delele Seleciall fmm

Add functional button leads to the Add Entry page where a new
slave device parameters needs to be provided.

SIP Ty Mame

ol Guadrod3 SR Tunngl_sevge

The Add Entry page consists of the following components: O s iuee13 | SiPTumel_oops

Tunewlis11 SIFTunnsd_513 | T

The SIP Tunnel Name text field requires the tunnel name for
the corresponding connection. System suggests you to start the
SIP tunnel name with the “SIP_Tunnel_" words, according to the
automatic prefix used for the SIP tunnels on the Quadro, Fig. 11-216: SIP Tunnel Settings — Tunnels to Slave Devices page
however this is not mandatory.

[T [__Heip

The User Name text fleld reqUires the aUthentication user Man  Systemn Users  Confetences  Telephony Ibes et Uplink Retwork @lp\"-’,l
name. The field in front of this text field displays the default non- o
editable prefix for SIP tunnels: “SIPTunnel_". $IP Tunnel Settings - Tunnels to Slave Devices - Add Entry

The Password text field requires the authentication password. ST ——

Ustr Narhi admin

Please Note: The User Name and Password should match Fasawors

both on master and slave Quadros for the successful SIP tunnel Dloprowicrar .
establishment. Eeme] i

i () 06D 008 Evse Teshsstlagens, L4, AN 1igh reserved.

The Symmetric NAT checkbox should be selected when the

. . . Fig. 11-217: SIP Tunnel Settings — Tunnels to Slave Devices — Add Entry page
slave Quadro is located behind the symmetrical NAT. 9 9 pag
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The Enable Tunnels to Master Devices checkbox enables the
Quadro as a slave device and allows connecting to the master
Quadro via SIP tunnel. When this checkbox is enabled the
Tunnels to Master Devices table needs to be configured.

The link Tunnels to Master Devices moves you to the page
where a list of master devices needs to be defined.

Main Systemn Users  Conferences  Telaphony beamed Uplink  Hetwork

@cpysi
SIP Tunnel Settings - Tunnels to Master Devices

Help |

Fig. 11-218: SIP Tunnel Settings — Tunnels to Master Devices page

The Tunnels to Master Devices page consists of a table where master devices are listed with the corresponding authentication parameters.

Add functional button leads to the Add Entry page where a new master device parameters needs to be provided.

The Add Entry page consists of the following components:

The Enable Registration checkbox selection is used to enable
the registration to the corresponding master device.

The Tunnel Name text field requires the SIP tunnel name for
the corresponding connection. System suggests you to start the
SIP tunnel name with the “SIP_Tunnel_" words, according to the
automatic prefix used for the SIP tunnels on the Quadro,
however this is not mandatory.

The User Name text field requires the authentication user
name. The field in front of this text field displays the default non-
editable prefix for SIP tunnels: “SIPTunnel_".

The Password text field requires the authentication password.

Please Note: The User Name and Password should match

Copyright (T) 20032008 Epygi Te

©cpyg

Man System Users  Conferences  Telephony  ImemetUplnk  Network
TuatuMsl

SIP Tunnel Settings - Tunnels to Master Devices - Add Entry

Clenatie Ragisraten

Tunnel Name: SIP_Tunnel_

User Name: uadradss

Fassword: e

Master device IF: 1921687523

Master device port 5060

S Back Hely

b, Al righte resenved.

both on master and slave Quadros for the successful SIP tunnel
establishment.

Fig. 11-219: SIP Tunnel Settings — Tunnels to Master Devices — Add Entry page

The Master device IP text field requires the IP address of the master device.

The Master device port text field requires the SIP port number of the master device.

The Registration State field displays information whether the slave device is registered on the master or not.

The Registration Date/Time field displays the time and the date of last registration on the master’s device.

Call Routing

The Call Routing service simplifies the calling procedure for Quadro users, i.e., different types of calls (internal, SIP, PSTN or IP-PSTN) can be
placed in the same way. SIP registration is not needed for extensions to make routing calls.

The Call Routing page offers the following components:

e \When the Route all incoming SIP calls to Call Routing
checkbox is disabled, for all incoming SIP calls Quadro will
first search the incoming SIP address in the Extensions
Management table. If found, the incoming SIP call will ring
on the corresponding extension. If not found, Quadro will
look for a matching routing rule in Call Routing table.

When the Route all incoming SIP calls to Call Routing
checkbox is enabled, for all incoming SIP calls Quadro will

directly look for a matching routing rule in Call Routing |

syihght £ T2

©:pysi

Custreariness

Main  System  Users  Conferences  Telephoy Ieerned Uplink Network

call Routing

] Routa al Incoming S calls o Call Rouing '

Help |

Fegurdiess of whether the Route all mcoening SIP calls 1o Call Routing checikbox is selected o not, SIP calls freen extesnal callers will or ray go to the Call
Routing table, unprobected routing nde can be misused That is why it is strongly recommended to secure the s in the T3l Reuting table by setting the fitering or

authentication options

2 A ighs resarend

table and will ignore the possible matches in the

Extensions Management table.

Fig. 11-220: Call Routing page

Attention: Regardless of whether the Route all incoming SIP calls to Call Routing checkbox is selected or not, SIP calls from external
callers will or may go to the Call Routing table, so any unprotected routing rule can be misused. That is why it is strongly recommended to
secure the rules in the Call Routing table by setting the filtering or authentication options.

The Call Routing Table link leads to the Call Routing table where routing patterns may be manually defined.

The Local AAA Table link leads to the page where local AAA (Authentication, Authorization, and Accounting) database can be managed.
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The Global Speed Dial Directory link leads to the page where global speed dialing rules may be uploaded in a file.

ror]t
Main  System Users  Conferences Telephony Internet Uplink Hetwork @ Cp) 81

Call Routing Table

[ Show Detailed View === | [ Hide aisabled records |
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URP -Use RTP Proxy AAA - Authentication, Authorization, Accounting CTL -Calling Time Limitation
Back | [ Hewp

Fig. 11-221: Call Routing table — brief preview

Defining patterns in the Call Routing Table avoids registering Quadro at the routing management server and gives you an option to establish a
direct connection to the destination or to use a SIP server for call routing.

The Call Routing Table lists manually defined routing patterns along with their parameters (pattern number, state, routing and source caller settings,
RTP Proxy and Date/Time period settings, metric and description), as well as automatically created and undeletable patterns created from the
System Configuration Wizard. If the ISDN or E1/T1 trunk settings (ISDN or E1/T1 interface type, signaling type, etc.) have been changed after
defining the corresponding route, invalid is displayed next to the ISDN or E1/T1 routing pattern. Invalid ISDN or E1/T1 patterns will not be allowed.

The alternating Show Detailed View and Show Brief View buttons are used to display entries in the Call Routing table in detailed and brief views
correspondingly. The brief view displays the most important settings of the routing rules. The detailed view displays all settings of the routing rules as
they are configured in the Call Routing Wizard.

The alternating Hide disabled records and Show all records buttons are used to respectively hide or show disabled records in the Call Routing
table. The system does not consider the disabled records when parsing the table for the call route.

If the route has an Authentication or an Authentication&Accounting selected from the AAA Required checkbox group, it will have a link to the
Users List in the Call Routing table. The Users List page contains a list of authorized users defined from the Local AAA Table and gives the option
to enable/disable authentication of each user for a particular route.

Since the Call Routing Table may have multiple entries that could match to same pattern, the table will be internally rearranged according to the
rules with the following consequences:

® The pattern matching best to the Best Matching Algorithm will have the higher position in the rearranged list,

e |f multiple patterns equally match to the Best Matching Algorithm, the pattern with the lower metric will get the higher position in the rearranged
list,

e [f the multiple patterns with the same metric have been matched to the Best Matching Algorithm, the pattern in the higher position in the table
will get the higher position in the rearranged list.

The pattern in the highest position of the rearranged list will be considered as the preferred one. The second and subsequent matching patterns will
be used, if the destination refused the call due to the configured Fail Reason.

The Enable/Disable functional buttons are used to enable/disable the selected route(s). Disabled routes will have no effect. Enabled routes will be
parsed when initiating routing calls. The State column in the Call Routing Table displays the current state of the routes (enabled/disabled).

Add starts the Call Routing Wizard where a new routing pattern may be defined. The Call Routing Wizard is divided into several pages. Page 1
displays the following components:

The Enable checkbox is used to enable the newly created routing rule. By default, this checkbox is selected, so the newly created routing rule will be
enabled. But if you wish to create a routing rule for a later use, disable it from this page. The new routing rule will be added to the Call Routing Table
but will be disabled and will not be considered when placing calls through the call routing unless it is enabled again.

The Destination Number Pattern text field specifies calls to which the rule should be applied. If a call, either inbound or outbound, has a destination
number that matches the specified pattern, it will be completed according to the current rule. A routing pattern may contain wildcards. For the list of
characters and wildcards allowed in this text field see chapter Allowed Characters and Wildcards.
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Number of Discarded Symbols requires the number of S W v I ) BTt S G ) U ot @ epysi
symbols that should be discarded from the beginning of the
routing pattern. The field should be empty if digits do not need to
be discarded. Only numeric values are allowed for this field,
otherwise the error message “Error: Number of Discarded
Symbols is incorrect - digits allowed only” will appear. 7l Enabie Rocord

Call Routing Wizard

Routing Call Type - Edit Entry

aa- (wildcard supported) Enablar Kay

Prefix requires entering the symbols (letters, digits and any
characters supported in the SIP username) that will be placed in
front of the routing pattern instead of the discarded digits. The
following tags can be used for this field:

Uatric:

Dasenpion T

¥ Filtar on Source | Modify Caller 0
& Sat Date/Time Parodis)
¥ et Cveranl Cailing Tims Limit

¥ 5ot Tracing | Debug Options on This Rule

(T [ Sancei Help

Fig. 11-222: Call Routing Wizard - page 1

e <callerid:range> - used to apply the complete or a part of caller ID (the caller's number detected during the call) as a prefix. For example,
<callerid:1-3> indicates that the first 3 digits of the caller ID will be considered as a prefix, <callerid:3-end> indicates that the caller ID from its
3" digit and up to the end will be applied as a prefix. This tag can be used in combination with other digits at the beginning or at the end, as well
as with wildcards.

e <dialednum:range> - used to apply the complete or a part of dialed number (the number dialed by the caller to place a call) as a prefix. For
example, <dialednum:1-3> indicates that the first 3 digits of the dialed number will be considered as a prefix, <dialednum:3-end> indicates that
the dialed number from its 3™ digit and up to the end will be applied as a prefix. This tag can be used in combination with other digits at the
beginning or at the end, as well as with wildcards.

The syntax aaa,,,bbb in the Prefix field allows for two-stage dialing. The aaa and bbb are the numbers to call; bbb can also be a series of digits to
inject; a comma indicates a delay of one second. The syntax can be applied to include more call destination numbers separated by time intervals. A
two-stage dialing allows successive numbers to be dialed one after another with a delay in-between. For example, 11,,,11018 will call 11, wait until
the call is established, wait for three seconds and then dial 11018. The capability of automatically dialing successive numbers allows the caller to
bypass the IVR system on the call path and establish a direct call. The two-stage dialing is available for PBX and ISDN destination types.

Suffix requires entering the symbols (letters, digits and any characters supported in the SIP username) that will be placed in the end of the routing
pattern. For example, if the routing Pattern is 12345, the Number of Discarded Symbols is two, and the Prefix is 909 and Suffix is Oa, the final
phone number will be 9093450a.

Destination Type gives you the option to select the destination type. The following destination types are available:

® PBX - local calls to Quadro’s extensions

e PBX-Voicemail - calls directly to the voice mailbox of the local PBX extension

e PBX-Intercom - local calls to PBX extensions with the request of Intercom service (see Manual 11l — Extension Users Guide)
e S|P — calls through a SIP server

® S|P_Tunnel — calls through a SIP tunnels established (see SIP Tunnel Settings)

® |P-PSTN - calls through the IP-PSTN provider to the remote PSTN global telephone network

® FXO - calls to the FXO global telephone network through shared FXO lines (this option is only present when there are shared FXO lines
available on the Quadro)

® |SDN - calls to the ISDN global telephone network through shared ISDN trunk (this option is only present when there are shared ISDN
trunks available on the Quadro)

e E1/T1 - calls to the E1/T1 global telephone network

Metric allows entering a rating for the selected route in a range from 0 to 20. If a value is not inserted into this field, 10 will be used as the default. If
two route entries match a user’s dial string, the route with the lower metric will be chosen.

The Description text field requires an optional description of the routing pattern.

The Filter on Source / Modify Caller ID checkbox selection allows limiting the functionality of the current route to be used by the defined caller(s)
only. If this checkbox is enabled, source caller information (Source Number Pattern, Source Type, Source Host, etc.) will be required later in the
Call Routing Wizard. This option is enabled by default.

The Set Date / Time Period(s) checkbox selection allows you to define a validity period(s) for current routing patterns to take place and to define
pattern date/time rules. When this checkbox is enabled, the Call Routing Wizard - Date/Time Rules - Add Entry page will be displayed.
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The Set Overall Calling Time Limit checkbox selection allows a total call duration for all calls to be configured over a specific time frame for each
Call Routing entry. Once the total duration has been reached, the entry can be disabled, allowing calls to use the next available route.

If this checkbox is not selected in the Call Routing Wizard first page, the overall call duration will be unlimited. When this checkbox is selected, Call
Routing Wizard - Routing Overall Call Limitation Settings page will be displayed.

Please Note: The Overall Calling Time Limitation checkbox is not allowed for PBX, PBX-Voicemail and PBX-Intercom destination types routing
rules.

Set Tracing / Debug Options on This Rule checkbox is used to switch events notification on the certain execution results of the corresponding
routing rule. When this checkbox is enabled, the Call Routing Wizard - Tracing/Debug Options page will be displayed.

Require Authorization for Enabling/Disabling checkbox is used to enable administrator’s password authentication when enabler/disabler keys are
configured for the routing rule. The service can be used locally from the handset (see Feature Codes in Manual Ill - Extension Users Guide) or
remotely from Auto Attendant (see Auto Attendant Services in Manual Il - Extension Users Guide). When this checkbox is selected, administrator’s
password will be requested to enable/disable the certain routing rule(s). If the administrator’s password has been inserted incorrectly for 3 times, no
status changes will be applied to any of the routing record(s), even to those which have no authorization enabled.

Enabler Key and Disabler Key text fields request digit combination which should be dialed from the handset or Auto Attendant to enable or disable
the certain routing rules in the Call Routing Table. You can set the same Enabler/Disabler Key for multiple routing rules (the same key may be used
as enabler for one routing rule, and as disabler for another one) - this will allow managing several routing rules with the single key.

The second page of the Call Routing Wizard offers different @cpysi
components depending on the Destination Type selected on .
the previous page. Call Routing Wizard

Use Extension Settings drop down list is applicable to SIP and
IP-PSTN destination types and allows you to select the
extension (also Auto Attendant) on behalf of the call that will be :
placed. The SIP settings of the selected extension will be used e [WOU]  1te Onolns! Galar Fosover Reasaais)
as the caller information. If an entry is not selected from this list, ok D Hone
the original caller information will be kept. When Keep original
DID checkbox is selected, the called destination will receive the
original caller's information and not the information of the
extension selected from the Use Extension Settings list.

Routing Call Settings - Edit Entry
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When the checkbox Add Remote Party ID is selected, the
Remote-Party-ID parameter is being delivered to the destination
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Fig. 11-223: Call Routing Wizard - page 2

Destination Host requires the IP address or the host name of the destination (for a direct call) or the SIP server (for calls through the SIP server).
This field is named Modified Destination Host if the Pattern field on the first page of this wizard contains “@" symbol.

Destination Port requires the port number of the destination or of the SIP server. This field is named Modified Destination Port if the Pattern field
on the first page of this wizard contains “@” symbol.

User Name and Password require the identification settings for the public SIP server or servers requiring authentication.

Enable Activity Timeout checkbox is used to limit time-to-live period of routing pattern (makes sense if accept or failure feedback arrives too late
from the destination).

Checkbox selection enables the Activity Timeout text field which is used to insert a routing pattern activity timeout (in the range from 1 to 180
seconds). When timeout is configured, the routing pattern will be active within the defined time frame and if no response has been received from the
destination during that period, the pattern will be stopped and next routing rule might be optionally considered (depending on the Fail Reason
configuration on the corresponding pattern).

The Restrict the Number of Simultaneous Calls checkbox is only available for IP-PSTN destination type and is used to restrict the number of
simultaneous calls to the public SIP server with the same username at the same time. This checkbox enables Allowed Call Count text field which
requires the number of simultaneous calls allowed in a range from 1 to 64. If you leave this field empty, no limitation will apply to the number of
simultaneous logons.

The Use RTP Proxy checkbox is available for SIP and IP-PSTN destination types and is applicable when a route is used for calls through Quadro
between peers that are both located outside the Quadro. When this checkbox is selected, RTP streams between external users will be routed
through Quadro. When the checkbox is not selected, RTP packets will move directly between peers.

The Collect Call checkbox is available only for E1/T1 destination type and is used when it is simply preferable for the called phone to pay for the
call. This service is applicabe only if the Collect Call checkbox is enabled on both calling and called party's IP PBXs.
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The Single Call Duration Limit checkbox is available for SIP, IP-PSTN and PSTN destination types and is used to limit the duration of the call
placed with the selected routing rule. If this checkbox is not selected, the call duration will be unlimited. This checkbox selection enables the
Maximum Duration text field where the maximum duration of the call (in seconds) should be defined. Once the call duration reaches the value
defined here, the call will be disconnected without prior notice.

The Play audible signal before Intercom activation checkbox is appeared only if PBX Intercom is selected as Destination Type (see Manual Ill
— Extension User's Guide-Intercom Service).

The AAA Required checkboxes are used to choose one or more of the following Authentication, Authorization, and Accounting (AAA) settings:

e |ocal Authentication — with this checkbox selected, callers will need to pass authentication through the Local AAA Table when dialing the
current pattern.

e RADIUS Authentication and Authorization — this checkbox is present when a RADIUS client is enabled. With this checkbox selected, callers
will need to pass the authentication through RADIUS server (see above) when dialing the current pattern.

e The RADIUS Accounting checkbox is accessible when the RADIUS Client is enabled. With this checkbox selected, no authentication will take
place, but CDRs (call detail reports) of the calls made through this routing record will be sent to the RADIUS server. This checkbox selection
enables the Client Code Identification checkbox. If the authentication is configured based on the caller's address, callers will pass the
authentication automatically; otherwise they will be required to identify themselves by a username and a password.

e The Client Code ldentification checkbox selection activates the code identification feature: a caller, after dialing the destination phone
number, may optionally enter “*” and then an Identity Code. An Identity Code is an arbitrary digit string entered by the user to identify a
specific call or call group. The Identity Code is sent with CDR to the RADIUS server and might be used by a billing program for grouping the
calls having the same Identity Code.

Attention: It is highly recommended to secure PSTN and IP-PSTN routing rules by selecting AAA Required options. Unsecured routing rules may
cause unexpected expenses.

The Check with 3PCC checkbox is used to request a 3PCC approval before placing a call with the specific routing rule. When this checkbox is
selected and the corresponding routing rule is used to place a call, Quadro sends a request to the call controlling application for the managing
person to accept or reject the specific call (it can be a popup window or any other type of dialog box, depending on the call controlling application). If
the request is accepted, the call will be placed. Otherwise, if the request is rejected, the call will be skipped. In case of no feedback from the call
controlling application, the call will be accepted after a timeout defined in the configuration of the call controlling application.

The Failover Reason(s) radio buttons indicate whether the system should use the next matching pattern if call setup with the current routing rule
fails and allows choosing the reasons to be considered as a failover.

e None - indicates that matching patterns should not be used regardless of the failover reason.

e Failover Reason(s) - indicates possible failure reasons. Failure reasons vary depending on the destination type selected on the previous page.
If the call cannot be established due to selected Failure Reasons, the call routing table will be parsed for the next matching pattern and, if found,
the call will be routed to the specified destination.

Busy - available for PBX, SIP, SIP Tunnel, and IP-PSTN destination types and indicates cases when the dialed destination is busy.

Wrong Number - available for PBX, SIP, SIP Tunnel, and IP-PSTN destination types and indicates cases when the dialed number is
wrong.

Network Failure - available for SIP, SIP Tunnel, and IP-PSTN destination types and indicates cases when system overload, network
failure or timeout expiration occurred.

System Failure - available for SIP, SIP Tunnel, and IP-PSTN destination types and indicates cases indicated in Network Failure and
Other fail reasons.

Cannot Establish Connection — available for FXO, ISDN and E1/T1 destination types and indicates cases when connection cannot be
established.

Other - available for SIP, SIP Tunnel, and IP-PSTN destination types and indicates cases when authorization, negotiation, not supported
or request rejected or other unknown errors occur.

®  Any stands for all failure reasons mentioned in the Failover Reason(s) group.

The Custom Profile text field is present if the PBX-Voicemail destination type has been selected on the first page of the Call Routing Wizard. This
field requires the Voice Mail Profile name to activate the custom voice mail settings (see Voice Mail Profiles) on the extension when the
corresponding routing rule will be used.

Please Note: If an extension does not have a profile specified here or the specified profile name is incorrect, the default Voice Mail Settings of the
extension will be used.

The Transport Protocol for SIP messages manipulation radio buttons group is available for SIP or IP-PSTN destination types only and allows you
to select the transport (UDP, TCP or TLS) to transmit the SIP messages through.

The SIP Privacy manipulation radio buttons group is only available for the SIP destination type and allows you to select the security of the SIP route
by means of hiding (or replacing, depending on the configuration of the SIP server) the key headers of the SIP messages used to establish the call.

e Default Privacy — with this selection, Quadro specific SIP privacy will not be applied and all privacy will rely on the configuration of the SIP
Server.
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e Disable Privacy — with this selection, SIP call security will not be disabled and all headers of the SIP message will be transparently visible to
the destination.

e Enable Privacy - with this selection, SIP privacy will be specified for the corresponding route. This selection enables a group of checkboxes in
order to choose the key headers that are to be fully or partly hidden or replaced. The Require Privacy checkbox selection is used to restrict the
delivery of the SIP message if any of the selected headers cannot be hidden (or replaced, depending on the configuration of the SIP server)
before being sent to the destination.

For E1/T1 destination type, the Port ID drop down list contains available E1/T1 trunks. The available Timeslots (TS) should be selected on the next
page.
For FXO destination types, a group of Port ID radio buttons allows you to select whether a specific or any available FXO line will be used to route the

call. The Any@Any selection indicates that the call will be routed through the first available FXO line. The Specific Ports selection is used to select
a group of routing settings for shared FXO lines.

Each Shared Gateway Ports radio buttons group is dedicated to one shared FXO device and is used to configure shared FXO lines usage when
using the corresponding routing entry. None selection means no shared FXO lines will be used for the call routing of the specific routing rule. Any
Port@ipaddress (where ipaddress is the IP address of the FXO gateway that shares its FXO lines) selection means the call will be routed through
the first available shared FXO line. FXO@ipaddress port checkboxes are used to select those which shared FXO ports will be used for the
corresponding rule routing. In case if multiple shared FXO ports are selected here, the first available port will be used.

The FXO Lines Load Balancing drop down list is used to enable load balancing mechanism on the PSTN lines. The None selection in this list
means that no load balancing will be applied and the call will be routed through the first available PSTN line (among the selected ones). The Round
Robin selection means that according to an internally gained statistics of most used PSTN lines, the call will be routed to the less used and currently
available PSTN line (among the selected ones).

For ISDN destination type, the Port ID drop down list contains the following options:

® Any Port (User)@Any - any shared ISDN trunks running in User mode.
® Any Port (Network)@Any - any shared ISDN trunks running in Network mode.

® |SDN Trunk@ipaddress - shared ISDN trunks on the selected gateway (where ipaddress is the IP address of the ISDN gateway that shares its
ISDN trunks)

e Any Port (User)@ipaddress - any shared ISDN trunks from the selected gateway running in User mode.
e Any Port (Network)@ipaddress - any shared ISDN trunks from the selected gateway running in Network mode.

The Call Routing Wizard - Page 3 appears if the Filter on Source / Modify Caller ID checkbox had been enabled on Page 1 of the Call Routing
Wizard. It will require information about the source caller.

The Source Number Pattern field requires the caller address for which the current route will be applied. The complete list of characters and
wildcards is allowed in this text field (see chapter Allowed Characters and Wildcards).

The Source Type drop down list gives you the option to select the source type (PBX, SIP, ISDN, FXO, E1/T1) used by the source caller to reach the
Quadro.

The settings in the Caller ID Modification group allow Caller IDs of source calls to be modified.

The Number of Discarded Symbols (NDS) text field requires the number of digits that should be discarded from the beginning of the Source
Number Pattern. The field should be empty if digits do not need to be discarded. Only numeric values are allowed for this field, otherwise the error
message “Error: Number of Discarded Symbols is incorrect - digits allowed only” will appear.

Main  System  Users  Confersncen  Telephony Intarnat Uplink Hatwark

Administrator’s Menus

The Prefix text field requires entering the symbols (alphanumerics and
any characters supported in the SIP username) that will be placed in
front of the Source Number Pattern instead of the discarded digits.
(For example, if the routing pattern is 12345, the Number of Discarded
Symbols is two, and the prefix digits are 909, the final phone number

Call Routing Wizard

@-cpysi

Source Filter | Modify Caller ID - Edit Entry

Source Filter

will be 909345.) Wildcards are allowed here (see chapter Allowed Scurce Numoer Patiem (wildkand supsaried

Characters and Wildcards). 5
The two-stage dialing is available for PBX, ISDN, and E1/T1

destination types.
The Discard Non-Numeric Symbols checkbox is used to discard any

non-numeric symbols from the Source Number Pattern.

¥l Digcard MHon-Humenc Symbals

3
g

Dinplay Hams

¥ Ramay

Next Cancel Halp

Fig. 11-224: Call Routing Wizard - page 3

The Display Name text field allows you to replace an original caller’'s ID with the custom display name for the corresponding routing rule. This field is
optional and when it is left empty, an original caller ID will be displayed on the called destination’s phone, otherwise the name inserted here will
appear on the phone. This field is not available for PBX-Voicemail destination type routing rules.

The Remove Display Name checkbox is used to remove caller IDs from calls made with this routing rule. This checkbox is not available for PBX-
Voicemail destination type routing rules.

The Next button will open the Call Routing Wizard - Page 4 where different information about source caller will be required depending on the
selected Source Type. For the SIP source type, the Source Host text field will require one or more IP addresses or host names of the SIP server
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where the caller is registered, or the caller’s device if they are direct calls, separated by a space. In case of FXO, ISDN or E1/T1 source types
selected, Source Port ID drop down list will require to select the FXO line number or ISDN / E1/T1 Trunk correspondingly, and on the next step, a list
of timeslot(s) used to receive calls from the defined caller.

The Call Routing Wizard — Date/Time Rules - Add Entry page appears if the Set Date / Time Period(s) checkbox previously had been enabled on
Page 1 of the Local Call Routing Wizard. It will require information about the pattern validity period(s).

Man System Useis  Comferences  Telephoty  Wlemel Uik Netwark @1113.‘%'

This page provides selection between Typical and Custom date/time Tousaen
rule definitions. Call Routing Wizard

The Typical selection contains the following group of radio buttons that

are used to select the frequency of the corresponding routing pattern
that is to take place:

Date Time Rules - Add Entry

= Typica

Monsey | Tuesdy
adnesday © Thiesday -~ Frider

® Daily

e \Weekly — the preferred weekday(s) should be selected for this
option.

e Monthly — the calendar day should be selected for this option.

e Annually — the calendar day and month should be selected for
this option.

In the Available Time Period drop down lists, the time range of the
pattern validation should be defined. Any time selected in this field will
be considered corresponding to the Quadro’s Time/Date Settings.

The Custom selection provides the option to manually define the
validity period(s). Use the following format to insert pattern date/time FE AT —

rule(s): Fig. 11-225: Call Routing Wizard — Date/Time Rules — Add Entry page
[Month,Month-Month,...][Day-Day,Day,...][nhh:mm-hh:mm,...]; ...

[Bonth, Bonth-Nonth, . . .J [Bay-Day, Day, . ..] (Bhrsm-bhoms, . ..00 ...

| = e ] | Comen | o]

The Call Routing Wizard — Routing Overall Call Limitation Settings
- Edlt Entry page appears If the Set Calllng Tlme lelt CheCkbOX Main System Users Conferences Telephony Internet Uplink Network @epygl.
previously had been enabled on Page 1 and allows to define the quadrom
available duration of the calls with the selected routing rule as well as
to specify the Expiration/Renewal Date for the available calls
duration.

The Routing Overall Call Limitation Settings - Edit Entry page Routing Overall Calls Limitation Settings - Edit Entry
consists of the following components:

Call Routing Wizard

Ayailable Calls Duration: |30 min
e The Available Calls Duration text field requires the maximum
available duration of the calls (in minutes) placed with the
selected routing rule. Once the Available Calls @ Periodic
Duration reaches the value defined here, the current call will be
disconnected without prior notice and no new call will be © WeBHY | it day: [ Sunday
possible until this field is updated.

Expiration/Renewal Date:

@ Daily

@ Monthly
- Start day: |1

e The Expiration/Renewal Date settings are used to configure
the Expiration Date and Renewal Amount of the Available
Calls Duration. Expiration/Renewal Date field provides ¥IDiscard remainder before renewal
selection between Periodic and Specific Date. © Specific date

Renewal Amount: |25 min

yyyy-mm-dd

0  The Periodic selection is used to define the expiration
date of the allocated Available Calls Duration for the
selected routing rule and has the following options:

e Daily ot
o Weekly- the preferred week start day should
be selected for this Option- Fig. 11-226: Call Routing Wizard — Routing Call Limitation Settings - Edit Entry page
e Monthly - the calendar day should be selected
for this option.

0 The Renewal Amount text field requires the renewal amount (in minutes) to be added to the Available Calls Duration when the
expiration date of the Available Calls Duration is reached.

o The Discard remainder before renewal option selection allows to discard the remainder of Available Calls Duration before
renewal and set the Renewal Amount as an available calls duration.

o0 The Specific Date selection provides a possibility to manually define the expiration date allocated for the Available Calls
Duration for the selected routing rule. When the Specific Date expires, the selected routing rule becomes unavailable automatically
and no new call will be possible until this field is updated.
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The Call Routing Wizard — Tracing/Debug Options page appears if
the Set Tracing / Debug Options on This Rule checkbox was
previously enabled on Page 1 of the Local Call Routing Wizard. It will
require information about the tracing/debug options.

This page offers result options of the corresponding routing rule

e
Main System Users Conferences Telephony Internet Uplink Network @ep‘)gl
quadrom

Call Routing Wizard

execution when the notification event will be printed in the Events Tracing/Debug Options
page.
Generate Events:
° In Case of Successful Call — a natification event is [in Case of Successful Call
printed when the successful call was established with the ®lin Case of Failover

routing rule.

° In Case of Failover — a notification event is printed when
the call ends up on one of the failover reasons selected on
the Page 2 of the Local Call Routing Wizard.

. In Case if Call Failed to Establish — a notification event

is printed when the call executed with the routing rule
failed.

In Case if Call Failed to Establish

Please check your pending events!
Copyright () 2002-2012 Eeval Technologies, Ltd. A

s resarved.

Fig. 11-227: Call Routing Wizard — Tracing/ Debug Options page

The Call Routing Wizard - Class of Services - Edit Entry page is

used to assign the defined class of services to a certain call routing @ cpvgi-
. . . Main System Users Conferences Telephony Internet Uplink Network

pattern. To use Class of Service feature for the corresponding routing quasiem

rule, it should be enabled from the Class of Service page. ) )
Call Routing Wizard

The Class of Service(CoS) functionality allows to permit or deny the

attempt of extensions to use certain types of call routing rules. ) ,
Class of Services - Edit Entry

Suppose you want for a certain group of PBX/Conference extensions
to deny the right to make international calls, but allow them to make
local and long distance calls and for another group of PBX/Conference Hlomss1  Homss2  Dloiass 3
extensions give a permission to make international calls only.

Info: Ta use Class of Service it should be enabled from Class of Senvice page!

The classes defined in the Class of Service page will appear on this
page to assign the corresponding routing rule to a certain class of
service(s).

Please Note: The Class of Service feature is applicable only
for PBX source type routing rules.

Please Note: The Filter on Source/Modify Caller ID option should be
selected on the first page of the Call Routing Wizard to have a
possibility to select the source caller type as a PBX.

Each routing rule can be attached to a several class of service(s).

Fig. 11-228: Call Routing Wizard — Class of Services — Edit Entry page

Please Note: Established patterns based on the Emergency Codes and PSTN Access Codes Settings in the System Configuration Wizard will be
marked in bold and will be placed in the first position in the Call Routing Table. Additionally, they cannot be modified and deleted from the Call
Routing Table.

The Duplicate functional button is used to create a routing pattern with the settings of an exiting one. This is to avoid configuring a new routing entry
completely by duplicating an existing entry with different settings. To use the Duplicate button only one record may be selected, otherwise the error
message “One row should be selected” will appear. The Duplicate button opens the Call Routing Wizard where all fields except the Pattern field
are already filled in. A Pattern for the new route will be required anyway.

The Move Up and Move Down buttons are used to move call routing patterns one level up or down within the Call Routing table. The sequence of
the routing patterns is important when making routing calls because the Call Routing table is parsed from the top down and routing will take place
according to the first pattern that matches the dialed number. The Move To button is used to move the selected entry to a different position in the
Call Routing Table. This will increase or decrease the selected pattern’s priority. Pressing the button will open the page where a row number should
be specified together with the position the selected entry is to be placed (before or after the defined row).

Local AAA Table

The Local AAA Table page allows you to manage local authentication and the authorization database. Callers dialing the routes which have an AAA
(Authentication, Authorization, and Accounting) option enabled, will pass the authorization on the Local AAA Table by using a phone number or
username/password, depending on the corresponding entry configuration on this page.
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The caller passes authorization automatically if the detected phone
number of the caller dialing a route has the AAA option enabled and is
registered in the Local AAA Table. If the caller ID service is disabled
or the caller's phone number is not registered, the caller is asked to
enter a registration user name and password.

The Add functional button opens the Call Routing — Local AAA Table
- Add Entry page where a new local AAA record can be created.

The Call Routing — Local AAA Table - Add Entry page offers a
group of manipulation radio buttons to select the type of authorization
and the following other parameters:

e Authentication by Caller ID — this selection is used to set the
authentication based on the caller's phone number (which is
considered to be automatically detected). The Phone
Number/SIP User Name text field requires the caller's phone
number or the SIP username. Only numeric and wildcard
characters (see chapter Entering SIP_Addresses Correctly) are
allowed for this field. ", "7, "), ', {', ¥ are used to define a range
or a quantity of numbers. For example, 2{13-17, ww, a-c} means
that the dialed number may be 213, 214, 215, 216, or 217, 2ww,
2a, 2b and 2c to match the specified phone number; in the case
of 2[3,7], the dialed number may be 23 or 27 to match the
specified phone number. The {11, 15, 23, 38, 45} pattern means
that the dialed number may be 11, 15, 23, 38 or 45 to match the
pattern.

Main  System Users  Confeiences  Telehory  Iteonet Uplink Helweork @{'p\'_‘_:i

Call Routing - Local AAA Table

Fig. 11-229: Local AAA Table page

Main  System Users Confersnces Telephony Intes et Uplink Hetwork

@-cpysi

Call Routing - Local AAA Table - Add Entry

& aumhentication by Caller 10 | Phone NumbarSiP

user name

O Authenbication by login Uiser Mame

Fassword

2 Authentication by PIN PIN Code

Expiration Date and Time

Dlexpires in

Hew |

Fig. 11-230: Local AAA Table - Add Entry page

e Authentication by Login — this selection is used to set the authentication based on the username and password inserted by the user upon
login. The Username text field requires the authentication username. Only numeric values are allowed for this field, otherwise the error
message “Incorrect Username - digits allowed only” will appear. The Password text field requires the authentication password. Only numeric
values are allowed for this field, otherwise the error message “Incorrect Password - digits allowed only” will appear.

e Authentication by PIN- this selection is used to set the authentication based on the PIN inserted by the user upon login. Only digit values are
allowed for this field, otherwise the appropriate error message will be displayed.

The Expiration Date and Time drop down-lists are used to set the date and time when the registration will expire.

The Expires in checkbox is used to enable the Expiration Date and Time feature.

The Description text field requires an optional description about the calling party.

Edit opens the Edit Entry page to modify the local AAA entry.

Delete removes the selected local AAA entry from the Local AAA Table.

Select all selects all records of the table.

Inverse selection inverses the current selection (if no records are selected, clicking on inverse selection will check all records).

Global Speed Dial Directory

The Global Speed Dial Directory link leads to the page where
global speed dialing rules may be uploaded in a file. With this
service, you may define multiple speed dial rules, write and save
them in afile and then upload all of them at once.

To compose the configuration file, any text editor can be used
which may produce files compatible to the CSV format: the speed
dial code and destination should be separated by commas. There
should be a line break after each code defined.

The View/Download Speed Dial Directory and Remove Speed
Dial Directory links appear only if a global speed dial configuration
file is uploaded previously.

Copyright (£)2003-2011 Epyai

@cpysi

quadiem
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Global Speed Dial Directory

Brouise

Upload Global Speed Dial Directory file:

View/Downlnad Epeed Dial Directary
Rernove Speed Dial Directary

Please check vour pending events!

Ltd. All rights reserwed.

Fig. 11-231: Global Speed Dial Directory page

The View/Download Speed Dial Directory link is used to download the configuration file to the PC and opens the file-chooser window where the
saving location may be specified. The Remove Speed Dial Directory link is used to restore the default configuration.

The speed dial configuration file downloaded from the Quadro is in the CSV format.
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To use the global speed dialing rules, user should simply dial the speed dial code assigned to that speed dialing rule. The call will be parsed through
the rules of Call Routing table.

To create a new Call Routing rule

Click on the Call Routing Table link on the Call Routing page.

Press the Add button on the Call Routing page.

Specify the Pattern in the corresponding field.

Select the Number of Discarded Symbols and Prefix if required.

Select the Destination Type from the drop down list.

Define the Metric or leave the default.

Enter a Description if needed.

Enable the Filter on Source / Modify Caller ID checkbox, if the route functionality should be limited. This is dependent on the source caller

information.

9. Enable the Set Date/Time Period(s) checkbox if a route should be functional within certain time/date intervals.

10. Enable the Set Overall Calling Time Limit checkbox if the overall duration of the calls placed with the selected routing rule should be defined.

11. Enable the Set Tracing / Debug Options on This Rule checkbox, if the tracing/debug options should be defined.

12. Press Next.

13. Select the user or attendant extension from the Use Extension Settings drop down list that the call will be placed on.

14. Specify the Destination Host and Port Number, Username and Password if an IP or IP-PSTN call type has been selected. For the IP-PSTN
call type, enable Multiple Logons if necessary. Enable the Use RTP Proxy checkbox if needed.

15. Choose the Authentication and Accounting method from the AAA Required drop down list.

16. Choose a Fail Reason from the corresponding drop down list.

17. Configure Transport Protocol for SIP messages and SIP Privacy parameters as needed.

18. Press the Next button.

19. If the Filter on Source / Modify Caller ID checkbox has been previously enabled and the destination type is different from the FXO, fill in the
Source Number Pattern into the corresponding text field. Choose the needed value from the Source Type drop down list, as well as the
Number of Discarded Symbols and Prefix values.

20. Press the Next button.

21. If IP has been selected on the previous step in the Source Type drop down list, then Source Host should be inserted in the current page. If
FXO, ISDN or E1/T1 has been selected in the Source Type drop down list, then the ISDN / E1/T1 trunk or the FXO line number should be
selected here.

22. If the Set Date/Time Period(s) checkbox has been selected on the first page, pressing Next will open the Date/Time Rules page where route
validity should be defined.

23. If the Set Overall Calling Time Limit checkbox has been selected on the first page, pressing Next will open the Routing Overall Calls
Limitation Settings page where the total call duration for all calls can be configured over a specific time frame for each Call Routing Entry.

24. |If the Set Tracing / Debug Options on This Rule checkbox has been selected on the first page, pressing Next will open the Tracing/ Debug
Options page where the tracing/debug options should be defined.

25. Ifthe Class of Service feature is enabled, assign the defined classes to the selected routing rule.

26. Press the Finish button to establish a local route with the inserted settings.

To create alocal AAA entry

Click on the Local AAA Table link on the Call Routing page.

Press the Add button on the Local AAA Table page.

Choose the Authentication type.

Enter the Phone Number, Username and Password or the Authentication by PIN depending on the selected Authentication type.
Use the Expiration Date and Time checkbox to enable the expiration timeout.

Select the Expiration Date and Time from the corresponding drop down lists.

Press Save to apply these settings.

ONoOGOAWNE
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Allowed Characters and Wildcards
The following is the set of characters and wildcards allowed in the Pattern and Source Number Pattern text fields of the Call Routing Wizard:
Characters:

0...9 A..Z

a...z +=$;/ ~_-.& ()24, 1]

Please Note: The symbols * and ? should be prefixed with a slash (\) if they are used as ordinary characters; otherwise the system will
interpret them as wildcards.

Please Note: The symbols !, {, }, [, ], - and , are used to define a range of characters and cannot be used as ordinary characters.

Wildcards:
* Any number of any characters
? Any single character
{} A character or a string from the specified set of characters and strings.

The following control symbols are used to specify a set:
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° Use a comma (,) to separate the elements of a set.
Please Note: No spaces are allowed within braces.
Example:
The pattern is 9{1,3,11,a}.
Numbers matching the pattern are 91, 93, 911, 9a.

° Use a minus sign (-) to specify a range of characters. Each successive element of the range is obtained by increasing the
previous element (the element code) by one.

Example:
The pattern is 2{11-15,a-d}5.
Numbers matching the pattern are 2115, 2125, 2135, 2145, 2155, 2a5, 2b5, 2¢5, 2d5.
. Use an exclamation point to exclude a character or a string from a set.
Example:
The pattern is 2{11-15,a-d,!14,!c}5.
Numbers matching the pattern are 2115, 2125, 2135, 2155, 2a5, 2b5, 2d5.

Please Note: You can use the wildcard ? within the braces, but not *. Thus, {12-104,15?,367?} is a valid pattern, whereas
{15*,36%*} is not.

Please Note: The symbol ! cannot be used to exclude a range of symbols. For example 2{15-60,!23-32} or 2{15-60,!23-
132} are not valid patterns. To valid pattern will be to 2{15-22,33-60}.

1 The same as above with the exception that character ranges can include single-digit/character elements only.
Example:
The pattern is 2[1-5, a-c]5.
Numbers matching the pattern are 215, 225, 235, 245, 255, 2a5, 2b5, 2c5.
\ Precedes a control symbol (*, ?, -, ! and , ) to indicate that it is used as an ordinary character, not a wildcard.
Example:
The pattern is 1\*[1-3]
Numbers matching the pattern are: 1*1, 1*2, 1*3

Please Note: Patterns cannot be prefixed with the * symbol. The system considers the patterns starting with * as feature codes
and does not parse them through the Call Routing table.

@ Used to indicate the full SIP address (example: 20233@sip.epygi.com). This pattern is mainly used to call back users registered
on the SIP server different from the one where the called party is registered.

Please Note: Patterns containing @ symbol will not be parsed among those that do not have @ symbol in the Call Routing
Table. When calling from local extensions (the calling number for local extension is sipnumber@ip_address_of Quadro, e.g.
20233@192.168.35.25), only the sipnumber part of the pattern will be parsed among other entries with @ symbol in the Call
Routing Table.

Best Matching Algorithm

All calls through and within a Quadro are made according to call routing patterns that specify a destination based on a dialed number. When a user
dials a number to make a call, the Quadro matches the dialed number against the existing patterns that are specified in the Call Routing table. If the
dialed number matches only to a single pattern, this pattern will be used to set up a call. If several patterns have been found to match the number,
the Quadro uses the Best Matching Algorithm to prioritize the matching patterns. Once the patterns are prioritized, the pattern with the highest
priority will be used as a preferred route for call setup. The successive patterns will be used only if the destination specified by a higher priority
pattern is unreachable.

To prioritize the matching patterns, the following criteria are sequentially applied to matching patterns. The criteria are ordered by their priorities:
Each consecutive criterion is calculated only for the patterns that take the same value for the preceding criteria: that is Criterion 3 is calculated only
for patterns that take the same value for Criterion 1 and Criterion 2.

o The presence of asterisks (“*") in a pattern
Criterion 1 . . L
The patterns without “*” have a higher priority.
T The total number of matching digits/symbols inside and outside the braces/brackets
riterion
The more matching digits a pattern contains, the higher its priority.
B The number of matching digits/symbols outside the braces/brackets
Criterion 3
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The more matching digits outside braces/brackets a pattern contains, the higher its priority.

Please Note: This criterion is used only if several patterns take an equal but non-zero value for Criterion
2.

it 41 The total number of question marks (‘?’) inside and outside the braces/brackets
riterion
The more question marks a pattern contains, the higher its priority.

The number of question marks (“?”) outside braces/brackets
Criterion 5 The more question marks outside braces/brackets a pattern contains, the higher its priority.

Please Note: This criterion is used only if several patterns take an equal but non-zero value for Criterion
4.

L The number of square brackets (“[]")
Criterion 6 ) ) ) o
The more brackets a pattern contains, the higher its priority.

o The number of braces (“{}")
Criterion 7 . . . L
The more braces a pattern contains, the higher its priority.

o The number of asterisks (“*")
Criterion 8 . . . . o
The fewer asterisks a pattern contains, the higher its priority.

L The value of the metric
Criterion 9 ) ) ) ) o
The lower the metric of a pattern is, the higher its priority.

L The position in the routing table
Criterion 10 . i . . . . . o
The higher the position of a pattern in the routing table is, the higher its priority.

Example: The user has dialed 1231 and the following matching patterns have been found.
The list of patterns
*l*
123*
{11-15}3*
22?1
12372
[1-3]
[1-3]?72?
{100-150, asd, \*\?}1
12*31
1[1-3]3[0-8]
1231
*2%1
*
Step 1: The list is split into two groups separating the patterns with “*” from those without (Criterion 1). The patterns with “*” form a group with a
lower priority and are pushed back to the end of the list.
Criterion 1

The list split into two
subgroups

22721
1232
[1-3]727
{100-150, asd, \\?}1
1[1-3]3[0-8]
1231
*l*
123+
{11-15)3*
[1-3]*
12+31
*Qx]

*

Step 2: The two groups of patterns are arranged separately from each other by the total number of matching digits inside and outside the
braces/brackets in the descending order (Criterion 2). The patterns that contain the same number of matching digits are grouped into sub-
lists.
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The list of patterns

Criterion 2

Matching digits

2271

2

123?

[1-3]72?

{100-150, asd, \"\?}1

1[1-3]3[0-§]

1231

*l*

123*

{11-15}3*

[1-3]

12*31

*2*1

*

ON| M| RPWW|IR]R| B[P PlW

The list of patterns

Matching digits

1[1-3]3[0-§]
1231
{100-150, asd, \"\?}1

123?

2271

[1-3]72?

RPN WSASAD

12*31

123
{11-15}3*

*2*1

*1*
[1-3]
*

O, RPN WWwl &

Step 3: The new sub-lists are arranged separately from each other by the number of matching digits outside the braces/brackets (Criterion 3). The
patterns that contain the same number of matching digits are grouped into sub-lists.

The list of patterns

Criterion 3

Matching digits

1[1-3]3[0-8]
1231
{100-150, asd, \"\?}1

123?

2271

[1-3]22?

12*31

123
{11-15}3*

= W

*2*1

*1%
[1-3]
*

o

The list of patterns

Matching digits

1231 4
1[1-3]3[0-8] 2
{100-150, asd, \"\?}1 1
12372 -
2271 R
[1-3]72? R
12*31 -
123 3
{11-15}3* 1
*Dk] ~
*1* 1
[1-3]* 0
*

The Best Matching Algorithm will stop after executing step 3 as no new sub-lists are formed. The resultant list of prioritized patterns will be the

following:

VolP Carrier Wizard

The VolP Carrier Wizard is used to define access codes for available VolP Carrier accounts which will particularly allow you to reach users over IP-
PSTN providers or to call to the peers registered on the certain SIP servers by dialing simple digit combinations.

The prioritized list

1231
1[1-3]3[0-§]
{100-150, asd, \\?}1
1232
2271
[1-3]22?
12+31
123+
{11-15)3*

*x]

*1*

[1-3]*

*

For each configured VolP carrier, the wizard creates a specific IP-PSTN routing rule in the Call Routing table. This entry is available to PBX users
only, which means only PBX users can make calls to the corresponding VolP carrier. Additionally, a virtual extension automatically generated in
Extensions Management will be registered on the defined VolP Carrier's SIP server.
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The settings of that extension will be used to make calls from Quadro’s users towards the created VolP Carrier will be placed.

VolIP Carrier Wizard — Page 1 provides a following option of

describing the VOIP Carrier: Main  System  Users  Conferences  Tebsphony Inarnat Uplink Matwetk @“[]\gl
When predefined carrier is selected in the VolP Carrier drop VolP Carrler Wizard
down list, the SIP Server and Port will be already predefined
in the next page. Manual selection allows you to manually SalectVolF Canter
set up the VolP Carrier settings. B —
The Description field allows you to insert an optional Descrmtion: pisnagonsiouet
description of the VolP Carrier.
| e ] | Ceancet ] | e ] |
Capymight (C) J000. 2008 Epal Trobasiadies, Aif All ights iesared

Fig. 11-232: VoIP Carrier Wizard page 1

VolP Carrier Wizard — Page 2 is used to define VolP Carrier Man System Users  Conferonces  Teloplory  Wtrnet Uplnk  Metwork
Settings. The page contains following components:

VolP Carrier Wizard

1. VolP Carrier Common Settings
. . ValP Carrier Settings

The Account Name text field requires a username for

authentication on the defined SIP server. Vel Cartlr Comnmnon Satings VelP Cartler Avancad Setiings

The Password text field requires a password for Rccowsame:  eprghein ] e RTP Procey

authentication on the defined SIP server. o R e [asa12bA1 2298

Confim

The Confirm Password text field requires a password S ::mm Z‘::':_":"""”'""""p"’l

confirmation. If the input is not corresponding to the one in I — m..".....-'..w

the Extension Password field, the error message “Incorrect

Password confirm” will appear. Mgrene: (TSI
o Sam

The SIP Server text field requires an IP address or the Secorndity SIP Server

hostname of the SIP server destination party it is registered o e [spleprmicom

on. ven s080

The SIP Server Port text field requires the port number of Outoumd Proy or Secondary SIF Serves

the SIP server destination party it is registered on. Mg (197587085
Port S408

Capygha () 0023008 Epal Teshnalogies, L &5 rights essscad

Fig. 11-233: VoIP Carrier Wizard page 2

2. VolP Carrier Advanced Settings

The Use RTP Proxy checkbox is applicable only when a route is used for calls towards a configured VolP Carrier from a peer located outside the
Quadro. When this checkbox is selected, the RTP streams between external users will be routed through Quadro. When the checkbox is not
selected, RTP packets will move directly between peers.

UserID requires an identification parameter to reach the SIP server. It should have been provided by the SIP service provider and can be requested
only for certain SIP servers. For others, the field should be left empty.

Send Keep-alive Messages to Proxy enables the SIP registration server accessibility to the verification mechanism. Timeout indicates the timeout
between two attempts of SIP registration server accessibility verification. If a reply is not received from the primary SIP server within this timeout, the
secondary SIP server will be contacted. When the primary SIP server recovers, SIP packets will continue to be sent to the server.

A group of Host address and Port text fields respectively require the host address (IP address or the host name), the port number of the Outbound
Proxy, Secondary SIP Server and the Outbound Proxy for the Secondary SIP Server. These settings are provided by the SIP servers’ providers
and are used by Quadro to reach the selected SIP servers.
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VoIP Carrier Wizard — Page 3 contains the following VolP

Carrier access COde Selection components: Main System Users Conferences Telephony Internet Uplink Hetwork @epygl
The Access code text field requires a digit combination by quadtom
dialing which the corresponding VolP Carrier will be reached.
The Access code radio buttons allows you to create VolIP Carrier Wizard
outbound routing rules.
e By prefix text field requires entering the prefix that will VBIF.CarnierAccess Code
be placed in front of the routing pattern instead of the
discarded digits. The Prefix field can consist of numeric Access code: ©oymreti. | [0
values only. A corresponding warning appears if any
other symbols are inserted. OBy pattem:
. . . Emergency Code: ! a1
e By pattern text field specifies calls to which the rule Route Incoming Callsto: 113 v

should be applied. If an outbound call has a destination
number that matches the specified pattern, it will be DlFaitover to PSTH
completed according to the current rule. A routing
pattern may contain wildcards. The complete list of
characters and wildcards allowed in this text field is
given on the Allowed Characters and Wildcards page.

The Route Incoming Calls to drop down list allows you to

select an extension (or Auto Attendant) on the Quadro where ‘ ‘ et | ‘ ‘
incoming calls from the configured VolP Carrier should be

routed to. For the selected extension there will be an 1 - WARMING: if this ITSF is 311 compliant then you have 1o hind this account with the geographical address of your
unconditional forwarding set up which will care for incoming gﬁﬁgmﬁ TSP is not 911 compliant then the public safety agency will not be able to determine the address

calls forwarding from the VolP carrier to the corresponding !

extension. Please checkyour pending events!

Copyright (£32003-2011 Epyai Technologies, Lid. All rights reserved

Fig. 11-234: VoIP Carrier Wizard page 3

The Emergency Code text field requires the emergency code supported by the specified ITSP. By default this field is filled with the information
defined in the Quadro’'s System Configuration Wizard, but this field also allows to define an ITSP specific emergency codes. In case your system has
both local PSTN emergency codes and ITSP codes configured, when dialing the certain emergency code, Quadro will first try to reach the local
PSTN allocated emergency destination, and if failed will dial the ITSP emergency destination.

Please Note: If the defined ITSP is 911 compliant then you have to bind this account with the geographical address of your device. If the ITSP is not
911 compliant then the public safety agency will not be able to determine the address automatically.

The Failover to PSTN checkbox selection will route the call to the PSTN through the local FXO line in case if the VolP Carrier is not available. When
this checkbox is selected, an additional entry will be added to the Call Routing table. This maintains digit transmission to the local PSTN when an IP
call towards the configured VolP Carrier cannot be established.

Please Note: A warning message will appear when the defined Access Code already exists in the Call Routing table or causes a conflict with
entries already in the Call Routing table. In this case, when continuing through the VolP Carrier Wizard, the existing entry in the Call Routing table
will automatically be overwritten by the new settings.

RADIUS Client Settings

RADIUS (Remote Authentication Dial In User Service) specifies the RADIUS protocol used for authentication, authorization and accounting, to
differentiate, to secure and to account for the users. The RADIUS Server provides the option for a caller from/through Quadro to pass authentication
and to be able to dial a specific number.

When a RADIUS client is enabled on the Quadro, and according to the configuration of AAA Required option (see Call Routing table), the RADIUS
server will be used to authenticate user and/or to account for the call. This can be accomplished by automatic detection of the caller's number or a
customized login prompt where the caller is expected to enter a username and password.

Transactions between the client and the RADIUS server are authenticated through the use of a shared Secret Key, which is never sent over the
network. In addition, user passwords are encrypted when sent between the client and RADIUS server to eliminate the possibility of a party viewing
an unsecured network where they could determine a user's password. If no response from the RADIUS Server is returned after the Receive Timeout
expires, the request is resent numerous times as defined in the Retry Count list. The client can also forward requests to an alternate server(s) if the
primary server is down or unreachable. An alternate server can be used after a number of failed tries to the primary server.

Once the RADIUS server receives the request, it determines if the sending client is valid. A request from a client that the RADIUS server does not
recognize must be silently discarded. If the client is valid, the RADIUS server consults a database of users to find the user whose name matches the
request. The user entry in the database contains a list of requirements (username, password, etc.) that must be met to give access to the user. If all
conditions are met, the user gets access to the Quadro Network.

The RADIUS Client Settings page contains the Enable RADIUS Client checkbox that enables RADIUS client on the Quadro.

Please Note: The RADIUS Client cannot be disabled if there is at least one route with RADIUS Authentication and Authorization or RADIUS
Accounting values configured in the AAA Required drop down list at the Call Routing table. In order to be able to disable the RADIUS Client on the
Quadro, appropriate routes should be removed first.

The other RADIUS Client settings are divided into three groups:
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1. Registration Settings .
: . . . Main System Users  Conferemces  Telephomy  hmemet Uplink  Metwark @PP}I\;I

The Primary Server requires the IP address of the primary Radius e

Server. RADIUS Client Settings

The Secondary Server requires the IP address of the secondary B bnaie RADIUS caant

Radius Server. et s St

Primary Surir 192168074

NAT Station IP text fields require the NAT PC WAN IP address. If
no NAT Station is specified here, Quadro’s IP address will be sent
to the RADIUS server. AT staion P w5 |5 Jfe [ (P-cgtewd
Secret Key is used to insert the secret key between the Radius e
client and the server. Contact the Radius server administrator to Gortee
get the secret key for your Quadro. Ry ot -

The Confirm Secret Key field is used to verify the secret key. If e s

Secondary Server 192160074

e iy

A Encoding Trpe. [
the entered Secret Key does not correspond to the one in the
. - AuTarzabon gt 1812
Confirm Secret Key field, the error message “The Secret Key U
does not match. Please try again” will appear. B J—
Retry Count allows you to select the number of attempts ] st commman fogin for s users s time f by Phans aubesication
authorized before canceling the registration. Usemars

Passweord

Receive Timeout allows you to select the timeout (in seconds)
between two attempts to register.

Aamantication o Dastination RADILE Serr

Ugaman

Encoding Type allows you to select the encoding type (PAP or
CHAP) that should be unique on both the client and the server
sides for the establishment of a successful connection. Encoding
type should also be requested from the Radius Server

Passweord oy
Confrm Pasgwerd ssassss

Accounting Setlings

A Ussr thiss Usser Nt i et anky i nvguined
administrator. Wser Hame auatrorsd
The Authorization Port text field requires the port number on the 4 Accouring messages
RADIUS server where Quadro is to send the authentication o pr—
requests. 0

The Accounting Port text field requires the port number on the (Chm_)
RADIUS server where Quadro is to send the accounting

messages.

Fig. 11-235: Radius Client Settings page

2. Authentication Settings

The Enable common login for all users in time of by Phone authentication checkbox enables custom settings for the callers who passed an
authorization by phone on the Quadro. This checkbox enables Username and Password text fields to insert the custom settings that will stand
instead of the source caller’s settings when being delivered to the RADIUS server.

The Authentication on Destination RADIUS Server parameters group is used to insert a Username and a Password (followed by the password
confirmation) to pass authentication on the RADIUS Server of the destination Quadro. If these fields are left empty, the original authentication
settings that users enter for authentication will be used.

3. Accounting Settings

The Username field is dedicated for accounting services only. It is used to insert an identification username for accounting purposes. When no
username is specified in this field, the source username will be used for accounting.

The Send Accounting messages manipulation radio buttons group is used to select sending both Start and Stop accounting messages or only
Stop accounting message.
Voice Mail Common Settings

The Voice Mail Recording Codec page is used to configure the codec for the Voice Mail recording and other settings related to the voicemail to
email and FAX to email sending. It offers the following components:

The Recording Codec drop down list contains the existing T —— @©@cpygi
codecs for voice mail compression. Changing the Voice Mail G
recording codec will directly affect the allocated memory size Voice Mail Common Settings

for users. contmg Codec

Email Subject for voice field is used to when user enables [5.7238 [CS-ACELP spanch coding 610 kbits ais) =

Send new voice messages via e-mail option from his Eanll Subect s s

Wl mall ee o Tram SIVM_DESPHAME] SIVH_USERNANE|

personal Voice Mail Settings. In this field you may define a
flexible subject for all emails sent from the Quadro and

Ingert

igplgmame Ussmama Fyll

FAX 1 Emall Tormat:

carrying the voice mails. TIFF (Tag image Fis Famat)
Besides using static text in the subject line, you may want to e o) )

use the predefined tags to combine the needed subject:

Fig. 11-236: Voice Mail Recording Codec page

e Hostname - the hostname of the Quadro.
o Displayname - the caller's display name. This value is not displayed for PSTN callers.
e Username - the caller's SIP username. For PBX caller this is the caller's PBX number, for PSTN callers this is the caller's PSTN number.

QuadroM32x/8L/26x/12Li/26xi; (SW Version 5.3.x) 141



QuadroM32x/8L/26x/12Li/26xi Manual I1: Administrator's Guide Administrator’s Menus

e Full name - the caller's full SIP address (SIP username and the SIP server). For PBX caller this is the caller's PBX number, for PSTN
callers this is the caller's PSTN number.

e Duration - the voice mail duration.

e Date - the date the voice mail was received.

To insert the predefined tag to the subject line, you should simply click on the corresponding tag. The following format should be maintained to create
a flexible subject:

Example: Voice mail received from $[VM_DISPNAME] $[VM_DATE]

In this example, all email subjects will contain a static text "Voice mail received from" following by the display name of the caller and the date voice
mail is received.

FAX to E-mail format drop down list is used to define the format of the FAX document received in the voice mail and to be attached to the email, in
case user has enabled Send new voice messages via e-mail option from his personal Voice Mail Settings. TIFF or PDF formats may be selected
here.

Dial Plan Settings

The Dial Plan Settings page is used to adjust the dialing timeout setting.

The Routing Dial Timeout setting specifies a period of time

after the last dialed digit that the system identifies as a .
completion of dialing. If the user does not press any key Main System Users  Cooferences  Telephony  Internet Uplink  Network @CP\ f-]|]
within the specified timeout, the system assumes that the TaumIs
dialing_ is complete_ and star@s calling the diale_d number. Only Dlal lan Settings

predefined values included in the drop-down list can be used

for this Setting' Routng Dial Teneout 4 W sat

The Routing Dial Timeout setting will also be applied to all [ Back [ |

the supported IP phones that are auto-configured with the
Quadro and provide the possibility of changing this setting | cssistz0:20 g Tunaligies
through the auto-configuration file. The modified value of the
setting will take effect after rebooting the IP phones.

L4, Al rights reserved.

Fig. 11-237: Dial Plan Settings page

3PCC Settings

The 3PCC Settings page is used to adjust the third party call

controlling settings. 3PCC service on the Quadro allows call @p yyai
. . . o Main  System Users  Comferemces  Telephony Inarnat Uplink Matwetk PYys

controlling applications to remotely initiate and handle calls s
on the Quadro and to subscribe for certain event notifications IPCC Settings

from the Quadro.

[Flocun Cannacton

This page consists of the following components: RequestTimeatfaee) |10

Featura Key: HeotAsded
The Secure Connection checkbox is used enable a secure rar g
encrypted connection between the call controlling application !

and the Quadro. Capregbl{C) 2003 2008 Exvai Tashesleaies L Allights isermd

see | [ Back | [ Hein ]

Fig. 11-238: 3PCC Settings page

Please Note: For successful connection, this option should be set up in the same way on both sides (enabled or disabled on both sides).

The Request Timeout text field requires the timeout (in seconds) during which the Quadro should receive a response to the request from the call
controlling application. If the response is not received during this timeout, Quadro will perform a request dependent default action. For example, if the
call controlling application is configured to handle incoming calls on the Quadro. Once the incoming call occurs, Quadro is trying to transfer the call to
the call controlling application. If the call controlling application does not response within the mentioned timeout, Quadro will answer the call or
perform an action configured for unanswered incoming calls. This setting is dependent on the network conditions therefore consult with your network
administrator before changing the default value.

The read-only Feature Key text field indicates whether the feature key for the 3PCC Support is installed on the system. The system will not accept
connections from 3PCC applications if no key is found. The 3PCC support is an optional feature and can be activated with a feature key from the
Features page.

The read-only WAN Port text field indicates whether there is a filtering rule specified for the Call Control Access. If a third-party call control
application connects to the Quadro from the WAN interface, a filtering rule for the corresponding host should be created on the Call Control Access
page to allow the application a remote access. Creating a filtering rule is not required if the firewall is not setup on the Quadro. The field shows
Opened if there is at least one enabled filtering rule for the Call Control Access.

RTP Streaming Channels

The RTP Streaming Channels page is used to configure channels where the broadcast RTP streams are transmitted. These channels may be then
configured to be used as hold music (see Manual Ill — Extension User’s Guide) or any other type of music played to the caller.

The RTP Streaming Channels page consists of a table
where RTP channels are listed.
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Add opens the Add Entry page where a new RTP
channel can be added.

Man Sywier Usies Cosbmmces  Tebphory Mebmeilplk  Melmask (‘:

RTP Streaming Channels

The Add Entry page includes the following text fields: Y a

The RTP Channel Name text field requires the name or
the number of the RTP channel.

The Port Number text field requires the broadcasting RTP
port number.

The Description text field requires optional information
related to the RTP streaming channel.

Fig. 11-240: RTP Streaming Channel — Add Entry page

Call Recording Settings
The Call Recording service is optional on the Quadro and is activated from Features page by inserting a feature key.

The Call Recording is used to record PBX, SIP or PSTN calls on the Quadro and store the recorded calls either in the local Recording Box or
upload them to the remote server. From Call Recording Settings page the call recording can be configured to be started automatically once the call
starts or to be started manually from Administrator's Main Page of the Quadro's Web Management or by pressing the Record button on the IP phone
during the call. If no such button exists on IP phone, the functional key can be configured from Quadro to handle the recording functionality (see
Programmable Keys Configuration).

To configure Call Recording, an extension of the Recording Box type should be created first. The memory allocated to that extension will be used for
storing the recorded calls. There are two ways to access the recorded calls in the Recording Box: through handset and through Web Management.
Through handset, Recording Box is accessible by calling the Recording Box extension. On Quadro's Web Management, call recordings are available
from Extensions Management by clicking on the Recording Box extension.

Attention: Following limitations apply to the call recording on the Quadro:

e Calls to Auto Attendant or Voicemail cannot be recorded.

The Call Recording Settings page is used for configuring Main System Users Conferences  Telephony Internet Uplink  Metwork @_“]3 \‘%|_
the call recording rules. It has two view modes - the Basic peatios
View and Advanced View, which can be switched by Call Recording Settings
appropriate button. Ensble/Disable Selectall lnverse Selection
. . . 3 ) ) L&&(_M._on Slots Becording Paramelsrs
The Basic View displays the table with the list of all active T e
extensions, recording states of those extensions and 3 -
I’eCOI’dlng parameters, 0 103 Disabled Always stant automatically, Max Duration: 1 hour ', Recording To: 85 EdJi)
1 | 104 Disabled
The Advanced View displays the table with all existing O | 105 Disabled
call recording rules. Click on the recording box extension 0 | 10e Clsabled
number in the Recorded To column will move to the O | w7 Cissolea
corresponding Recording Box. =k s Difabind
1 | 108 Disabled
( WRET] Disabled
| 111 Disabled
| 112 Disabled
o R R Disabled
| 114 Disabled
| 1e Disabled

Fig. 1I-241: Call Recording Basic View Settings page

The Call Recording Settings table offers the following functions:

Enable and Disable functional buttons are used to activate and deactivate the selected call recording rule(s). At least one rule should be selected in
order to use these functions, otherwise the following error message will appear: "No record(s) selected.”

Add functional button opens the Add Entry page where a new call recording rule is being configured. The Add Entry page consists of the following
components:

The Caller Information requires the Call Type and the caller's Address.
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The Called Party Information consisting of the Call Type e e e pm—" - @y
and the called party's Address. Call Recording Settings
The Call Type lists the available call types: e e Joemn s o

PBX - indicates that the calling or called party is Quadro ]
extension ol

SIP - indicates that the calling or called party is located in
SIP network external to Quadro. Fig. Il-242: Call Recording Advanced View Settings page

PSTN - indicates that the calling or called party is located in
PSTN network external to Quadro.

Oustettatt

Auto - indicates any of the types listed above. Call Recordiog Seings - M Enby

The value in the Address text field is dependent on the s
Call Type defined in the same named drop down list. If the caTe [
PBX call type is selected, the Quadro extension number
should be defined in this field. For the SIP call type, the SIP
address should be defined, for the PSTN call type, the
PSTN user number should be defined here. In case of
Auto call type, any of the addresses listed above are
allowed. Wildcards are applicable for this field.

[rcigton

The Recording Type drop down list allows you to select
whether the recording will start automatically as soon as
the call is established, or whether it will be activated
manually by pressing the button on the phone during the
call.

Fig. 11-243: Call Recording Settings — Add Entry page

The Maximum Recording Duration drop down list is used to select the maximum duration when the call between the defined caller and called
parties will be recorded. When the call recording duration expires, it will be silently stopped while the call will stay active.

The Recording To drop down list is for selecting the Recording Box extension Extensions Management) to be used for storing the recordings.
The Description text field should contain some descriptive text related to recording rule.

Edit opens the Edit Entry page to modify the selected entry. This page contains all the same components as the Add Entry page does.
Delete removes the selected entries. Select all checks all entries, e.g. in order to be deleted.

Inverse selection inverses the current selection (if no records are selected, clicking on inverse selection will check all records.

Class of Service

The current implementation of Class of Service (CoS) on Quadro is used to define the permissions that PBX and Conference extensions will have
when using call routing rules to make a call.

The Class of Service feature provides the ability to set restrictions on the call routing rules for each extension. The Class of Service functionality
allows to permit or deny the attempt of extensions to use certain types of call routing rules.

Suppose you want for a certain group of PBX/Conference extensions to deny the right to make international calls, but allow them to make local and
long distance calls and for another group of PBX/Conference extensions give a permission to make international calls only.

Class of Service allows to specify which extensions can use which routing rules to make a call.

For example, if an extension is not assigned to a certain class of service and an attempt is made to place a call from that extension using routing rule
with the Class of Service enabled, then “Number dialed does not exist” message will be played to the caller.

The permissions for a group of PBX extensions can be changed easily by modifying the CoS variable for each PBX extension.

On Quadro the defined CoS variables are associated with PBX/Conference extensions and call routing rules in the Call Routing Table.

In order to configure CoS feature, follow the steps below:
e  Atfirst assign the specified CoS(s) to a certain routing rule(s).

e  Assign the specified CoS(s) to the PBX extension(s).

If there is no CoS assigned to the call routing rule, that rule will be generally available for any PBX extension whether it is attached to a CoS or not.

Please Note: If the Enable Class of Service option is disabled, call routing rule(s) that are assigned to a certain CoS(s) will be available for any
PBX extension, if there are no any other filtering limitations.
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The Class  of
components:

Service page offers the following

Enable Class of Service checkbox is used to enable the
Class of Service functionality on the Quadro and consists
of the following components:

Add opens the Class of Services - Add Entry page
where a new class of service can be created.

Edit opens the Class of Services - Edit Entry page where
the selected class of service's settings can be modified.
This page includes the same components as the Class of
Services - Add Entry page does.

Delete removes the selected class of services.
records are selected an error message occurs.
Select all selects all entries of the table.

If no

Inverse Selection inverses the current selection (if no
records are selected, clicking on inverse selection will
select all records).

Copyright (C) 2002-2012 Epvai Techno

Main  System Users Conferences  Telephony Internet Uplink Hetwork

Class of Services

Go to Extensions Management

Go to Conferences Management

Go to Call Routing Table

Enable Class of Service

Add Edit Delete Selectall Inverse Selection

@ cpygi

quadiem

Hame Description

[ | class 1 forlocal calls

[ | Class 2 for intsmational calls

[E] | Class 3 for calls to PSTN

logies, Ltd. All rights reserved

Fig. 1I-244: Class of Services page

The Go to Extensions Management link leads to the Extensions Management page where the extensions can be assigned to use certain class of

service.

The Go to Conferences Management link appears only if the Conference feature is activated from the Features page and leads to the Conferences
Management page where the conference extensions can be assigned to use certain class of service.

The Go to Call Routing Table link leads to the Call Routing Table page where the call routing rules can be assigned to a certain class of service.

The Class of Service — Add Entry page is used to create a new Class of Service and contains the following components:

e Name text field indicates the name of the class of
service. This name will be visible in the
Extensions Management — Class of Service
Settings page, in the Conferences Management
— Class of Service Settings page and in the Call
Routing Wizard when assigning the classes for
the extensions.

e  Description text field requires
information about the Class of Service.

optional

Main System Users Conferences Telephony Internet Uplink Network

Class of Services - Add Entry

Name Class 3

Description for calls to PSTN

Please check your pending events!

Copyright (C] 2002-2012 Epvai Technologies, Lig. All rights reserved.

@ cpysl

quadram

Fig. 1I-245: Class of Services - Add Entry page
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Internet Uplink Menu

Main  Systom Users Conferences Telephony Internat Uplink Hetwork | U | H k .
nternet Uplin epygi
VPN Configuration quadrom 4 (-)
QuadroM32x Management Dynamic DHS Seflings
Firewall / NAT
Active Calls #itaring Rukes e System
Gal Start Tima ol Duration Colling Phor 07 99 Pl e Users
01-Mar- 0239 | 2 how' 3 min 28 sec | 118 B0 . Cﬂnfe Inences
07-par-2011 13 29 | 2 hour O min 38 gec | 121 B0
e Telephony
01-Mar2011 130532 | 2 hour 0 min 35 sac | 20113@sip apypl lac B0 Ledrminate .
01-Mar-2011 13:06:58 | 1 hour 58 min 9 sec | 25142 <251423192.166.0.209> | 870 Teminate = Internet Uplink
Active Calts Count: 4 o PPR/PPTP SE"II‘ICIS

o VPN Configuration
o Dynamic DNS Settings
o Firewall / NAT
o Filtering Rules
o IDS Lo
Network
Install Checklist
Feature Codes
Help
Logout

Please check your pending events!

Fig. 11-246: Internet Uplink menu in Dynamo theme

Home Logout
pyright 2003-2011 Epyai Technologies, Ltd. Al rights reserved.

Fig. 11-247: Internet Uplink menu in Plain theme

PPP/ PPTP Settings

The PPP/PPTP Settings page is used to establish a connection over the DSL link, or any other type of uplink, to the ISP. A connection is needed to
set up and make or receive calls through PPP over Ethernet. The connection may be configured for manual setup or always up. Once a connection
has been established between the Quadro and the provider, Quadro users will be able to make and receive calls at any time.

The PPP/PPTP Settings page offers the following components:

The Advanced PPP Settings link refers to the same named page where certain parts of the negotiation process during connection establishment can
be adjusted. This link is not available when accessing this page through the Internet Configuration Wizard.

The PPTP Server text fields are only enabled when Quadro is running with the PPTP interface and require the IP address of the PPTP server.

The Encryption drop down list is only enabled when Quadro is running with the PPTP interface and it is used to select the encryption for the traffic
over the PPTP interface.

Authentication Settings require the Username and Password used for the authentication on the ISP server.

Dial Behavior radio buttons enables the following
selections: @epyyi
i

Man System Uses  Comferemcos  Telephony  Wtermet Uik Retwerk

e Dial Manually - if this radio button is activated, a button
will be displayed in the main management window that
serves to switch the Internet connection on/off. When
accessing the Internet, every station of the connected
LAN has to connect to Quadro first.

FPP | PPTP Settings

e Always connected - Quadro stays in the always p——
connected mode. This will allow always being online in e
the network. —

IP Address Assignment radio buttons are used to define
the IP address assignment for the PPP interface with the
following options:

® Dynamic IP Address — the IP address to the PPP
interface will be assigned dynamically by the DHCP
server. S Fops e agoess. (190 (168 |15 |68 [Pcasbuws

e Fixed IP Address — the fixed user defined IP address Bk connecton e
will be assigned to the PPP interface. e T

The Keep Connection alive checkbox enables keeping the
connection alive by sending control packets dedicated for
the link state verification.

Fig. 11-248: PPP Dial Settings page
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Advanced PPP Settings

The Advanced PPP Settings are used to enable/disable certain parts of the negotiation process during connection establishment. These settings

are available only if Quadro has a PPPoE WAN interface.

Attention: Disabling any of the services below may cause problems when establishing a connection including the complete connection failure. The
default settings should be changed only if the ISP (Internet Service Provider) specifically requires it or if the peer system has problems with one of
the services listed below. More information about these services can be found at: http://www.protocols.com/pbook/ppp.htm.

The Advanced PPP Settings page offers the following group of checkboxes:

Enable automatic PPP restart at checkbox is used to select the time when the PPP connection will automatically be restarted. The checkbox
selection enables LCP echo failures text field that indicates the number of the LCP echo failure packets received before the PPP connection will be

considered as dead and will be restarted.

Disable CCP (Compression Control Protocol) negotiation -

this option should only be selected if the peer system is not
working properly. For example, if it is not accepting the requests
from the PPPD (Point-to-Point Daemon) for CCP negotiation.

Disable magic number negotiation - with this option, PPPD
cannot detect a looped-back line. This option should only be
selected if the peer is not working properly.

Disable protocol field compression negotiation in both the
receive and the transmit direction — with this option, no
protocol field compression will take place.

Disable Van Jacobson style TCP/IP header compression in
both the transmit and the receive direction — with this option,
no negotiation of TCP/IP header compression will take place
and the header will always be sent uncompressed.

Disable the connection-ID compression option in Van
Jacobson style TCP/IP header compression - with this
option, PPPD will not compress the connection-ID byte from
Van Jacobson and will not ask the peer to do so.

Disable the IPXCP and IPX protocols - this option should only

Min Sydem Uses  Cowences  Tekphony  Inbeenel gk Hotwork

@y

Advanced PPP Settings

B B =

e
|
@

be selected if the peer is not working properly and cannot
handle requests from PPPD for IPXCP negotiation.

VPN Configuration

Fig. 11-249: Advanced PPP Settings page

A VPN (Virtual Private Network) is established to connect two local networks (intranets) securely over the Internet securely. The VPN routers
manage authentication between servers and clients and handle data encryption for the connection. Only authorized users may access the network

and the data exchange cannot be intercepted.

VPN connections are, in many ways, like every Internet connection

, they are based on IP addresses, which means, the concerned VPN gateways

must authenticate the IP addresses of their respective partner's VPN gateways. Each time a specific VPN is to be established, usually the same IP
addresses are expected. This will not create problems if both VPN partners have fixed WAN IP addresses. There may be circumstances reasons to
prefer dynamically allocated IP addresses. To enable devices that use a variable IP address as part of a VPN, they are turned into “Road Warriors”.
For example, at this point they are able to reach their corporate network via authentication at the company's VPN gateway device. This VPN gateway
device must have a fixed IP address for Internet access. Every VPN needs at least one VPN gateway with a fixed IP address.

The partner devices of a VPN must have different WAN IP addresses, and if they are connected to local area networks, these LAN’s must have

different IP addresses. As all Quadro devices have the same default
set a new IP address.

IP addresses on delivery, at least one of them must be reconfigured in order to

Quadro supports several kinds of VPN connections such as IPSec, L2TP and PPTP.

The VPN Configuration page offers IPSec Configuration and
PPTP/L2TP Configuration links that lead to the corresponding
feature settings pages.

Attention: It is strongly recommended not to run different types
of VPN tunnels between the same endpoints simultaneously.

Mam  System Users  Coferences  Telephony ibetmel Uplink  Network

@cpysi
£8,

VPN Configuration

el |

Fig. 11-250: VPN Configuration page

An IPSec connection includes authentication and encryption to protect data integrity and confidentiality. VPNs are “virtual” in the sense that
individuals can use the public Internet as a means of securely accessing an internal network. Once the IPSec connection is established, users have

access to the same network resources, addresses, and so forth as if

they were connected locally. VPNs are “private” because the data is encrypted

between two VPN gateways. Encryption makes it very difficult for anyone to intercept data and capture sensitive information such as passwords. The
Quadro can be set up to act as a VPN router when connected to the Internet with a fixed IP address or as an IPSec connection Road Warrior when

using dynamic IP addresses.
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Establishing an IPSec connection normally requires the functionality of a VPN gateway on each side of the communication line. An intelligent Internet
access router, for example Quadro, delivers this function but also PCs or workstations may also be equipped with VPN gateway functionality. Home
offices typically prefer dynamically allocated IP addresses.

When Quadro is connected to the Internet with a fixed IP address, it will be set up to act as a VPN gateway. Quadro is then prepared to establish an
IPSec connection with another VPN gateway device, but also allows access to Road Warriors. A notebook /laptop used by a traveling employee
could also be a Road Warrior. Access to their company’s intranet via an IPSec connection can be obtained regardless of their location.

Quadro can also be set up to act as a Road Warrior. If a home office is connected to the Internet via Quadro with PPPoE (Point-to-Point Protocol)
and dynamic IP addressing, setting up Quadro as a Road Warrior will allow an IPSec connection to the corporate network.

For the encryption and decryption of the data transmitted via the IPSec connection, a key is used. RSA used by Quadro is an asymmetric key
system. It has to be available on both sides of the IPSec connection and will generate a different pair of keys on each side, a private key and a public
key. During the connection establishment, some data is encrypted with the remote party’s public key. They can be decrypting the data with their
private key and the data encrypted there with Quadro’s public key can be decrypted with Quadro’s private key. Since the private key is never
transmitted, it stays completely unknown to everyone, thus the system remains safe. Even if someone gets the public key, decryption cannot be
possible without the private key. Quadro generates such a pair of keys automatically when it is set up. The user cannot see the private key, but must
know the public key because their IPSec connection partner will need it.

Please Note: A pair of keys will always be generated, a public one and a private one. The previously generated pair of keys will become invalid as
well as all existing IPSec connections that use RSA keying.

The IPSec Configuration link refers to the page where IPSec connections can be created and managed.
The IPSec Configuration page consists of two sub-pages: Connection and RSA Key Management.

The Connection sub-page provides an overview of all existing IPSec connections characterized by their Connection Name, the Remote Gateway
(the IP address or the hostname of the IPSec connection partner), the State of the IPSec connection (Stopped, Connecting, Activated, Waiting or
Connected) and the dedicated Keying Type (the encryption type). The content of the table can be sorted in ascending or descending order by
clicking on the header of the respective column. There is a checkbox for every IPSec connection to select it for further editing.

Start activates the connection establishment of the selected

Administrator’s Menus

IPSec connection. The State of the IPSec connection will
change into “Connected” or “Activated” depending on the IPSec
connection type. If no record is selected, the error message
“One Record should be selected” appears.

Wi Spdew Usws  Cofweoes  Tebphooy bl ok Hebwark

IPSec Configuration

Attention: It is not recommended to simultaneously start a okt e oo s o Cvsacing

static and a dynamic connection configured to use the same

secret key. A dynamic connection may capture the static

connection peer and vice versa, depending on which connection

established first.

Steacet il

Stop disconnects the selected IPSec connection. The state of
the IPSec connection will change into “Stopped”. If no record is
selected, the error message “One Record should be selected” |...

will appear. More than one record may be selected at a time to

Fig. [I-251: IPSec Connection Settings page
be stopped. 9 95 pag

Add leads to the Add IPSec Connection wizard where a new IPSec connection can be defined and specified. The wizard provides several pages.

Edit leads to a set of IPSec Connection Properties pages to modify the parameters of the selected IPSec connection. The page includes the same
components as the Add IPSec Connection page. To operate with Edit, only one record may be selected, otherwise an error message “One row
must be selected” appears.

Restart all Connections restarts all active IPSec connections. The State of these IPSec connections will turn into Connected or Activated if the
restart procedure has been successfully completed.

The first IPSec Connection Wizard page Add IPSec Connection has the Connection Name text field that requires a new mandatory IPSec
connection name. If the text field is not filled in, the error message otherwise an error will occur “Error: Incorrect connection name” will appear.

Please Note: The input in the Connection Name field should only be in Latin characters, otherwise an error occurs and IPSec connection cannot be
created.
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The Peer type drop down list is used to choose the remote

machine type for the IPSec Connection to be established. If the Man Spsten Users  Conferences  Tolephony et Uplik Network @cpysi
list does not include the required type of machine, choose TR
Other. IPSec Connection Wizard
The VPN Network Topology drop down list allows you to select 144 PSec Connection
the location of the peers participating to the VPN connection.
The following options are present in the list: Gonnactan tame: - [VPiGonnect
Poar bpe: Quadm v
® Quadro<>Peer — direct connection between Quadro and a VPN Hatwork Togolagy. | Quadioe->Pese z
peer.

® Quadro<>[Internet]<>Peer — connection between Quadro
and peer over Internet.

® Quadro<>NAT<>[Internet]<>Peer — connection between
Quadro and peer over Internet through Quadro provider’s

NAT. ] = | o | s ]
® Quadro<>[Internet]<>NAT<>Peer — connection between | tus s 4 e v
Quadro and peer over Internet through peer provider's Fig. 1I-252: IPSec Connection Wizard - Add IPSec Connection
NAT.

The next page of the wizard is IPSec Keying Properties which
IS used to SeIeCt |PS€C connectlon's Secu”ty encryptlon Settmgs' Main  System Users Conferences Telephony Internet Uplink Network @ep}"gl
QuadroM32::52

Auto Keying requires the IKE (Internet Key Exchange) and ESP
(Encapsulated Security payload) settings defined. Encryption IPSec Configuration Wizard
and Authentication parameters should be defined.

The Encryption drop down list offers the following standards for IPSec Keying Properties - dsgfsd
selection:
Internet Key Exchange (IKE}
° Triple DES uses three DES encryptions on a single data
block with three different keys to achieve a higher
security than is available from a single DES pass (block

cipher algorithm with 64-bit blocks and a 56-bit key). Difie-Hellman Group | Group 2 (102411
Encapsulated Security Payload (ESP)

Encryption Triple DES v

Authentication MDE v

e  AES 128 bit cryptography scheme is a symmetric block Encrplion | Triple DES
cipher, which encrypts and decrypts 128-bit blocks of Authentication  [MDS v
data.

e AES 192 bit cryptography scheme is a symmetric block
cipher, which encrypts and decrypts 192-bit blocks of | | — | | |

data.

° AES 256 b|t Cryptography scheme iS a Symmetric blOCk Copyright (€) 2003-2010 Epyai Technologies, Ltd, All rights reserved
cipher, which encrypts and decrypts 256-bit blocks of
data.

Fig. 11-253: IPSec Connection Wizard -IPSec Connection Properties

The area Authentication offers the following parameters to be selected:

° SHA (Secure Hash Algorithm) is a strong digest algorithm proposed by the US NIST (National Institute of Standards and Technology) agency
as a standard digest algorithm and is used in the Digital Signature standard, FIPS number 186 from NIST. SHA is an improved variant of
MD4 producing a 160-bit hash. SHA and MD5 are the message digest algorithms available in IPSEC.

° MD5 (Message Digest) is a hash algorithm that makes a checksum over the messages. The checksum is sent with the data and enables the
receiver to notice whether the data has been altered.

The Diffie-Hellman parameter is used to determine the length of the base prime numbers used during the key exchange process. The cryptographic
strength of any key derived depends, in part, on the strength of the Diffie-Hellman group, which is based upon the prime numbers. The higher is the
group hit rate, the better is encryption. If mismatched groups are specified on each peer, negotiation fails.

The third page of the IPSec Connection wizard, Automatic Keying, is used to setup a type of password (Shared Secret) or the RSA public key to
secure your IPSec Connection. The functionality of Perfect Forward Secrecy (PFS) can be added to both. Following ways of automatic keying are
available.

® Shared Secret is a type of password consisting of any characters that both of the IPSec Connection partners must know. The authentication will
be done with this shared secret. All encryption functions below will remain concealed.
Please Note: It is also not recommended to start multiple road warrior connections with the Shared Secret automatic keying selected. For
multiple road warriors to be started at the same time, it is recommended to use RSA keying with Local ID and Remote ID fields configured.

® RSA requires the public RSA key of your IPSec Connection partner.

Please Note: System prevents to start a connection with Shared Secret automatic keying selected if there is already a connection with RSA
automatic keying started, and vice versa.
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The Local ID requires an IP address, Quadro FQDN (Fully Qualified Domain Name) that is resolved to an IP address, or any @-ed string that is
used in the same way.

Remote ID also requires an IP address, the IPSec Connection partner's FQDN (Fully Qualified Domain Name) that is resolved to an IP address, or
any @-ed string that is used in the same way.

Main Systesn  Users  Conferences  Telephony Inaber rved Uplink. Network

The Local ID and Remote ID text fields may have the @cpysi
values in one of the formats presented below: Toeiinka

® |P address — example: 10.1.19.32. IPSec Connection Wizard

® Host name — example: vpn.epygi.com. This form
requires additional resources to resolve the host
name, therefore it is not recommended to use this
format.

Automatic keying - VFNConnect

© snarea Seerin

& R Rarncte RAA public key

e @FQDN — example: @vpn.epygi.com. This form is
considered as a string, and is not being resolved. It is
recommended to use this form for most applications. < >

107 F In0cADRSDIRVEANDIXESEE Tnn

® user@FQDN - example: quadro@vpn.epygi.com. This LocaliD (192166026
form is also considered as a string, and is not being Remote 0 [qusda230 epygicom
resolved. It has no advantages over the previous form. 1675 Partect Farward Sacrecy)

Please Note: The Local ID and Remote ID values are Cluss wss: comprassion
mandatory for RSA selection and are optional for Shared
Secret selection. However, it is recommended to define the | (Frwous ] | b | | Com ] | ) |
Local ID and Remote ID values for multiple road-warrior
connections.

Fig. 11-254: IPSec Connection Wizard - Automatic Keying Settings page

PFS (Perfect Forward Secrecy) is a procedure of system key exchange, which uses a long-term key and generates short-term keys as is required.
Thus, an attacker who acquires the long-term key can neither read previous messages that they may have captured nor read future ones.

Use IPSec Compression enables IPSec data compression. This option is displayed only if the IPSec-VPN partner supports it.
The forth page of the IPSec Connection Wizard contains

IPSec Connection Properties which serve to specify the Man System Usees  Cosforences  Telphery  WlemetUpiok  Network @:I.J:zu’l
members of the IPSec Connection and to set the basic

parameters for encryption. IPSec Configuration Wizard

A group of radio buttons are used with Dynamic IP/Road 1PSee Connection Properties - asdasd

Warrior and Static IP/ Remote Gateway to select if the

remote Quadro (or another VPN gateway device) is © Dmanic P 1 Raadwarios

connected to the Internet with a dynamic IP address and is @ staicIP s Remcte Qaliway

acting as a Road Warrior, or is connected to the Internet
with a fixed IP address and is acting as a VPN Gateway.

Bamath Gatvway

Cléwacen <> Remose Gaigway

If Dynamic IP / RoadWarrior is selected, the Remote Fltacat ueeut == Remo o3sevy
Gateway IP Address text field will automatically generate PP
the value “any”, to allow access independent from the ) Locai Sutast = Ramotn Subnet
sending IP address. Romata
Sutnet i IP-Chpbinard
Selecting Static IP / Remote Gateway requires entering :_Pm.
the IP address or the hostname of the remote Quadro (or poeet 2 B0 Jleo o a Lecteoons |
another VPN gateway device) in the Remote Gateway text D stap connecion ot successhl
field.

| Fravious Next Cancsl | Help |

Please Note: The Static IP/ Remote Gateway selection is
not possible if this Gateway is positioned behind NAT,
since the IP-address of the remote gateway is not
reachable directly in this case.

CaprégCH 2009 2010 Eyrss Tashastoginn L, AN ights eswevad

Fig. 11-255: IPSec Connection Wizard -IPSec Connection Properties

Quadro <> Remote Gateway allows access from the local Quadro to the remote VPN gateway (local subnet and remote subnet are not included).
This includes management access. The checkbox is disabled when “Quadro<>NAT<>[Internet]<>Peer” or “Quadro<>[Internet]<>NAT<>Peer” the is
selected from the VPN Network Topology drop down list on the first page of the IPSec Connection Wizard.

Local Subnet <> Remote Gateway allows access from all stations connected to the local network to the remote VPN gateway device (local Quadro
and remote subnet are not included). The checkbox is disabled when “Quadro<>[Internet]l<>NAT<>Peer” is selected from the VPN Network
Topology drop down list on the first page of the IPSec Connection Wizard.

Quadro <> Remote Subnet allows access from the local Quadro to all stations of the remote LAN (local subnet and remote VPN gateway devices
are not included). The checkbox is disabled when “Quadro<>NAT<>[Internet]<>Peer” is selected from the VPN Network Topology drop down list on
the first page of the IPSec Connection Wizard.

Local Subnet <> Remote Subnet allows access from all stations of the local network to all stations of the remote LAN (VPN gateway devices are
not included). In this case, the local and remote subnet IP addresses and subnet masks have to be entered in the corresponding text fields Local
Subnet IP and Remote Subnet IP.

More than one of the above checkboxes may be selected to specify the desired communication relations.

QuadroM32x/8L/26x/12Li/26xi; (SW Version 5.3.x) 150

Administrator’s Menus



QuadroM32x/8L/26x/12Li/26xi Manual I1: Administrator's Guide Administrator’s Menus

The Stop Connection if not successful checkbox allows you to stop the IPSec connection attempts if the partner is still unreachable after the
timeout period. If the checkbox is not selected, the system will continue to try to reach the IPSec connection partner.

The RSA Key Management sub-page is used to see the current RSA key and to generate a new one. This page contains the following components:

The public key is displayed in the RSA Public Key text field
so that the user may inform their IPSec connection partner 5 — epyel
. . Mam System Usus  Conferences  ekphory  WmemetUpink  Metwork k[ ro
about it, for example, via fax. Lustubzzia
Sanaih in 283 sesondn
The user has the option of generating a new pair of keys by IPSec Conflguration
specifying the key length with the corresponding radio buttons ) _
Generate a new 1024bit RSA Key and Generate a new Lunecion RSARey Hanspmed
2048bit RSA Key and then clicking the Generate Button. 4t RAA puic e Enial s ke n peer
A valid RSA key should fit to following requirements: ?jﬁgmmmmmmmz 1
S QPUEESERG TR aUIpAN YV IUEIAILYL ¥ &eng I
e  RSA key doesn't start with "0s" ! B
o RSA key doesn't end with "==" @) Gienerate a new 1024 bil F3A bey
) Gienerate a new 2048 bil F3A bey
° ;??A key contains symbols other than Alphanum, +, e
Back Help
The Email this to the peer text field requires the mailing o] l i
address of the IPSec connection partner. The Send button will | ottt G Tesrauses i a0 it sened

insert Quadro’s public RSA key into an e-mail and send it to

. Fig. I1-256: IPSec Connection Wizard - IPSec Connection RSA Key Settings page
the IPSec connection partner.

PPTP (Point-to-Point Tunneling Protocol) is used to establish a virtual private network (VPN) over the Internet. Remote users can access their
corporate networks via any ISP that supports PPTP on its servers. PPTP encapsulates any type of network protocol (IP, IPX, etc.) and transports it
over IP. Therefore, if IP is the original protocol, IP packets ride as encrypted messages inside PPTP packets running over IP. PPTP is based on
point-to-point protocol (PPP) and the Generic Routing Encapsulation (GRE) protocol. Encryption is performed by Microsoft's Point-to-Point
Encryption (MPPE), which is based on RC4.

L2TP (Layer 2 Tunneling Protocol) is a protocol from the IETF, which allows a PPP session to run over the Internet, an ATM, or frame relay network.
L2TP does not include encryption (as does PPTP), but defaults to using IPSec in order to provide virtual private network (VPN) connections from
remote users to the corporate LAN. Derived from Microsoft's Point-to-Point Tunneling Protocol (PPTP) and Cisco's Layer 2 Forwarding (L2F)
technology, L2TP encapsulates PPP frames into IP packets either at the remote user's PC or at an ISP that has an L2TP remote access
concentrator (LAC). The LAC transmits the L2TP packets over the network to the L2TP network server (LNS) at the corporate side. Large carriers
also may use L2TP to offer remote POPs to smaller ISPs. Users at the remote locations dial into the modem pool of an L2TP access concentrator,
which forwards the L2TP traffic over the Internet or private network to the L2TP servers at the ISP side, which then sends them on to the Internet.

For PPTP and L2TP Connections, two parties are required: a Client and a Server. The client is responsible for establishing the connection. The
server is waiting for clients, it is not able to initiate the connection itself.

Attention: L2TP tunnels have no data encryption mechanism.

The Host Name and a Password specify each side. The client should know the server’'s name and password (the Quadro server has no password)
and the server should set the client's host name and a password. The client and server settings have to match on both sides for successful
connection establishment.

Clients and Servers are identified by their hostnames, which means that only one client can be connected to the server in the same network. Servers
also define the range of IP addresses that are assigned to the Server and Client hosts participating in a connection.

The PPTP/L2TP Configuration link displays a page where a new PPTP and L2TP connection can be configured, as well as PPTP and L2TP server
settings can be adjusted. The page consists of 3 sub-pages.

The Connections page lists all existing connections are listed,
characterized by their Connection Name, Type of the : @ a0V
Connectlon (PPTP or LZTP) the C|Ient/Server mode the State Main  System Users  Colfoences  Telephony Ineeami Uplink Ruwork tp 5
of the connection and the Remote Hostname IP (the IP Beh n seend

address or the hostname of the connection peer). The state of PPTPIL2TP Configuration

the PPTP and L2TP Connections, except for the “Stopped”

state, is established as a link that refers to the page where Comections, FETP Senver Confiuratiens | 0T Senes Corfins

logout information about the connection status is displayed. Slal Siop A Edil Delote Sebectull knwrse Sebeetion

Logs can be useful to determine problems on PPTP or L2TP Connection Name e Cllenserver | Remate Host i sians

connections failure. -

Add functional button leads to the PPTP/L2TP Connection [ | BriFGhentConngetan
Wizard page, where a new connection can be established. ol

Please Note: After creating a PPTP server connection, PPTP Sl - i
connections between devices placed on the Quadro LAN (ot ) ]
and external devices will no longer be possible. The PPTP pass-
through service for incoming and outgoing traffic will be  |eereem s v s
automatically disallowed once a PPTP server connection is
created.

Fig. 11-257: PPTP/L2TP Configuration page
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The PPTP/L2TP Connection Wizard consists of several pages
and allows you to create a new PPTP or L2TP connection.

Mam  System Users  Coferences  Telephony ibetmel Uplink  Nelwork

PPTPIL2TP Connection Wizard

The PPTP/L2TP Connection Wizard — Page 1 consists of the
following components:

Add FFTPL2ZTP Connection

Connection Name text field requires a connection identification commeciontions: [BmmeEoTIRo
name. The name of the connection cannot start with a digit Conecton Type. | FETE 9
symbol, however it can contain digits further in the name.

Connection Type drop down list allows to select the type of the
connection (PPTP or L2TP).

l [ | Canctl | Helg |

Copyright (1) 2000-2000 Caxoi Tashral

Fig. 11-258: PPTP/L2TP Connection Wizard — Page 1

The PPTP/L2TP Connection Wizard — Page 2 consists of the

following components: Wain System Users  Conferences  Telephony  Iiesned Uplink  Hetwork @f‘[_-j}'f-’.i
The Peer Name text field requires the connection peer name. If PPTPIL2TP Connection Wizard

you are about to create a client connection, then the server's

name should be defined here. If you are creating a server PPTP p

connection, then the client’'s name should be defined here.

Peer Narne | quadroBl
Please Note: When creating a connection with a Windows Passwid [su
Server, ensure that a user with the Quadro’'s host name and
Dial-in access exists on the server. When creating a connection
with a Windows Client, ensure that the Peer name specified on
this page matches the Dial-in connection’s username.

3| serr

Client
FETR Benr 19216836101

Musthenitic ation Ercayption

Please Note: The input in the Peer Name field should only be in
Latin characters, otherwise an error occurs and no connection
can be created.

MPFE 12882 ¥

The Password text field requires the password for the
connection establishment. | == [ ) [ — l ] |

Please Note: These authentication settings should be
identically configured on both peers for the successful
connection establishment.

Capyeight (C) 0003008 Epgal Tachasdagier, Ld A1l dghie resaresd

Fig. 11-259: PPTP/L2TP Connection Wizard for PPTP connection— Page 2

The manipulation radio buttons selection on this page allows ©@cpysi
you to choose whether the new connection will be a client or a — e = DYs,
server. For the Client radio button selection, no further details
need to be provided. For the Server radio button selection, the

following information needs to be provided:

PPTPIL2TP Connection Wizard

TP P

For PPTP connection, the PPTP Server text field requires an IP
address or a host name of the PPTP server. For L2TP
connection, the L2TP Server text fields require an IP address of .
the L2TP server. i

| Client

LiTPSorver 182 1aa (78 55 |[®Cipboard

Bugr Name | quatiodd

Pagsword | sees

The Authentication manipulation radio buttons are only present
if the Connection Type selected on the previous page is PPTP.
They are used to select the corresponding authentication
protocol by which the client communicates with the server. The
MSCHAPv2 selection enables the Encryption drop down list
where the encryption method can be selected. | (P | | o ] | oo J | o) |

Copyright (D) 20007000 Caxol TAnalgHs, LE AN rights rearend

Fig. 11-260: PPTP/L2TP Connection Wizard for L2TP connection— Page 2

The Start functional button initiates the selected connection(s). If it is a client connection, then this button initiates a client activity of reaching the
server. The Start option is applicable for multiple connections selected at the same time.

The Stop functional button is used to stop the selected connection(s). Stopping the server connection will disconnect all connected clients and close
the PPTP/L2TP tunnel. The Stop option is applicable for multiple connections selected at the same time.
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The PPTP Server Configuration page is used to configure the
PPTP Server Settlngs and Offers the fOIIOWIng Components Man  System  lkas  Conferences Telephony Inteamet Uplink: Network @(‘l)}'}_’,t
Tluadotd

The PPTP Subnet text fields are used to enter the IP address
range for the PPTP server and clients within the PPTP tunnel. PPTPIL2TP Configuration
The value specified for the subnet mask is fixed to 24 to restrict
the possible number of clients for the PPTP connection.

Connecaans PRTP Sarves Comiaationg LT 5

sweet 172 |[n | v | ip-ciezoe |

Please Note: The first address specified in the PPTP Subnet
will be assigned to the PPTP server; others will be assigned to Mttt Encayption
the clients. The PPTP server subnet should be different from the
L2TP server subnet, otherwise a corresponding error message
will appear.

@ wscraPv | [Pee 1208 »

The Authentication manipulation radio buttons are used to

select the corresponding authentication protocol by which the Lo J L B Lo ]
client communicates with the server. The MSCHAPV2 selection | o asems i e, e anishs et

enables Encryption drop down list where the encryption

Fig. II-261: PPTP Server Configuration page
method can be selected. 9 9 pag

The L2TP Server Configuration page is used to configure the
L2TP server settings and provides the following input options: (cvp\'"i
e

Man  Systemn Usmis  Coferences  Talephony Inbesped Uplinik: Network

The L2TP Subnet text fields are used to enter the IP address s
range for the L2TP server and clients within the L2TP tunnel. PPTPILZTP Configuration
The value specified for the subnet mask is fixed to 24 to restrict

the possible number of clients for the L2TP connection.

Connecligns PPTP Seray Configuralions L2TP Sevvey Confiom sticars

. . ) ) Subnet 171 il 2 0 1 IP-Clgboard
Please Note: The first address specified in the L2TP Subnet will PR :
be assigned to the L2TP server; others will be assigned to the L ) Bk by
clients. The L2TP server subnet should be different from the | cum e tu tesnms e s ws
\IIDV:TITaITOpsee;\r/er subnet, otherwise a corresponding error message Fig. 11262, L2TPServer Configuration page

To Specify an IPSec Connection

1. Pressthe Add button on the IPSec Connection Settings page. The IPSec Connection Wizard will appear in the browser window.

2. Select a VPN Peer Type and assign a name to the IPSec Connection. Press Next to go to the next page of the IPSec Connection wizard.

3. Enter the remote side IP parameters, check subnets/gateways for the connection, select the NAT traversal option (if needed), and the desired
keying type. Press Next to go to the next page of the IPSec Connection wizard.

4.  If the Automatic Keying type has been selected, enter the automatic keying parameters and select the PFS and IPSec compression options (if
needed). If the Manual Keying type has been selected enter the encryption and authentication keys and SPI(s).

5. To specify an IPSec connection with these parameters, press Finish. Press Cancel to abort the operation.

To Manage an RSA key for the IPSec Connection

1. Press the RSA Key Management button on the IPSec Connection Settings page. The IPSec Connection RSA Key will appear in the
browser window.

2. Select the RSA key length and press Generate to generate a new RSA public key. This may take several seconds.

3. Enter a destination e-mail address in the Email this key to peer text field, then press Send to send the new RSA public key.

To Delete/Stop/Start/Enable/Disable a VPN Connection

1. Select one or more checkboxes of the corresponding connections that should to be deleted/stopped/started from the Connections tables.
Press Select all to delete/stop/start all connections.

2. Click on the Delete/Stop/ Start button from the table’s menu to perform the corresponding operation for the selected VPN connection(s).

3. If deleting, confirm it with pressing on Yes. The VPN connection will be deleted. To abort the deletion and keep the VPN connection in the list,
click No.

Dynamic DNS Settings

The Dynamic DNS (DynDNS) is a service that is used to map a dynamic IP address to a host name. This service is used if you are connected to the
Internet with a dynamic IP address (and PPP, DHCP client) and want to allow access from the Internet to a device behind the firewall. For example, if
you want to run your own WEB server.

To enable the DynDNS service on Quadro, you first have to choose a DynDNS provider and register at their website.
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The Dynamic DNS Settings page provides the following

components: Main System Uses  Confevemces  Telephomy  ntewe Uik Hetwark (c("[)'}'f-',i

TOuRIMIE

The Enable Dynamic DNS checkbox selection enables the

dynamic DNS service. Dynamic DNS Settings

The Dynamic DNS e peovided by third pary companies. You need 10 register a1 their web sites to pet e information b fill in below.
The User text field requires the username specified during the Phease e & look 1V1.0.1157) bo et s f serice providers, which see gnecefined on his device
registration at the DynDNS provider. [ Enatte Omamic OHG
The Password text field requires the password specified during vt adipdiny
the registration at the DynDNS provider. i

Maxtene betwgen updates: 1 hours
The Max time between updates text field requires entering the
period between two updates (in hours). The values entered in

) Lse prevefned serace Semice: atip -

these fields should be greater than 24, otherwise the error Hosd

message “Update interval times smaller than 24 hours are too Y20 Connézn Type

small” will appear. Normally, whenever you set up a connection DHE Cloak T

to the Internet, the DynDNS is updated at least once in the Mai Exthange

period indicated in this field. Es5HONS Patner

The Use predefined service radio button leads to the manual © catscustom HTTP GET 1yt | s

configuration of the DynDNS service. The selection enables the Basic dunandcaion

following optional settings: o) o) —

The Service drop down list contains the provider list where the
administrator needs to select the one that it has been
subscribed to.

Copmmight (€1 20035008 Eqa Tastnsloing, L. A0 nght e,

Fig. 11-263: Dynamic DNS Settings page

The Host text field requires the name of the host on the Internet.
The TZO Connection Type text field is used for a special parameter required by the DynDNS provider TZO.
The DHS Cloak-Title text field is used for a special parameter required by the DynDNS provider DHS.

The Mail Exchange text field requires the address of the e-mail server where the DynDNS service provider will relay your e-mails.

Attention: If this service is used, ensure that there is port forwarding configured for SMTP (port 25) to the internal e-mail server.
The easyDNS Partner text field is used for a special parameter required by the DynDNS provider easyDNS.

Selecting the Create Custom HTTP GET Request radio button will switch to the custom settings of the DynDNS service. Normally, the DynDNS
provider uses HTTP get requests to map dynamic IP addresses to host names. If the HTTP receive request is known to you, choose the Create
Custom HTTP GET Request radio button and enter the appropriate value into the URL text field.

The selection enables the following optional settings:

The URL text field requires the complete request to be sent to the DynDNS server. Normally it has the following format:
http://www.server.domain:port/scriptpath/scriptname?paraml=valuel&param2=value2

The request modifies the nameserver database so that the hostname will be resolved to the new IP address.

The Basic Authentication checkbox enables the encoding of the username and password entered in the text fields above, and then uses the Basic
Authentication method to notify the provider about the user authentication settings.

Most of the DynDNS providers require an authentication for security. Authentication parameters can be provided in the URL text field to be used for
the HTTP get request. The Basic Authentication checkbox can be selected if no authentication parameters to be provided.

Firewall and NAT
The Firewall Configuration page allows setting up a firewall, configuring the security level and enabling the NAT and IDS services of Quadro.

A Firewall is a security service configured by the Quadro administrator based on various criteria. The firewall allows or blocks traffic based on
policies, services and/or IP addresses. The firewall has several levels of security policies (low, medium or high). The administrator may add
additional service-based rules. Filtering rules will take effect only if the Firewall has been enabled and are independent from the selected firewall
security level.

NAT (Network Address Translation) is used to allow Quadro LAN members to connect to the Internet using Quadro's WAN IP address. The
Quadro/NAT also handles forwarding incoming packets from the WAN to the PCs or devices on Quadro’s LAN.

The IDS (Intrusion Detection System) is a type of firewall, but together with deleting dangerous packets or packets containing intrusion attacks, IDS
generates a log file with information about these dropped packets and the senders responsible for those packets. The log can be viewed on the IDS
Log page and notifications about them can be sent to the user in various ways such as e-malil, flashing LED and display notification.

The Firewall Configuration page offers the following components:

The Enable IDS checkbox selection enables the Intrusion Detection System. The Enable NAT checkbox selection enables Network Address
Translation.

QuadroM32x/8L/26x/12Li/26xi; (SW Version 5.3.x) 154



QuadroM32x/8L/26x/12Li/26xi Manual I1: Administrator's Guide

Administrator’s Menus

The Enable Firewall checkbox selection enables the firewall
security service. The firewall security level has to be selected,
otherwise the firewall cannot be enabled.

The Firewall Security radio buttons are the following:

® Low Security - Everything that is not explicitly forbidden
will be allowed. This security level doesn't block anything
by default. It is recommended if the device is already
located behind another firewall or if every filter has been
configured correctly.

® Medium Security - Traffic originating from the LAN side
may pass and traffic from the WAN side will be blocked by
default. This is the recommended security level.

e High Security - Everything that is not explicitly allowed will
be blocked, including traffic from the LAN side.

The Advanced Firewall Settings link refers to the page where
Quadro’s privacy can be configured.

The View Filter Rules link opens the Filtering Rules page.

Advanced Firewall Settings

Advanced Firewall Settings are used to deny Ping and
Portscanning operations addressed towards the device. With
these features enabled, Quadro will answer with inscrutable
messages to the Ping and Portscanning operations.

Please Note: Operations are available only when the firewall is
enabled from the Firewall and NAT page.

This page offers the following components:

The Ping Stealth checkbox selection prohibits a Ping operation
toward Quadro from its WAN.

The Fool Portscanner checkbox selection prohibits Quadro
portscanning from its WAN. As a reply to a Portscanning
operation, "network unreachable" or "host unreachable"
feedback messages will be sent.

Filtering Rules

Main  System  Users  Conferences Telephomy Inteamen Uplink Hetwork

Firewall Configuration
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Fig. 11-264: Firewall and NAT Settings page

Main System Users  Comfesences  Tebephony Iteamet Uplink.~ Hetwork

Advanced Firewall Configuration

Ay Ehanges fiese, Trces 3 festan orme Srewsll, which might take a few seconds!
H Ping Stesilh
Oroat Portscanmer

Bak

2003 Epygi Technalugies, L. Al iy

(i

Tuadre

Help

The Filtering Rules page allows you to configure the filters for incoming and outgoing traffic.

Fig. 11-265: Advanced Firewall Settings page

To prevent inaccurate configuration, only one rule per service is allowed. The user may use IP groups to include several IP addresses for this rule.
Since the filtering rules specify the operation mode of the firewall, they only take effect if the firewall has been enabled (additionally NAT should be
enabled to use the Port Forwarding function in the Incoming Traffic / Port Forwarding filtering rules). The filtering rules are independent from the
security level, so they will work if enabled, no matter what security level has been selected.

Please Note: Applying firewall rules will prevent the establishment of new connections that violate the rules. Applying rules does not kill existing

connections that violate the rule.

Attention: The newly created blocking filtering rules will take effect immediately if there is no any active connection matching to that rule. Otherwise,
if there is an active connection matching to the created blocking rule, please restart the Quadro to make the newly created blocking rule effective
immediately. However, if you are unable to restart the Quadro, you may need to stop an existing active connection to make the newly created
blocking rule effective. Please note, that in this case the blocking rule will take effect only in 3 minutes.

View All displays all configured filters specified by their State (enabled or disabled), the selected Service, the set Action (allowed or blocked), the
IP addresses the filters apply to (if Restricted) and the destination of port forwarding (Redirect to, in case of Incoming Traffic/Port Forwarding).
Since it is read-only, no modifications are allowed and no functional buttons are available.
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The Incoming Traffic/Port Forwarding filter is for incoming
traffic. The rules here allow or deny systems on the Internet to
reach the services of Quadro’s LAN. The NAT service should be

Man  System Users  Conferences  Telephony Inbermet Uplink  Hetwork

@cpysi

Filtering Rules

enabled on the Quadro to provide the possibility of Port
Forwarding in the Incoming Traffic/Port Forwarding filtering
rules. The Port Forwarding function will be unavailable if NAT is
disabled on the Quadro.

View Filters tor:

Falicy:

Curren Policy: Firewan disabled

e AN

53k0ac and 0 THAIS Taks 3Mect NevernEless you can configurs e

The Outgoing Traffic filter is for outgoing traffic. The rules here
allow or deny Quadro’s LAN users to reach external services.

Management Access is used to enable management access to
the Quadro from the Internet. A host on the Internet can be
allowed to reach the Quadro.

Packet Filter:
Call Control Access is used to enable the access from the call
controlling application from the Internet to the Quadro. The call
controlling applications can be used to remotely initiate and
handle calls on the Quadro and to subscribe for certain event
notifications from the Quadro.
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Fig. 11-266: Filtering Rules page
SIP Access is to allow or deny the SIP access to or from the particular SIP servers, SIP hosts or a group of them. The SIP Access filtering rule may
prevent or allow incoming or outgoing SIP calls to or from specified SIP server(s) or host(s).

When Blocked IP List is used, traffic from specific hosts may be blocked, no matter what services are opened in the other filters. NO traffic will be
allowed to the specified hosts. The Blocked IP List service has a higher priority if the same host is also listed in the Allowed IP List table.

Allowed IP List allows trusted hosts to reach your network and vice versa. It is an exception to other rules and only all services may be allowed for a
single host.

Restricted IPSec - Generally hosts in a VPN are allowed to have access to any service, i.e., no traffic will be blocked. They are treated as if they
were part of the Quadro LAN. However, this service can be manually denied here.

The Filtering Rules page provides several links. Each link opens its specific parameters on the same page. Only Change Policy (see chapter
Firewall and NAT), Manage user Defined Services (see chapter Service Pool) and Manage IP Pool Groups (see chapter |P_Pool) lead to separate
pages. The Filtering Rules page also includes the currently selected firewall security (Policy) level and its description.

The table displayed on the bottom of this page shows the filters selected above, specified by their State (enabled or disabled), the selected Service,
the set Action (allowed or blocked), the IP addresses the filters apply to (if Restricted) and the destination of port forwarding (Redirect to, in case of
Incoming Traffic/Port Forwarding). With the exception of View All, the table offers the following functional buttons:

e Enable is used to enable the rule. If no records are selected the error message “No record(s) selected” will appear.
e Disable is used to disable the rule. If no records are selected the error message “No record(s) selected” will appear.

e Add opens a filter specific page where new rules may be defined by a Service, an Action, a Restriction to certain IP address(es) or IP groups,
and if adding a rule for Incoming Traffic/Port Forwarding, the destination IP address for Forwarding.

The page to add a rule for Incoming Traffic/Port Forwarding offers the following input options:
Service includes a list of possible services to be configured. All user-defined services also will be displayed in this list.
Action includes possible actions to setup the rule.

Forward to IP requires the destination IP address where traffic should be transferred to if it comes from the restricted host. The IP address defined
in this field will be ignored for blocked action of the Incoming Traffic/Port Forwarding rule.

Please Note: Itis not allowed to forward incoming packets when the NAT service is disabled on the Quadro.
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Port Translation text field is available for “Allowed” action only
and optionally requires the port number that will stand instead of
the original port number when incoming packet is being
forwarded. If this field is left empty, the original port number will be
used when forwarding the packet.

Restriction radio buttons:

® Selecting Any blocks or allows all host IP addresses. This
selection is not present for the Management Access,
Blocked and Allowed IP List rules.

® Selecting Single IP will require the IP address of the allowed
or blocked host.

® Selecting IP/Mask will require the subnet to be allowed or
blocked, specified by an IP address and the Maskbits. The
following are Maskbit examples:
255.0.0.0=1/8,
255.255.0.0 = /186,
255.255.255.0 = /24,
255.255.255.255= /32

e Single URL requires the hostname of the allowed or blocked
host.

® Group indicates the user-defined groups that include IP
addresses that should to be allowed or blocked.

The Description field is used to insert an optional description of
the filtering rule.

To Add a Filtering Rule
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Fig. 11-267: Filtering Rules - Page to add a rule for Incoming Traffic

1. Select the Filter link (Incoming Traffic/Port Forwarding, Outgoing Traffic, Management Access, SIP Access, Blocked IP List, Allowed IP
List or Restricting IPSec) to add a rule for it. The corresponding Filter table will appear in the same window.

If the list has a default value, do not change the default values.

2. Click Add on the Filtering Rules page. A page where a new rule may be added will appear in the browser window. The page will be
named corresponding to the selected filter.

3. Select a service name from the Service list to configure a rule for it. If the list has a default value, do not change the default values.

4.  Select an action from the Action list that is used in the rule.

5. Enter the IP address in the Forward to IP field if an Incoming Traffic Rule is to be added.

6. Choose the restriction type by selecting Any, Single IP, IP/Mask or Single URL and enter the required information in the text fields or
select a group.

7. Insert a Description, if needed.

8. Toadd arule with these parameters, press Save.

To Delete Filtering Rules

1. Select the Filter link to delete a rule from its table. The appropriate Filter table will appear in the same window.
2. Check one or more checkboxes of the corresponding rules that should be deleted from the rules table. Press Select all if all rules should

to be deleted.
3. Press the Delete button on the Filtering Rules page.

4. Confirm the deletion by clicking on Yes, or cancel by clicking on No.

Service Pool

The Service Pool table is a list of all created services and their
parameters. It is used to add new services with the appropriate
settings (protocol type and port range). New services can be used
to add a restriction or permission by defining a new filtering rule
with the following:

Add opens the Add New Service page where new services may
be added.

Edit opens the Edit Service page where the service parameters
(except for the service name) can be modified. This page includes
the same components as the Add New Service page. To operate
with Edit only one record may be selected, otherwise the error
message “One row must be selected” will appear.

Main  System Upes  Confwrences  Tebaphony Iteined Uplink.  Nelwmk
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Fig. 11-268: Service Pool page
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The Add page is used to add new services and includes the
following text fields and buttons:

Service Name requires a name for the service that should be
added.

Protocol includes a list of possible protocols to be selected.

Port Range requires a port range for the defined service.

To Add anew Service
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Fig. 11-269: Service Pool - Page to add a new Service

1. Selectthe Manage User Defined Services link on the Filtering Rules page.
2. Click on the Add button on the Service Pool Configuration page. A page where a new service may be added will appear in the browser

window.
Define a service name in the Service Name text field.

o uhw

To add a service with these parameters, click on Save.

To Delete a Service

Select the protocol type for the service from the Protocol drop down list.
Enter the port range in the Port Range text fields or leave one of them empty to define a particular port for the service.

1. Selectthe Manage User Defined Services link. The Service Pool Configuration page appears with the table of services (if any).
2. Check one or more checkboxes of the corresponding services that should be deleted from the Service Pool table. Press Select all if all

services should be deleted.

3. Click on the Delete button on the Service Pool Configuration page.
4. Confirm the deletion by clicking on Yes, or cancel by clicking on No.

IP Pool

The Manage IP Pool Groups link opens the IP Pool Configuration page.

The IP Pool table is the list of all added groups and the members
assigned to these groups. If a group is empty, EMPTY will be
indicated in the Members column. If hidden, group members will
still remain active but HIDDEN will be displayed in the Members
column.

The IP Pool Configuration is used to add groups of IP addresses
that have the same restriction criteria. When adding a new filtering
rule, groups may be used instead of several IP addresses. IP Pool
Configuration offers the following components:

View makes hidden groups visible.

Hide makes group members hidden and adds the HIDDEN
comment in the member column.

Bain Sylem  Usots  Comferences  Talephony bl Uptink Network

@cpysi

IP Pool Configuration

View Wi Add M Dolels Sebectal] fromi e Sebschion

(T [ Hew ]

Fig. 11-270: IP Pool Configuration page

Add opens the Add Group page where a new group may be added. This page consists of the Group Name text field (requiring the group name)
and the Group Description text field (requiring the optional group description), as well as standard Save and Back buttons to apply or abort

changes.

Edit opens the Edit Group page where the service parameters can be modified. It provides the same components as the Add Group page. To
operate with Edit, only one record may be selected, otherwise the error message “One row must be selected” will appear.

Please Note: Changing a group name will also change the
references to this group, including groups where this group is a
member of, and all affected filter rules (enabled and disabled ones,
in all chains). Deleting a group will also delete any reference to the
corresponding group, including filter-rules and member relations to
the other groups.

Clicking on the Group name will display an IP Pool Group
Configuration page with the Members list for the current group.

@wys

TOuadreMb¥

Man  Syetem  Ugers  Conferences  Telephoay Imermet Uplink Metiwork

IP Pool Configuration - Add Group

G Hame. EpyiGup

Gmoup Descriplon | Py members

S Batk Help

Coppight (L) 20032006 Euryi Tecdwulvgi, L. All iights severved.

Fig. 11-271: IP Pool configuration — Add Group page

QuadroM32x/8L/26x/12Li/26xi; (SW Version 5.3.x)

158




QuadroM32x/8L/26x/12Li/26xi Manual I1: Administrator's Guide Administrator’s Menus

The IP Pool Group Configuration page displays a list of all the Ui Syem Ussis  Comersnces  Telsphany btemer Uik Matwork @vp__\-_qi
added member IP addresses for the selected group. It offers the )
following components: IP Pool Group Configuration

Current Group provides read-only information about the current Current Group: Chatdroup

group name the members are listed for. A Et (

[T Duncription

Sattctall Neeod 46 Stlechon

Add opens the Add Member page where a new member may be
added.

Edit opens the Edit Members page where the service parameters 3 | iohnezu
can be modified. This page includes the same components as the Back Hoo |
Add Member page. To operate with Edit, only one record may be
selected, otherwise the error message “One row must be selected”
will appear.

Fig. 11-272: IP Pool Group Configuration page

The Add Members page provides the following radio buttons: st | Syan (i) | Consiranen || Tabogbarn ][ ni (i [t | C I

IPaddress requires the member IP address that is to be added to

IP Pool Group Configuration - Add Member
the group.

Current Group: ChatGroup

IP Subnet requires the subnet specified by the IP address and the
Maskbits. See above for more information about Maskbits.

URL Address requires the member hostname to be added to the
group.

The User-defined Group includes previously added groups that E ‘ © | [ FamiyGroup
may also be added as a member to another group.

Diana memmber

Member description text fields can be used to enter an optional Eengn| (eckan] o)
description of the member.

Fig. 11-273: IP Pool Group Configuration — Add Member

To Add anew Group with Members

Select the Manage IP Pool Groups link on the Filtering Rules page.

Click on the Add button on the IP Pool Configuration page. A page where a new group may be added will appear in the browser window.
Define a group name in the Group Name text field and fill in the Group Description, if needed.

To add a group with the given parameters, press Save.

Open the IP Pool Group Configuration page by clicking on the group name.

Select the Add button on the IP Pool Group Configuration page. A page opens where new members may be added to the group.

Enter an IP address for the member in the IP Address text fields, select a IP subnet or IP group from the User defined Group drop down list to
assign it to the currently selected group.

8. Enter a Member Description in the corresponding text field, if needed.

9. To add a member with these parameters to the selected group press Save.

NoohswbhpR

To Delete a Member

1. Selectthe Manage IP Pool Groups link. The IP Pool Configuration page appears with the table of groups (if any).

2. Click on the desired members that should be deleted. The IP Pool Group Configuration list will appear.

3. Check one or more checkboxes of the corresponding members that should be deleted from the Members table. Press Select all if all members
should be deleted.

4. Press the Delete button on the IP Pool Group Configuration page.

5.  Confirm the deletion by pressing on Yes or cancel the deletion by pressing on No.

To Delete a Group

1. Selectthe Manage IP Pool Groups link. The IP Pool Configuration page appears with the table of groups (if any).

2. Check the one or more checkboxes of the corresponding groups that should be deleted from the groups table. Press Select all if all groups
should be deleted.

3. Press the Delete button on the IP Pool Configuration page.

4.  Confirm the deletion by pressing on Yes or cancel the deletion by pressing on No.

IDS Log

The IDS logging page contains information about dropped packets and the senders responsible for those packets. IDS discards dangerous packets
or packets including intrusion attacks. It generates a table with the IDS log report. The administrator can be notified about newly logged entries in
various ways (mail, display notification and Flashing LEDs) depending on the settings in the Event Settings page. To make an IDS log reporting
table, IDS needs to be enabled on the Firewall and NAT page.
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The IDS Logs table is a list of new or read IDS entries and

descriptions referring to them. The table provides a status row that Min Systom Uses Conforences  Teopluy  bennol Uplik Nolwosk @W}"f{i
has the value New if the entry is still unread or it is empty if the PR v
entry has already been read. DS Logs

Mark All as Read marks all IDS logged entries as read and M sl debrite

removes the New status from the Status row of the IDS entries S d —

table New i L8 Liess

Hisw
Delete Log is used to delete all entries from the IDS table.
A detailed log of the selected entry can be seen by clicking on the o o
Description link of the corresponding entry in the IDS Entries
table. ittt Lt 3t
Fig. 11-274: IDS Log page
The IDS Logs detailed page has a following preview: .
Main System Users  Conferences  Tebephomy lebernel Uplik  Metwork @"P}'?"
The Issue Detailed Log table is a detailed list of new and read IDS B 5 snin
entries. The table contains a Status row that has the value New if 108 Logs
the entry is still unread or that is empty if the entry has already been WEBCGLPIN acoess
read. :.ﬂ"A'Qvé".'v'.'r}'i“:.';'&r.'sﬂmmm.nm.cr: 1999-0067
P I BREUITNTDELS SOmBAE TS
Satus ke & T & Desciption
Mew Wad Det 24 170222 2008 Proto: TOP IF192168.01 Portsd
Waed Dec 24 170034 2008 Proto. TOP IF192 18801 Port 80
Waed Dec 24 170010 2008 Proto. TOP IF192 18801 Port 80
Waed Dec 24 1700088 2008 Proto. TOP IF192 18801 Port 80
Wed Dec 24 1700086 2000 Proto. TOM IF192160.001 Fort®d
Wed Dec 24 1700034 2000 Proto. TOM IF192160.001 Fort®d
Wed Dec 24 1700020 2000 Proto. TOM IF192160.001 Fort®d
Wed Dec 24 1700.25 2000 Proto. TOP IF182160.01 Porb#d
Back Hulp

Copmight IE)2000-2000 Kieal Tashaslasian, Lg. A right epeened

Fig. 11-275: IDS issue detailed preview
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Network Menu

Main  System Users Conlérances Telephony Intaimet Updink Hetwork @ € p\ .Q; l N etWO r k @ C I) \ ’ g) I
uacdram 4L

DNS Setangs
DNS Server Semings

QuadroM32x M. t OHE

System
Users
Conferences
Telephony
Internet Uplink
MNetwork
o DNS Settings
o DNS Server Settings
o DHCP Server Settings
5 A gt sesaras o DHCP Settings for the VLAN Interface
Install Checklist
Feature Codes
Help
Logout

Please check your pending events!

vir Setfings

% for the VLAN Intertace
Active Calls

O fems in iIst

Fig. 11-276: Network menu in Dynamo theme

Home Logout
Copyright 2003-2011 Epydi Technologies, Ltd. &Il rights reserved

Fig. 1I-277: Network menu in Plain theme

DNS Settings

The DNS Settings page provides the option of setting up a name

server for the Quadro. It offers the following components: M Sywen Uses  Cosfeonces  Telphoey  boernet Uyl Motk @ cpygi
The Nameserver Assignment radio buttons are as follows: DNS Settings
e The Dynamically by provider selection automatically Hamasener assigrrnant

Dymiaristadly by prodor

configures the assignment of the name server address from the
provider party.

wr s s |ls [ #-cipbazes
o om0 Lma Lo 126 |[#-Cipooars

e Fixed Nameserver address is a manually selected name
server. The Nameserver text field requires the IP address of an

external name server. The Alternative Nameserver text field = = =
requires the IP address of the secondary name server. The [ s s e
Alternative Nameserver is used if the main name server Fig. Il-278: DNS Settings page

cannot be accessed.

DNS Server Settings

The DNS Server on the Quadro provides the services to the hosts in the Quadro’s LAN. With this service, Quadro returns the correct IP address to
the requested domain name, so that any device in the LAN can be accessed by its hostname or alternative alias name.

The DNS Server Settings page is used to configure DNS server settings on the Quadro and to define a list of aliases for the devices in the Quadro’s
LAN. This page contains the following components:

Zone field displays the Quadro’s host domain nhame as it is

e Syvae Ubais  Dotwescn  Telsplesy ettt twor CpYs!
configured in the System Configuration Wizard. e : s @« o

Time to live (TTL) text field indicates the time (in seconds) DNS Server Settings
during which the DNS server will keep the resolved names in its
cache. During this time the same address will be resolved from
the cache of the DNS server. When this timeout expires, the
requested address will be resolved newly.

Mail Exchange (MX) text field indicates the mail server's
hostname. When resolving the email address, the reference will =

BE4D0

go to the mail server defined in this field, before being sent out aj*

to the external network. The value in this field will be used in the Son | |_Bak ] L ]
MX record in the DNS server on the Quadro.

The table on this page lists aliases for each of the device in the Fig. l-279: DNS Server Settings page

Quadro’s LAN to be resolves through the DNS server.
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Add functional link opens the page Add Host where a list of
aliased can be defined for the certain device in the Quadro’s
LAN. The page contains the following components:

IP Address text fields require the IP address of the device in
the Quadro’s LAN.

Hostname text field requires the hostname of the device in the
Quadro’s LAN.

Alias text fields are used to enter up to 5 alias names by which
the device in the Quadro’s LAN will be resolved.

Main Systen Usas  Comfarences  Telsphony  WtemstUplnk  Network

DNS Server Settings - Add Host

IP Address  |192 168 s 55 IP-Clipboard
Mosranme [diana

aiag 1 np

Mias ¢

@<y

Tauati

[ e |

DHCP Settings for the LAN Interface

Fig. 11-280: DNS Server Settings — Add Host page

The DHCP Settings for the LAN Interface page provides the option of enabling a DHCP server and controlling the Quadro user's LAN settings.
Therefore, Quadro LAN users will automatically be provided with the following settings using the configured parameters:

® |P addresses

NTP (corresponds to the Quadro’s IP address)

WINS server

Nameserver (corresponds to the Quadro’s IP address)
Domain name

The DHCP Settings for the LAN Interface page offers the
following input options:

Enable DHCP Server checkbox activates the DHCP server on
Quadro. With this checkbox enabled, Quadro will be able to
assign dynamic IP addresses to the devices in its LAN.

Give leases only to hosts listed in the static MAC address
binding table checkbox enables the DHCP services only for
the devices listed in the table below. With this checkbox
selected, no DHCP services will be provided to the other
devices.

Please Note: When this checkbox is selected, all IP phones
configured to use plug and play or auto configuration services
(see IP Line Settings) will keep their IP addresses received from
the DHCP server of the Quadro. The IP phones that are

Maiti  Systam  Users  Comferences  Telphoy el ined U

DHCP Settings for the LAN Interface

[ ®-Ciiphoard | 1

-Cligboacd

Matwork

172 30 o 258

Ql‘l}}'f_‘i

(T

Saatic IP Addyess

(I

configured manually should be added to the Special Devices
table to keep their IP addressed.

Fig. 11-281: DHCP Settings page for LAN interface

IP Address Range defines a range of IP addresses that will be assigned to the Quadro LAN users. The IP range must be at least 6, otherwise the
error message “Address Range too small” will prevent it from being saved. The error message “Address Range too large” will appear if the IP range

is greater than 254.

WINS Server defines a WINS server IP address for the Quadro LAN users.

DHCP Advanced Settings link leads to the page where the advanced options of the Quadro's DHCP server can be configured.

The Special Devices table on this page allows you to set a static IP address binding on the MAC address of the device in the Quadro’s LAN. When
this table is configured, the devices with defined hostnames and MAC addresses will always get the same LAN IP address from the DHCP server.
Otherwise, devices not listed in this table will get dynamic LAN IP addresses. This table is also displayed in the System Configuration Wizard.

Add functional button opens an Add Host page where a new
static MAC address binding can be defined. The page consists
of the following components:

Hostname text field requires the hostname of the device in the
Quadro’s LAN.

MAC Address text fields require the MAC address of the
device in the Quadro’s LAN.

Static IP Address text fields require a fixed IP address of the
device in the Quadro’s LAN.

Please Note: If you leave this field empty, the device in the

Man  System Users  Conferences  Telephomy Inteamen Uplinik:

DHCP Settings for the LAN Interface - Add Host

Hastname quadent A0

MAC Address 25 (L] he i) m al
Stati P Address 173 |20 |60 L[5t | IP-Clipboard |

: Sy |l Bi:k:

Copyngh{C) JUE2008 Ev THARAIagaT, LIS AN Aghe redvved

Network

@y

TQuadeolds

l Huly

Quadro’s LAN will get the first available IP address from range
defined in the DHCP Settings page (see above).

Fig. 11-282: Static MAC address binding — Add Host page

View DHCP Leases leads to the page where the DHCP leased LAN IP addresses are listed.
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The DHCP Leases page includes a list of the leased host addresses that are part of the Quadro’s LAN. For these hosts, Quadro acts as a server
supplying them with a unique IP address. It displays a read-only table describing all the leased IP hosts and their parameters. The table contains the

following columns:
IP address - host IP address, assigned by Quadro.

MAC address - host MAC address, provided by the host
itself.

Lease Start - date and time when the leased IP address has
been activated.

Lease End - date and time when the leased IP address has
been or will be deactivated.

Binding State — indicates the state of the DHCP lease.
Hostname - hostname, provided by the host itself.

DHCP Advanced Settings

The DHCP Advanced Settings page is used to modify the
advanced options of the DHCP server on the Quadro. This
page contains a table where a list of default DHCP server
options is already defined. More options can be added from
this page, as well as settings of the existing options can be
modified. All options in the table on this page are then sent to
the DHCP clients.

e The Authoritative checkbox is used to enable/disable
authoritative mode on the Quadro DHCP server.
Disabling the checkbox is recommended if several
DHCP servers are used on the network and the Quadro
should provide network parameters to IP phones only.

e The Ping Check checkbox enables checking the
availability of an IP address on the network before
providing it to a client. If this checkbox is selected, the
Quadro will first ping an IP address retrieved from the IP
pool and wait for a reply. If no a reply is received within a
timeout specified in the Ping timeout text field (by
default 1 sec), the retrieved IP address will be provided
to the client. If otherwise, a new IP address will be
retrieved from the IP pool and the procedure will be
repeated. If this checkbox is not selected, the Quadro
will provide an IP address immediately when requested.

The following functional buttons are available for managing
DHCP options:

Add opens a page Add Entry page where a new DHCP
server option can be defined. The Add Entry page contains a
group of manipulation radio buttons to select between the
predefined DHCP server options or to define your own DHCP
server option:

° Predefined - this selection allows you to select from the
predefined DHCP server options.

The Option Name drop down list contains the most
common DHCP server options.

The Option Value text field requires the value for the
selected option. The type and format of the value
inserted in this field is dependent on the option
selected from the Option Name drop down list.

° Custom - this selection allows you to define a new
DHCP server options. The following parameters are
required to be inserted for a new option:

The Option Code text field is used to insert a code of the option. It may have values in a range from 0 to 255.

Main  System  Usess  Coderances  Telephony

DHCP Leases

B A MAC siliress Leass start

[Bak ]

mtnrmiet Uplk Hetwork
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Heln

Fig. 11-283: DHCP Leases page for LAN interface

Network

Main System Users Conferences Telephony Internet Uplink
DHCP Advanced Settings
Info: DHCP Server is nor started correctiyllll
Add Edit Delete Selectall Inverse Selection
Option Name Option Value

Gateways

172.30.0.1

Subnetmask

2595.255.0.0

Domain name servers

1723001

0000

MNTP servers

1723001

Domain name

"epygi-config.loc”

O
O
O
[ | MBT name servers
O
O
O

Orerload titp server name

"172.3000"

DHCP Server Statements
Authoritative

[ Ping check

Ping Timeout(sec) 1

Copyright () 2003-2008 Epyai Technalogies, Lid. All rights reserved

@©-cpysi

quadrom

Fig. 11-284: DHCP Advanced Settings
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Fig. 11-285: DHCP Advanced Settings — Add Entry

The Option Value Type drop down list is used to select the type of the option value. It may be an IP address, a boolean or integer value, etc.

The Option Value text field is used to insert the value of an option. Depending on the selected Option Value Type, this field should have the
corresponding value. Warning messages will prevent saving if the value inserted in this field does not correspond to the requirements of the
Option Value Type. If an array should be inserted here, the values should be separated with a comma.
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DHCP Settings for the VLAN Interface

DHCP Settings for the VLAN Interface is used to establish virtual networks in the Quadro’s LAN or to integrate the Quadro into the corporate
network’s virtual LAN/WAN. DHCP service can be activated both on virtual LAN or WAN interfaces. VLAN is useful in corporate companies to divide
large networks into groups and to have devices like Quadros and IP phones in each network separated (for example, to separate networks for data
and voice transmission). Priorities may be assigned to the interfaces for packets prioritization.

With VLAN configuration, each virtual network will be characterized with a VLAN ID (tag). Packets addressed to that network will be checked towards
the ID and if the ID number defined in the incoming packets matched the corresponding network’s ID, the packets will be accepted. Otherwise, if the
ID does not match, the packets will be dropped. In the same way, if the Quadro is integrated into the network that uses VLAN technology, outgoing
packets should have the ID number of the corresponding virtual network, for the remote party to accept the packets from the Quadro.

The DHCP Settings for the VLAN Interface page @E‘ Yol
contains a table with all enabled VLAN interfaces created Main System Users Conferences  Telephony Internet Uplink Network [ )O
in VLAN Settings page (see below) and the corresponding
parameters (VLAN ID, IP Address Range and WINS
Server). This page contains the following components:

QuadiaM3zx52

DHCP Settings for the VLAN Interface

FlEnable DHGFR Gerver

Enable DHCP Server checkbox activates the DHCP

server on Quadro for VLAN. With this checkbox enabled, Activate Edit

Quadro will be able to assign dynamic IP addresses to the VianID (1P Address Range WINS Server
devices in its VLAN. 0ol 10.10.100.6 - 10.10.100.254 | 10.10.100.5
Activate functional button is used to activate DHCP Ol 10.50.10.200- 10.50.10.254 [ 10.5010.199
service on one of the VLAN interfaces in the list. Only one LAN St

VLAN interface can have DHCP service activated. -

Edit functional button opens a page where the
Corresponding VLAN interface can be configured and Copyright (C)2003-2000 Epwai Technologies, Ltd, All rights reserved.
controlled. This page contains all the same components as
the DHCP Settings for the LAN Interface page does.

Fig. 11-286: DHCP Settings page for VLAN interface

VLAN Settings link moves to the page where virtual Min Sydem Users Conluences  Tebphow  btermellplok  Welwork @©@epygi

LAN/WAN interfaces may be created. e

VLAN Settings page lists all existing virtual interfaced VLAN Settings

created on the Quadro and allows you to create new e Dot A0 E08 (eile Seloctal Mvstse Seection

interfaces. el Wl Bty LTI sty

Enable and Disable functional buttons are used to = ' : : e

correspondingly enable and disable the selected virtual =l ! !

interface(s). LB ) iy
Fig. 11-287: VLAN Settings

Add functional button opens an Add Entry page where a y

new virtual network can be defined. The page consists of Main System Users Conferences  Telephony Internet Uplink Network @ep‘)'g]

the following components: Qusdrobl3z.52
Enable checkbox is used to select whether the VLAN Settings - Add Entry
corresponding virtual interface will be enabled or disabled [ Enable

after it is created. Interface Type

Interface Type manipulation radio buttons selection © Lan
allows to choose whether the virtual interface will be LAN O wan
or WAN.
Wan 1D 3 (04094 )

VLAN ID text field requires the virtual network ID. Numeric Priority v
value in a range from 0 to 4094 is allowed in this field.

g IP Address |10 15 59 K
Priority drop down list is used to select the priority of
packets in the corresponding interface. Packets with the SubnetMask 285 |[288 1]285 [0
lower priority (0) will be delivered first.
IP Address text field requires the IP address of the virtual
interface. Copyright (C) 2003-2009 Epwai Technologies, Ltd. All rights reserved.
Subnet Mask text field requires the subnet of the virtual Fig. 11-288: VLAN Settings — Add Entry page
interface.
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Registration Form

The Registration Form page appears when administrating
an unregistered Quadro, and it has been created for
customer support purposes. The page requires customer
registration at the Epygi Technical Support Center. It

provides several links offering the following registration Reglster Your Device In Technlcal Support Center
options:

) ] 1
Main  System Users  Conferences  Telephomy Inéermed Uplink Network @(P}‘ E‘}Jl

Register now leads to the Epygi Technical Support System
Registration page and requires customer's information to
submit the Quadro registration form.

Remind me later hides the registration notification in the
Quadro through System Configuration Wizard or Internet
Configuration Wizard until the next administrating activities.

Don’t remind me more hides the registration notification forever.

Fig. 11-289: Device Registration page
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Administrator’s Additional Features

Incoming Call Blocking and Outgoing Call B

locking

The Incoming Call Blocking and Outgoing Call Blocking pages offer extended features for the administrator to activate incoming/outgoing call

blocking services for certain callers. The users cannot change this inf

ormation.

For more information on the Call Blocking Settings pages,
see the Incoming Call Blocking and Outgoing Call Blocking
chapters of the Extensions Users Guide - Manual Ill.

The Call Blocking pages accessed from the Caller ID

Main

Voice Mail Your

Extension: 13

Caller ID Based Services for Any Address

@ -cpysi

quadro

v Services

Based Services table by clicking on the corresponding
address, gives the administrator the option to enable blocking
services which could not be disabled by the users.

Along with the components seen by the user, an additional
Protect this entry checkbox is available in the Call
Blocking - Add Entry pages for administrator access only.
With this checkbox selected, the user will be unable to
deactivate the blocking services configured by the
administrator.

Hiding Caller Information
Incoming Call Blocking
Qutgeing Call Blocking
Distinctive Ringing

Call Hunting

Many Extension Ringing
Unconditional Call Forwarding
Busy Call Forwarding

Mo Answer Call Forwarding

Unregistered/Ir

Call Forwarding

Eind Me rFallow Me

Intercaom

Emergency Interrupt

¥ Enable Service
[l send Message to Caller Party

Protectthis entry

[ Rrestore Default Blocking Message Fils

Upload Mew Blocking Message File

Copyright (C) 20032011 Epvai Technologies, Ltd. All rights reserved.

Voice Mail Profiles

Fig. 11-290: Blocking Page for the Administrator

When the administrator accesses the Voice Mail Settings of
an extension, there is an additional Voice Mail Profiles link
present that leads to the page where custom voice mail
profiles and their settings can be defined. This link is hidden
for the extension user's access.

The Voice Mail Profiles page is used to define and configure
custom voice mail profiles.

e

Volce Mal Setings

Exteasion: 14

Al megsiE e o) |5

=1

The Voice Mail Profile is a group of most common Voice [
Mail Settings which can be saved under a specific name.

This allows you to have several versions of Voice Mail [ B

Settings configurations per extension. [

Each Voice Mail Profile may have custom voice mail [

greeting, maximum voice mail duration, new voice mail | Eosent vt ot

notifications and Zero-Out settings. The Voice Mail Profiles
are activated based on the call routing rule used to establish
a call. This is limited to the PBX-Voicemail type of calls used
for a direct access to the extension's voice mailbox. The
Voice Mail Profile name should be provided in the Call
Routing wizard when defining a PBX-Voicemail routing rule.
When the rule is used, caller accesses the called extension's
mailbox with the settings configured in the corresponding
voice mail profile.

With this service, you can pre-configure several versions of
Voice Mail Settings and save them as Voice Mail Profiles. For
example, if a call is originated from the PSTN network to the
corresponding extension's voice mailbox, the greeting
message can tell the caller: "You have reached the

company, please leave a message." and the maximum voice
mail duration is configured to 15 minutes. This voice mail
profile can be saved as "ForPSTN" and its name should be
defined in the routing rule responsible for incoming PSTN
calls distribution. In parallel to this voice mail profile, there
can be another profile designed for internal PBX calls. It will

Expiraton (ate and fime

play the following voice mail greeting: "Hi, you have reached
Mike's voice mailbox, please drop me a message and | shall
call you back.", the maximum voice mail duration is 5 minutes
and there is a Zero-Out feature configured to call Mike's
cellular phone. This voice mail profile can be saved as

[

"ForPBX" and its name should be defined in the routing rule
responsible for PBX calls distribution to the local extensions.

Fig. 11-291: Voice Mail Settings for the Administrator
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When the first routing rule is used and the call reaches the extension that has the corresponding voice mail profile, the settings of the ForPSTN voice
mail profile will be activated. For the second routing rule, when the call reaches Mike's voice mailbox, the settings of the ForPBX voice mail profile

will be activated.

The same profile name can be used to create profiles for different extensions. This is useful if the profiles have a similar purpose but differ in certain
user-specific settings, such as voice mail greeting, Zero-Out destination number, new voice mail notification options, and so on. Creating multiple
profiles with the same name gives a wide flexibility to have different voice mail settings activated depending on which extension is called.

Please Note: If an extension does not have a profile specified in a call routing rule or the specified profile name is incorrect, the default Voice Mail

Settings of the extension will be used.

The Voice Mail Profiles page contains a table where all
Voice Mail Profiles for the corresponding extension are
listed. The following functional buttons are available:

Add opens the Add Entry page where a new Profile Name
should be defined.

Edit opens the Edit Entry page where Voice Mail Profile
settings should be defined.

The Voice Mail Profiles - Edit Entry page is used configure
the profile specific voice mail settings. This page contains
the following components:

Maximum Mail Message Duration lists the possible values
for maximum mail duration (counted in minutes) during
which a voice mail will be recorded. The Unlimited selection
allows voice message to be recorded as long as the user's
space could hold.

Send new voice message via email is an option to send
new voice mail files via e-mail to the defined recipients.
Mails will be automatically converted to the PCMU (CCITT u-
law, 8 kHz, 8 bit Mono) wave format before being attached
to the e-mail. Checkbox activates the following input options:

® Email Address requires the mailing address(s) of
the person(s) that should to receive the newly
arrived voice mails on their email accounts. Use a
space or a comma to separate the mailing
addresses in the text field.

® The next two fields are used for retransmission of
voice mails via email. Number of times text field
requires the maximum number of times the voice
mail will be delivered via email to the recipient within
the interval (in minutes) defined in the Repeat every
text field. If the voice mail is required to be sent only
once, insert "1" in Repeat every text field and "0" in
the Number of times text field.

® The Voice Mail and Fax dropdown lists allow to
select the email sent options- do not send
notification, send notification without attachment or
send notification with voice or fax attachments.

® Remove Voice Mail on send removes the voice
mail from the user mailbox after sending it to the
email recipient(s).

® Remove Fax On Send removes the fax attachment
from the user mailbox after sending it to the email
recipient(s).

Main  Vioice Mad Your Extension Supplemontary Sendces

Voice Mail Profiles

Extension: 11

@-epygi

Help |

Fig. 11-292: Voice Mail Profiles page

Main  Volce Mad Your Extension Supplemernary Services

Voice Mail Profiles - Add Entry
Extension: 11

Profile Name. |VMS for Office

Sam Back

@cpysi

[ rer |

Fig. 11-293: Voice Mail Profiles — Add Entry page
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. 11-294: Voice Mail Profiles — Edit Entry page
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Attention: The e-mail can only handle up to 3 minutes long voice mails. If the voice mail is longer than 3 minutes, it will be truncated and only the
first 3 minutes of it will be sent to the indicated e-mail address. However, in the e-mail body the recipient will receive the information that the attached
voice mail is truncated and the total length of the voice mail. Please note that the voice mails longer than 3 minutes will not be removed from the
voice mailbox once they are sent per e-mail even if the Remove Voice Mail on send checkbox is selected. This gives you a possibility to listen to
the ending of the voice mail directly from your voice mailbox (from the handset or by downloading it from the Web management).

Please Note: This service will work only when System Mail is enabled on the Quadro (see Mail Settings). Contact your system administrator, if you
have problems with voice mail delivery via email.

Send new voice message notification via SMS allows voice mail notification delivery via SMS to the defined mobile number. Checkbox activates
the following input options:

e Mobile Number text field requires the destination's mobile number.

® The next two fields are used for retransmission of SMS notifications. The Number of times text field requires the maximum number of times
the notification should be delivered to the recipient within the interval (in minutes) defined in the Repeat every text field. If notification is
required to be sent only once, insert "1" in Repeat every text field and "0" in the Number of times text field.

Please Note: This service will work only when SMS Service is enabled on the Quadro (see SMS Settings). Contact your system administrator, if you
have problems with voice mail notifications delivery via SMS.

Send new voice message notification via phone call enables the voice mail notification delivery via phone call to the defined phone number. The
checkbox activates the following input options:

e Call Type drop down list includes the available call types:
PBX - local calls to Quadro extensions;
SIP - calls through a SIP server;
Auto - for undefined call types. Destination (independent on whether it is a PBX number or SIP address) will be reached through Routing;
Callback - automatic call to the voice mail author. This can be used as notification that the recipient has received the voice mail but has
not yet played it.

e Call To text field requires the destination's phone number depending on the selected call type. For Callback call type, no destination's phone

number is required.

® The next two fields are used for retransmission of phone notifications. The number of times text field indicates the maximum number of times
the notification should be delivered to the recipient within the interval (in minutes) defined in the Repeat every text field. If the notification is
specified to be sent only once, insert "1" in Repeat every text field and "0" in the Number of times text field. For Callback call type, the first
notification is sent to the voice mail author after the first expiration of the interval defined in the Repeat every text field. For calls with call type
different from Callback, the first notification will be sent immediately.

Restore default Notification Message restores the default notification message. If the checkbox is selected, the file upload will be disabled.

Upload new Notification Message will show the attached notification file selected by the current extension. Please note that a different
notification message can be uploaded in case this service serves as a notification to the extension user (to inform about the new voice mail
received) or if it serves as a notification for the voice mail author to be informed that the message has been received by the Quadro but is not
yet played by the extension user). The uploaded file needs to be in the PCMU (CCITT u-law, 8 kHz, 8 bit Mono) wave format, otherwise the
system will prevent uploading with the "Invalid audio file, or format is not supported" warning message. The system also prevents uploading
in case not enough space is available on Quadro for the corresponding extension and gives a "You do not have enough space" warning.

® Browse browses for the notification file that must be in PCMU (CCITT u-law, 8 kHz, 8 bit Mono) wave format.

e Download Notification Message appears only if a file has been uploaded previously. The link is used to download the audio file to the PC
and opens the file-chooser window where the saving location can be specified.

The ZeroOut voice mail feature allows a caller that has reached the called extension's voice mailbox to accelerate the automatic redirection feature
instead of leaving a message in the extension's Voice Mailbox. To activate this feature, the caller should dial 0 digit (see Feature Codes) during the
voice mail greeting which invites the caller to leave a message. The caller will then be automatically transferred to the destination specified in this

page.

Enable ZeroOut checkbox selection enables the ZeroOut feature and activates the following fields to be inserted:

e Redirect Call Type drop down list includes the available call types:
PBX - local calls between Quadro extensions and the Auto Attendant
SIP - calls through a SIP server
PSTN - calls through the FXO, ISDN or E1/T1
Auto - used for undefined call types. Destination (independent on whether it is a PBX number, SIP address or PSTN number) will be
reached through Routing.

® Redirect Address text field requires the destination address where caller should be automatically forwarded in case of activating the
ZeroOut feature.

Restore Default Greeting File will restore the default greeting file. If the checkbox is selected, the file upload will be disabled.

Upload New Greeting File shows an attached greeting file selected by the current user. The greeting file will be played to a caller party when it is
entering the voice mail system. The uploaded file needs to be in PCMU (CCITT u-law, 8 kHz, 8 bit Mono) wave format, otherwise the system will
prevent uploading and the "Invalid audio file, or format is not supported" warning message will be received. The system also prevents uploading in
case not enough space is available on Quadro for the corresponding extension. In this situation, the "You do not have enough space" warning will be
received. Optionally, greeting file can be recorded from the phone handset (see Feature Codes).

The Browse button helps to choose the desired greeting file that should be in PCMU (CCITT u-law, 8 kHz, 8 bit Mono) wave format.
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Download Greeting File appears only if a file has been previously uploaded. The link is used to download the audio file to the PC and opens the
file-chooser window where the saving location can be specified.

Logout

This option is used to close the session between the user PC and Quadro and to leave the Quadro Web Management or to enter the management
with another login. By selecting the Logout button, the startup page will be displayed and the user needs to login again.
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Appendix: PBX Services for Quadro’s Administrator

The following PBX Services are accessible at the dial tone, characterized by beginning with the key °:

Administrator Login

Allows to modify Auto Attendant greeting and menu messages, as well as to manage universal extension messages.

Enabling/disabling the Call Routing rules

006

Allows managing the routing entries in the Call Routing table, i.e. to enable/disable certain dialing rules by dialing key combinations pre-
configured on each routing entry. By dialing 000 you will be required to dial enabler/disabler key to enable or disable the routing
rule(s) correspondingly. Since multiple routing rules may have the same enabler/disabler key combinations (the same key may be used

as enabler for one routing rule, and as disabler for another one), dialing the certain key will affect all pre-configured routing rules.

000

If the routing record has an authorization enabled on the enabler/disabler key, administrator's password will be required to be inserted
after the key. Once the administrator's password is dialed, system plays a confirmation about the accepted configuration and the state of

the certain routing rule(s) is getting modified.

If administrator's password has been inserted incorrectly for 3 times, no status changes will be applied to any of the routing record(s),
even to those which have no authorization enabled.

Administrator Login menu has the following sub-menus and the management keys:

o

Auto Attendant
Greeting

Dial
AA Number
(in case of
multiple AAs
on the Quadro)

o

Listen to
Current
AA Greeting

(2]

Record a New
AA Greeting

3]

Restore
Default
AA Greeting

0

Stop
Recording or
Playback

2]

Auto Attendant
Menu Message

Dial
AA Number
(in case of
multiple AAs on
the Quadro)

Listen to AA
Menu Message

(2]

Record a New
AA Menu
Message

Restore Default
AA Menu
Message

Stop Recording
or Playback

© @O Administrator’s Login

o

Greeting
Message

o

Listen to
Current

Greeting
Message

(2]

Record a
Universal
Greeting
Message

3]

Restore

System

Default
Greeting
Message

0

Stop
Recording or
Playback
Greeting
Message

(3]

Incoming
Blocking
Message

o

Listen to
Current
Incoming
Blocking
Message

(2]

Record a
Universal
Incoming
Blocking
Message

3]

Restore

System

Default
Incoming
Blocking
Message

o

Stop

Recording or

Playback
Incoming
Blocking
Message

Universal Extension Messages

o

Outgoing
Blocking
Message

o

Listen to
Current
Outgoing
Blocking
Message

(2]

Record a
Universal
Outgoing
Blocking
Message

3]

Restore
System Default
Outgoing
Blocking
Message

Stop Recording
or Playback
Outgoing
Blocking
Message

© ® Administrator’s Logout

©

Your Name

o

Listen to
Current
Name
recorded

(2]

Record a
Universal
Name

3]

Restore

System

Default
Name

0

Stop
Recording or
Playback
Name
Message

Out of Office
Message

o

Listen to
Current
Out of Office
Message

(2]

Record a
Universal
Out of Office
Message

3]

Restore
System
Default
Out of Office
Message

o

Stop
Recording or
Playback
Out of Office
Message

(7
Find
Me/Follow
Me Welcome
Message

o

Listen to
Current
Find
Me/Follow
Me Welcome
Message

(2]

Record a
Universal
Find
Me/Follow
Me Welcome
Message

3]

Restore
System
Default
Find
Me/Follow
Me Welcome
Message

o

Stop
Recording or
Playback
Find
Me/Follow
Me Welcome
Message
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Appendix: Conference Services for Moderators and Participants

This chapter describes the feature codes for the Conference Services that enable the moderator and participants to manage call conferences from
the phone.

Conference Services accessible during the conference: Keys

00

Invite Participant

To invite a participant dial *1 + Participant's SIP address (or *1 + Routing Number). Service is available for Moderators only.

Get the number of participants in the conference

000

Plays information about the total number of participants in the conference at the certain moment.

Get the state of recording

000

Plays the state of conference recording (started, stopped or paused).

Lock the conference

Locks the conference. When conference is locked, nobody can dial in any more. 060
Service is available for Moderators only.

Unlock the conference

Unlocks the conference. Now participants are allowed to dial in to the conference. 069
Service is available for Moderators only.

Dial out to all users with dial out settings enabled

Initiates the dial-out to all participants currently inactive in the conference but configured to be dialed out (also those added manually 090
from the handset by moderator). Service is available for Moderators only.

Dial out to all participants to the conference

Initiates the dial-out to all participants currently inactive in the conference. 099

Service is available for Moderators only.

Next Phone with Video Capability °6®

Shows the next phone with video capability. Also switches from automatic mode to manual one.
Previous Phone with Video Capability 060

Shows the previous phone with video capability. Also switches from automatic mode to manual one.
Automatic Video Switching Mode o@g

With this key combination, the loudest speaking participant is displayed on all video-capable phones. If that participant has no video
capability, a black screen will be displayed.

Start or Resume Conference Recording

000

Service is available for Moderators only.

Pause Conference Recording

000

Service is available for Moderators only.

Stop Conference Recording

000

Service is available for Moderators only.

Request to Speak

With this key combination, a listener requests to speak and a notification hand-up icon is displayed in the Conference Progress table.
The moderator can then switch the particular listener either to speaker or lecture mode. With a speaker permission granted, listener can °®0
speak to the conference along with other participants. With a lecturer permission granted, listener can speak to the conference having all

other participants muted in the conference. This service is available for listener participants only.

Cancel the Request to Speak

With this key combination, listener cancels his request to speak and a notification hand-up icon disappears from the Conference °®9
Progress table. This service is available for listener participants only.
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Mute/Unmute e

With this key combination, any participants in the conference may mute and unmute themselves during the conference.
Please Note: You may accelerate dial out by a pound (#) sign at the end of your dialed number.

Call Codes available in the Auto Attendant:

For external IP calls addressed to the Auto Attendant following key combination is available to access and manipulate within Auto Attendant

services:
Incoming Call to Auto Attendant Key Combination
Conferences Menu - used to access conferences. Conference ID should be dialed here. already in

QuadroM32x/8L/26x/12Li/26xi; (SW Version 5.3.x) 172



QuadroM32x/8L/26x/12Li/26xi Manual I1: Administrator's Guide Appendix: Extension User’'s Welcome Page

Appendix: Extension User's Welcome Page

This welcome page may be helpful, if administrators want to inform their extension users about individual data, they need to use the extensions, such
as phone numbers, phone lines, IP addresses and SIP numbers. To get a word form that may be edited and sent by mail, double-click on the
paperclip sidewise.

Welcome

You are using a Quadro Voice Router made by Epygi Technologies, Ltd. This product incorporates
SIPVoice™ Digital Signal Processing technology to send crystal clear voice around the globe without
associated fees for long distance. But, you will soon learn, it does much more. Your Quadro Voice Router,
The Global Phone Network in a Box, operates in much the same way as systems with which you are
already familiar: a telephone, a PBX, voice mail, a phone book, et cetera. Beyond that the Quadro Voice
Router provides capabilities you never believed were accessible in a customer premise telephony product.
Soon you will experience the freedom and power of the Quadro Voice Router, The Global Phone
Network in a Box.

To get started the following information is helpful.

PHONES

Your extension number is <extension number>= and your password is <password=> (optional).

Remember to type OO0 when you pick up your phone receiver to find THE WELCOME SPOT. *0 will take you
directly to voice mail for your extension. *74 will confirm your extension number.

LOCAL PHONE LINES
QuadroM8L/26x/12Li/26xi offers two external phone lines.
They are:

<1. local phone line> <2. local phone line>

The QuadroM32x offers 1 external E1/T1 trunk. The phone numbers attached to your E1/T1 trunk are:

IP

To reach your Quadro Voice Router from a network connection inside your office, home or place of utilization,
connect a Web browser to <IP address> (172.30.0.1 is the default IP address).

The email address of your Quadro Voice Router System Administrator is <email address>

His phone numbers are <phone numbers>

SIP

Your SIP number (an Internet phone number) is <SIP number=>@sip.epygi.com.

This is a number you can give people to reach you.

The SIP number to reach the Auto Attendant of your local Quadro is <SIP number=>@sip.epygi.com.

Your SIP group link to provide you a phone directory of numbers to call is:

http://www.epyqi.com/sip/grp_view.php?viewgrp=<groupname=>

The email address of your SIP System Administrator is <email address>
His phone numbers are <phone numbers>
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Appendix: System Default Values

Administrator Settings

Parameter
Admin Settings

Quadro Hostname

Quadro Domain Name
LAN IP Address

DHCP Server

Regional Settings and Preferences

Emergency and PSTN codes

WAN Interface Protocol

WAN Interface Bandwidth

WAN IP
MAC Address

DNS Server

System Security Management

SIP IDS Settings

IP Routing Configuration

Configuration Management

Event Settings

Time/Date Settings

Mail Settings

SMS Settings

Automatic Firmware Update

SNMP Settings

System Logs Settings

System Default Value

Login name -admin
Password — 19

quadrom

epygi-config.loc

172.30.0.1
Subnet Mask - 255.255.0.0

Disabled

Locale — US,

TimeZone — Central Time (US&Canada),
Theme — Dynamo,

Choose Theme on Login — disabled.

Emergency Code — 911,
PSTN Access Code - 9.
Ethernet

Upstream — 100000,
Downstream — 100000,
Min Data Rate — 0.

Assign automatically via DHCP

Assigned by device
MTU - 1500 Bytes.

Dynamically by provider

Security Level-Medium

Enable SIP IDS — enabled
Add the IP address into the Blocked IP list in Firewall — enabled
Discard SIP messages from IP address — enabled.

No Routes

Automatically Backup Configuration — disabled.

"Display notification” for all events except Login and Firmware Update events. Those
events have a “Do nothing” action assigned. Additionally, Fan Control critical and

major failures have a Flash LED action assigned.

Simple Network Time Protocol Server and Client — enabled,
SNTP Server — ntpl.epygi.com,
Polling interval — 6.

System Mail Settings-disabled,
SSL-disabled ,

Enable SMTP Authentication-disabled,
User Name-empty,

User Password-empty

Enable SMS Service-disabled

Enabled.

Server Configuration — Assign manually,
Server Name — ftp.epygi.com,

Server Port - 21,

Update Method - ftp,

Username — anonymous,

Password — empty,

Check and notify — Every day at 0:00.

SNMP - disabled.

User Logging — enabled,
Developer Logging — enabled,
Log Lines to Show — 25,
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Parameter

Features

Language Pack

User Rights Management

Extensions Management

Extension Settings — General
(for QuadroM8L/12L.i)

Extension Settings — General
(for QuadroM26x/26xi)

Extension Settings — General
(for QuadroM32x)

System Default Value

Comment — undefined,
Remote Logging — disabled.

3pcc support — No key found,

ACD support — No key found,

Barge In — No key found,

DCC Pro Support— No key found,
DCC Basic Support— No key found,
iQall Toggling Support — No key found,
IP Phone support — No key found,
Autodialer Support — No key found,
QCM support — No key found,
Conference Server — No key found,
Video Conferencing — No key found,
Call Recording - No key found.

Default — English,
Current Language Pack — none.

Users - admin (enabled), localadmin (disabled).

Roles - Extension (all accessible pages for extension except for Extension Voice Mail
Profiles), Local Administrators (all accessible pages for localadmin).

GUI Access Password-Old Password(empty), New Password(empty), Confirm New
Password(empty).

Phone Access Password- Old Password(empty), New Password(empty), Confirm
New Password(empty).

Extension Length — 3, once applied extensions 00, 101-206 appear for
QuadroM26x/26xi,

00,101-198 appear for QuadroM8L/12Li,

00,101-294 appear for QuadroM32x.

Display name — none,

Password — empty,

101 and 102 extensions are attached to the FXS lines 1 and 2 correspondingly,
103-198 extensions attached to the IP lines 1-96,

Kickback — disabled,

Call Relay — disabled,

Login Allowed-disabled,

3pcc/Click2Dial Login Allowed-disabled,

Audio Line-out-disabled,

Show on Public Directory — disabled,

Percentage of Total Memory for extensions 101-102 — 5%,
Percentage of Total Memory for extensions 103-198 — 0.4%,

Display name — none,

Password — empty,

101 and 126 extensions are attached to the FXS lines 1 and 26 correspondingly,
127-206 extensions attached to the IP lines 1-80,

Kickback — disabled,

Call Relay — disabled,

Login Allowed-disabled,

3pcc/Click2Dial Login Allowed-disabled,

Audio Line-out-disabled,

Show on Public Directory — disabled,

Percentage of Total Memory for extensions 101-126 — 5%,
Percentage of Total Memory for extensions 127-206 — 0.4%,

Display name — none,

Password — empty,

101 and 102 extensions are attached to the FXS lines 1 and 2 correspondingly,
103-294 extensions attached to the IP lines 1-192,

Kickback — disabled,

Call Relay — disabled,

Login Allowed — disabled,

3pcc/Click2Dial Login Allowed-disabled,

Show on Public Directory — disabled,
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Parameter

Extension Settings — SIP
(for QuadroM8L/12L.i)

Extension Settings — SIP
(for QuadroM26x/26xi)

Extension Settings — SIP
(for QuadroM32x)

Extension Settings — SIP Advanced

Extension Settings — Remote

Extension Settings — Call Queue

Extension Settings — Voice Mailbox

Extension Settings — Codecs
(for QuadroM8L/12L.i)

System Default Value

Percentage of Total Memory for extensions 101-102 — 5%,
Percentage of Total Memory for extensions 103-294 — 0.4%,

For extensions 101 and 102:
Registration username — same as extension number,
Registration password - empty,
SIP server - empty,
SIP Server port — 5060,
SIP Server Registration — disabled.
For extensions 103-198:
Registration username — same as extension humber,
Registration password - empty,
SIP server - undefined,
SIP Server port — 5060,
Registration on SIP Server — disabled.

For extensions 101-126:
Registration username — same as extension humber,
Registration password - empty,
SIP server - empty,
SIP Server port — 5060,
SIP Server Registration — disabled.
For extensions 127-206:
Registration username — same as extension humber,
Registration password - empty,
SIP server - undefined,
SIP Server port — 5060,
Registration on SIP Server — disabled.

For extensions 101 and 102:
Registration username — same as extension humber,
Registration password - empty,
SIP server - empty,
SIP Server port — 5060,
SIP Server Registration — disabled.
For extensions 103-294:
Registration username — same as extension humber,
Registration password - empty,
SIP server - undefined,
SIP Server port — 5060,
Registration on SIP Server — disabled.

Authentication User Name — undefined,

Send Keep-alive Messages to Proxy — disabled,
RTP Priority Level — medium,

Do Not use SIP Old Hold Method - disabled,

Outbound Proxy, Secondary SIP Server and Outbound Proxy for Secondary SIP
Server — undefined.

Remote Extension — disabled.

Call Queue — disabled.

Internal Voice Mail for all extensions,
Configuration wizard — activated,
Shared Mailbox — undefined.

For extensions 101 and 102:

Codecs - G711u (preferred), G711a, G729a, G726/32, G726/16, G726/24,
G726/40— enabled,

iLBC, G.722, G.722.1, H.263,H.263+ and H.264 — disabled,
Out of Band DTMF Transport — enabled,

T.38 FAX — enabled,

Pass Through FAX — enabled,
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Parameter

Extension Settings — Codecs
(for QuadroM26x/26xi)

Extension Settings — Codecs
(for QuadroM32x)

Attendant 00 Settings — General

System Default Value

Pass Through Modem — disabled,
Force Self Codecs Preference for Inbound Calls — disabled,
SRTP Policy — Make unsecure calls, accept anything.

For extensions 103-198:

Codecs - G711u (preferred), G711a, G729a — enabled,

G726/16, G726/24, G726/32, G726/40, iLBC, G.722, G.722.1, TDVC, H.263,
H.263+ and H.264 — disabled,

Out of Band DTMF Transport — enabled,

T.38 FAX — enabled,

Pass Through FAX — enabled,

Pass Through Modem — disabled,

Force Self Codecs Preference for Inbound Calls — disabled,
SRTP Policy — Make unsecure calls, accept anything.

For extensions 101-126:

Codecs - G711u (preferred), G711a, G729a, G726/32, G726/16, G726/24,
G726/40— enabled,

iLBC, G.722, G.722.1, H.263, H.263+ and H.264 — disabled,
Out of Band DTMF Transport — enabled,

T.38 FAX — enabled,

Pass Through FAX — enabled,

Pass Through Modem — disabled,

Force Self Codecs Preference for Inbound Calls — disabled,
SRTP Policy — Make unsecure calls, accept anything.

For extensions 127-206:

Codecs - G711u (preferred), G711a, G729a — enabled,

G726/16, G726/24, G726/32, G726/40, iLBC, G.722, G.722.1, TDVC, H.263,
H.263+ and H.264 — disabled,

Out of Band DTMF Transport — enabled,

T.38 FAX — enabled,

Pass Through FAX — enabled,

Pass Through Modem — disabled,

Force Self Codecs Preference for Inbound Calls — disabled,
SRTP Policy — Make unsecure calls, accept anything.

For extensions 101 and 102:

Codecs - G711u (preferred), G711a, G729a, G726/32, G726/16, G726/24,
G726/40— enabled,

iLBC, G.722, G.722.1, H.263, H.263+ and H.264 — disabled,
Out of Band DTMF Transport — enabled,

T.38 FAX — enabled,

Pass Through FAX — enabled,

Pass Through Modem — disabled,

Force Self Codecs Preference for Inbound Calls — disabled,
SRTP Policy — Make unsecure calls, accept anything.

For extensions 103-294:

Codecs - G711u (preferred), G711a, G729a — enabled,

G726/16, G726/24, G726/32, G726/40, iLBC, G.722, G.722.1, TDVC, H.263,
H.263+ and H.264 — disabled,

Out of Band DTMF Transport — enabled,

T.38 FAX — enabled,

Pass Through FAX — enabled,

Pass Through Modem — disabled,

Force Self Codecs Preference for Inbound Calls — disabled,
SRTP Policy — Make unsecure calls, accept anything.

Display name — Attendant,

FAX forwarding — disabled,

Show on Public Directory — enabled,
Percentage of System Memory — 5%.
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Parameter

Attendant 00 Settings — Attendant
Scenario

Attendant 00 Settings — SIP

Attendant 00 Settings — SIP
Advanced

Attendant 00 Settings - Codecs

Universal Extension Recordings
Receptionist Management
Extension Directory

Authorized Phones Database

ACD Management

Conference Management and Mail
Default Settings

Conference Statistics

Call Statistics

SIP Settings

RTP Settings

NAT Traversal Settings

System Default Value

Scenario — default,

Send AA digits to Routing Table — disabled,
Redirection on Timeout — disabled,
ZeroOut — disabled,

Welcome Message — enabled,

Ringing Announcement — disabled,

Welcome Message, Recurring Attendant Prompt and Attendant Ringing
Announcement — default.

Registration username — 00,
Registration password - empty,
SIP server - empty,

SIP Server port — 5060,

SIP Server Registration — disabled.

Same as for extensions.

Codecs - G711u (preferred), G711a, G726/16, G726/24, G726/32, G726/40, G729a,
iLBC — enabled,

H.263, H263+ and H.264 — disabled,

Out of Band DTMF Transport — enabled,

T.38 FAX — enabled,

Pass Through FAX — enabled,

Pass Through Modem — disabled,

Force Self Codecs Preference for Inbound Calls — disabled,
SRTP Palicy — Accept anything.

Default, Percentage of System Memory — 1%.

No entries.

No entries.
No entries.
Undefined.

Feature is disabled by default.

Enable Call Reporting— enabled,100 entries for all type of calls.

Enable Call Reporting— enabled, 100 entries for all type of calls.
Percentage of Total Memory used for Archive — 0%

Enable Call Statistics Archive Collection — disabled

Call Statistics Archive Structure — Archive by records count

Call Records Count — 50

Time Interval — 10min

Send archive files to external server — Send and delete from archive
File Format —Tab Delimited Text (.log)

UDP and TCP Port — 5060,

TLS Port-empty

Realm — quadro,

Session Timer — disabled,

DNS Server for SIP — default,
SIP timers — RFC 3261,

Host Aliases for SIP — undefined.

Properties for all Codecs except iLBC, G.722, G.722.1, TDVC :
Packetization -20ms
Silence Suppression -yes
iLBC properties:
Packetization - 30ms
Silence Suppression — yes
G.722, G.722.1, TDVC properties-undefined,
G.726 Standard - ITU-T specification
RTP/RTCP port range - 6000-6255
RTCP Support - disabled

NAT Traversal for SIP — Automatic
SIP and RTP Parameters - Use STUN
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Parameter System Default Value

SIP TCP Port — 5060
STUN Parameters:
Primary STUN Server - stun.epygi.com
Primary STUN Port — 3478
Secondary STUN Server — undefined
Secondary STUN Port - undefined
Polling Interval: 1 hour
Keep-alive interval: 120 seconds
NAT IP checking interval: 300 seconds
No entries in NAT Exclusion table.
Onboard Lines Configuration:
CallerID - Standard 2 FSK for all lines
Ringer type: Type A for all lines
Busy Tone and Power Disconnect indications: disabled for all lines
Off-hook caller ID - disabled for all lines
Hot Desking Capability — disabled for all lines
IP Lines Configuration:
Enable PnP for IP lines — enabled,
Enable firmware version control — enabled,
Configure IP phones from — WAN,
Phones Default Template — systemdefault,
IP Phone Templates — no custom templates,
IP Phone Logo — disabled, no custom logos uploaded,
FXS Gateway Management — undefined,
IP Lines 1-32 — enabled,
IP Lines 33-96 — disabled,
1-96 IP Lines attached to 103-198 extensions. All IP lines are in inactive mode.
Disabled IP lines — displayed.

FXS Lines Loopback Settings — Loopback is disabled for all FXS lines, Loopback
timeout is 30.

Line Settings
(for QuadroM8L/12Li)

Onboard Lines Configuration:
CallerID - Standard 2 FSK for all lines
Ringer type: Type A for all lines
Busy Tone and Power Disconnect indications: disabled for all lines
Off-hook caller ID - disabled for all lines
Hot Desking Capability — disabled for all lines
IP Lines Configuration:
Enable PnP for IP lines — enabled,
Enable firmware version control — enabled,
Configure IP phones from — WAN,
Phones Default Template — systemdefault,
IP Phone Templates — no custom templates,
IP Phone Logo — disabled, no custom logos uploaded,
FXS Gateway Management — undefined,
IP Lines 1-16 — enabled,
IP Lines 17-80 — disabled,
1-80 IP Lines attached to 127-206 extensions. All IP lines are in inactive mode.
Disabled IP lines — displayed.

FXS Lines Loopback Settings — Loopback is disabled for all FXS lines, Loopback
timeout is 30.

Line Settings
(for QuadroM26x/26xi)

Onboard Lines Configuration:
CallerID - Standard 2 FSK for all lines,
Ringer type: Type A for all lines,
Line Settings Busy Tone and Power Disconnect indications: disabled for all lines,
(for QuadroM32x) Off-hook caller ID - disabled for all lines,
Hot Desking Capability — disabled for all lines,
IP Lines Configuration:
Enable PnP for IP lines — enabled,
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Parameter System Default Value

Enable firmware version control — enabled,

Configure IP phones from — WAN,

Phones Default Template — systemdefault,

IP Phone Templates — no custom templates,

IP Phone Logo — disabled, no custom logos uploaded,

FXS Gateway Management — undefined,

IP Lines 1-32 — enabled,

IP Lines 33-192 — disabled,

1-192 IP Lines attached to 103-294 extensions. All IP lines are in inactive mode.
Disabled IP lines — displayed.

FXS Lines Loopback Settings — Loopback is disabled for all FXS lines, Loopback
timeout is 30.

8 FXO lines — all lines enabled, incoming and outgoing calls allowed and routed to

FXO Settings 00 Attendant on all lines.

Trunkl exists.
Trunk mode - E1,
Interface Type — User,
Signaling — CCS,
Line Code — HDB3,
Frame Mode — NO_CRC,
Line Build Out — 120-ohm,
Coding - a-law,
LoopBack Mode - No_loopback,
Clock Mode - Slave,
TEI mode — non automat, TEI address -0,
SAPI Value — undefined,
Alternative Disconnect Mode — enabled,
Excessive Ack. Delay T200 — 4000,
Idle Timer T203 — 12000,
T302 timer — 4000 ,
T309 timer — 0,
T309 timer — 60000,
E1/T1 Settings D Channel Timeslot for Transmit/Receive — 16,
B channels - 1-31 timeslots are enabled,
Echo Cancellation - enabled for all B channels,
Channels Selection — preferred,
Channels Selection Ordering — ascending,
Bearer Establishment Procedure — on progress indication with in-band information,
Called Party Type of Number and Calling Party Type of Number — Unknown,
Called Party Numbering Plan and Calling Party Numbering Plan — ISDN/telephony
numbering plan,
Route Incoming Call to — 00,
Switch Type - primary_dss1,
Generate Progress Tone to PSTN/PBX — None,
Incoming Called Digits Size — 1,
Disable DID service — enabled,
Generate Progress Tone to IP — disabled,
Send ALERT Message on Call Routing — disabled,
Enable CLIR Service — disabled,
Enable Connect Acknowledge Option — enabled,
Override CLID with P-Asserted-Identity —disabled.

ISDN Trunks - Trunk 1-6 exists on QuadroM12Li/26xi.
Settings for all available Trunks:
State — started,
Interface Type — User,
Connection Type - PTMP( Point To Multi Point),
Service Type — No MSN,
Route Incoming Call to - 00,
Use Default outgoing Caller ID — enabled,
Default outgoing Caller ID — undefined,
Advanced Settings — disabled.

Use PSTN lines of the other device - disabled,
Authorization Parameters — undefined.
FXS lines:

Gain Control Settings Transmit Gain: - 6
Receive Gain: 0

ISDN Settings

External PSTN Gateways
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Parameter System Default Value

FXO lines:

Transmit Gain: - 6

Receive Gain: 0

E1/T1 Trunk(For QuadroM32x):

Transmit Gain: 0

Receive Gain: 0

ISDN trunks:

Transmit Gain: 0

Receive Gain: 0

Voice Mail:

Recording Gain: 0

Playback Gain: 0

Audio Lines:

Transmit Gain(Line out): O

Receive Gain(Line in): 0

Enable Tunnels to Slave Devices — disabled,
Tunnels to Slave Devices — no entries,
Enable Tunnels to Master Devices — disabled,
Tunnels to Master Devices — no entries.

Route all incoming SIP calls to Call Routing - disabled

Local Routing table - 5 entries defined for a call to the default Auto Attendant 00, for
Call Routing calls to PBX, SIP, PSTN and 911 emergency destinations,

Local AAA Table - Authentication by Caller ID-enabled,

Global Speed Dial Directory — undefined.

RADIUS Settings RADIUS client — disabled.

SIP Tunnel Settings

Voice Mail Recording - G729a,

Email Subject for voice - Voice mail received from $[VM_DISPNAME]
$[VM_USERNAME],

FAX to E-mail format — TIFF.

Voice Mail Common Settings

Dial Timeouts 4 seconds.

Secure Connection — disabled,
Request Timeout — 10,
Feature Key — not added,
WAN Port — not opened.

3PCC Settings

RTP Streaming Channels Undefined.

Basic View:
All extensions are disabled.

Advanced View:
Call Type — Auto,

Call Recording Address-empty,

Recording Type — Always start automatically,
Max Recording Duration — 1 hour,
Recording To — same as extension number

Description — empty.

Class of Service Disabled.

No connections.
RSA Key Management - 1024 bit key defined
PPTP Server Configuration
IPSec, PPTP and L2TP Subnet — 172.31.1.0/24,
Authentication - MSCHAPV2, MPEE 128 bit
L2TP Server Configuration
Subnet — 172.31.2.0/24.

Dynamic DNS Disabled.

Firewall - disabled,
Firewall Ping Stealth — enabled,
Fool Portscanner — disabled.

IDS Disabled.

NAT Disabled.

Outgoing Traffic - MS File Sharing (Blocked for all),

Filtering Rules SIP Access (Allowed for all),

QuadroM32x/8L/26x/12Li/26xi; (SW Version 5.3.x) 181



QuadroM32x/8L/26x/12Li/26xi Manual I1: Administrator's Guide

Appendix: System

Default Values

Parameter

DNS Server Settings

DHCP Advanced Settings

VLAN Settings

Extension Settings

Parameter

Voice Mail Settings

Group List

Speed Calling

Account Settings

System Default Value

No user defined services and IP pool groups.

Time to live (TTL) — 86400 seconds,
Mail Exchange (MX) — undefined,
No aliases defined.

DHCP Options:
Gateways — 172.30.0.1
Subnet mask — 255.255.0.0
Domain name servers — 172.30.0.1
NBT name servers —0.0.0.0
NTP servers —172.30.0.1
Domain name — epygi-config.loc
Overload tftp server name — 172.30.01
DHCP Server Statements:
Authoritative — enabled.
Ping Check — enabled,
Ping timeout — 1 sec.

Undefined.

System Default Value

Maximal mail message duration - 5 min,
Ask password before granting local access to mail box — disabled,
Ask password before granting remote access to mail box — enabled,
Send welcome message — disabled,
Play Voice Mail help — enabled,
Automatically play messages - enabled,
Send mails count information message — disabled,
Send date/time information message — enabled,
Send beep at the end of message — enabled,
Silent VM recording — disabled,
Send new voice messages via e-mail — disabled,
Voice Mail-Send notification with attachment
Remove Voice Mail On Send-disabled
Fax- Send notification with attachment
Remove Fax On Send-disabled
Send new voice message notifications via SMS — disabled,
Send new voice message notifications via phone call — disabled,
Voice Mail Indication:
Lamp indication — enabled for IP lines only,
Tone indication - enabled for FXS lines only,
Ringing indication — disabled,
Zero Out — enabled, Redirect Call Type — PBX, Redirect Address - 00,
FAX Redirection — disabled,
Automatic Fax Receiving Mode — disabled,

Out of Office — disabled,
Forward/rewind duration — 3 seconds,
Greeting message — default,

VM Profiles — undefined.

No entries.

No entries.

Display Name — undefined,

User Password Protection — disabled both for incoming and outgoing calls,
User's Name for Extensions Directory — default,

Custom Voice Messages — default.
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Parameter

Caller ID Based Services

Basic Services - General

Basic Services - Hold Music

Basic Services - Do Not Disturb

Basic Services - Hotline

System Default Value

No entries in the table.

For Any Callers — all services are disabled,
Call Blocking message files — default,
Intercom — Allow Activation on Request,
Activation Signal —Ring Only if Requested.

No answer timeout — 20 sec,
Call Waiting Service — enabled,
Autoredial Interval - 10 sec,
Autoredial Period - 15 min.

Send Hold Music to remote IP party — enabled,
Hold Music - Own Music,
Music file — default.

Disabled, Timeout - 30 min,
Send Message to Caller — enabled.

Disabled.
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Appendix: Moderator's Menus

This Appendix explains all menus that can be accessed and configured by conference moderators. (Applicable if the Conference Server feature is
activated on the system.)

Conference Moderator’s Main Page

The Moderator's Main Page can be accessed by clicking on the conference ID link on the Conferences Management page or by logging as a
moderator on the Quadro login page.

After logging in as a moderator, the page Conference Progress is displayed. Here you may see the active conferences and the participants. From

this page you may also access the settings of the conference to operate and perform actions that are available only to the moderator of each
conference.

Conference Menu

Main  Conference Conference Properties @epvg]
® Conference Progress  quadio
Retresh in 18 seconds!

® Activate Conference

Conference Progress
e Send Notification Mail

Conference ID: 308
® Recorded Conferences

Description:  Discussion of weekly issues

. SIP Add 11307 . .loc:5060
Conference Properties Menu fess @elp.2pygiioc
Duration: 9 min. 27 sec,

® General Settings

Conference Status:  Active Unlocked Recording Disabled
e Recording Settings
e Customization Participant
articipants:

Active FAIl- 213
e Participants

Add Delete Dial Owt Set Speaker Setlistener Lecture Mode Selectall Inverse Selection

e Schedule Name SIP Address Barticipant Type | Participant Indication | Participant Status | Nested Conference | Request to Speak
[ | Andy'White | 20232@sip.epygi.com | Speaker Yes Active Mo
[ | Greg Lee 11308@sip.epygiloc | Speaker Yes Mot Active Mo
[] | Jane Doe | 11248@sip.epygiloc | Listener Only Yes Active Mo

Copyright (C) 2003-2008 Epyai Technologies, Ltd. All rights resenved

Fig. 1I-1: QuadroCS Moderator's page
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Conference Menu

Main Conference Conference Propertes
Conferenca Progress
Activate Conference
Conf zsnaristincation tail
Recorded Conferences
conte

Description
SIP Agdress: T460870@sip epygllocS060

Conference Status:  Nat Active
Activate |
Parucipams:
Mams SIP Adress | Tol a4 Eariicipant
v Humber Trpe Ot | LENGERC Ineization
1 TAB0T 11 gEIp epygl 1ot Sgprakir No vos s
2 TAB0T@sIpepygiloc | Speaker No Yes Yes
3 7460118@3ip epygiioe | Speaker Yes Ves Yes
4 TAB0110@sip eoygiloc | Speaker o Yes Yes

Active [ AlN- 04

Nrstad

Conference Duplication

Mo Mo

| Hel

Fig. 11-2: Moderator Settings Dynamo Menu

Conference Progress

The Conference Progress page displays information
about the conference, including the list of participants,
and allows moderator to manage the conference.

The following read-only data is displayed on this page:
Conference ID —the unique ID on the conference.

Info Text — displays the text uploaded in the Info File
from Customization page. In the picture illustration on
the right side, the Info Text says “WELCOME to EPYGI's
CONFERENCE!!!".

Description — any descriptive information about the
conference (optional).

SIP Address - the SIP address of the conference.
Duration — the time the current conference is active.

Conference Status — the conference status (active, not
active or waiting). If the conference is active, the
information whether the conference is locked or not, and
the recording status (recording started, recording paused
and recording stopped) is also displayed herein.

L]
Mo
L]

Conference Properties

Conference ID; 777

o Feature Codes
» Conference
» Conference Properties

o General Settings

o Recording Settings

o Customization
o Participants

o Schedule

|

I_E
D
=]

ogout

=3

Horne
Copyright 2003-2011 Epydl Technologies, Ltd. Al rights reserved.

ogou

:

Guacdram @ Cl)}, lg)I

Fig. 11-3: Moderator’'s Settings Tree Menu

Main  Conference

Conference Progress
Conference ID: 308

WELCOME to EPYGI's CONFERENGEN
Description:  Discussion of weekly issues

SIP Address: 11307 @sip.epygiloc:G060

Conference Properties

Duration: 9 min. 27 sec
Caonference Status:  Active Unlocked
Participants:

Add Delete Dial Out SetSpeaker SetListener Lecture Mode Selectall Inverse Selection

©epysi

quadro
Hefresh in 18 secondst

Recording Disabled

Active FAII- 213

Name SIP Address
[ Andy\White | 20232@sip.epyai.com
[ GregLee |11308@sip.epyoiloc
[] JaneDoe | 11248@sip.epyoiloc

Barticipant Type | Participant Indication

Speaker Yes
Speaker Yes
Listener Only Yes

Copyright (C) 2003-2002 Epuai Technalogies, Lid. All rights reserved.

Participant Status | Nested Conference Requestto Speak

Active Mo

Mot Active Mo

Active MNa

The following buttons are available on this page to manage the active conference:

Activate — available for an inactive conference only and used to activate the conference.

Terminate — available for an active conference only and used to terminate the active conference

Fig. 1I-4: Conference Progress Page

Lock — available for an active conference only and used to lock the conference. When a conference is locked, no users can connect to it.

Unlock - available for an active conference only and used to unlock the conference.

Start/Resume — available for an active conference only and used to start the recording of the conference or to resume the recording if it was paused.

Pause - available for an active conference only and used to pause the recording of the conference.

Stop - available for an active conference only and used to stop the recording of the conference.

Please Note: Pausing and Resuming the conference recording can be used to edit the recorded conference audio file. When pause/resume
operations are used, conference is recorded in a single file, leaving out the conversation during which conference recording was paused. When
using stop/start operations, new files are created each time conference recording is started. All recorded conferences are listed in the Recorded
Conferences page only after conference recording termination. In case of pause/resume, the recorded file is not terminated. In case of stop/start

recording starts in new file.
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The table of participants on this page lists all preconfigured participants (independent of the conference status), as well as new participants joined
the conference (if still connected to the conference) and those participants added from the handset or GUI (unless the conference is terminated).

For the active conference, the table also displays participants added manually from GUI or from the handset and those participants that called in to
the conference.

The Conference Progress table contains the following information for each participant.
Name - this information is specific to manually added participants only (see below).
SIP Address — indicates the SIP address of the participant.

Participant Type — indicates whether the participant is a speaker or a listener only.

Participant Indication — indicates whether or not a beep indication during the call conference is configured for this participant to be played when he
joins or leaves the conference.

Participant Status — this column is only present for active conferences and indicates the state of the participant (active for participants currently in
the conference, not active for participants not in the conference, and joining for participants currently joining but not yet connected to the conference).

Nested Conference —indicates if the participant acts as a nested conference or not.

Request to Speak - this column is only present for active conferences and indicates whether a listener participant has requested to speak (by dialing
*9 from the handset, see Feature Codes). When a listener participant requests to speak, a hand-up icon appears in this column. Clicking on the hand
icon in this column will grant the speaker permission to the corresponding participant. Participant with the speaker permissions are able to speak to
the conference.

The following functional buttons are present on Conference Progress page to manipulate with the participants in the conference:

Add functional button opens the Add Participant page where a new participant can be manually added to the conference. The Conference
Progress — Add Participant page consists of the following components:

Participant Name requires optional information (first name, last name, @t‘ )\,0.1
nickname etc.) about the participant. Main  Conference Conference Properties l 0

quadro

SIP Address/Tel. number requires the contact phone number (SIP
address or Routing Number) of the participant. This number automatically Conference Progress - Add Participant
will be dialed by the system when the participant is configured to be a Dial
Out (see below) or when a corresponding Conference Code is used (see
Conference Codes).

Conference ID: 308

Paticipant Mame: Jane Dae

The participant's SIP  address should be a combination of SIF Address { Tel number: 11248
username@ hostaddress:port (where hostaddress can be an IP address, for
example, 192.168.90.10, or a host name, e.g., sip.epygi.com). The port Participant Type Listener Only v
number is optional for _the SIP_address. If no port is specified, 5060 will be Confirmation Type: Star?) 3
used. The range of valid ports is between 1024 and 65536.

; : - [ pial out
Please Note: A direct call will be placed toward a participant’'s SIP address - o
if the corresponding conference is registered on a different SIP server than [Partcipant Indication
the participant is registered on, or if the participant is not registered on any [ rested conferance

SIP server.
O aiiow Duplicated Paricipation

The value will be implied as a Routing Number and will be parsed through [ sae ) [ Bak ] [ rep |
the Call Routing table if it does not match the SIP URI syntax. [ see ] [ paic ]

Copyright (C)2003-2003 Epyai Technologies, Ltd. All rights resernved.

Participant Type list is used to select the type (speaker or listener) of

participant in the conference Fig. 1I-5: Conference Progress — Add Participant Page

Confirmation Type list is used to set the password protection for the participant joining the active conference. Star (*) selection allows the

participant to accept the conference invitation by pressing the * button. Only participants connected to the conference with the moderator password
will be provided with permissions to manipulate the conference.

A group of checkboxes on this page allow configuration of participant specific settings:

e When the Dial Out checkbox is selected, the participant will be automatically dialed out when the conference is activated.
e Participant Indication enables the beep indication during the conference when this participant joins or leaves the conference.
e Nested Conference must be selected if the participant is a Conference itself and enables the correct behavior of conference termination.

e Allow Duplicated Participation checkbox allows multiple participants with the selected Caller ID (calling address) to join the
corresponding conference. This is applicable when different participants are using the same shared number to place a call.

Dial Out functional button is used call one or more inactive participant(s) inviting them to join the conference.
Delete removes the selected participants from the conference.

Set Speaker functional button is used to grant selected participants a speaker's permissions. A participant with speaker permissions is able to speak
to the conference.

Set Listener functional button is used to grant selected participants a listener's permissions. A participant with listener permissions is not able to
speak to the conference and is only a listener.
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Lecture Mode functional button is used to grant selected participants a lecturer's permissions. Both listener and speaker participants can get lecturer
permissions. Enabling lecture mode for a participant will allow him to speak to the conference and will mute all other participants of the conference.

Please Note: Only one participant can act in a lecture mode at the same time.
Select all checks all existing participants in the table.

Inverse selection inverses the current selection (if no records are selected, clicking on inverse selection will check all records).

Activate Conference

This link is used to activate a conference.

Send Notification Mail

This link is used to send an email to the participants notifying them about the start of a conference and inviting them to join. The text of the
notification email is being configured by the administrator.

Recorded Conferences

Conference recording service allows you to record conferences and save them on the system internal or external storage space (depending on the
configuration). To use conference recording service, it should be enabled from the Recording Settings page.

The maximum duration of the recorded conference can be optionally limited from the Recording Settings page.

Conference recording can be manipulated either from the Conference Progress page or from the handset (see Feature Codes). If the Recording
Indication is also enabled from the Recording Settings page, voice announcements will be played in the conference to inform participants that the
conference recording is started, stopped, paused or resumed.

Recorded conferences are stored and are listed in the Recorded Conferences page accessible by the moderator from Quadro Web Management.

The Recorded Conferences page displays a table where recorded conferences are listed. The recorded conferences can be played and deleted
from this page.

The Recor(_jing free space field displays the free space allocated for the T T Conference Properiies @t‘,p\’%i
corresponding conference. " quadro
The New recordings field displays the number of new recorded

conferences in the recording box. All new recordings are marked in bold. Recorded Conferences

The All recordings field displays the number of all recorded conferences

in the recording box, including new and played recordings. Conference ID: 111

The Check Recordings functional link refreshes the recording box with

any latest recordings (if any). Recording free space: 6 hour 38 min 53 sec

i Check Recordings Newrecordings: 5 Allrecordings: 5
The Recorded Conferences table displays all the recorded conferences
with the following parameters: Delete Selectall Inverse Selection
. e . . Date & Ti A Durati Pla
Date & Time shows the initiation date and time of the recorded aeftime uation fd
conference. [] |29-Feh-2008 11:23:53 7 min 20 sec L
Duration shows the duration of the recorded conference (in [ | 27-Feb-2008 15:41:34 59sec &
minutes/seconds). [ |27-Fen-2008 15:30:29 7sec e
Play - by clicking on the speaker sign beside every record in the table, .
. . . . [ |27-Feb-2008 15:28:58 13 sec i
the recorded conference will be played (using the available media
player supported by your Operatinig System). [ |27-Feb-2008 11:44:38 9sec @
The column headings of the Recorded Conferences table are organized
as links. By clicking on the column heading, the table will be sorted by the
selected column. Upon sorting (ascending or descending), arrows will Copyright (C) 2007 Epvai Technalogies, Ltd. Al rights reserved.

appear next to the column heading. Each row in the table of Recorded

. Fig. II-6: Recorded Conference
Conferences can be selected by the checkbox for deletion. 9

To Play a Conference

1. Click on the speaker sign of the corresponding recorded conference.
2. Depending on you browser settings, the .wav file will be played directly or an application will ask you to save the .wav file locally to the PC. If
you need to save the file, please specify the path then run the media file from the specified location.

To Delete a Recorded Conference

1. Select the checkbox of the corresponding record(s) in the Recorded Conferences table that will be deleted. Click on Select all if all records
should be deleted.
2. Select the Delete button.
3. Confirm the deletion clicking Yes. The selected conference then will be deleted. To abort the deletion and keep the conference on the
QuadroCS, select No.
Inverse Selection inverses the current selection (if no records are selected, clicking on inverse selection will check all records).
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Conference Properties Menu

Main Conference Conference Properties @ep)fg] Conferenoe PropertieS @ (‘I) \,Ui
? SuRGrOm IO

General Settings .
sh in 20 seconds!
Recording Settings
Conference Pr¢ customization

Paticipants Conference ID: 777
Conference ID: 87C

Schedule

Description

o Feature Codes

SIP Address: 7460870@slp.epygiloc:5060

Conference Status: Mot Active ° w .
= Conference Properties
o General Settings
Participants: Active FAIl-074 o Recording Settings
Name SIP Address | Tel, Participant ial | e Participant Nested P o Customization
v Number Type ut | 0Qder Indication Conference Dunlication AT i
o Participants
1 7460111@sip.epygiloc | Speaker No Yes | Yes No No P
o Schedule
2 7460117@sip.epyailoc | Speaker No Yes | Yes No No -
e Help
3 7460118@sip.epygi.loc Speaker Yes Yes Yes No No L t
.
4 7460119@sip.epygiloc | Speaker No Yes | Yes No No ogou
=
Fig. 1I-7: Moderator Settings Dynamo Menu
Home Logout

Copyright 2003-2011 Epyai Technologies, Ltd. A1 rights reserved.

Fig. 11-8: Moderator’'s Settings Tree Menu

General Settings

The General Settings page is used to configure the basic - p . . (b epvgi
. 13 (4 L i
Conference Settlngs am onference onference Properties ;,u;aom
The page contains the following components: :
pag g P General Settings
Conference ID indicates the unique ID of the conference. Confererice ID:888
Description indicates any descriptive information about the '
Description Weekly Conference
conference.
Moderator Password, | essssss Confirm. |esssses
Moderator Password text field requires a password for the
. Participant Password:  |sssssss Confitrrn, |essssss
moderator access to the conference. The password inserted here
should be used by the moderator to join the conference. Moderator Max Duration (minuts): |30
is able to use conference codes durl_n_g the active call confer_ence ] Flay Hold Music Uit Moderator s Gonnacted
as well as to access conference specific GUI pages and coordinate
the  conference  (view/change  conference  properties, [ utematic Speaker Detection
activate/deactivate it, start/stop/resume recording, view conference Calculate the voice energy for the last 3 -
statistics). Confirm text field requires the confirmation of the - :
Moderator Password. Error appears if the password inserted in the Aleulale e vaive snerdy svery o
Confirm text field does not match the one inserted in the Switch to new video Saurce if energy diference is mare than | B ]
Moderator Password text field.
l:l Leave Active
Participant Password can be entered to require a password for [l Glose the Conférence it Maderstar did notjoin in |3 tnifiies
participant access to the conference. It has to be entered twice for
confirmation. The password entered here should be used by the [ ciose the conference ifonly one partcipant s sonnacted
participant to join the conference. The participant can participate in [ Piay notification before Conference close 1 minutes
the conference only according to the rights (speaker or listener)
-Save -Elack -Help
granted by the moderator. ([soe ][ eeo ] (oo ]
Copyright (C) 2003-2011 Epyai Technalogies, Lid, All rights resered

Fig. 11-9: General Settings Page
Max. Duration sets the conference to be limited to a maximum duration (in minutes). Leave the field empty for unlimited conference duration.

With the Play Hold Music Until Moderator is Connected checkbox selected, participants connected to the conference will listen to the hold music
unless moderator will join the conference.

Automatic Speaker Detection checkbox enables the automatic detection of the loudest participant in the conference (the current speaker) and
switching the video on all of the video conferencing phones in automatic mode to the video from that participant. Initially, when the user joins a

conference with Automatic Speaker Detection checkbox enabled, his video phone works in automatic mode. Dialing 060 or 960 feature
codes will switch the phone to manual mode, displaying the video of the next or previous participant correspondingly. When the phone is in manual
mode, it will not switch automatically to display the loudest participant, but it will show the video of the same participant until next time when 060

or 060 is being pressed. Entering the 069 feature code will switch the phone back to automatic mode.
For making the video source switching decision in automatic mode, the video conferencing uses the values of the following parameters:

e Calculate the voice energy for the last [ ] sec.
e Calculate the voice energy every [ ] sec.
e Switch to new Video Source if energy difference is more than [] dB.
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For example, if the values of the parameters are 3, 1 and 6 (default values) correspondingly, the Conference Server will calculate every one second
the average voice energy of each participant during the last three seconds. Then the largest calculated value will be compared to the average voice
energy of the participant providing currently the video for all phones in automatic mode. If the difference between energies is more than 6dB then the
Conference Server will switch the video to a new source having the largest voice energy.

Leave Active checkbox will keep conference active, even if all participants have left it.

Close the Conference if Moderator did not join in - the idea of including this parameter is as follows:

If the conference is activated by one of the existing ways and the moderator does not join the conference within the first X minutes then the
conference will be closed by the system. No message will be played to the joined users in this case. The conference will be closed in one of the
following cases:

O The conference is activated by a schedule, and the moderator did not join within the first X minutes after activation. The only method of
distinguishing the moderator from the other participants is the moderator's password. If the user entered the moderator's password during
the joining process then he/she is a moderator. There are no other means of distinguishing the moderator from the regular participant.

O The conference is activated by a participant when dialing in, and the Activate On Dial In checkbox is enabled for that conference. During
the joining process, the participant either did not enter any password or entered a regular participant's password. In this case, the same as
above, if the moderator did not join the conference within the first X minutes entering moderator's password, the conference will be closed.

O The conference is activated by a moderator from GUI. In this case, even though the moderator activated the conference and did not join
within the first X minutes, the conference will be closed. In all the above mentioned cases, the conference will be closed regardless of the
number of regular participants already joined.

Close the conference if only one participant is connected - if enabled, then the conference will be closed as soon as there is only one participant
connected to the conference, after the moderator left the conference. If the moderator did not join yet (during the first X minutes as described above),
the conference will stay active even if there is only one participant connected yet. If the moderator is the only participant connected to conference
then it will stay active.

Play notification before Conference close. When the Max Duration (M) of the conference is reached (see Instant Conferencing Settings), the
system will close the conference and M minutes before closing the conference the system will play the warning message to all participants.

Recording Settings

The settings on this page are addressed to the conference recording configuration, enabling conference recording, defining the recording memory
allocation (internal or external storage), etc.

The Recording Settings page offers the following components:

The Enable Recording checkbox enables an option to be used for

active conferences to perform the online recordings. With this .
checkbox selected, a group of radio buttons is activated to select e E— Conference Properties @GP}’E%I
the storage for the recorded conference audio files. quadro
e Use Internal Storage switches the location used to store the Recording Settings

recorded conference audio files to the system internal memory.

Max Recording Time requires the maximum duration (in Conference ID: 308

minutes) of one recording to be done. If the conference

recording has been paused and resumed again, the Max [ZlEnable Recarding

Recording Time value will indicate the actual recorded time.

Leave this field empty not to limit the duration of the @ Use Internal Storage | o pocoding Time gning 15

conference recording.

e Use External Storage switches the location used to store the © Use Bxternal Storags | meconing SIF Address:

recorded conference audio files to an external destination,

which can be any device or application that has audio (4] Recarding Indication
recording capabilities. The SIP Address of the remote [ Start Recording Autarmatically
destination where the recorded conference will be stored is
Save | [ Back |

required to be defined for this selection. Optionally, the SIP [
address of a user can be inserted here. In this case, the Cepyright (C) 2003-2008 Epvai Technalogies, Lid. All rights resened.
conf_erence_ will be recorded_to _the private mailbc_)x of t_he user Fig. I-10: Recording Settings page
or will be directly played to him if he answers the incoming call.

Recording Indication selection enables voice announcements played in the conference to inform participants that the conference recording is
started, stopped, paused or resumed.

When the Start Recording Automatically checkbox is selected, the conference recording will start automatically as soon as the corresponding
conference is activated.

Customization

The Customization page is used to manage the voice prompts played during an active conference. The page offers the following options:

When the Play First in Conference message checkbox is selected, the system will play a “You are the first participant in the conference”
notification message informing you that no more participants are yet connected.

Welcome Message parameters group allows updating the active conference welcome message (played once a user is connected to the
conference), downloading it to the PC or removing the custom welcome message. The group offers the following components:
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Upload new welcome message indicates the file name used to
upload a new welcome message. The uploaded file needs to be in
PCMU wave format, otherwise the system will prevent uploading it
and the “Invalid audio file, or format is not supported” warning
message will appear. The system also prevents uploading if there
is not enough memory available for the corresponding conference
and the “You do not have enough space” warning message will
appear.

Browse opens the file chooser window to browse for a new
welcome message file.

The Download Welcome Message and Remove Welcome
Message links appear only if a file has been uploaded previously.

€ cpygi

quadra

Main Conference Conference Properties

Customization
Conference ID: 308

Play First in Conference message
Welcome Message

Upload new Welcame Message

Dkl ediatwelocome. wa)
Hold Music File

Upload new Hold Music file

The Download Welcome Message link is used to download the DiiMadiathold way
message file to the PC and opens the file-chooser window where Info File
the saving location may be specified. Upload Info file
The Remove Welcome Message link is used to restore the DADocsnfo_tesd b
default welcome message. Remove Info fils
. . . . Save Back
Hold Music File parameters group allows updating the hold music [ I ]
(played when you are alone in the conference), downloading it to Copyright (€) 2003-2008 Epvai Technologies, Ltd. All rights reserved.

the PC or removing the custom welcome message. The group

. Fig. 1I-11: System Messages page
offers the following components:

Upload new hold music file indicates the file name used to upload a new hold music file. The uploaded file needs to be in PCMU wave format,
otherwise the system will prevent uploading it and the “Invalid audio file, or format is not supported” warning message will appear. The system also
prevents uploading if there is not enough memory available for the corresponding conference and the “You do not have enough space” warning
message will appear.

Browse opens the file chooser window to browse for a new hold music file.

The Download Hold Music File and Remove Hold Music File links appear only if a file has been uploaded previously. The Download Hold Music
File link is used to download the hold music file to the PC and opens the file-chooser window where the saving location may be specified. The
Remove Hold Music File link is used to restore the default hold music.

Info File parameters group allows you to upload a text file with some conference related announcement, advertisement or any other information to
be displayed on the Conference Progress page. The group offers the following components:

Upload Info file indicates the information file name. The system will display the file content exactly in the way it is formatted in the file. It is
recommended to use a *.txt formatted plain text file. The uploaded file should not exceed the size of 2000 bytes. The system also prevents uploading
if there is not enough memory available for the corresponding conference and the “You do not have enough space” warning message will appear.

Browse opens the file chooser window to browse for an information file.
The Remove Info File link appears only when a file has been previously uploaded and is used to remove the uploaded information file.

Participants

This page allows to configure participants of the conference as well as to adjust settings of the participants dialed out during the conference or
independently connected to the conference.

The New Participants Configuration moves to the page
where the settings of participants independently dialed in to Nl
the conference can be configured. Once the new
participant connects the conference, he will automatically
appear in the Conference Progress table on this page and
remain there unless disconnected from the conference.

@-cpysi

Qusdrol32x52

Conference Conference Properties

Participants

Conference ID: 870

New Participants Configuration
The Handset Added Participants Configuration moves to Handset Added Particioants Configuration
the page where the settings of participants dialed out from
the handset by the moderator during the active conference

can be configured. Once a handset added participant lane

Registered Participants:

Add Edit Delete Selectall Inverse Selection

SIP Address i Tel. Participant | Video Participant | Confirmation Nested

) . Mail
Dial Out | Trigger Duplication | , 4iress

Humber Type Allowed Indication Type Conference

connects the conference, he will autorr_1at|cally be added to D11 |7#60111@sincoyaiioc | Speaker | Yes  |No  |ves | ves A e S
the Conference Progress table on this page and remain

A . 0|2 T460117@sip.epyai.loc | Speaker Yes No Yes Yes Star(*) No No
there unless the conference is terminated.

a3 7460118@sip epyailoc | Speaker Yes Yes Yes Yes Star(*) No No
The table on this page lists all preconfigured participants, O 4 |7460119@sipepygiloc Speaker |Yes Mo | Yes  Yes Star(") No No
aIIows_ to add new participants and to modify the settings of
the exiting ones. . o e .
Copyright (C) 2003-2011 Epygi Technologies, Ltd. All rights resarved.

Fig. 11-12: Participants Page

Please Note: By default, no participant is able to make video calls. Administrator should set one of the following checkboxes to enable the video
capability of the participant:

e Allow Video checkbox from the Participants - Add Entry GUI page (see Fig. II-13).

. New Participant Can Make Video Call checkbox from the New Participants Configuration GUI page (see Fig. 11-15).
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e Allow Video checkbox from the Handset Added Participants Configuration GUI page (see Fig. |I-16).

Add opens an Add Entry page where new participants can be
added to the conference. The following parameters are needed to
configure participant settings:

Participant Name requires optional information (first name, last
name, nickname, etc.) about the participant.

SIP Address/Tel. number requires the contact phone number (SIP
address or Routing Number) of the participant. This number
automatically will be dialed by the system when the participant is
configured to be a Dial Out (see below) or when a corresponding
Conference Code is used (see Conference Codes).

The participant's SIP address should be a combination of
username@ hostaddress:port (where hostaddress can be an IP
address, for example, 192.168.90.10, or a host name, e.g.,
sip.epygi.com). The port number is optional for the SIP address. If
no port is specified, 5060 will be used. The range of valid ports is
between 1024 and 65536.

Please Note: A direct call will be placed toward a participant's SIP
address if the corresponding conference is registered on a different
SIP server than the participant is registered on, or if the participant
is not registered on any SIP server.

Main Conference Conference Properties

Participants - Add Entry

Conference ID: 870

Participant Mame: John Smith

SIP Address / Tel. Mumber: | 11369@sip.epygiloc
Mail Address:
Participant Type Speaker e
Confirmation Type: Star(*) =
Allow Video

O pial out

[ activate On Dial In

_ Participant Indication

[ Nested Conference

[ anow Duplicated Participation

J [

Copyright (C) 2002-2011 Ep

[ Save Back ]

gi Technologies, Lid. All rights resenved

@ cpysi

QuadroM232x-52

[=

Fig. 11-13: Participants - Add Entry Page
The value will be implied as a Routing Number and will be parsed through the Call Routing table if it does not match the SIP URI syntax.

Email Address requires the email address of the participant. Conference related notifications (configured from the Schedule page or using the Send
Notification Mail option) will be sent automatically to this address. This field is not available on this page when it is reached from the Conference

Progress page.

Participant Type list is used to select the type (speaker or listener) of the participant in the conference.

Confirmation Type list is used to set the password protection for the participant joining the active conference. Star (*) selection allows the
participant to accept the conference invitation by pressing the * button. Only participants connected to the conference with the moderator password

will be provided with the permissions to manipulate the conference.

Please Note: Confirmation Type should be selected to “none” when the Participant Type is listener.

A group of checkboxes on this page allow configuration of participant specific settings:

e  Allow Video checkbox will allow participant to join the video conference. This checkbox is not available on this page when it is reached from

the Conference Progress page.

e  When the Dial Out checkbox is selected, the participant will be automatically dialed out when the conference is activated.

e  Activate On Dial In automatically activates the conference when this participant joins the conference call. This checkbox is not available on this

page when it is reached from the Conference Progress page.

° Participant Indication enables the beep indication during the conference when this participant joins or leaves the conference.

° Nested Conference should be selected if the participant is a Conference itself and enables the correct behavior of conference termination.

e Allow Duplicated Participation checkbox allows multiple participants with the selected Caller ID (calling address) to join the corresponding
conference. This is applicable when different participants are using the same shared number to place a call.

The Edit functional button provides a possibility of editing multiple
participants at the same time. A Select to modify fields checkbox
alongside the fields to be modified needs to be selected to submit
changes, otherwise the fields will not be updated.

Main Conference Conference Properties

Participants - Edit Entry

Conference ID: 870

Participant Mame: 3
SIF Address / Tel. Number:. |7460118@sip.epygi.loc
Mail Address:
Farticipant Type: Speaker b
Confirmation Type: Star(*) e
[l alow video

Fl Dial out

[ Activate on Dial In

[“] Participant Indication

[ rested Conference

[ allow Duplicated Participation

] [

Caopyright (C) 2003-2011 Epyai Techno

[ Save Back ]

logies, Ltd. All rights reserved

cpysi

QuadroM23x-52

Fig. 11-14: Participants

— Multi-Edit Entry Page
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New Participants Configuration

This page is used to configure settings of participants independently dialed in to the conference. Once the new participant connects the conference,
he will automatically appear in the Conference Progress table and remain there unless disconnected from the conference.

Max New Participant Count text field requires the maximum .
number of new users allowed to connect to the conference. Leave Main Conference Conference Properties @GP}-’gl
this field empty to allow unlimited nhumber of new users connecting QuadrohZ-52

the conference.
New Participants Configuration
New Participant Type drop down list is used to select the state
(speaker or listener only) of the new participants connected to the
conference.

Conference ID: 870

Mew Participant Allowed To Join

Selecting the New Participant Can Make Video Call checkbox will Max New Participant Count: 16

allow participant to join the video conference.
Mew Participant Type: Speaker e

New Participant Confirmation Type drop down list is used to select

whether the conference is password protected for the new users or
not. Mew Paricipant Can Make Video Call

Mew Participant Confirmation Type: |Password %

. .. . NewF‘ammpantCan Activate The Conference
Selecting the New Participant Can Activate Conference checkbox

will allow new users to activate the conference Conference Inactive Unfil Moderator Login |

. . . . . NewParlicipantIndicatiun
When Conference Inactive Until Moderator Login option is

enabled, participants will not be able to join the conference until the [ sae | [ Back
moderator has logged in. New Participant Confirmation Type field
should also be set to Password to enable this option 1 - With this option enabled. participants will not be able to join the conference until the

' moderator has logged in. "New Participant Confirmation Type" field should also be set to
Selecting the New Participant Indication checkbox will enable a "Password” to enable this option.
beep indication during the active conference when a new user joins ~ |°°%2" € 20022017 Ezual Technzleaiss, Lid. All nighis iSssnad.
or leaves the conference. Fig. 1I-15: New Participants Configuration Page

Handset Added Participants Configuration

This page is used to configure the settings of participants dialed out from the handset by the moderator during the active conference. Once the
handset added participant connects the conference, he will automatically appear in the Conference Progress table and remain there unless the
conference is terminated. This will allow the handset dialed participant to hang up and dial in to the corresponding conference again while it is active.

The page consists of the following components: :

: : i b 701
Participant Type drop down list is used to select the state (speaker Main _ Conference Conference Properties CPYy o
or listener only) of the handset added participants connected to the RieoRE a2

conference.

Handset Added Participants Configuration

Confirmation Type drop down list is used to select whether the
conference is password protected for the handset added users or Conference ID: 870
not. When Star (*) selection is chosen, the handset added user

L2 : N
should accept the conference invitation by pressing the * button. Pariicipant Type: | Speaker v

Selecting the Allow Video checkbox will allow participant to join the
video conference. Confirmation Type: Star(*} w
Selecting the Participant Indication checkbox will enable a beep
indication during the active conference when a handset added user
joins or leaves the conference.

The Allow Duplicated Participation checkbox selection allows

B Allow video

Participant Indication

several instances of callers with the same handset added number [ Allow Duplicated Participation

(caller address) to join the corresponding conference at the same

time. This option may be used to allow users from the same network [ sae ][ Bac
(Wlth the same caller addreSS), like PSTN network, to reach the Copyright {C) 2003-2011 Epyai Technologies, Ltd. All rights reserved.

conference.

Fig. 11-16: New Participants Configuration Page
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Schedule

The Schedule page is used to configure and manage the conference
scheduling rules, so that a conference can be automatically activated
on the date and time. The Scheduling service may also be configured
to send invitation emails to the participants asking them to join the
conference or informing about a new conference.

The Conference Schedule page offers a table that lists all
scheduling rules configured for the corresponding conference. When
a scheduled conference is activated, all participants with dial-out
option enabled will be dialed.

Nain Conference

Schedule

Conference ID: 308

Add Edit Delete Selectall

Conference Properties

Inverse Selection

Rule Type
[0 | wweekly

[ | annualy

Date
Friday

Jdanuary 25

@ -cpysi

quadre

Time
[al=Huls}

06:05

5 mins before Conference Activation

[ Allow Participants to Join
Send Mail |15 mins hefore Conference Activation

Send Mail on Behalf oft | Quadroh32x

[ save | [ Back |

(C) 20032008 Epyai T Ltd Al rights resenved

Fig. 11-17: Schedule Page

Clicking the Add button takes you to the Add Entry page where new scheduling rule can be configured. This page offers the following components:

A group of radio buttons that are used for selecting the frequency of
the scheduled conference:

® Once - the calendar date (month, day, year) should be
specified for this option.

e Daily

e Weekly — weekdays when scheduling out to be activates
should be selected for this option. Use Select All and Select
None to select or deselect all weekdays.

e Monthly —the calendar day should be selected for this option.

® Annually — the calendar day and the month should be
selected for this option.

In the Time text fields, the time of the scheduled conference
activation should be defined. The time selected in these fields will be
considered according to the system Time and Date settings.

The Allow Participants to join conference before Conference
Activation checkbox selection allows participants to dial in to the
conference before conference activation.

@ -cpysi

quadro

Main  Conference Conference Properties

Schedule - Add Entry

Conference ID: 308

O once Date

O Daily

@ weekly | CJSunday O Thursday
O manday Friday
O Tuesday [ Saturday
[Nwiednesday
Select All Select Mone

O Monthly | gy

O annually | pate

Time |06 | © |00

Fig. 11-18: Schedule — Add Entry page

During this period, participants will be able to communicate with each other. However, this does not mean that the conference is activated; the
participants will be dialed out (if any) and the recording will start (if configured) only after the configured scheduled time comes.

The Send Mail before Conference Activation checkbox enables email notification delivery to the participants before the conference activation. The
text field requires the timeout (in minutes) before the conference activation when the email notifications to the conference participants with Email
Address configured from the Add Participants page should be delivered. This option is only valid if the Email Address is configured for the

participant.

The Send Mail on behalf of text field requires an email address or a conditional name related to the conference to be transmitted in the From field

of the email notifications.
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Appendix: Software License Agreement

EPYGI TECHNOLOGIES, LTD.
Software License Agreement

THIS IS A CONTRACT.
CAREFULLY READ ALL THE TERMS AND CONDITIONS CONTAINED IN THIS AGREEMENT.
USE OF THE QUADRO HARDWARE AND OPERATIONAL SOFTWARE PROGRAM
INDICATES YOUR ACCEPTANCE OF THESE TERMS AND CONDITIONS. IF YOU DO NOT
AGREE TO THESE TERMS AND CONDITIONS, YOU MAY NOT USE THE HARDWARE OR
SOFTWARE.

1. License. Epygi Technologies, Ltd. (the "Licensor"), hereby grants to you a non-exclusive right to use the Quadro Operational Software
program, the documentation for the software and such revisions for the software and documentation as the Licensor may make available to you
from time to time (collectively, the "Licensed Materials"). You may use the Licensed Materials only in connection with your operation of your
Quadro. You may not use, copy, modify or transfer the Licensed Materials, in whole or in part, except as expressly provided for by this
Agreement.

2. Ownership. By paying the purchase price for the Licensed Materials, you are entitled to use the Licensed Materials according to the terms of
this Agreement. The Licensor, however, retains sole and exclusive title to, and ownership of, the Licensed Materials, regardless of the form or
media in or on which the original Licensed Materials and other copies may exist. You acknowledge that the Licensed Materials are not your
property and understand that any and all use and/or the transfer of the Licensed Materials is subject to the terms of this Agreement.

3. Term. This license is effective until terminated. This license will terminate if you fail to comply with any terms or conditions of this Agreement or
you transfer possession of the Licensed Materials to a third party in violation of this Agreement. You agree that upon such termination, you will
return the Licensed Materials to the Licensor, at its request.

4. No Unauthorized Copying or Modification. The Licensed Materials are copyrighted and contain proprietary information and trade secrets of
the Licensor. Unauthorized copying, modification or reproduction of the Licensed Materials is expressly forbidden. Further, you may not reverse
engineer, decompile, disassemble or electronically transfer the Licensed Materials, or translate the Licensed Materials into another language
under penalty of law.

5. Transfer. You may sell your license rights in the Licensed Materials to another party that also acquires your Quadro IP PBX or any Quadro SIP
Gateway product. If you sell your license rights in the Licensed Materials you must at the same time transfer the documentation to the acquirer.
Also, you cannot sell your license rights in the Licensed Materials to another party unless that party also agrees to the terms and conditions of
this Agreement. Except as expressly permitted by this section, you may not transfer the Licensed Materials to a third party.

6. Protection And Security. Except as permitted under Section 5 of this Agreement, you agree not to deliver or otherwise make available the
Licensed Materials or any part thereof to any person other than the Licensor or its employees, without the prior written consent of the Licensor.
You agree to use your best efforts and take all reasonable steps to safeguard the Licensed Materials to ensure that no unauthorized person
shall have access thereto and that no unauthorized copy, publication, disclosure or distribution thereof, in whole or in part, in any form, shall be
made.

7. Limited Warranty. The only warranty the Licensor makes to you in connection with this license is that the media on which the Licensed
Materials are recorded will be free from defects in materials and workmanship under normal use for a period of one (1) year from the date of
purchase (the "Warranty Period"). If you determine within the Warranty Period that the media on which the Licensed Materials are recorded are
defective, the Licensor will replace the media without charge, as long as the original media are returned to the Licensor, with satisfactory proof
of purchase and date of purchase, within the Warranty Period. This warranty is limited to you as the licensee and is not transferable. The
foregoing warranty does not extend to any Licensed Materials that have been damaged as a result of accident, misuse or abuse.

EXCEPT FOR THE LIMITED WARRANTY DESCRIBED ABOVE, THE LICENSED MATERIALS ARE PROVIDED ON AN "AS IS" BASIS.
EXCEPT AS DESCRIBED ABOVE, THE LICENSOR MAKES NO REPRESENTATIONS OR WARRANTIES THAT THE LICENSED
MATERIALS ARE, OR WILL BE, FREE FROM ERRORS, DEFECTS, OMISSIONS, INACCURACIES, FAILURES, DELAYS OR
INTERRUPTIONS INCLUDING, WITHOUT LIMITATION, TO ANY IMPLIED WARRANTIES OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE, LACK OF VIRUSES AND ACCURACY OR COMPLETENESS OF RESPONSES, CORRESPONDENCE TO
DESCRIPTION OR NON-INFRINGEMENT. THE ENTIRE RISK ARISING OUT OF THE USE OR PERFORMANCE OF THE LICENSED
MATERIALS REMAINS WITH YOU.

8. LIMITATION OF LIABILITY AND REMEDIES. IN NO EVENT SHALL THE LICENSOR OR ANY OTHER PARTY WHO HAS BEEN INVOLVED
IN THE CREATION, PRODUCTION OR DELIVERY OF THE LICENSED MATERIALS BE LIABLE FOR ANY CONSEQUENTIAL,
INCIDENTAL, DIRECT, INDIRECT, SPECIAL, PUNITIVE OR OTHER DAMAGES, INCLUDING, WITHOUT LIMITATION, LOSS OF DATA,
LOSS OF BUSINESS PROFITS, BUSINESS INTERRUPTION, LOSS OF BUSINESS INFORMATION, OR OTHER PECUNIARY LOSS,
ARISING OUT OF THE USE OF OR INABILITY TO USE THE LICENSED MATERIALS, EVEN IF THE LICENSOR OR SUCH OTHER PARTY
HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. YOU AGREE THAT YOUR EXCLUSIVE REMEDIES, AND THE
LICENSOR'S OR SUCH OTHER PARTY'S ENTIRE LIABILITY WITH RESPECT TO THE LICENSED MATERIALS, SHALL BE AS SET
FORTH HEREIN, AND IN NO EVENT SHALL THE LICENSOR'S OR SUCH OTHER PARTY'S LIABILITY FOR ANY DAMAGES OR LOSS TO
YOU EXCEED THE LICENSE FEE PAID FOR THE LICENSE MATERIALS.

The foregoing limitation, exclusion and disclaimers apply to the maximum extent permitted by applicable law.
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9.

10.

11.

12.

13.

14.

Compliance With Laws. You may not use the Licensed Materials for any illegal purpose or in any manner that violates applicable domestic or
foreign law. You are responsible for compliance with all domestic and foreign laws governing Voice over Internet Protocol (VolP) calls.

U.S. Government Restricted Rights. The Licensed Materials are provided with RESTRICTED RIGHTS. Use, duplication or disclosure by the
Government is subject to restrictions as set forth in subparagraphs (c)(1) and (2) of the Commercial Computer Software—Restricted Rights
clause at 48 C.F.R. section 52.227-19, or subparagraph (c)(1)(ii) of the Rights in Technical Data and Computer Software clause at DFARS
252.227.7013, as applicable.

Entire Agreement. It is understood that this Agreement, along with the Quadro Installation Guide and User’'s Manual, constitute the complete
and exclusive agreement between you and the Licensor and supersede any proposal or prior agreement or license, oral or written, and any
other communications related to the subject matter hereof. If one or more of the provisions of this Agreement is found to be illegal or
unenforceable, this Agreement shall not be rendered inoperative but the remaining provisions shall continue in full force and effect.

No Waiver. Failure by either you or the Licensor to enforce any of the provisions of this Agreement or any rights with respect hereto shall in no
way be considered to be a waiver of such provisions or rights, or to in any way affect the validity of this Agreement. If one or more of the
provisions contained in this Agreement are found to be invalid or unenforceable in any respect, the validity and enforceability of the remaining
provisions shall not be affected.

Governing Law. This Agreement shall be governed by and construed in accordance with the laws of the state of Texas, without regard to
choice of law provisions that would cause the application of the law of another jurisdiction.

Attorneys' Fees. In the event of any litigation or other dispute arising as a result of or by reason of this Agreement, the prevailing party in any
such litigation or other dispute shall be entitled to, in addition to any other damages assessed, its reasonable attorneys’ fees, and all other costs
and expenses incurred in connection with settling or resolving such dispute.

If you have any questions about this Agreement, please write to Epygi at 1400 Preston Road, Suite 300, Plano, Texas 75093 or call Epygi at
(972) 692-1166.
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