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About this Administrator's Guide

The Quadro Manual is divided into three parts:

e Manual-I: Installation Guide
gives step-by-step instructions to provision the Quadro IP PBX and configure the phone extensions with the Epygi SIP Server. After successfully
configuring the Quadro IP PBX, users will be able to make SIP phone calls to remote Quadro devices, make local calls to the PSTN and access
the Internet from devices connected to the LAN.

e Manual-ll: Administrator's Guide explains all Quadro management menus available for administrators only. It includes a list of all System
Default Values.

e Manual-lll: Extension User's Guide explains all Quadro management menus available for extension users. A list of all call codes can be found
there, too.

This guide contains many example screen illustrations. Since Quadro IP PBXs offer a wide variety of features and functionality, the example screens
shown may not appear exactly the same for your particular Quadro IP PBX as they appear in this manual. The example screens are for illustrative
and explanatory purposes, and should not be construed to represent your own unique environment.

Quadro’s Graphical Interface describes to the Quadro's graphical user interface and explains all recurrent buttons.

Administrator's Menus explains the Administrator's management pages according to the menu structure shown on the main page of the Quadro
management.

Administrator's Additional Features explains some input-options for administrators only that may be selected from the extension user's main
page.
Appendix: PBX Services for Quadro’s Administrator explains PBX features for administrator accessible from the handset.

Appendix: Extension User's Welcome Page includes a form that allows the administrator to inform his extension user with all individually needed
addresses and phone numbers.

Appendix: System Default Values lists all factory defaults.

Appendix: Software License Agreement includes the contract for using Quadro's hardware and software.

Quadro4Li; (SW Version 5.3.x) 4
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Quadro’s Graphical Interface

Administrator’s Main Page

When the administrator logs in, the Quadro Management page is displayed with a table of active calls (including information about call peers, call
duration and start time) at the startup. The button Terminate next to each active call is used to terminate the corresponding call. Here the
administrator may access the following settings and perform the actions:

7ol
Main System Users Telephony Internet Uplink Network @ ep} OI

Q4Li109
Refresh in 426 seconds!

Quadro4Li Management

Active Calls

Call Start Time

Call Duration

Calling Phone | Called Phone

Moiterns in list.

Boot loader: 4,1.0/Debug/Develop Ima
Firmware ¥ersion: 5.0.3BETA/Felease

Users currently logged in:
- adnin from 192.168.85.35, expires 11:09

Internet connection status: DHCP Client _ aduin from 192.168.0.1, expires 11125

Renew WAN IP Address

Copyright (C):2003-2008 Epyai Technologies, Ltd. All rights reservad

Fig. II-1: Quadro4Li Management

By clicking on System, Users, Telephony, Internet Uplink or Network the administrator may access the following settings in each respective
category and perform actions specific to each category.

System Menu Telephony Menu Internet Uplink Menu Network Menu
o System Configuration Wizard o Call Statistics e PPP/ PPTP Settings e DNS Settings
e Internet Configuration Wizard e SIP Settings e VPN Configuration e DNS Server Settings
e System Security Management o RTP Settings e Dynamic DNS Settings e DHCP Server Settings
o Status o NAT Traversal Settings e Firewall and NAT e DHCP Settings for the VLAN
o IP Routing Configuration e Line Settings e Filtering Rules Interface
 Configuration Management  ISDN Settings e IDSLog
e Events e Gain Control
e Time/Date Settings e SIP Tunnel Settings
e Mail Settings o Call Routing Users Menu
e SMS Settings e VoIP Carrier Wizard * Extensions Management
e Firmware Update e RADIUS Client Settings * Receptionist Management Registration Form
o Networking Tools e Voice Mail Common Settings * Extensions Directory (in menu tree only)
o SNMP Settings o Dial Plan Settings * Authorized Phones Database Logout
e Diagnostics e 3PCC Settings
o Features e Key System Emulation
e Upload Language Pack e RTP Streaming Channels
e User Rights Management e Class of Service

The functional button Renew Wan IP Address appears on the administrator's main Quadro Management page if the Quadro device acts as a
DHCP client. The Renew WAN IP Address button is used to obtain a new WAN IP address in case, e.g., the Quadro moves to another network.

The functional button Establish Your Internet Connection Now respectively Terminate Your Internet Connection Now occurs on the Quadro
Management page if PPPOE is used as WAN interface protocol.

The link Please Check Your Pending Events will be displayed on the administrator Main Menu page if new system events exist. The link leads to
the Events page that can be also accessed from the System menu.

The list of Users currently logged into the system is seen in the lower right corner of the Administrator's Main Menu. Information about IP address
user accessed Quadro GUI from, the username user is logged in and the time until the next automatically logout is provided herein. The current
version of the Quadro's firmware and of its boot loader is also available here. The idle session timeout is set to 20 minutes. If no action is performed
during that time, user will be automatically moved to the Login page and will be requested to login again.

Quadro4Li; (SW Version 5.3.x) 5
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Administrator’s Menus

Recurrent Buttons

Throughout this guide, you will see a variety of recurrent buttons. Below is a description of these buttons.

Button

Description

Button Description

Previous

This button leads back to the previous
page of a fixed sequence of pages (used
mainly in wizards).

This button returns you to the page you were
previously on.

m
[v4]
[
-~

Me

This button leads forward to the next page
of a fixed sequence of pages (used mainly
in wizards).

This button confirms an operation you started
before.

B
o

Cancel

This button discards the latest not yet
confirmed entries.

This button confirms an operation you chose

Yes before.

Finish

This is the last button of a fixed sequence
of pages that completes and saves the
entries of an entire sequence.

This button discards an operation you chose
before.

Help

This button opens the help page
belonging to the currently active Quadro
management page.

This button saves the settings modified on the
currently active management page.

[0y
= .
=
46}

IP-Clipboard

This button opens a window where the last
inserted IP addresses are listed. It allows
the user to make a quick selection of an IP
address that has been previously used.
This will avoid the user needing type it
again. The clipboard can hold up to 10 IP
addresses and a new IP address will
replace the oldest one from the list.

This button opens a window where the last
inserted SIP addresses are listed. It allows the
user to make a quick selection of an IP address

that has been previously used. This will avoid

SIP-Clipboard the user needing type it again. The clipboard

can hold up to 10 SIP addresses and a new
SIP address will replace the oldest one from the
list.

Recurrent Functional Buttons

In connection with the tables, the following are the few buttons you will see:

Functional Button

Description

Ad

o

Allows adding a new record to the displayed table. A new page will be displayed to enter any new settings.

Allows modifying the settings of the record selected by a checkbox. Normally only one (1) record may be selected. A new

Edit page will be displayed to enter the modified settings.
Delete Deletes the selected entry(s) of a table. A warning message will ask for confirmation before deleting an existing entry.
Select All Selects all table entry(s) for example for further deletion.

Inverse Selection

Inverses (opposites) an existing selection of table entry(s). If no entries are selected, clicking the button will select all

records.

Refresh in...

May be shown in the upper right corner of a page. It displays the number of seconds remaining until the next refresh of the
page will occur. It may be used to reload the page manually.

Most of the tables offer the option to sort the entries in ascending or descending order by clicking the headings of the columns. A small arrow next to
the column heading indicates the direction of sorting - upward or downward. The entries of the table can be selected by using the corresponding
checkboxes in order to edit or delete them.

Entering SIP Addresses Correctly

Calls over IP are implemented based on Session Initiating Protocol (SIP) on the Quadro. When making a call to a destination that is somewhere on
the Internet, a SIP address must be provided.

SIP addresses needs to be specified in one of the following formats:

“display hame” <username@ipaddress:port>
“display hame” <username@ipaddress>
username@ipaddress:port
username@ipaddress

username

For your convenience, the following combinations can be used:

e *@ipaddress - any user from the specified SIP server

® username@* - a specified user from any SIP server

® *@* - any user from any SIP server

The display name and the port number are optional parameters in the
SIP address. If a port is not specified, 5060 will be set up as the default
one. The range of valid ports is between 1024 and 65536.

A flexible structure of wildcards is allowed. In comparison with a
wildcard, the “?” character stands for only one unknown digit and the “*”
character stands for any number of any digits.

Please Note: Wildcards are available for caller addresses only. No
wildcard characters are allowed for called party addresses. Exceptions
are addresses in the Supplementary Addresses table that are used by
Outgoing Call Blocking and Hiding Caller Information Settings
services. To use “*” and “?” alone (as non wildcard characters), use “\*”
and “\?” correspondingly.

Quadrod4Li; (SW Version 5.3.x)
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Administrator’s Menus

Administrator’s Menus

System Menu

Main  System Users  Telephony

System Configuration Wizard

Internet Configuration Wizard

QuA( gystem Security Management
Status

IP Routing Configuration

call st Configuration Management

Events
Time J Date Settings

Mail Settings
M3 Settings
Firrmware Update
Metwarking Tools
SNMP Settings
Diaghostics

Interne Features

Plegze Unload Language Pack

Copyright (] User Rights Management

Active

Internet Uplink

e | Called Phione

5 resemved.

: 701

(SN
quadn

Eefresh in 575 seconds!

Boot loader: 5.0.3/Release
Firmvare Version: 5.Z.46/Release

Users currently logged in:
- adwin from 192.168.70.11, expires 04:45
- adwin from 192.168.70.26, expires 04:54

Fig. 1I-1: System Menu in Dynamo theme

System Configuration Wizard

System

Swstem

System Configuration Wizard
Internet Configuration Wizard
System Security Management
Status

IP Routing Configuration
Configuration Managerment
Events

Time / Date Settings

Mail Settings

ShS Settings

Eirmware Update
Metworking Tools

ShMPE Settings

Diagnostics

Features

Upload L anguage Pack
User Rights Management
Users

Telephony

Internet Uplink

Mebwork

Install Checklist

Feature Codes

Help

Logout

cocQocQCQCQCQCOO0OO0O0O000O0O00O0

Flease check vour pending events|

Home Logout

Copyright 20032011 Epyai T

Ltd. A1l rights

s 2 EPY G

Fig. 1I-2: System Menu in Plain theme

The System Configuration Wizard allows the administrator to define the Quadro’s Local Area Network settings and to specify regional configuration
settings to make Quadro operational in its LAN. The System Configuration Wizard MUST be run upon Quadro's first startup to make sure that it
works properly in its network environment. The Wizard allows navigating through the following basic configuration parameters and settings:

e  System Configuration (see below)
e  DHCP Settings for the LAN Interface

® Regional Settings and Preferences (see below)

e Emergency Codes and PSTN Access Codes Settings (see below)

DHCP Settings for the LAN are described in the chapters
below. The LAN configuration and regional settings will be

described later in this chapter.

Please Note: It is strongly recommended to leave the
factory default settings if their meanings are not fully

clear to the administrator.

Main

System

Users  Telephony Internet Uplink

System Configuration Wizard

Network

@ cpysi

quadre

LR

Getting Started

This wizard guides you through:

System Configuration

DHCP Settings far the LAM Interface

Regional Settings and Preferences

Emergency Codes and PSTH Access Code Settings

[ Cancel ]

N

Copyright (C) 2003-2008 Epyai Technologies, Lid. All rights resenved.

Fig. 11-3: System Configuration Wizard - Start page

Quadrod4Li; (SW Version 5.3.x)
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The System Configuration page contains the host name, IP

address and Subnet Mask information about the Quadro LAN Main System Users  Telephony Internet Uplink Network @ep }’81
interface. These settings make Quadro available to the quadre

internal network.

System Configuration Wizard
The System Configuration page offers the following input

options:

Host Name requires a host name for the Quadro device. System Configuration

Domain Name requires the LAN side domain name which

Host Mame: GuadrodLi
the Quadro belongs to.

. Domain Mame:  |epygi-config.loc
IP Address requires the Quadro host address for the LAN
interface. LAN IP Configuration:

Subnet Mask requires the Quadro hosts’ Subnet Mask. IPAddress: 172 [0 G M
SubnetMask  [255 | [255 | [ Jo

‘ Mext ‘ [ Cancel ] ‘ [ Help ] ‘

Copyright (C) 2003-2005 Epyni Technologies, Lid. Al rights resenved.

Fig. 1I-4: System Configuration Wizard - System Configuration page
The Regional Settings and Preferences are used to select

settings specific to the location of the Quadro. This is .
important for the functionality of the voice subsystem. Main System Users  Telephony Internet Uplink Network @ep}' 81
The Regional Settings and Preferences page has two drop quadre
down lists to select the Location (country) and a ! . .
corresponding Timezone. Quadro will support Daylight System Configuration Wizard
Savings (DST) correction if it is available for the selected time
zone.
} . ) . Regional Setti d Pref
This page also has a manipulation radio button group to eglonal Settings and Freterences
choose:
e System Language — selection is available only when Yourlaeale (ocationy: |13 A
the custom Language Pack has been uploaded and it Timezane (GMT-06:00) Central Time (US & Canada) v
is used to enable custom language for system voice
messages or returning back to the default language Choose Default GUI Therne
English. . O Plain
e GUI Theme - selection used to select the GUI theme
style of the web based configuration pages. @ Dynarno
The Choose Theme on Login checkbox indicates _whether [ choase Theme an Lagin
the GUI theme selection radio buttons should be displayed
on the Quadro Login page. Selecting the checkbox will allow
users to choose the GUI theme before logging into the ‘ e ‘ [ cancel | ‘ __feb | ‘
Quadro. Leaving the checkbox unselected will require the
administrator to run the System Configuration Wizard to Copyrlght (€) 20032008 Epyal T jes, Ltd Al rights resensed.
Change the theme. Fig. II-5: System Configuration Wizard - Regional Settings page
The Emergency Codes and PSTN Access Codes Settings Main System Users Telephony InternetUplink  Network @eP}"Sl
are used to configure the emergency dial plan. quadre
The Emergency Codes text field requires the PSTN . . i
numbers of the emergency or lifeline services. Multiple System Configuration Wizard
emergency codes, separated by commas, can be inserted in
this field. For each emergency code, a routing pattern will be
generated in the Call Routing Table, which will allow faster Emergency Codes and PSTN Access Code Settings
and easier calls to emergency destinations.
The PSTN Access Code drop down list allows you to select Please enter all your Emergency Codes separated by commas and PSTM Access Code into following fields:
the prefix code for accessing the PSTN line in the routing
mode. Dialing the digits inserted in this text field will provide e Codes: a1
the PSTN dial tone when dialed from the handset. mernenty botes:
PETH Access Code: 9+
‘ et ‘ I Cancel I ‘ [ Help ]

Copyright (C)2003-2008 Epvagi Technolonies, Lid. All rights resenred.

Fig. 11-6: System Configuration Wizard - Emergency Codes and PSTN Codes Settings page

Quadro4Li; (SW Version 5.3.x) 8
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Internet Configuration Wizard

The Internet Configuration Wizard allows the administrator to configure the WAN interface settings and to adjust Quadro’s connectivity with an
external network. The Internet Configuration Wizard MUST be run for Quadro to be connected to the Internet.

. . . . Makn| System | Users Tepbory | MdersiUplnk | Hetwork @"P.\'Hj
All the settings of the Internet Configuration Wizard are

described in the chapters below except those for the IP settings, Internet Configuration Wizard
which will be described in this chapter.

. Getting Started
Please Note: It is strongly recommended not to change the i
factory default settings if their meanings are not fully clear
to an administrator.
.|_r:-r.F'r-f-tcf:-|5"P=Pné" and "PPPoA” | for Protacal "PPTP™ Il far Protocal "Etharnat”

Nl Cancel Halp

Fig. 1I-7: Internet Configuration Wizard - Start page

The Wizard allows navigating through the following basic configuration parameters and settings:

e  Uplink configuration (see below)

For WAN Interface protocol PPPOE: For WAN Interface protocol PPTP: For WAN Interface protocol Ethernet:
e PPP/PPTP Settings e WAN IP Configuration (see below) e WAN IP Configuration
® WAN Interface Configuration (see below) e PPP/PPTP Settings ® WAN Interface Configuration (see below)
® DNS Settings ® WAN Interface Configuration (see below) ® DNS Settings

® DNS Settings

The Switch to Auto Provisioning link moves you to the Automatic Provisioning page where Quadro can be configured automatically.

The Uplink Configuration page allows you to select the Quadro's
WAN interface connection type and its bandwidth settings. These

settings will make Quadro available to the external network. Mo System Users  Telephony kAl Uplik Wetmork (C_“J?E:;—',i_
Depending on the Uplink Interface Protocol selection, the page Internet Configuration Wizard

following the Uplink Configuration page is different. Thus if

PPPoE is selected, the next page will be PPP Configuration, while Uplink Configuration

selecting Ethernet will bring up the WAN IP Configuration page.

The Uplink Configuration page offers the following components:

10000

The WAN Interface Protocol radio buttons are used to choose the o . 10000
protocol depending on the requirements of the ISP (Internet Service o winos fate: [0
Provider):

PPPOE - turns on the PPP over an Ethernet connection.

PPTP — turns on the Point to Point Tunneling Protocol (PPTP)
interface used for the connection between Quadro and ADSL [[Prevnus | [ [Caneai ) [
modem. A fixed IP address configuration is needed in this
case.

. Fig. I1-8: Internet Configuration Wizard - Uplink Configuration page
Ethernet - turns on the Ethernet connection.

The WAN Interface Bandwidth settings allow the specification of the upstream and downstream speeds in kbit/s, helping to assure the quality of IP
calls. An IP call looses the voice quality if there is no available bandwidth. When approaching the limits of bandwidth capacity, another IP call will be
declined.

The bandwidth provided by the ISP has to be specified in the text fields Upstream Speed and Downstream Speed. The default entry in both fields
is 10000, the maximum bandwidth of a 10 MB Ethernet.

The bandwidth required by an IP call depends on the codecs used and these specifications are listed in the tables below:

Quadro4Li; (SW Version 5.3.x) 9
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Administrator’s Menus

The Min Data Rate text field requires the amount of upstream bandwidth that ought to remain for data applications even if voice applications use the
entire available upstream bandwidth. The value selected here needs to be smaller than the upstream bandwidth and is measured in kbit/s.

The WAN IP Configuration page is only displayed if Ethernet or
PPTP has been selected to be the uplink protocol. It offers the
following components:

The Assign automatically via DHCP radio-button selection switches
to automatic retrieval of the WAN IP address from a DHCP server at
the ISP/uplink.

Please Note: DHCP referred to here is the one that runs on the
provider’s side and not the Quadro’s personal DHCP server.

The Assign Manually radio-button switches to the manual
adjustment of IP settings. This selection requests the following
parameters:

IP Address requires the IP address for the Quadro WAN interface.

Subnet Mask requires the subnet mask for the Quadro device WAN
interface.

Default Gateway requires the IP address of the router where all
packets are to be sent to, for example, to the router of the provider.

The WAN Interface Configuration page may be used to modify the
MAC address of the Quadro. This might be necessary if the ISP
(Internet Service Provider) requires a specified MAC address, for
example, for authentication. This page offers the following
components:

MAC Address Assignment manipulation radio-buttons:
® This Device turns to the default MAC address of the Quadro.
e User Defined requires user defined MAC Address.

The MTU drop down list allows you to select the maximum packet
size on the Ethernet (in bytes). MTU is used to fragment the packets
before transmitting them to the network. The MTU preferred value is
dependent on the Ethernet connection. The default MTU size is 1500
Bytes for Ethernet and 1400 Bytes for PPPoE.

Please consult with your ISP administrator to get the corresponding
settings.

Automatic Provisioning

Automatic Provisioning provides the possibility to automatically
configure the WAN network settings of Quadro. This is very useful
when the administrator is not actually aware about the Quadro’s
network settings. Automatic Provisioning automatically detects
the matching network configuration settings, applies them on the
Quadro, thus connecting the device to the internet through the
available ISP connection.

Please Note: Automatic Provisioning can only be run from the
LAN side of the Quadro, i.e. from the PC connected to the
Quadro’s LAN.

After the confirmation, the Automatic Provisioning automatically
detects and configures the following settings on the Quadro:

e WAN interface type (PPPoE or Ethernet)
e WAN IP settings

® PPP settings

® |SP settings

® DHCP settings

® DNS settings

o NAT Traversal settings

Main  System  Users  Tekephory ternes Updink Hatwork @L‘]J‘:'H]

Internet Configuration Wizard

WAHN IP Configuration

P-Cipbosrd
F-Cipbosnd
F-Cipboand

(Prawess | | (Gana | [Chee )

Fig. 11-9: Internet Configuration Wizard - WAN IP Configuration page

o S o e e @epygi
Internet Configuration Wizard
WAN Interface Configuration
1 FF 1 nn oo o
1500
[Frowes | e T T

Fig. 11-10: Internet Configuration Wizard - WAN MAC Address Configuration page

Main  System Users  Telephony Intermet Uplink Network

©¢pys

Automatic Provisioning

Start AudoFrovsioning

MAC address of managing PC ie: 00:50:ba:3f:hl:l12 4
Welcome to surtomaric provisioning.

Checking phyoical link of VAN interface
Checking for phyaical link ¢ VAN link ok

Warning! The system will ceconfigure itzelf. The currenl iolecoel cunpeclion Setup parameters will
[pe lost. Do you really want to continue? Answer; Tes

Preparing rollback

Hibernating sotvare watchdog

Stoppimg DECP aod PPP

Checking low level interface confiquration

Fig. 11-11: Auto Provisioning page
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Needed Bandwidth for IP Calls

The bandwidth required by an IP call depends on the codecs used and these specifications are listed in the tables below:

Required Bandwidth for Standard Packets:

10 58 66 74 82 50 - 105 74

| 15| | | | | | | |

| 20 | 84 | 37 | 45 | s | 6 | 29 | - | 84 | 53
[ 30 | 76 | 30 | 38 | 4 | s | 22 | 27 | 76 | 45
| 40 | 74 | 27 | 34 | 42 | s0 | 19 | - | 74 | 42
| 50 | 71 | 25 | 32 | 40 | 48 | 17 | - A 40
| 60 | 67 | 22 | 30 | 37 | 45 | 15 | 20 | 67 | 37

Needed Bandwidth for Encrypted Packets when using a SRTP:

66 74 82 90 58 -

10 | 14| | | | | | L 14 | 82
| 20 | 89 | 41 | 49 | 57 | e | 33 | - | 8 | 57
| 30 | 81 | 33 | 41 | 49 | s7 | 26 | 3 | 8 | 49
| 40 | 76 | 28 | 36 | a4 | 52 | 20 | - | 76 | 44
| 50 | 74 | 26 | 34 | 42 | s0 | 18 | - | 74 | a2
| 60 | 72 | 24 | 32 | 40 | 48 | 18 | 22 | 72 | 40

Required Bandwidth for Encrypted Packets when a VPN is used:

98 105 118 124 92 - 148 118

| o | 148 | | | | | | | |

| 20 | 105 | 59 | 65 | 74 | 8 | 49 | - | 105 | 74
| 30 | 20 | 43 | 52 | 60 | 6 | 3 | 4 | 9 | 60
| 40 | 85 | 38 | 45 | s3 | 6 | 3 | - | 8 | 53
| 50 | 80 | 34 | 41 | 48 | s | 26 | - | 80 | 48
| 60 | 74 | 29 | 37 | 45 | 82 | 2 | 26 | 74 | 45

System Security Management

The System Security Management offers a possibility of managing the global security levels, running the system security diagnostics program and
receiving complete reports on the Quadro configuration security. It includes three pages- the System Security Settings page, System Security
Diagnostics page and the SIP IDS Settings page.

Quadro4Li; (SW Version 5.3.x) 11
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The System Security Settings page includes the following
components:

The Security Level table - allows selecting the Security Level
defining requirements to the IP Lines' password strength and
the Security Report granularity. The security levels are as
follows:

e Low - There are no specific restrictions on the
strength of the saved password. Only the critical
warnings on the Call Routing Rules to PSTN and IP-
PSTN, disabled Firewall and IDS will be generated in
Security Report.

e Medium - The minimum strength of the IP Line
passwords should be "good". The Security Report
will generate warnings on all unsecured Call Routing
rules, IP Line passwords, Firewall level (if it is set to
lower than "Medium") and disabled IDS.

e High - The minimum strength of the IP Line
passwords should be "strong". The Security Report
will generate warnings on the IP Line passwords,
disabled IDS, unsecured SIP, and unsecured
Routing Rules to SIP, PSTN and IP-PSTN and also
regarding the Firewall level if it is set to lower than
"High".

Main

System Security Management

System Security Seftings System Security D

System Users Telephony

@cpysi

quadro

Internet Uplink Netwark

SIP IDS Seftings

Security Level

@ Low This allows a user to enter any SIP Registration password when configuring an IP phane
The Security Diagnostics tool will warn for only the most critical security issues.

@ Wedium | 7his applies moderate password enforcement for the SIP Registration passwaord when configuring an IP phone
The Security Diagnostics tool will warn about critical and medium security issues.

© High This applies very strict password criteria for the SIP Registration password when configuring an IP phone
The Security Diagnostics tool will indicate even the smallest potential security issues.

Epygi treats system security with the utmost priority and has taken an active approach to provide users with information and tools to aid in
maintaining system security. Itis highly recommended that users of an IP based system need to be familiar with industry best pracfices to maintain
system security.

Limitation of Liability and Remedies. In no event shall Epygi Technologies be liable for any consequential, incidental, direct, indirect, special,
punitive or other damages, including, without limitation, loss of data, loss of phone calls, loss of business profits, business interruption, loss of
business information, or other pecuniary loss, arising out of the use or inability to use the Quadro

Fig. 11-12: Quadro System Security Management page

The System Security Diagnostics page allows running the security audit and getting the security reports. The Start Security Audit functional button
is used for running the security audit. The Quadro Security Audit is a security reporting system, which generates the warnings regarding the Quadros
weaknesses relative to the selected Security Level. The warnings may vary depending on the selected global Security Level. The Security Audit will
detect the security related configuration issues in Firewall, IDS, IP Line passwords, Call Routing and extension settings.

The output of Security Audit may look as follows:
Start security audit...

Checking...

Firewall ... done

IP Lines ... done

Call Routing ... done

Extensions ... done

Users ... done

Settings do not correspond to selected security
level.

You can view the complete report by clicking the
'Show the latest security report’ link below.

Hain

System Security Management

Sratem Secuih

Stant Secunty Audl

System | Usars | Tolophory | et Uk Neinaek @-cpysi

ity Mignostics 28 5% Senings

* link below.

Limi
o

ity it 15 Righty

tation of Liability and Remedies. i no swent shall Epygl Technolog

1 I provide wsers with information
to mal

nd fools 1o maintaining srstem
sy3tem securi

cental, girect, incin
ness Itarniptian, |665 of busing:

0. withaut limitagion
0 ot of e us

5 of phone calls
0 use e Quadro

Heip

Fig. 11-13: Quadro System Security Diagnostics page

The Show the latest security report link allows to display the last security audit report. This page also contains the following useful links to adjust

the system security:
e  User Rights Management
® |P Line Settings

(] Firewall/NAT

Quadrod4Li; (SW Version 5.3.x)
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The SIP IDS Settings page includes the foIIowing Main System Users Telephony internetUplink  Network @epygT
uadro
components: )

. System Security Management
Enable SIP IDS checkbox selection allows to prevent the SIP

attacks. System Security Seftings  System Security Diagnostics  SIP IDS Settinas
The Add the IP address into the Blocked IP list in Firewall WIEnable SIP IDS

checkbox allows to block SIP attacker's IP address. SIP 9 aitacks blocked since 15-0ct-2012

attacker's IP address will be blocked by Quadro Firewall and Actions to perform after the detection:

will be added on the Firewall Blocked IP List table. 7] Add the IP address into the Blocked IP list in Firewall

[¥] Discard SIP messages from IP address for |32 sec

The Discard SIP messages from IP address for checkbox
allows to discard the accumulated SIP messages from the Exceptions
Quadro SIP cash after defined timeout (defaUIt timeout value of Epygi treats system security with the utmast priority and has taken an active approach ta provide users with information and taols to aid in maintaining

“Fyi ” . .
Dlscard SIP messages from IP address for service Is 32 system security. Itis highly recommended that users of an IP based system need to be familiar with industry best practices to maintain system security
Seconds). Limitation of Liability and Remedies. In no event shall Epygi Technologies be liable for any consequential, incidental, direct, indirect, special, punitive or

other damages, including, without limitation, loss of data, loss of phone calls, loss of business profits, business interruption, loss of business
information, or other pecuniary lose, arising out of the use or inability to use the Quadro.

Please check your pending events!

1-Waming: For this action to take effect the firewall should be enabled

Fig. 11-14: Quadro SIP IDS Settings page
The Exceptlons link Ieads_ to the Exceptlons for SIP IDS Main System Users Telephony Internet Uplink Network @epygI
page where user can require the trusted IP address(es) that quadro
can't be blocked.
Add opens the page Exception IP- Add Entry, where a Exceptions for SIP IDS
trusted IP address can be established.
Delete removes the selected entries from the IP address table. Add Delete Selectall Inverse Selection
. IP address
Select all selects all entries of the table. —
] | 192.0.0.008
Inverse Selection inverses the current selection (if no record
is selected, clicking on inverse selection will check all records).
Please check vour pending events!
Copyright {C) 2002-2012 Epyai Technologies, Lid. All rights reserved

Fig. 11-15: Exceptions for SIP IDS Table

Status

The system status window displays non-editable tables providing extensive system status information about Quadro: General Information, Network
Status,_Lines Status, Memory Status, Hardware Status, SIP_Reqistration Status, |IP_Lines Registration Status and License Status. The links on this
page lead to device Transfer Statistics, user mailboxes and supplementary services configuration pages.

The System Status page has several tables providing system information.
General Information

The General Information page includes the following

information:
Uptime duration - Period Quadro is running since last Main System Users Telephony IntornetUplink  Network @cpysi
reboot. sh in 886 ss;snd:lsc
Device hostname - Quadro device host name. Quadro Status - General Information
Qua_dro Operating System - Quadro operating system General nformation p—— e e
version. Hletwork Status Device hostname: quadro
Application Software - Software and file system versions of Lines Status Quadro Operating systorm: | 5310 reoi@aai aproioe
the Quadro' ”Eﬂ-{m Application Software: 5.3.10 -Release
Boot Loader - Quadro boot loader version. Haraware Stats Boot Loader: PPCBoot 5.0.2/Release
DSP Software - Quadro DSP software version and the date w DSP Software: ISDN_GW Version: 5.1.11. Date: Apr 23 2009 14:52
of build. %]w Language Pack: ltalian (italy) - x4
Language Pack - this field is present only when the custom R
language pack is uploaded and it indicates the version.
Please check your pending events!
Copyright (C) 2002-2012 Epygi Technologies, Ltd. All rights reserved

Fig. 11-16: Quadro Status - General Information page
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Network Status

The Network Status page includes the following information L
about |nterfaces: Main System Users  Telephony Internet Uplink MNetwork @e[)}81

quadro
Reetresh in 895 seconds!

Interface Name lists the Network interfaces available on the
Quadro (LAN, WAN, IPSec and a number of PPPs, depending Quadro Status - Network Status
on the number of active PPP connections).

General Information Interfaces
IP Address lists the IP addresses corresponding to each Hetwork Status Interface name | IP address Subnet Mask | Properties Monitor
network interface. Lings ftatus Lan 172.30.01 25828500 | MAC: D0-F5-A0-01-09-00 | Wiaich LAN
Wemory Status VAN 18216873119 | 265.255.295.0 | MAC: D0-F5-AD-01-03-01 [ Wiatch VAN
Subnet Mask lists the subnet masks corresponding to each Hardware Ctalus i : . :
network interface. SIP Registration Status Default Gateway: 192,168,725
. . . . . DNS Server: 182.168.73.10
Properties will list either the MAC address corresponding to s Soment 192 16802
each network interface on the Quadro or the PPTP, L2TP and License Stelus :
IPSec peer IP address if an active VPN (IPSec or PPP) Sendces
interface exists. Service Name | Status
. . . MTP Server Running
Monitor includes links to survey LAN, WAN, IPSec and PPP
. . . . . . MTP Client R i
traffic correspondingly. The VPN traffic link will be displayed S Rl
only if a VPN has been configured. The selection of these links DHCP Semer | Running
will open a new window with a table of network traffic statistics DHGF Client | Running
on the following selected interfaces: ONS Runring
Eireveall Disahled
® Received Bytes e Transmitted Bytes T Rurming
® Received Packets e Transmitted Packets FFP Stopped
® Received Errors ® Transmitted Errors View VPN Status
Tiansfer Statistics
® Received Drop Errors ® Transmitted Drop Errors
® Received Overrun Errors e Transmitted Carrier Errors
. . . .. Capyright (C) 2003-2008 Epyai Technalogies, Ltd. All rights reserved
® Received MultiCast e Transmitted Collisions

Fig. II-17: Quadro Status Network Status page
Packets 9 Q pag

When opening the corresponding interface statistics window, no traffic values are displayed at first. After opening the window, the tables will serve as
a counter and traffic statistics will be updated every minute.

DNS Server, Alternative DNS Server and Default Gateway - these display the Quadro settings corresponding to what has been configured with
the System Configuration Wizard.

Services (NTP Server and Client, DHCP Server and Client, DNS, Firewall, NAT, PPP, IDS) statuses: shows if they have stopped or if they are still
running.

The View VPN Status link refers to the VPN Configuration page where all VPN (IPSec, PPTP and L2TP) connections can be viewed and edited.

Transfer Statistics - link to the Transfer Statistics page.

The Transfer Statistics page shows a user-defined statistics
table with the transmit/receive value (criteria), interface type @ epvai
and time period. It contains the following components: Main System Users  Telephony  ImemetUplink  Network } ‘}'o

quadre
Time range of statistic table - the drop down list includes the
period (in days) statistics data that is to be collected and the Transfer Statistics
corresponding diagram charts that are to be built.

. Ti f stafistic table: | Intrad]

Interface - the drop-down list offer the values: e range ol sialste fae nracey ¥
. Interface: LAN v
e  WAN - Wide Area Network (WAN) events only

® LAN - Local Area Network (LAN) events only

Show also as readable values

Receive values Transmit values
When Show also as readable values checkbox is selected, [ Recetved Bytes M Transmitied Bytes
an additional table with statistics values will be displayed on ¥ Recived Packets FTranstmitied Packets
the next page.

) ) _ Receive Ermars [ Transmit Errors

The area Receive Values provides the following:

Receive Drop Errors ¥ Transmit Drop Errors

(] Receive Bytes - number of received bytes.
y yt Receive Frame Errars M Transmit Callisions

® Receive Packets - number of received Ethernet
¥l Raceived Mutticast Packets [ Transmit Cariar Errors

packets.

® Receive Errors - number of received packets
containing errors. Copyright (C)2003-2008 Epvai Technslogies, Ltd. All ights reserved.

® Receive Drop Errors - number of received Fig. II-18: Transfer Statistics page

packets that have been discarded.

Quadro4Li; (SW Version 5.3.x) 14
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(] Receive Overrun Errors - number of received ]
overrun errors that occur when the receive buffer Main Systom Users Telehony e Ul Motk (C“i?}'?“_'
is not large enough to hold all incoming packets. e 2 e e e g e e
This error usually appears due to a slow receiving
system.

® Receive MultiCast Packets - number of received
broadcast packets.

The area Transmit Values provides the following:

e  Transmit Bytes - number of transmitted bytes 2

® Transmit Packets - number of transmitted . | |
Ethernet packets. 4 I || [ | || “

.p _ FRLET Il.ll ol d o e e b et gt e et g ]

®  Transmit Errors - number of transmitted packets ) & i ' P . T ;
containing errors. I

®  Transmit Drop Errors - number of transmitted —
packets that have been discarded. = s

e  Transmit Carrier Errors - number of transmit .
carrier errors that occur due to a defective or lost
connection on the Ethernet link.

e  Transmit Collisions - number of transfer errors

that occurred during a simultaneous packet
transmission from both sides.

To see the Transfer Statistics Diagram Charts, select the
desired criteria and click Show to generate the corresponding
chart and the table showing the transfer statistics values (if
enabled). The letters M (millions) and K (thousands) used in
the legend of the displayed diagrams show the total number of
specified criteria. The Reset Statistics button is used to reset
the chart and the table (if enabled).

Lines Status

[_ResniEaastics

[oucx ]

Haip

Fig. 11-19: Transfer Statistics Diagram Chart

The table Lines Status shows the current status of each IP line and ISDN trunk with all details of active calls. Since only one line information is
displayed at a time, the IP Line and ISDN Trunk functional buttons are used to navigate through the other IP lines' or ISDN trunks' information.

The Lines Status table displayed for IP lines includes a group of static and dynamic parameters. Static parameters are always displayed. Dynamic
parameters only appear when an event takes place on the extension.

Quadrod4Li; (SW Version 5.3.x)
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Static Parameters:

. . Mai tem U Telept Internet Uplink  Network @E‘.)-’Ui
Extension shows the extension number of the i _Systein Usels Telephay  Kfemet Qo Netwr ; zat?m
selected telephone line. Refresh in 295 sacends!

. . Quadro Status - Lines Status
Display Name shows the corresponding hame.
General Information IPLine1 IPLine2 |FLine3 IPLine 4 IELine 5 IP Line B IPLine7 IPLined
Phone State may have the_val_ue On HOOk_ _Or Off Metwirk Status IPLined IPLine10 IPLine1l IPLine 12 IP Line 13 IP Line 14 IPLine15 IPLine 16
Hook. For IP Lm_e Status, this field may addltlonf‘:llly Lines Status IPLing17 IPLine18 |SDM Trunkl [SDMTrunk2 [SDH Trunkd |SDM Trunk4d
have Not Configured and Temporary Offline Wemon St
VaIUeS. Hardware Status Extension 12 Speed Calling: Mo Entry
B Display Mame: laclP2 Autaredial Enablad
Number of Active Calls shows the number of calls EIP Reuisiration Sialus spiaytiame o — bl
that are Currently present on the phone. IP Lines Registration Status Phane state Off Hook Uneconditional Farwarding:  Disabled
License Status Murmber of active calls: 1 Do Answer Farwarding: Disabled
Dynamic Parameters: Registration State Busy Forwarding: Disabled
Username: locext12 Many Extension Ringing Disabled
Registration: Last registarad: 01-58p-2008 17:21:43 Call Hunting: Disabled
Username ShOWS the |P phone’s client name Euxpires in: A6 min 4 sec Incorning Call Blacking Mo Entry
registered on the Quadro. Binding IF address: 172.30.0.253 Qutgoing Sall Blocking: Mo Entry
First Distinetive Rincing, Disabled
Last Registered shows the date and time, the Call state In call Intercom Senvice Disabled
corresponding IP phone has been last registered Caller Party: "Liana Badalyan"=20232@sip.epygicom= | Voice Mall Service: Used Intermal
on the Quadro. Gall type: External - IP Call Hold Music: Own Music
. . . Call starttime: 01-Sep-2008 17:25:31 Call Waiting Enabled
Expires In shows when the last registration of the el . o Eosieint Eroleg
. . all duration: sec e istration nable
IP phone will expire.
Codec PCMU Call Queus Disabled
Binding IP Address shows the IP address of the Hiding Caller Infa: Mo Entry
IP phone within the Quadro’s LAN network. Voice Mailbox: 1 Entry
Do Mot Disturb: Disabled
Calls: Hot Line: Disahled
Call State shows the current state of the extension — e
(in voice mail, in call, waiting, busy, call out, ring in,
etc.). Copyright () 2003-2008 Epwai Technologies, Ltd. All ights reservead.

Caller Party appears when a call is received and
indicates the caller extension and the IP address or
a phone number, depending on type of call.

Fig. 11-20: Lines Status - Lines Status page upon established call

Called Party appears when a call is placed and indicates the destination extension and the IP address or a phone number, depending on type of
call.

Call Type shows whether the call is Internal or External and whether it is a PSTN call, PBX call or IP call.
Call Start Time shows the call start date and time.
Call Duration shows the current call duration.

RX Codec shows the codec used to encrypt the incoming packets. TX Codec shows the codec used to encrypt the outgoing packets. If RX and TX
codecs are the same, only one Codec field will be displayed.

The list of supplementary services provides the following additional status information for each telephone line: Enabled or Disabled.

For Incoming and Outgoing Call Blocking, Speed Calling, Hiding Caller Info, Voice Mailbox and Group List services, the number of Entries
will be displayed in the corresponding service table. For Voice Mail Service, the voice mailbox configuration mode is displayed here.

This allows administrator to view the status and to be notified about services running on Quadro for every line. The services are designed as links
that guide the administrator to the corresponding service page of the selected user.

The Line Status for ISDN Trunk displays the state of the B1 and B2 channels and the information about the active calls on them. Page includes a
group of static and dynamic parameters. Static parameters are always displayed. Dynamic parameters appear only whenever an event takes place
on the channel.
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Static Parameters:

B channel - the state of the channel (enabled or
disabled)

State - the current state of the channel (free, busy or
N/A)

Dynamic Parameters:

Caller Party - this parameter appears when a call is
received and indicates the caller address

Called Party - this parameter appears when a call is
placed and indicates the destination address

Call Duration - current call duration (in seconds)

The ISDN Channel Usage Statistics link is only present
for local ISDN trunks (this option is not available for
shared ISDN trunks) and leads to the ISDN Channel
Usage Statistics page where diagram chart of ISDN
channels usage can be viewed.

The ISDN Channel Usage Statistics offers ISDN
Channel Usage Statistic tables depending on the
criterion and time period selected.

The Trunk checkboxes are only present when there is
more than one ISDN trunks present on the Quadro.
These checkboxes are used to select the ISDN trunk
number(s) over which the ISDN traffic chart will be built.
At least one Trunk checkbox should be selected,
otherwise error message appears.

The Time Range of Statistic Table drop down list
includes the period (in days) statistics data that is to be
collected and the corresponding diagram chart that is to
be built.

A group of checkboxes allows to specify information to
be displayed (multiple checkboxes may be selected at
the time):

e Incoming Calls - number of incoming ISDN calls
e  Qutgoing Calls - number of outgoing ISDN calls

(] Maximum Active Calls - number of maximum
active ISDN calls

At least one of these checkboxes should be selected,
otherwise error message appears.

The button Show generates a ISDN Channel Usage
Statistics diagram over the selected criteria. The letters
M and K used in the legend of the displayed diagrams
show the total number of specified criteria: K means
thousands and M millions.

@cpygi

Main System Users  Telephony Internet Uplink Network
o4Li108
Refrash in 283 seconds!
Quadro Status - Lines Status
General Inforrnation IPLine1 |PLine? IPLine3 IP Line 4 IF Line 5 IPLine 6 IPLine7 |PLines
Metwark Status IPLined |PLine1d |PLinell IPLine 12 IPLine13 IPLine 14 IPLine15 |PLine16

Lines Status

IPLine 17 P Line 18 ISDN Trunk 1 |1SON Trunk2 1SDM Trunk 3 [SDR Trunk 4

Memary Status

Hardware Status Bi-channel:  Enabled
SIP Reqistration Status State: Busy
|P Lines Regisiration Status Caller Party:  "loc1" =12801=

License Status Called Party: 00

Gall duration: 5 sec

B2-channel: Enabled

State: Free

Qnboard ISOM Channel Usage Statistics

Copyright (C) 2003-2005 Epwai Technologies, Ltd. All rights resenved

Fig. 11-21: Line Status - Lines Status page

Main Users

System Telephony

ISDN Channel Usage Statistics
I Trunk 1
M Trunk 2
M Trunk 3

[l Trunk 4

Time range of statistic table: | Intradey ~

lincoming Calls

[ outgaing Calls

Maximum Active Calls

Copyright (C) 2003-2008 Epyai Technologies, Ltd. Al rights resenved.

Internet Uplink

@-cpygi

Q4Li108

Network

Fig. 11-22: ISDN Channel Usage Statistics page

Main  System Users  Telephony It rvert Uplink Hedwork

ISDN Channel Usage Statistics

Toumk 1 Statistics T range: kst week - 1elatie dsplay

@cpysi

Heln |

Fig. 11-23: ISDN Channel Usage Statistics chart
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Memory Status

The Memory Status page includes tables with the L
available User Space information for each extension. Main System Users Telephany  InternetUplink  Network @ep}'gl
These tables display the space used by the voice Rash n 581 gl

mailbox and uploaded/recorded system greetings. It

. Quadro Status - Memory Status
shows the free and total space (counted in v

minutes/seconds) for every extension. This page General Information Memory size; 11 hour 26 min 4 sec
InCIUdeS the fOIIOWIﬂg |nf0rmat|0n. Ll User Space for Extension | Voice Mailbox | System Messages | Free Space Total Space
. . Lines Status -
Memory Size shows total memory space (counted in I Systern memory 0sec 0sec & min 52 sec 8 min 52 s8¢
minutes/seconds) available on the Quadro and assigned I i Dser Dser 34 min 20 sec 34 min 20 sec
to all extensions. SIF Recistiation Status n 0sec 0sec 34 min 20 zec 34 min 20 sec
, . . . . " 12 g 1 34 " 34 20
The table's links lead the administrator to the extension IP Lines Recistration Status il il e e
settings page where User Space may be altered. License Status 2 oo oo 34 min 20 =<0 ¥4 min 20 e
14 0sec 0sec 34 min 20 sec 34 min 20 gec
The System Memory row indicates the space occupied 15 sec sec 34 min 20 sec 34 min 20 sec
by the universal extension recordings. Link refers to the - 0 sec 0 sec rr— p———
. . . = - . ”" 1
Up_load Umvers_al Extension Recordings page where = — L= P—— P—
universal extension system messages may be uploaded. - -
8sec 1sec 9 hour 43 min 32 sec | 9 hour 43 min 41 sec
Call Statistics shows the current number of calls with Call Stalistics: 5 record(s)
recorded statistic entries.

Copyright (C) 2003-2002 Epyai Technologies, Ltd. All rights resenved.

Fig. 11-24: Memory Status page

Hardware Status

The Hardware Status table displays a list of the .
hardware devices present and currently available on the Main System Users Telephony InfernetUplink  Network @613}-’81
Quadro board. The hardware device version number and atest in 597 sepondel

additional comments about its state are indicated here. Quadro Status - Hardware Status

General Information link- 1 is down, no synchranization
e son (et iz dom monrnen
Lines Status link- 4 is down, no synchronization
Memory Stalus LAN Ethernet | 10100 Mbps | Linkis down

Hardware Status WAN Ethernet | 10 Mbps Linkis up {10 Mhps, half duplex)

SIP Reugisiration Status
IP Lines Registration Status

License Status

Pleage check your pending events!
Copyright {C) 2003-2011 Epyni Technologies, Ltd. All rights reserved

Fig. 11-25: Hardware Status page

SIP Registration Status

The SIP Registration Status table includes the following information that may be sorted in ascending or descending order clicking the columns'
headlines:

® Extension - the two-digit number of the extensions on the Quadro. The extension numbers are created as links that lead to the page
Extensions Management — General Settings where the details about the SIP registration of the correspondent extension can be found. This
column also lists SIP registrations of the SLA lines. The links on the SLA line number leads to the Key System Emulation page for the
configuration details.

® Reg. Name - the registration name used on the SIP server.
e Server - the name of the SIP server, where the correspondent extension is registered.
® Registered - this column has to display the value Yes. Not registered extension can't be part of this table.
® Registration Time - time of registration. The values in this column will be refreshed automatically from time to time.
The links inside the table will link you to the Extensions Management page where the SIP registration settings may be altered.

The Detected Connection Type field displays the connection type Quadro currently is acting in (direct connection or behind NAT). If Quadro is
acting behind NAT, the NAT machine IP address is also displayed.
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The SIP Tunnels to Slave Devices and SIP Tunnels to Master
Devices tables list the SIP tunnels between local and the remote
Quadros (see SIP Tunnel Settings). The SIP Tunnels to Slave
Devices table lists those tunnels where local Quadro acts as a
master. The SIP Tunnels to Master Devices table lists those
tunnels where local Quadro acts as a slave.

IP Lines Registration Status

The IP Line Registration Status table includes the following
information that may be sorted in ascending or descending order
clicking the columns' headlines: The IP Lines Registration
Status displays a table with the IP Lines registration information
on the Quadro.

The Registered IP Lines table lists the IP lines and remote
extensions registered on the Quadro, as well as all SLA lines
registered from each IP phone. The table indicates the actual IP
addresses of the remote devices, the usernames by which the
devices have been registered on the Quadro, as well as the
registration status information.

License Status

The License Status page displays a table with all available
licenses on the Quadro and the corresponding settings for each
license. (Currently only QCM, iQall and Pro/Basic level DCC
license statuses are displayed.)

This page includes the following information:
Type indicates the type of the license available on the Quadro.

Count indicates the number of the corresponding licenses
available on the Quadro.

In Use indicates the number of used licensed from the total
available licenses.

Extension lists the extensions that are using the corresponding
license. Links in this column move to the corresponding service
configuration page for the extension.

@cpygi

o4Li0a
Refrech in 805 seconds!

Main System Users Telephony Internet Uplink Network
Quadro Status - SIP Registration Status
General Information Registration on SIP Servers
Hetwork Stalus Extension | Rey. Name | Server Revistered | Registration Time
Lines Sty w 210000 | sip.epygiloc | ves 01-Gep-2008 172126
hiernory Status
9 210979 sip.epygidoc | Yes 01-Sep-2008 17:21:28
Hardware Status
78 210478 sipepygiloc | Yes 01-8ep-2008 17:21:28
SIP Registration Status
29 210829 sipepygiloc | Yes 01-Sep-200817:21:27
IP Lines Registration Status
License Status 28 210928 sip.epygiloc | Yes 01-Sep-200817:21:27
27 210927 sip.epygiloc | Yes 01-Sep-2008 17:21:27
26 210926 sip.epygiloc | Yes 01-Bep-2008.17-21:27
12 ) 10a12 sip.epyg lard =" ‘ 01-8ep-200817:21:23
11 ‘QWDBH ‘ sip.epygiloc ‘Vea ‘ 01-5ep-2008 17:21:23

Detected connection type: Full Cone MAT (external IP: 91.198.247.205:9064).

[ ht (£) 2003-2008 Epyai T Ltd, All rights resemved.

Fig. 11-26: SIP Registration Status page

Main System Users  Telephony Internet Uplink Network

Quadro Status - IP Lines Registration Status

General Information Username | Binding IP Address | Reqistration Time Reaqistration Expires in
Letwork Status locext11 | 172.30.0 254 31-0ct-2012 10'43:34 | 33 min & sec
Lines Staus locextia [ 172.30.0.253 31-0ct-2012 11:03:39 | 54 min 51 sec
J C S
e slat 172.30.0.253 31-0¢-2012 11:03:39 | 54 min 51 sec
Hardware Status

slat 172.30.0 254 31-0ct-2012 10:41°52 | 33 min 4 ssc

SIP Reqistration Status

IP Lines Reqistration Status ~ Subscriptions count (used / allowed): 4 1 140

Used Subscriptions distrioution (BLF / MWI/ Total). 272/ 4

License Status

Please check vour pending events!
Copyright (C) 2003-2012 Epvai Technol

es, Ltd. All rights reserved.

Fig. 11-27: IP

Lines Registration Status page

Main System Users Telephony Internet Uplink MNetwork
Quadro Status - License Status
General Infarmation License Information
Liebork Status Type Count | In Use | Extensions
S
Lines Status QCH License 20 |o
Memaory Status
DCC Pro License 20 0
Hardware Status
DCC Basic License 20 0
SIP Registration Status
iQall Toggling License | 99 ]
IP Lines Reqistration Status

License Status

Back

Please checkvour pending events!
Copyright (C) 2002-2012 Epvai Technols

Help

Fig. 11-28: License Status page
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IP Routing Configuration

Routing is used to relay information across the Internet from a source to a destination. Along the way, at least one intermediate node is typically
encountered. Routing is different than bridging. The main difference between bridging and routing is that bridging operates at the OSI Data Link
Layer (Level Two Media Access Control Layer) and routing operates at OSI Network Layer (Level Three).

Quadro’s IP Routing service allows you to route IP packets from one destination to another (or to a specified router) through Quadro or a Quadro

VPN.

The IP Routing Configuration page is used to make IP Static, IP Policy and VPN routes for IP packets routing. This page consists of three tables.
Entries in the tables are color coded according to the state of the route. For example, yellow indicates disabled routes, green indicates successful

routes and red indicates routes with an error.

IP Static Routes are used to forward IP packets from the
Network, where the Quadro is connected, to the specified
destination.

The IP Static Routes table displays all established IP static
routes with their parameters: Target State for the state of the
route (enabled or disabled), Actual State for the state of the route
connection (up, down or erroneous), Route To for the subnet
where the incoming packets should be routed to and Via IP
Address for the router IP address where incoming packets should
be routed through.

Add opens the Add IP Static Route page where a new static
route can be established.

Enable/Disable is used to activate and deactivate a selected
route(s). At least one route should be selected in order to use
these functions, otherwise the following error message will
appear: “No record(s) selected.”

The Add IP Static Route page offers the following components:

Route To requires the IP address and subnet mask for the
destination the IP packet should be forwarded to.

Via IP Address requires the IP address of the subsequent router
for IP packet forwarding to the specified destination.

Attention: The rule with the longest subnet (smallest IP range)
will take effect when having two or more IP Static routing rules
with the coinciding subnets.

IP Policy Routes allow IP packets forwarding to the specified
router depending on the source IP address as well as defining the
priority for the current routing rule.

The IP Policy Routes table displays all specified IP policy routes
with their parameters: Target State for the state of the route
(enabled or disabled), Actual State for the state of the route
connection (up, down or erroneous), Priority for the route priority,
Route From is where the subnet, routed packets come from and
Via IP Address is where the router IP address incoming packets
should be routed through.

Add opens the Add IP Policy Route page to establish a new
policy route.

Enable and Disable are used to activate or to deactivate the
selected route(s).

Raise Priority and Lower Priority are used to increase or
decrease the priority of the selected policy route(s) by one. At
least one route should be selected to use these functions,
otherwise the error message “No record(s) selected” will appear.

Maln  System  Users  Teleghony  Wtemet Uplnk Network @('p‘:'_‘.“]

IP Static Routes

P tatic Mowdes [P Policeioules FRTRILITE Roules
Cnable [esable Add Con Delete Sefectadl imverse Selection

| Bxk_| Hulp

Fig. 11-29: IP Static Routing table

Maln System Users  Tebephiony  Wberme Uplink  Hetwork

@cpygi
Add IP Static Route

192 e |1 & 16 | ®-Capbesed

142 168 75 |_IP-Clipboarg

See | [ Dack | [Chew |

Fig. 11-30: Add IP Static Routing page

Main - System  Users  Telaphomy Ineimet Uplink: MatRak

IP Pollcy Routes

|P St Ruules IP Pulicy Roules  PPTRILITR Ruules
Tanget State: Rctual State Briogity [ieate from Wia IP Addre:

Hulp

Fig. 11-31: IP Policy Routing table
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The Add IP Policy Route page offers the following input options:

Priority requires a numeric value (from 1 to 252) to define the
priority of the routing rule. The lower the number, the sooner the
routing rule will take effect (higher priority).

From requires the packet source IP address and subnet mask of
the specified destination to match with the rule.

Via IP address requires the IP address of the subsequent router
for IP packet forwarding.

The PPTP/L2TP Routes allow IP packets forwarding through the
PPTP and L2TP tunnels of the Quadro. If PPTP/L2TP connections
do not exist on Quadro, VPN routes cannot be generated.

The PPTP/L2TP Routes table displays all generated VPN routes
with their parameters: Target State for the state of the route
(enabled or disabled), Actual State for the state of the route
connection (up, down or erroneous), Route To for the subnet
where the incoming packets should be routed, Via Tunnel for the
VPN tunnel incoming packets should be routed through and
Tunnel State for the actual state of the route tunnel (up or down).

The Add button opens the Add VPN Route page where a new
VPN route can be generated.

The Add VPN Route page offers the following components:

Route Via contains the available PPTP and L2TP connections on
the Quadro. A connection selected from this list will be used to
route the IP packet from the Quadro’s LAN to the peer behind the
PPTP/L2TP tunnel.

Route To requires the IP address range of the possible peers
behind the PPTP/L2TP tunnel whereto the IP packets should be
routed.

Main  Systemi  Users  Telephony  Wtermel Uplink  Hetwerk

Add IP Policy Route

wa e |18 14 M
173 1 15 0 [ iF-Chipboars |

[ e Batk |

[ P-Cipboe:

@cpysi

d_]

Help

Fig. 11-32: Add IP Policy Route page
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[
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Fig. 11-33: VPN Routing table

Maln  Sywiem  Users  Telsphory  temet Uplink  Hatweak

Add VPN Route

1P-Cllpboard_|

@cpyai

Help |

Fig. 11-34: Add VPN Route page

The Enable and Disable functional buttons are used to activate or to deactivate the selected route(s). At least one route should be selected to use
these functions, otherwise the error message “No record(s) selected” will appear.

To Add an IP Static Route

1. Select the IP Static Routes link on the Routing Configuration page.
2. Press the Add button on the IP Static Routes page. The Add Entry page will appear in the browser window.
3. Enter the destination IP address and subnet mask in the Route To text fields. Use the IP-Clip button to select a previously entered IP

address.

4.  Enter the router IP address into the Via IP Address text fields.
5. Press the Save button to make the static route with these settings.

To Add an IP Policy Route

1. Select the IP Policy Routes link on the Routing Configuration page.

Press the Add button on the IP Policy Routes page. The Add Entry page will appear in the browser window.

Enter the packet source IP address and subnet mask in the From text fields. Use the IP-Clip button to select a previously entered IP

2.
3. Specify the policy routing rule priority in the Priority text field.
4
address.
5.  Enter the router IP address into the Via IP Address To text fields.
6. Press the Save button to make the policy route with these settings.

To Add a VPN Route

arwNE

Select the VPN Routes link on the Routing Configuration page.

Press the Add button on the VPN Routes page. The Add Entry page will appear in the browser window.
Choose the VPN connection from the Route Via drop down list.

Enter the destination IP address and the subnet mask into the Route To text fields.

Press the Save button to make the VPN route with these settings.
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Configuration Management

The Configuration Management page assists the administrator with managing the system configuration settings and voice data. For example, the
administrator is able to backup and download the settings to a PC and then upload and restore them back to the Quadro. Additionally, this page
provides the possibility of restoring the factory default configuration settings.

The Backup & Automatically Download a” config & Main System Users Telephony Internet Uplink Network @e})}'gl
uadro

voice data link leads to the Automatically Backup .

Configuration Settings page where the automatic

. c : Configuration Management
backup of the system configuration and the voice data can

be configured. The service allows you to setup Quadro so Backup & Automatically Download all config & voice data
it will automatically backup the system configuration and Backup & Download all config & voice data

the voice data and store it in the specified location. Upload & Restore all config & voice data

Restore Default Configuration

Download current configuration in a legible format

Upload a legible configuration file

Back Help
Please checkyour pending events!
Copyright (C) 2003-2011 Epyai Technologies, Ltd. A1 ights reserved.

Fig. 11-35: Configuration Management page

The Automatically Backup Configuration Settings page Main  System Users  Telephony Internet Uplink Metwork @6})}-’81
allows you to enable the automatic backup of the system uade

configuration and the voice data on the Quadro. With this
service, Quadro will automatically backup the system
configuration and the voice data and store it in the
specified location.

Automatically Backup Configuration Settings

Info: WeARMING: Mail service is disabled
Info: Feedback will be given via the event system

Enable Autormatic Backup

This page contains the following components:

-(.;:' Send via E-mail E-mail Address |astghik_sanasaryan@epyaiarm.
The Enable Automatically Backup checkbox enables O e
. R ' Sendto server Server Name
automatic backup mechanism on the Quadro.
Server Port
The following group of manipulation radio buttons allows Fath on Server
you to select whether the backup files will be delivered by Send Mathod

email or stored in some location:
TFTP

The Send via Email radio button is used to send the
automatically backed up files via email. The selection
enables Email Address text field that requires the email
address of the administrating person to receive the Frassword
automatically backup files.

The Send to Server radio button is used to store the

FTP

User Name

Backup Interval Selection:

automatically backup files on a remote server. This WWednssday ) &t[15:00 8
selection enables the following fields to be inserted:
The Server Name requires the IP address or the
host name of the remote server. Please check vour pending events!
Copyright (C) 2003-2011 Epvai Technologies, Ltd. All rights reserved.

Fig. 11-36. Configuration Management page
The Server Port requires the port number of the remote server.

The Path on Server requires the path on the server to store the backup files in.

The Send Method manipulation radio buttons allow you to select the remote server type: TFTP or FTP. In case of FTP selection, the
authentication username and the password need to be inserted. In case these fields are left empty, anonymous authentication will be used.

The Backup Interval Selection drop down lists are used to select the frequency and the time when the automatic backup of the Quadro's system
configuration and the voice data will take place.

Backup Now button is used to perform a manually immediate backup of the system configuration and the voice data.

The Backup & Download all config & voice data link generates a backup file with all configuration settings and user uploaded greeting messages.
It opens a file chooser window for immediate download to the users PC.

The Upload & Restore all config & voice data link opens a page that has a Browse button, (which opens a file chooser to select a backed-up file)
and a Configuration to Upload field requiring the file path to upload and to restore it immediately. Pressing Save will restore the selected backup
file, and delete all current user defined greetings and replace configuration settings.

The Restore Default Configuration functional button resets all configuration settings and restores the board’s factory default configuration. By
restoring the default configuration you will replace your current configuration, lose all voice mails and reboot the device. You will not be automatically
redirected to the GUI start page. After the successful reboot you will need to enter into the management page and login again to access the Quadro’s
configuration. A warning message will ask you to confirm your selection before restoring the default configuration.
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Please Note: Unlike the factory default settings restore procedure initialized from the Reset button on the Quadro board, this link will keep the
following data:

e Call Statistics
® Transfer Statistics
® System Events
® Feature Keys
e Device Registration state
The Download current configuration in a legible format and Upload a legible configuration file links leads you to the Legible Configuration

Management page where legible configuration can be downloaded and uploaded back after the required edits.
Legible Configuration Management

The Legible Configuration Management is used to manually manage the configuration on the Quadro. This will allow you to download a piece of
configuration from the Quadro in the way of legible file, to make necessary changes in that file and to upload it back to the same or different
Quadro(s). With this service, some pieces of configuration (like extension settings, NAT settings, etc.) of one Quadro can be used on another
Quadro. This also helps to apply the same group of settings to the several instances (for example, to apply the same SIP settings to multiple
extensions on the Quadro) on the same or different Quadros avoiding manual configuration of each of those instances (i.e. extension) from the web
management on each of the Quadros. The Quadro reseller, distributor, ISP or carrier usually uses this service.

The Download current configuration in a legible format link refers to the Configuration Summary page where a partial or complete
configuration can be defined and downloaded or viewed.

The Configuration Summary page is used to generate a piece of legible configuration and to download it to a PC or to view it directly in the
browser. This page consists of the following components:

The CGI Description drop down list includes a list of Web I —— SR @epyyi
management pages for which the legible configuration can be o iy e i
manually managed. For example, selecting "RTP Settings" Web
management page will generate a legible configuration file with
parameters present on the RTP Settings page. o0 [ FAD Setlings B

Configuration Summary

The Generate for Extension drop down list allows you to limit
the settings in the generated legible configuration file to one
specific extension. For example, each of the extensions on the
Quadro have own SIP settings or Codecs. To download the
settings for a particular extension only, you need to choose the
corresponding extension from the list. The drop down may also
have a blank selection. In that case the legible configuration file
will contain the parameter of all available extensions on the
Quadro (if the selected parameter applies to the extension and
not to the overall system, like RTP settings).

[ 51arl gANAFateg & [agibla CONAGUTAtOn file ]

Hack [ Hoip
The Start generate a legible configuration file button start
parsing the configuration structure of the device for the defined
parameters. The progress will be displayed in the area below. Fig. 11-37: Configuration Summary — Parameters page
The Cancel generation process button appears when the
configuration generation procedure starts and it is used to stop it. ]
Maim  Systemn  Users Teleplorny It et Uplink HRetwork @l“[]}'f_ﬂ

The Download generated configuration button becomes
available when the legible configuration generation is finished. It Configuration Summary
is used to download the generated file to the PC in a plain text
format. Necessary changes can be made in the downloaded
configuration file and then uploaded back to the system.

e —

Attention: Make sure the changes you have done in the
downloaded legible configuration file are valid and will not
corrupt the system when being uploaded back to device.

The View generated configuration button becomes available
when the legible configuration generation is finished. It is used to
view the generated file directly in the browser.

[ Dawrioad genarated cordguration! ) [ view generatad conngursaon! Restar ganeration!

The Restart generation! button becomes available when the (B ] e
legible configuration generation is finished. It is used to cancel '

the generated configuration file and to start over. Fig. 11-38: Configuration Summary Preview page

The Upload Legible Configuration page is used to upload a configuration file in a text format. The Browse button in the opened page is used to
browse certain legible configuration file to be uploaded and updated into the system. The configuration files to be uploaded should be in the *.txt
format, otherwise a system error occurs. Configuration file upload progress will be displayed in the area below.

Events

The Events page has two tables. All system events that have occurred will be displayed in one table and event settings will be displayed in the other.
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The System Events page may be accessed through the Events

link from the main menu. It lists information about system events Boot loaders 5.0.3/Release

that have occurred on Quadro. When a new event takes place, a Firmeare Version: 5.3.10/Release
record is added to the System Event table. For failure events
L. . « Users currently legged in:

(priority 2 and 3, see below), the warning “Please check your - simin from 132,168.70.26, expizes 11530

pending events!” will appear at the bottom of all management - aduin fron 192.168.70.20, expires 11:12

pages. - admin from 192.168.0.107, expires 11:21
Internet connection status: static 1P

The system events and the warning message are visible only for Please check your pending events!

the administrator. The warning link, (which leads directly to the | cointic) 20022012 Eai Technoloes, s Alignts resenes
System Events page) will disappear from the management

pages if the administrator has marked all new events as “read”. Fig. 11-39: Event Warning on the Main Menu page
The System Events table is the list of new and read system ©@cpysi
events. System events have corresponding coloring depending B b LB e pYs!

Pt in 353 prsen

on the nature of the event: success (priority 1, color green), low
importance failure (priority 2, color yellow), critical failure (priority
3, color red). Syston B Evsot Sotieas

Casmenn System Tima: Mon Sen 26 15:51 69 30

System Events

The table shows the Status of the event (new or read) as well as
the name of the application the event refers to, event description,
and the date when the event was received. For example, if the
event was caused by the IDS service, the Check IDS link
appears in the reference row that will lead to the IDS Log page,
or if the event has occurred due to incorrect mail sending or SIP
registration, the corresponding links will be seen in the
Reference column of the table. The administrator can view the
detailed log for each event that has occurred.

The System Events page offers the following components:

olo|o|o|o|o|a|m

Current System Time displays the local date and time on
Quadro.

Mark all as read marks newly occurred events as “read”.

Reset LED switches off the flashing LED (if applicable) on the
board. An LED notification may appear (depending on the
notification type given) in the page Events page when a new
event occurs.

Systim Hirse soultd not be set Beason Mone of the serirs

connecttuium | ST

TieneDate

Cappgat(E) 2008 Exum Tupbnslugion, LIS All Sgbis revemss
-

Fig. I1-40: System Events list
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Numerous circumstances may cause a certain application on
Quadro to flag an event.

The Event Settings page lists all possible events on the Quadro
and allows controlling notification (action) when an event takes
place.

Each entry in the events’ table has a checkbox assigned to each
row. By selecting the corresponding checkboxes, operations
such as Edit may be done for one or more events.

Edit opens the Edit Event Settings page to modify the event
action.

The Edit Event Settings page offers the following input options:

Application displays the application the event refers to. Multiple
is shown here if more than one event has been selected for the
action assignment.

Name displays the name of the event. Multiple is shown here if
more than one event has been selected for the action
assignment.

Description displays additional information about the event.
Multiple is shown here if more than one event has been
selected for the action assignment.

Action offers radio buttons to choose one of the actions to notify
the Quadro administrator when an event(s) takes place. The
following actions can be available:

s

Event Settings

Back |

Systenn Users  Tebepliony

Iibermet Uik

Network

@cpyy

()

Fig. 11-41: Event Configuration Settings page

Maw Systenm Users  Telephony

Edit Event Settings

Ifernet Uplink

Wetwnrk

@ecpygi

Hulp

Fig. 11-42: Edit Event Settings page

e Display Notification - A notification link will be displayed on the bottom of all pages and a record is added into the Events table. The
notification is executed as a link “Please Check you pending events!”. The link leads to the System Events page. This action also will take place
if Flash LED or Send Mail has been selected, even if not specifically selected.

® Flash LED - The second LED (yellow) will blink every second and a notification will be displayed on the bottom of all pages. For some events

the LED will start flashing after a delay.

e Send Mail — an e-mail notification about the new event on the Quadro will be sent to the e-mail address specified in the Mail Settings page.

e Send SNMP Trap — an SNMP notification will be sent to the traphost(s) listed in the SNMP Trap Settings table (see SNMP Settings).

® Send SMS - an SMS notification about the new event on the Quadro will be sent to the mobile phone specified in the SMS Settings page.
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Actions that are not allowed for the selected event (like mail notification if the PPP link is down or the mail server has been configured improperly)
are hidden. For multiple events editing, actions that are not appropriate for least one of the selected events will also be hidden.

Please Note: In case of an IDS (Intrusion Detection System) intrusion alert, only the first possible intrusion in each 10 minute period will initiate an
event. This helps to avoid flooding the System Events table, and flooding the user with various intrusion alerts that result from each possible Denial
of Service attack. When these events are displayed in the System Events table, the user can receive detailed information about the intrusions
through a link to the IDS log list.

If Quadro cannot receive an IP address from the DHCP or PPP servers, or cannot register an extension on the SIP or Routing servers, or cannot
reach an NTP server, it raises only one event for the entire period the action has failed, but will continue to try. When the required action is
successful Quadro raises an appropriate message.

To Assign an Action to the Event

1. Select the checkbox of one or more events to assign an action to them.

2. Press the Edit button. The Edit Event Settings page appears.

3. Select an action type from the Action radio buttons to notify the administrator about the event.
4.  Press the Save button to submit the changes or use Back to abort the selected action.

Time/Date Settings

The Time and Date Settings page provides information about the current system time and date. The settings may be updated through the
international time and date servers.

. f . f Main System Users  Telephony Internet Uplink Network @ep }"31
Time is used to set the local time (hour, minute). e
Date is used to set the date (month, day, year).
Time / Date Settings
Timezone provides a selection of world time zones and is used

to select the local country time zone. Timezones are specified Time:
by GMT (Greenwich Mean Time) and by specific timezones for _
the United States and Canada. Date:
Enable Simple Network Time Protocol Server enables the (4 Enable Simple Network Time Protocol Server

SNTP (Simple Network Time Protocol) server on Quadro, thus

. . Enab\e Simple Metwork Time Protocol Client
Quadro becomes the timeserver for its LAN.

Add Edit Delete Moveup Move down

Enable Simple Network Time Protocol Client enables the
SNTP client on the Quadro, thus Quadro becomes a client to an
external timeserver. A checkbox disables Date and Time drop [ | ntp1.epygicom
down lists and enables the following parameters:

SNTP Server

Polling interval: B % | hours)
The SNTP Servers table lists all defined NTP Servers.

Flease checkyour pending events!
Copyright (C)2003-2011 Epyai Technologies, Ltd. All rights resenced.

Fig. 11-43: Time and Date Settings page

The Add functional button opens an Add NTP Server page Min Spten Users Tolphoy bt Upink  Motmak (i'.’-t"P}'t«’.l
where a new NTP server can be defined. This page offers the
NTP Server radio buttons that are used to choose between a
manual and a predefined NTP server. Add SNTP Server

° Manual requires the NTP server’'s FQDN (Full Qualified
Domain Name) or its IP address. @ sl | (oot epygcom

(] Predefined is used to select the NTP server's host
address from the drop down list, where the most
common NTP servers are listed. sae_] [CBak ] (CHeb ]

The Move Up and Move Down functional buttons are used to
sort NTP servers in the order they need to be accessed. If the
NTP server in the first position of the SNTP Servers table does
not answer, NTP server in the next position will try to be
reached.

Fig. 11-44: Add NTP Server page

Please Note: You can add another NTP server to the list if the defined NTP servers are not functional (for example, Quadro's date/time is not being
updated automatically).

Polling Interval indicates the time interval for the periodical synchronization between the timeserver and Quadro. It counts in hours.

Attention: Time and Date Settings will be reset if Quadro has lost power.
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Mail Settings

The System Mail Settings page allows you to send warnings automatically about the board status or problems to the administrator. System events
that require email notification are selected on the Events page. System mail must be enabled and the SMTP server needs to be configured for voice

message transmission to the extension user’s mailing account.

Enable enables system mail sending and voice messages transmission to the extension user’s mailbox.

SMTP Host requires the SMTP host IP address or domain
name. The SMTP host needs to be configured to enable voice
message transmission.

SMTP Port requires the SMTP host port number.

Mail Sender Address text field requires the source address for
the Quadro notification emails. The email address defined here
should be an existing valid e-mail address registered on the
selected SMTP server or it should have permission to use that
particular SMTP server for e-mail transmission.

Mail Recipient Address text field requires an active e-mail
address where system emails will be delivered. The e-mail
recipient here can be a Quadro administrator or someone
responsible for network and system problems.

Mail Recipient Address (CC) text field requires an active email
address where a carbon copy (CC) of the system emails will be
delivered.

The server requires a secure connection (SSL) must be
selected if the specified SMTP server requires secure
connection using SSL. If the specified SMTP server allows to
use both secure and unsecure connections then this selection
forces to establish the secure connection.

@epysi

quadro

Main System Users Telephony Internet Uplink HNetwork

System Mail Settings

Enable
SMTF Host: 1723005
SMTP Port: 28
Mail Sender Address: whoiam.i

hiail Recipient Address critical-errors @my.machine bar

Mail Recipient Address {CC):

M he server requires a secure connection (S5L)
|:| Enable SMTP Authentication
UserMame

User Passward:

Flease checkyour pending events!
Copyright () 2003-2011 Epygi Technologies, Ltd, Al rights resened.

Fig. 11-45: System Mail Settings page

Enable SMTP Authentication must be selected if the specified SMTP server requires authentication. In this case, authentication User Name and
Password configured on the SMTP server should be defined in the corresponding text fields.

Attention: The following symbols are not allowed for the Password field: '$', '(', )',/", "™, ‘&', '\, "".

Send Test Mail is used to initiate a test e-mail transmission. This button will be enabled if correct values have been submitted and saved on this

page.

To configure the System Mail

Press the Save button to submit these settings.

NGO A~WONE

Enable the system mail sending by the Enable checkbox selection.

Update or set the SMTP host in the SMTP Host text field.

Update or set the e-mail sender address in the Mail Sender Address text field.

Update or set the e-mail address in the Mail Recipient Address text field.

Enable SMTP Authentication if it is required on the server.

Insert into the corresponding text fields an authentication User Name and User Password defined by your SMTP server.

Use the Send Test Mail button to send a test e-mail with the configured settings.
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SMS Settings

The SMS Settings are used to configure the SMS parameters Main System Users Telephony InfernetUpiink  Network @ep)-’gl
that will allow Quadro to send the voice mail notifications or TR
event notifications via SMS to the extension user’'s mobile SMS Settings

phone. Every extension user can enable voice mail notifications

when a new voice mail is received and they can to define their [¥)Enable Sus Service

own mobile numbers from the Voice Mail Settings or to set the
certain Events notification to be delivered per SMS. However,
for Quadro to deliver SMS natifications, the SMS service should

User Mame guadro_user

Password LIl

be enabled and SMS settings should be configured from this SMS Senderaddress | EgySM3
page. SMS Recipient Address | 37496355425
Enable SMS Service enables the SMS service on the Quadro. SMS Gateways

User Name and Password text fields require the authentication @ clickatell | api1p

settings of the SMS server.

O custom | Resource
SMS Sender Address requires the source address for the
Quadro notification SMS. The address defined in this field will
be seen in the “From” field of the SMS delivered to the mobile

Parameters

phone.

Server
SMS Recipient Address requires a destination mobile number Fort
fOr atest SMS Use Secure HTTP
SMS Gateway manipulation radio buttons allow to selected Gecure Fort
between pre-defined Clickatell SMS gateway and the custom Reguest Method

defined SMS gateways.

POST

GET

Please check vour pending events!
Copyright (C) 2003-2012 Epyai Technolagies, Ltd. All rights reserved.

Fig. 11-46: SMS Settings page

e Clickatell — this selection allows to use a pre-defined SMS gateway. Selection enables the API ID text field which indicates a Clicatell specific
parameter obtained from the server and should match on both sides.

e Custom - this selection allows to use a custom SMS gateway. Selection requires following parameters to be inserted:
Resource text field requires the HTTP resource name on the SMS gateway, for example: /http/sms.cgi.
Parameters text field requires the parameters to be submitted to the resource address. The value of this field represents a string with
tokens (separated by percent (%) symbols) inside. Each token indicates a value of the certain field on this page. The value is dependent
on the SMS gateway requirements. For example:
user=%username%&password=%password%&to=%t0%&from=%from%&text=%text%

The tokens are the strings that have the following dependencies from the field in this page:

%username% — indicates the username defined in the field Username

%password% — indicates the password defined in the field Password

%t0o% - indicates the password defined in the field SMS Recipient Address

%from% - indicates the password defined in the field SMS Sender Address

%text% - indicates the SMS text generated by Quadro (voice mail notification, event notification, etc.)

Server text field requires the IP address or the host name of the SMS gateway.

Port text field requires the port number of the SMS gateway.

Use Secure HTTP checkbox enables access to SMS server via HTTPS. Checkbox selection enables a Secure Port text field that
requires the port number for HTTPS traffic.

Request Method manipulation radio buttons allow to select the HTTP request method used by Quadro the access the SMS gateway:
POST or GET.

Send Test SMS is used to send a test SMS to the defined SMS Recipient Address. This button will be enabled if correct values have been
submitted and saved on this page.

Firmware Update

This window allows updating the software of Quadro by installing new firmware (image). Users registered at Epygi will receive a notice when new
firmware is available and will be able to download it from the Epygi Technical Support WEB page.

Updating new firmware requires a working power supply. Quadro is provided with a battery (accumulator). If the battery is low or simply absent the
“There is no battery or voltage is low” warning is displayed.
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Please Note: Installing new firmware will take about 15
minutes. During this time, Quadro, telephony and Internet
access will be disabled.

The firmware update will cause the loss of the following data:

e Allinternally stored voice mails and custom voice
messages

Please Note: If you do not wish to lose your voice data, have
it downloaded from Configuration Management page prior to
starting the Firmware Update.

® DHCP leases
e Transfer statistics
e Call statistics

Please Note: If you consider the Call Statistics entries in the
displayed tables to be important, it is recommended to
download them from the corresponding page prior to starting
the Firmware Update.

e All pending events
e User specific GUI states

Mainn  System  Users  Telephony Erterned Uplink Hetwark

Firmware update

B AOCABEING yoU Wl 1038 Tib SBowing data

rivd vaiice rnails and cuslom voice messages

tistics
® Cal stafistics

= Penang eairts

® User speciic GLE states

The fallowing protesses will be stopped fo free sysiam reeources.

Fig. 11-47: Firmware Update page 1

The following main processes will be stopped during the firmware update and will be restarted after the installation is completed:

® Voice Software
o Network Time Protocol Daemon
o Network Interface Statistic Daemon

® Dynamic DNS Daemon

The Automatic Firmware Update link leads you to the page where the automatic update of the Quadro's firmware (software image) can be

configured.

Next will move you to the second page of Firmware Update where the image file should be selected.

Attention: Pressing the Next button will stop some vital processes on the Quadro, therefore you will need to reboot your device manually even if you
have cancelled the firmware update procedure on the following steps.

The second page of Firmware update has a Browse button
used to browse the image file, and the Specify Image text field
that will display the selected image filename.

Pressing Save will start uploading the image file to the board
and the next page will display results and verification of the
image being burned.

This page displays non-editable information about the image
validity. The Image Check field will display “invalid” if the image
does not correspond to the hardware version.

The Current Software Version field shows the old software
version. The New Software Version field shows the new
version of the software image.

This page needs to be confirmed in order to continue image
updating. If you are sure that the image version is appropriate
for your device press Save.

Maln  Systemn  hsers  Tebsphomy st Uplink  Hetwork

Firmware update

I —

10 eetaFiadimegesRelvaseBulidEchoRareLing ] Bowe_ |

B

©oye

Hitlp

Fig. 11-48: Firmware Update page 2

Main  System  Users  Tebephony Irtmgrred Uik Hetwork

Firmware update

ag | Baek
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Fig. 11-49: Firmware Check page
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o @©@cpygi
If you have confirmed the firmware version, a new page with
firmware update progress will be displayed next. There are no Firmware update
functions available on this page, just information about the
firmware update procedure. At some point the connection with
the device is being lost and you need to wait until the firmware
will be burned on the Quadro.

You will not be automatically redirected to the Login page. To
access the Quadro’s Web GUI, you need to connect Quadro
again and login.

Attention: After the firmware update, all IP phones attached to
the Quadro should be restarted.

Fig. 11-50: Firmware Update page

Automatic Firmware Update

The Automatic Firmware Update page allows you to configure an automatic update of the Quadro’s firmware (software image) as it becomes
available on the server. When this service is enabled, on the configured day and time Quadro will automatically check for a new available firmware
on the server and will either notify the administrator or update the firmware right away, depending on the configured settings.

The server configuration can be done manually or through the DHCP server. In case of DHCP server replying configuration, the corresponding
adjustments should be done on the DHCP server to automatically point the Quadro to the destination where the firmware is stored.

Please Note: Independent on the selected server type, there should be an “auto-update” folder in the root directory of the server. Quadro will check
for any new firmware in that specific folder only. Besides the firmware *.bin file, the “auto-update” folder should contain supplementary file(s) to point
to the correct firmware file.

The detailed instructions on the functionality of automatic firmware update as well as server configuration are described in the “Automatic Firmware
Update” document which you can find at the Epygi Web support portal.

This page consists of the following components:
The Enable Automatically Firmware Update checkbox selection enables the automatic firmware update service on the Quadro.
Attention: When the older firmware is installed on the Quadro, the system configuration will be lost and the device will be factory reset.

The first manipulation buttons group on this page allows you to choose between the manually configured firmware server and the server defined by
the DHCP server.

Y Assign manua”y — th|s Se|ection iS used to manua”y Main System Users Telephony Internet Uplink Network @eljygl
. . . Q4Li108
configure the firmware server settings. The Server Name
(the IP address or hostname), the Server Port and the Automatic Firmware Update

Update Method should be defined. The Update Method
drop down list provides a possibility to choose among

Infa: Feedhackwill he given via the event system

TFTP, FTP, HTTP or HTTPS methods. For some of these ElEnable automaticaly Fimware Update
selections, authentication Username and Password can
Server Configuration:

be entered.

. . . . . . ® Assign manually

e  Assign automatically via DHCP - choose this selection if Semver Nams:  |fle-8pygi.oom

the Quadro acts as a DHCP client in its WAN interface. In Server Fort 2
this case the firmware server's configuration will be Updale Methad: [fg v

automatically obtained from the DHCP server. This

selection requires previous configuration on the firmware

server and will work only if the “auto-update” directory is

Created on the TFTP server. The DHCP server ShOUId aISO (@] Agsign automatically via DHCP | Getthe TFTP servervalue from DHCF server. This reguires Quadro to be

be configured to provide the "TFTP server name" configured as DHGFP client; also the DHGP server should be conflaured to provide
. the "TFTP server name" parameter (option 66).

parameter (option 66) to the Quadro.

User Mame: |admin

Password (1]

. . . Check for updates
The second manipulation buttons group on this page allows you

to select the frequency of checking for a new update. © checkandnatity | [Eooo e W] w00 @
e Check and notify — choose this selection if you only wish O Check and update ot
to be notified about the new available firmware on the
server. With this selection, on the indicated weekday and
time, on daily or weekly basis, the Quadro will check for a
new firmware available on the server. The way of
notification is configured from the Events page. Copyiant (8) 2005 2008 Bpil Technolodies, L Al 190t eseresd

Fig. 11-51: Upload Configuration page
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® Check and update — choose this selection to check and automatically install the new firmware on the Quadro as it becomes available on the
server. With this selection, on the indicated weekday and time, on daily or weekly basis, the Quadro will check for a new firmware available on
the server, will automatically download and install it on the Quadro.

The Check/Update Now button is used to manually initiate Check and notify or Check and update actions. The action to be executed depends on

the radio button selected above

Networking Tools

The Networking Tools page provides the possibility to check the Internet connection.

Ping sends four ICMP (Internet Control Message Protocol) Man Systen | Users Telephory | ibermelUplik | Nefiwork (cvp_\'_qi
requests with a default size of 64 bytes to the destination (IP o
address or host name) specified in the text field Ping Target. Networking Tools

The response times are logged, and the round trip time (the
time required from being sent until being received again) is
measured. The minimum and maximum round trip time and its
average as well as the percentage of lost and of received
frames results are displayed in the lower area of the page.

1921680 26

et |mip spyg com Traterout

Traceroute checks the Internet connection by triggering the
routers (hops) that are passed to reach the destination
specified in the Traceroute Target text field. Trace routing
gives feedback on the routers passed by packets on the way
toward the destination and the round trip delay of packets to
these routers.

e ]

Attention: No Traceroute is possible if a high priority Firewall

. Fig. 11-52: Networking Tools page
has been enabled (see chapter Firewall and NAT). 9 9 pag

For the purpose of tracerouting, several IP packets are sent out. UDP (User Datagram Protocol) is used to send packets and ICMP (Internet Control
Message Protocol) is used to receive information about the routers. In their headers, the TTL (Time To Live) value increases from 1 to 30. When the
first IP frame is received by the first router, its IP address will be returned in its acknowledgement.

The second frame delivers the IP address of the second router and so on and so forth. The results of Traceroute are displayed on the lower area of
the page.

Ping Target requires the destination (IP address or host name) for the ICMP request.

The Ping button starts pinging the specified ping target.

Traceroute Target is used to enter the IP address or host name of the destination to be trace routed.
The Traceroute button is used to process the router triggering to check the Internet connection.

In the field below these, the output of the Ping or Traceroute procedure is shown.

To Check the Internet connection

1. Specify the destination address for the ICMP request in the Ping Target text field.
2. Press the Ping button to process the ICMP request.

3. Specify the destination address to trace the route.

4. Press the Traceroute button to process the router triggering.

SNMP Settings

The Simple Network Management Protocol (SNMP) is an application layer protocol that facilitates the exchange of management information
between network devices and is used by network administrators to manage network performance, find and solve network problems, and plan for
network growth.

On Quadro, SNMP agent is running to allow administrators to remotely manage Quadro’'s network and the device’'s configuration. Remote
administration is being performed by means of special SNMP monitoring programs (SNMP Manager), which can automatically feedback by the
certainly configured actions on some events on the Quadro or remotely modify Quadro’s settings.

SNMP Settings page is divided into two pages: Global SNMP Settings and SNMP Trap Settings.

Global SNMP Settings are used to enable the SNMP agent on the Quadro, to select the SNMP protocol version for communication with the
administrating application and to define the community for administrating application to connect the Quadro.

Enable SNMP checkbox is used to enable SNMP agent on the Quadro.

System Location text field requires optional information to describe the network where SNMP management is performed.
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System Contact text field requires optional information about
the contact person responsible for the SNMP management in
the defined network. Field may indicate the point person’s name,
email address, phone number or other contact information.

Enable SNMP v1 / 2c checkbox is used to enable SNMP v1/2¢c
protocol version for the messaging between Quadro’s SNMP
agent and the administrating application. If this checkbox is not
selected, SNMP v1 will be implied.

SNMP v1 / v2c Read-Only Community text field is used to
insert the community description (public, private, etc.) for the
read-only management (like gathering information (events,
statistics, etc.) about Quadro’s). Field may contain some kind of
password which should be matching both on Quadro and on the
administrating application for successful SNMP management.

Enable SNMP vl / 2c Read-Write Access checkbox
additionally enables a read-write access on the Quadro for the
SNMP monitoring application. With this checkbox enabled,
administrator will be able to remotely configure the Quadro via
SNMP administrating program.

SNMP v1 / v2c Read-Write Community text field is used to
insert the community description (public, private, etc.) for the
read-write  management (like gathering information (events,
statistics, etc.) about Quadro’s and remotely changing Quadro’s
configuration). Field may contain some kind of password which
should be matching both on Quadro and on the administrating
application for successful SNMP management.

Main System Users Telephony

Global SNMP Settings

Global SHMP Settings SHMP Trap Seftings

Internet Uplink

@epysi

quadro

Network

[l Enable SMMP

Systern Location: Guadro Metwork

System Contact: admin@sip.epyai.com
[“IEnable SMMP 1 i 2¢

SMMP w1 fvZe Read-Only Cormmunity | public
Enahle SNMP w1 [/ 2c Read-Write Access

SHMP w1 § 2c Read-Write Community. | private

Service Restart

Copyright (51 2003-2008 Epyai Technologies, Lid, All rights reszrved.

Fig. 11-53: Global SNMP Settings page

The Service Restart button restarts the SNMP sub-system on the Quadro. Restarting the SNMP sub-system is recommended if it does not respond

to a SNMP manager's requests.

SNMP Trap Settings are used to define the traphosts that
should be informed when certain events occur on the Quadro.
For the listed traphosts to be informed about the events on the
Quadro, Send SNMP Trap action should be configured for the
corresponding event(s) from the Events page.

SNMP Trap Settings page contains a list of all configured
traphosts with the referring information.

Add functional button is used to add a new traphost to the table
and opens Add SNMP Traphost page where the new traphost
might be defined. Page consists of the following components:

Traphost text field requires an IP address or the host name of
the traphost. Administrating application’s host address should be
inserted here.

Community text field requires community description (public,
private, etc.) for the administrating application to accept the
notifications about the certain events on the Quadro. Field may
contain some kind of password which should be the same both
on Quadro and on the administrating application for successful
SNMP management.

A group of radio buttons is used to select the SNMP protocol
version used for events notifications delivered by the Quadro to
the administrating application.

Diagnostics

Main  System  Users  Telephomy Rt et Uil Hetwatk

SNMP Trap Settings

SHIP Trap Setimgs

abect gl Envarse Sabsction

| Back

@cpygi

Help

Fig. 11-54: SNMP Trap Settings page

Main  System  Users  Telephony  biterne Uplisk — Hetwork

Add SNMP Traphost

192.168.0.3%

te |public

@

[ Help

Fig. 11-55:Add SNMP Traphost page

The Diagnostics page gives a possibility of running Network and WAN protocol diagnostics to verify Quadro's connectivity and to download all

system logs for possible problems recovery.
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The Start detecting WAN Protocol button is used to initiate
WAN diagnostics that will detect the WAN IP configurations:
static or through DHCP and PPP servers. For static WAN IP
configuration, gateway availability is checked. When acting as a
client, DHCP and PPP servers' accessibilities are being verified.

The Start Network Diagnostics button is used to initiate
network diagnostics, i.e to check the WAN link and IP
configuration, to verify gateway, DNS primary and secondary (if
configured) servers' accessibilities.

The Download system logs button is used to download all logs
to the local PC as a *.tar archive file. Logs can be used by Epygi
Technical Support Office to determine the problem occurred on
your Quadro.

The Reboot this Device button is used to reboot the Quadro.
Please note that the session with the Quadro will be closed, i.e.
Quadro GUI should be newly opened and new login will be
required afterwards.

The Start ISDN Diagnostics button is used to initiate ISDN BRI
low level diagnostic. With these tests the ISDN physical link is
checked and the Frame Synchronization is verified.

The field below will display the diagnostics results and the
connectivity conditions. System should be reconfigured if
problems occur during the diagnostics.

Home

@-cpysi

System Diagnostics

[ start detecting 'waN Protocol |

Reboot this Device

Start Metwork Diagnostics Start ISDM Diagnostics
Download system logs

Checking IP configuration
DHCP Client is running
Checking internet commectivity (ICMP ping):

Gateway (192.168.73.5):
Primary nameserver (192.163.73.10):
Secondary nameserver (192.165.0.2):
Checking name service commectivicy (DIS):
Primary nameserver (192.168.73.10):
Secondary nameserver (192.168.0.2):
WWW . epyFgl. com: resolved and answered
epyygi-config, loc: not resolved
STUN Network address Translation (NAT) Check:

i dynamically via DHCP Client

reached
reached
reached

answered
answered

Show Systern Logs

Copyright (C) 2003-2008 Epvai Technologies, Lid. All rights reserved.

Fig. 11-56: System Diagnostic page

Show System Logs link leads to the page where Quadro’s logs might be viewed, downloaded and the logging setting may be adjusted.

System Logs

The System Logs page is accessible by pressing the Show System Logs link on the Diagnostics page. This page is used to adjust where system
logging settings, view system logs directly in your browser or download them locally to your PC.

The System Logs page consists of three sub-pages.

The System Logs Settings page is used to adjust the system
logging settings and contains the following components.

@cpysi

quadro

Main  System Users  Telephony Internet Uplink Network

System Logs

Systern Rermate Logs Seftings  View System Logs

Comment

Copyright (C) 2003-2008 Epvai Technologies, Ltd, Al rights reserred.

Fig. 11-57: System Logs - System Logs Settings page

The Mark all Logs button is used to set a line marker in the logs. If you need to follow a certain piece of log, push this button to set a starting

mark in all logs and then perform the needed actions over the Quadro. When the actions are done, push this button again to set an ending mark
in all logs. This way you shall clearly see a piece of log between the starting and ending marks generated during the certain actions taken over
the Quadro. The Comment text field is used to insert some text information which will be displayed next to the marks inserted in the logs. This

e The Enable User Logging checkbox is used to enable user
level logging. This logging contains brief information about System Loys Settings
events on the Quadro. [l Enable User Logging
e The Enable Developer Logging checkbox is used to enable [JEnable Developer Lagging
developer high level logging. This logging contains detailed Dl avchived Logging
information about events on the Quadro.
e The Archived Logging checkbox is used to is used to keep
oo
more logs on the Quadro. This option allows to collect more
system information in the log files and to keep them longer.
Attention: This option requires quite sufficient resources on
the Quadro. It is recommended to use this option in urgent
cases only.
L]
comment may describe the problem captured in the following logs and may be useful for the Technical Support.
L]

The Download all Logs button is used to download all logs to the local PC as a *.tar archive file. These logs can then be used by the Epygi

Technical Support Office to determine the problem that has occurred on your Quadro.
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The System Remote Logs Settings page is used to adjust the
system logging settings and contains the following components.

e The Enable Remote Logging checkbox is used to enable
remote monitoring of Quadro’s logs. When this option is
selected, remote administrators may connect Quadro with
Telnet protocol (port number 645) and access the logs
selected on this page. This is done for remote Quadro’s
diagnostics and is mainly used by Epygi's Technical Support
Office. To make the Quadro’s logs open for remote access,
appropriate Firewall level or Filtering Rules must be created.

® Checkboxes below on this page are used to select those log
types that should be accessible remotely. Select only those
logs that you wish to have monitored remotely.

In the View System Logs page you may view the generated logs
on the Quadro. System logs are useful to determine any king of
problems on the Quadro as well as to monitor the user's access
and the usage of it.

On the left side of the page, a list of main logs is displayed.

Clicking on the needed link will display the log on the right side of
the page.

The text field on the left side is dedicated for support personnel
only and is used to search a custom log not listed on this page. To

do so, insert a required log name to the text field and press Show
Custom Log functional button.

Features

o
Main System Users Telephony Internet Uplink Network @ep} SI
qussrs
System Logs
Systemn Logs Settings  System Remote Logs Settings View System Logs
Enable Remote Logging (Telnet via 645 port)
Enable Call Controlling Log Enable SIP User Agent Log
Enable Media Stream Log Enable DSP Log
Enable SIP Registration Log Enable Systern Messages Log
Enable FOIP Laog Enable Voice Mail System Log
Enable SPMG Agent Log Enable ISDN L2 Log
Enable ISDN L3 Log Enable SIP Subscription Log
Enable Presence Log
Please check your pending events!
Copyright {C) 2002-2012 Epvgi Technologies, Ltd. All rights reserved
Fig. 11-58: System Logs - System Remote Logs Settings page
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Fig. 11-59: System Logs — View System Logs page

This page lists all features that may be activated by a software key, characterized by a Feature Description and provided with its Status:

e No Key Found - the feature is currently not available

® Reboot Needed - the feature key has been entered and Quadro needs to be rebooted

e Activated - the feature is now available on the Quadro

® Free trail —the feature is activated for evaluation. The evaluation period is 30 day.
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Following features may be activated via the software key:

® Debug - enables Telnet connection towards the Quadro
for debugging purposes.

® 3pcc Support - enables Third Party Call Control feature on
the Quadro. The feature allows the call controlling
applications running on a user PC to remotely initiate and
handle calls on the Quadro and to subscribe for certain
event notifications from the Quadro.

e DCC Pro Support - enables Quadro PBX extensions to
use the Pro-level Desktop Communication Console (the
application description can be found at Epyai Technical

Support).

® DCC Basic Support - enables Quadro PBX extensions to
use the Basic-level Desktop Communication Console (the
application description can be found at Epyai Technical
Support).

e jQall Toggling Support - this feature enables users to
alternate the call from their mobile device iPhone running
iQall to their desk phone without the call being dropped.

e |P Phone support - enables additional LAN-sided IP
phones support on the Quadro. This feature key allows you
to activate a package of 8 IP lines support.

e Autodialer Support - allows run with Quadro the
Autodialer application (the application description can be
found at Epyai Technical Support).

® QCM Support — allows Quadro’s extensions to be used by
Quadro Communication Manager after QCM trial period
expires. Depending on the feature key type, additional 4 or
10 QCM licenses can be activated on the Quadro.

To enter a Feature Key, click Add. A page with the Feature Key
text field is opened. Enter the key and press Save. The status of
the selected feature entry will change to Reboot needed. Reboot
the Quadro and the feature will receive the status Activated.

To receive a Feature Key, register the Quadro device and send a
corresponding request to Epygi's Technical Support. This request
must include the Unique ID that is displayed in the Features page
above the features list.

Upload Language Pack

Main  System  Users  Telephony Intermel Uplink Helwork
Features
Unique ID: 04-5.2.51-000038
Add
lipgrade Hame Additinnal Features Status
Dwbug Enisbles Debug support Activated
Fre trial
3pCe Suppont Support for Third Party Call Contral Expiration Date: 204,64 30.00:00
DCC Pro Supporl Full support for Provievel Deskiop Communication Consolke Free trial
[xpirntion Nate: 2014.04.30.00:00
W Rasic. Support Full suppart for Rasic-level Nesktop Communication Console Fro wial
Lxperation Uatte: 2014.04.30-00:00
. . N . Frea trigl
i0all Toggling Support | Support for iGall toggling Expiration Date: 2014,04.30-00:00
Frees Lial

1P Phane suppart Support for addmional I Phones

Explration Date: 2014.04.30 00:00

Free trial
Autodiaber Support ‘Support for Automatic Dialar Appcation Expiration Dale: 2014.04.30.00:00
QCM Supporl Full support for Quadro Communication Manage: Tree trind

Fxpiration MNate: 7014.04.30.00:00

ey

Help

Fig. 11-60: Features page
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Fig. 11-61: Features Add page

The Upload Language Pack page allows you to upload a custom language for GUI and Voice Messages of the Quadro. The language of voice
messages can be switched to the custom Language Pack language from the GUI setting page in the System Configuration Wizard. The language of
GUI session can be changed to the custom Language Pack language from the radio buttons on the login page. Uploading a language pack will also
change the language of some supported IP phones (Aastra, snom v.6.x, Grandstream GXP2000). After a custom Language Pack is uploaded onto
the system, reboot the IP phone to load a matching language onto the phone.

Uploading a Language Pack will cause the loss of the following data:

e All voice mails and custom voice messages
e Call statistics

e Pending events

® Transfer statistics

Please Note: Only one custom Language Pack can be uploaded
at the time. Uploading a Language Pack will remove the existing
one (if applicable) and will reboot the Quadro.

The Current Language Pack field displays read-only information
about the custom language pack uploaded. When no custom
language pack is uploaded, the field indicates “unknown”.

Below, there is a Language Pack File to Upload text field that
displays the selected image filename. The Browse button is used
to browse the custom language pack to be uploaded.

Main Sysiem  Users  Telephony Inbermes Uplink  fetwark

Upload Language Pack
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«d CUBHOM YOicH MRs5ages

Current language pack

Language pack Bl to upload. [ela¥ racimsges FesessetiulldLangP schial_50ii [ Bowe |
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Fig. 11-62: Upload Language Pack page

The Remove Current Language Pack link is only seen when a custom language pack is uploaded and is also used to remove it from the system.

Quadrod4Li; (SW Version 5.3.x)

35


http://www.epygi.com/�
http://www.epygi.com/�
http://www.epygi.com/�
http://www.epygi.com/�
http://www.epygi.com/�
http://www.epygi.com/�
http://www.epygi.com/�

Quadro4Li Manual I1: Administrator's Guide Administrator’s Menus

Pressing Save will start uploading the custom language pack to the board.

Attention: Pressing the Save button will stop some vital processes on the Quadro, therefore you will need to reboot your device manually even if
you have cancelled the language pack update procedure on the following steps.

The next page displayed will show verification of the language pack being uploaded and asks for confirmation to overwrite the existing custom
language pack (if applicable). After final confirmation, the system will upload the selected custom Language Pack and it will reboot.

Update Languages for IP Phones

The Update Languages for IP Phones page is used to upload a custom language pack to the IP phone. This page only contains those IP phones
that support custom language pack uploading from the Quadro.

To upload the custom language pack, go to your IP phone related

page and Browse the custom language pack file. Save the Main System Users  Telephony Internet Uplink  Network @ep}’gi
changes to upload the custom language pack to the IP phone.
Attention: Pressing the Save button will stop some vital processes Update languages for [P phones

on the IP Phone, therefore you will need to reboot your phone Aastra 54

manually even if you have cancelled the language pack update snom

procedure on the fOIIOWing steps. snom Language packfile to substitute: [ Choose File | Mo file chosen

Grandstream GXP2000

Web language pack file to substitute Choose File | Mo file chosen

Save Back Help

Fig. 11-63: Update Languages for IP Phones page

The next page displayed will show verification of the language pack being uploaded and asks for confirmation to overwrite the existing custom
language pack (if applicable). After final confirmation, Quadro will upload the selected custom Language Pack to your IP phone. You should then
reboot your phone to make the new language pack active.

User Rights Management

The User Rights Management service sets restrictions on the GUI access for various users, permits or denies the access to certain Web GUI
configuration pages and creates multilevel user management of the Quadro. The feature is useful to the ISPs in order to set the restrictions for
certain customers to manage the Quadro’s configuration.

Two levels of Quadro GUI administration are available:
° Administrator — this is the main administrator’s account. The administrator can configure to have the factory reset safe the default

password or choose not to. The administrator has access to all Web GUI pages and no one else has configuration permission to adjust
this account. The administrator is responsible for granting access to all other user groups.

° Local Administrator — this is a common (sub-) administrator's account. The password is not factory reset safe. Local Administrator can
have permission to adjust each GUI page.

° Extension — this account refers to all extensions created on the Quadro. The password for default extensions is not factory reset safe
but is contained in the backed up configuration. Permissions for an extension to access each GUI page can be adjusted here.

The User Rights Management page consists of two pages.

The Users page is used to manage the available users on the Main System Users Telephony  InternetUplink  Network @6[}}-’31
Quadro. The Roles page is used to assign the corresponding quadie

permissions to the users.

The Users page contains a table where the Administrator and User Rights Management

Local Administrator users are listed. This page allows them to
modify the passwords of available users in the table and to
manage the Local Administrator's account. The following

Users Roles

Change Password Enable User Disable User

functional buttons are available on this page: User Name Role L

The Change Password functional button is used to change [] | aarmin ROMIISHEIGS SHARIES

the password of the Administrator and Local Administrator [ | 1ocatadmin Local Administrators Disabled

user’s account. Select one of the available users in the table

by toggling the corresponding checkbox and press Change

Password to open the corresponding page. Please check yaur pending events!

Copyright (C)2003-2011 Epyal Technologies, Ltd. All rights reserved

Fig. 11-64: Users page at User Rights Management

For Change Password page contains two parts - one for GUI Access Password, the other one for Phone Access Password.
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The GUI Access Password offers the following components:

e The Old Password text field is only present when
modifying the Administrator account password and
requires the current password of the Administrator. An
error message prevents entering the wrong password.

e The New Password text field requires a new password
for the Administrator or Local Administrator. Reentering
the new password in the Confirm New Password text
field will confirm the new password. The New Password
field is checked against its strength and you may see
how strong is your inserted password right below that
field.

Main  System Users  Telephony Internet Uplink

Change Password
Account Name: admin

GUI Access Password Fhone Access Password

Old Password L1

Mew Password

Confirm Mew Password

Please checkyour pending events!
Copyright (C) 2003-2011 Epyai Technologies, Ltd. Al rights resenied

Netwaork

@-cpysi

quadro

Fig. 11-65: Change Password page

Please Note: The password can consist of numeric values and symbols. Up to twenty (0-20) digits and symbols are allowed.

The Phone Access Password offers the

components:

following

e The Old Password text field is present when
modifying the Administrator account password and
requires the current password of the Administrator. An
error message prevents entering the wrong password.

e The New Password text field requires a new
password for the Administrator. Reentering the new
password in the Confirm New Password text field
will confirm the new password. The New Password
field is checked against its strength and you may see
how strong is your inserted password right below that
field. The password can consist of numeric values
only.

Please Note: Up to twenty (0-20) digits are allowed. A
corresponding warning appears if any other symbols are
inserted.

Main System Users Telephony Internet Uplink

Change Password

Account Name: admin

Gl Access Password Phone Access Passwori

Qld Passwoard: LYY} digits only
) Ty

Mew Password: digits only

Confirm New Passward. |esssses digits only

Please check your pending events!
Copyright (C) 20023-2012 Epyai Technologies, Lid. All rights resenved.

Network

@-cpysi

ThicroR

Fig. 11-66: Change Password page

The Enable User and Disabled User functional buttons are used to enable or disable the Local Administrator’s account.
Attention: It is highly recommended to define a proper and non-empty password on this page if the extension is being used for the Call Relay

service from the Quadro's Auto Attendant.

Please Note: The Administrator's account cannot be
disabled. The Roles page contains a table where the Local
Administrator and Extensions users are listed. This page
allows you to set the permissions to the GUI pages for each
user in the table.

The Edit functional button leads to the Change Access
Rights page where a list of user specific GUI pages is
displayed. Select the user in the table and press Edit to
manage the permission for the corresponding user.

4 r1
Main System Users Telephony Internet Uplink Network @e}) } 81
quadre
User Rights Management
Users Roles
Edit
Role
[ | extensions
[] | Local Administrators
Please checkyour pending events!
Copyright (C) 2003-2011 Epygi Technologies, Ltd. All rights resered
Fig. 11-67: Roles page at User Rights Management
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On the Change Access Rights page, Grant Access/Deny
Access functional buttons are used to grant or deny access
to certain GUI page(s) for the selected user.

When access to a certain GUI page is denied for a user, the
“You are not authorized to access this page!” warning

message will be displayed.

Main System Users Telephony Internet Uplink Metwork

User Rights Management

Changing access rights for role extensions

Grant Access [Deny Access

Selectall nverse Selection

@-cpysi

quadra

CGI Hame CGl Description Access
[ | statistics Call Statistics Granted
[ | rpstatistics Call Statistics - RTP Details Granted
[ | faxstatistics Call Statistics - FAX Details Granted
[ | forwardadd Forwarding List - AddiEdit Entry Granted
[ | huntadd Call Hunting - Add/Edit Entry Granted
[ | sds Speed Calling Seftings Granted
O | usersw Changing Password for admin or extension | Granted
[ | usersettings Extension Account Seftings Granted
[ | wail Extension Woice Mailbox Granted
[ | wms Extension Voice Mail Seftings Granted
[ | wmprofiles Extension Woice Mail Profiles Cienied
1 | hotd Basic Services - Hold Music Settings Granted
[ | redial Basic Services - General Setings Granted
[ | dna Basic Services - Do Mot Disturh Settings Granted
[ | addressmanagement | Extension Caller ID Based Services Table Granted
[ | supserices Edit Extension Caller ID Based Setvices Granted
[ | grouplist Extension Group List Granted
[ | grouplistadd Extension Group List- Add/Edit Member Granted

Copyright (T) 2003-2008 Epyai Technologies, Ltd. Al rights reserved.

Fig. 11-68: Edit Roles page at User Rights Management
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Users Menu
Main System Users Telephony Internet Uplink Metwork @ep}’gl USEI S @ep\’gl
Extensions Management . quadro quadro !
Eefrezh in 593 seconds!
Receptionist Management
Quadro4Li | exensions Directory ¢ System
P Authorized Phones Database o Users
ctive Calls o Extensions Management
Call Start Time | Call Duration | Calling Phone | Called Phone o Recepponlst Manaqement
N R at o Extensions Directory
o Authorized Phones Database
¢ Telephony
Boot loader: 5.0.3/Release o |ntermet U[]‘Ink
Firmware Version: 5.2.46/Release . Network
Users currently logged in: " |n8ta” Checkhst
- adwin from 192.168.70.11, expires 05:15 = s a0
- adwin from 192.168.70.26, expires 05:17 e Feature Codes
Internet connection status: static IP . He|[;_)
Flease check your pending events!
Copyright (C) 2003-2011 Epyai Technalogies, Ltd. All rights reserved * Logout
Fig. 11-69: Telephone Users Menu in Dynamo Theme
Please check your pending events!
Home Logout
Copyright 20032-2011 Epygi Technologies, Ltd. All rights rezenved

Fig. 1I-70: Telephone Users Menu in Plain Theme

Extensions Management

The Extensions Management page is used to create a variety of extensions and auto attendants on the Quadro. From this page, by clicking on the
user extension, the Administrator can go to the extension settings pages.

Main  System  Users  Telephomy Wtormet Uplink Metiark @('[}\‘_"I
When this page is accessed for the first time after the

Quadro's initial boot-up or the default configuration Choose Extensions Length
settings restore, an intermediate page is displayed.

The Change Extension Length page is used to define the -
extension settings applicable to all extensions on the e Gdension Lenc |3 8
Quadro. This page disappears once being saved. Extunsion Protx [0

The Change Extension Length page consists of a radio-

. Fig. 1I-71: Extensions Management - Add Entry page
button selection:

® |Leave Current Length radio-button selection is used to leave the current length of extensions on the Quadro. Per default the extensions
length on the Quadro is 2. In front of this selection, the actual configured length of extensions is displayed.

e Change Length radio-button selection is used to change the actual length of extensions on the Quadro. This selection enables the
following information to be defined:

The Extension Length drop-down list requires you to choose the length of the extensions on the Quadro. This number will apply to
all existing extensions on the Quadro as well as to any newly created extensions. The length of the extension can be 2, 3 or 4.

The Extension Prefix text field is used to define a prefix with which all existing extensions on the Quadro as well as to any newly
created extensions should start. The prefix cannot start with the digits 0 or 9, otherwise an error message appears.

Please Note: By saving the settings on the Change Extension Length page, all existing extensions will lose the custom voice messages and voice
mails in the voice mailbox. The device will be rebooted. You will not be automatically redirected to the login page, so you need to access it manually
again when reboot ends. After the reboot, the Change Extension Length page will disappear and the Extensions Management page will be
displayed. The Change Extension Length page will not appear again unless the default configuration settings are restored on the device.

Two types of user extensions, active and inactive, can be created on the Quadro. Active extensions are those that are attached to a line, can place
and receive calls and use available telephony services. Inactive extensions are those that are not attached to the line. They can use some available
telephony services but they cannot place and receive calls. Instead, inactive extensions have a voice mailbox available to store the messages from
callers.

Quadro4Li has no FXS lines, only IP lines are available.
Attendant extensions are dedicated to the IVR system on the Quadro. These extensions are used by callers to reach Quadro’s users and use the

remote access and call relay services. It is possible to create Auto Attendants with the custom scenarios. By default, Quadro has one Auto Attendant
extension (00) which is undeletable.
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Attention: The system is limited to 100 extensions. Once the number of extensions in the Extensions table reaches 100, there will be no more
possibility to add new extensions.

The Extensions table is a list of all extensions and their parameters.

FOr]
Main System Users Telephony Internet Uplink Network @e}) } 81

quadro

Extensions Management

Add Edit Delete Selectall lnverse 1 Hide extensions attached to IP lines Use Epyai SIP server

Extension | Display Name | Attached Line SIP Address | Percentage of System Memory | External Access | Codecs i
[ | oo 5% (31 min 1 sec) BCMU. .. ||
S IP Line 1 4% (24 min 49 sec) Mone BCMU, ... 1
| I - IP Line 2 4% (24 min 49 sec) Mone BCMU, ...
| I < IF Line 3 4% (24 min 49 sec) Mone BCMU, ...
= | 22 IP Line 4 4% (24 min 49 sec) Mone BCMU, ...
= |15 IP Line 5 4% (24 min 49 sec) Mone PCMU,
= |18 IP Line 6 4% (24 min 49 sec) Mone PCMU,
= |17 IP Line 7 4% (24 min 49 sec) Mone PCMU -

Upload Universal Extension Recordings

Back Help
Please check your pending events!
Copyright (C) 2003-2012 Epygi Technologies, Ltd All rights reserved

Fig. 1I-72: Extensions Management page
The Extensions table is a list of all extensions and their parameters.
The following columns are present in the table:

® Extension - lists user or attendant extensions on the Quadro. This number is used for internal PBX calls.
e Display Name - indicates an optional display name to identify the caller.

e Attached Line - indicates the FXS or IP line corresponding extension it is attached to. “R” is displayed in this column when SIP Remote
Extension (see below) functionality is enabled on the extension.

e S|P Address - displays the SIP address of the corresponding extension. The column displays the full SIP address, (i.e.,
username@sipserver:port) when the Registration on SIP Server checkbox is selected. If registration is disabled, the SIP address will be
displayed in the following format: “username, Proxy: sipserver:port”. If no SIP registration server or SIP server port is defined, corresponding
information will not be included in this column. If no username is defined, the extension number will be displayed instead.

® Percentage of System Memory - indicates the user space (in percentages) configured for each extension. The actual available duration (in
minutes) for the extension voice mails, uploaded/recorded greetings and blocking messages is also displayed here. The available minutes
corresponding to the selected user space are dependent on the Voice Recording codec selected from the Voice Mail page. For example,
for the same amount of marked out user space, selection of the G726 voice recording codec will provide more space for voice mails and
user defined voice greetings than the G711 codec selection.

e External Access - indicates whether the GUI Login, 3pcc/Click2Dial login or Call Relay options are enabled on the extension.

® Codecs — column lists the short information (full information is seen in the tool tip) about extension specific voice Codecs. Extension
codec’s can be accessed and modified by clicking on the link of the corresponding extension’s Codecs. The link leads to the Extension
Codecs page.

Clicking on each user extension in the Extensions table will open the extension specific Extension Settings menu. The Pickup Group, Call Park and
Paging Group extensions are displayed without a link in the Extensions Management table and extension pages. Additionally, the supplementary
services configuration pages will not be accessible for this type of extensions.

Add opens the Add Entry page where the tYIOe and number Main System Users Telephony Internet Uplink Network @ep}-’gl
of the new extension should be defined. This page consists of qus
the following components:

) . ) ) Extensions Management - Add Entry
The Extension text field is used to enter a new extension

number. If non-digit symbols have been entered, the error

! - Extension |55
“Incorrect Extension: no symbol characters allowed” will
appear. If an extension with the same number already exists Type User Extension [~
in the Extensions Management table, the error “Extension
a|ready exists” will appear.
Please check vour pending events!
Copyright {C) 2002-2012 Epygi Technolegies, Ltd. All rights

Fig. 11-73: Extensions Management - Add Entry page

Please Note: Extension number cannot start with the digits 0. You can add extensions of up to 20 digits long. However, the Call Routing won't be
adjusted automatically; you may need to manually adjust the routing rules for extensions in custom length.

The Type drop down list is used to select the type of the extension (User Extension, Pickup Group, Call Park, Paging Group or Attendant) to be
created (for details see below).

Quadro4Li; (SW Version 5.3.x) 40



Quadro4Li Manual I1: Administrator's Guide

Administrator’s Menus

Edit opens the Edit Entry page where a newly created user or attendant extension settings might be adjusted. To operate with Edit, one or more
record(s) have to be selected, otherwise the “No records selected” error message will appear.

The Edit Entry page consists of two frames. In the left frame settings groups are listed. Clicking on the corresponding settings group displays their

configuration options in the right frame.

The Edit functional button provides a possibility of editing

multiple extensions at the same time. In this case, fields that

cannot be edited for multiple records have Multiple values in

the Edit Entry page. When editing user and attendant

extensions together, the Edit Entry page displays only those
fields that are for both user extension and attendant settings.
Additionally, for the fields that need to be modified, a Select to
modify fields checkbox alongside the corresponding field
needs to be selected to submit changes, otherwise the fields
will not be updated.

Delete removes the selected extensions. If no records are
selected an error message occurs. Deleting an extension from
the Extensions Table will automatically remove the name
attached to the deleted extension in Extensions Directory.

Main  System  Users Telephony It et Uplink Hetwork

Extensions Management - Edit Entry
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Fig. 1I-74: Extensions Management - Edit Entry page for multiple edit operation

Hide extensions attached to disabled IP lines functional button is used to hide extensions which are attached to the disabled IP lines. When this
functional button is pressed, it transforms to Show all extensions functional button, which is used to show all hidden extensions. To enable the

lines, install a feature key from the Features page.

Reset SIP Settings functional button is used to reset all SIP settings of the selected extension(s) to the default values, including all settings listed

under SIP Settings and SIP Advanced Settings pages (see below).

The Upload Universal Extension Recordings link found at the bottom of the page leads to the Upload Universal Extension Recordings page where

universal default voice messages for all extensions can be defined.
Please Note: Save changes before moving among settings groups.

User Extension Settings

1. General Settings

This group requires extension's personal information and has
the following components:

Display Name is an optional parameter used to recognize
the caller. Usually the display name appears on the called
party’s phone display when a call is made or a voice mail is
sent.

Password requires a password for the new extension.

The extension password may only contain digits. If non-
numeric symbols are entered, the “Incorrect Password: no
symbol characters allowed” error will prevent making the
extension.

If you are unable to define a strong password, press Choose
Generated Password to use one of system defined strong
passwords. The Password field is checked against its
strength and you may see how strong is your inserted
password right below that field.

Confirm Password requires a password confirmation. If the
input is not corresponding to the one in the Extension
Password field, the “Incorrect Password confirm” error will
appear.

Main  System Users  Telephony Internet Uplink Hetwork @ ePYSI
qusars
Extensions Management - Edit Entry
General Settings
General Settings - 14
SIP Setlings
Display Name User1
SIP Advanced Settings
Remote Settings Password | Generate Password
gue Setting
s Confirm Password ~ [esesess
Voice Mailbox Settings
Class of Senvice Settings | Altached Line IP Line 2 ~
Licensing # Use Kickback
| Allow Call Relay
¥ GUI Login Allowed
! 3pcoiClick2Dial Access Allowed
q .
GoTo User Settings | show on Public Directory
Go To Line Settings
Percentage of Total Memory |5 | %
Go To Codec Settings
Edit Call Intercept Access List
Edit Watch Access List
Save Back Help
Please check vour pending evs
Copyright [C) 2002-2012 Epva d. All rights reserved.

Fig. 1I-75: Extensions Management - Edit Entry — General Settings page

Attached Line lists all free lines to where an extension may be attached.

Please Note: Extensions cannot be detached from the line if the SIP Remote Extension service is enabled on it. To detach the extension from the
line, disable the SIP Remote Extension service on the extension first.
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Use Kickback checkbox enables the Kickback service on the extension for the blind call transfer. When the extension transfers the call to the other
extension and if there is no answer from the destination side, the call will automatically get back to the extension who initiated the transfer instead of
getting into the destination's voice mailbox or being disconnected.

Allow Call Relay enables the current extension to be used to access the Call Relay service in the Quadro’s Auto Attendant. It is recommended to
define a proper and non-empty password when enabling this feature in order to protect the Call Relay service from an unauthenticated access.

Login Allowed checkbox enables the current extension to be used to access the Quadro via WEB interface by extension name and password.

3pcc/Click2Dial Access Allowed checkbox enables the current extension to be used with applications based on Quadro 3PCC interface and
Quadro Click to Dial application.

With the Show on Public Directory checkbox enabled, the details of the corresponding extension will be displayed in the User Settings table on the
Main Page of the Extension’s Quadro Web Management (accessed by the extension’s login, see Manual Ill — Extension User's Guide). Besides this,
the details of the extension will be displayed in the Public Directories on the snom and Aastra SIP phones. Leave this checkbox unselected if the
extension is reserved or not used, or when the extension serves as an intermediate unit for call forwarding, etc.

The Percentage of Total Memory drop down list allows you to select the space for the extension’s voice mails and uploaded/recorded greetings
and blocking messages. The maximum value in the drop down list is equal to the maximum available space for voice messages on Quadro. When
editing an existing extension and decreasing the voice mailbox size, the system will check the present amount of voice mails in the mailbox of the
extension. If the memory required for these voice mails exceeds the size entered, the system will suggest either to remove all voice messages from
the extension’s voice mailbox or to select a larger size so that the existing voice messages can be stored in the mailbox.

The Enable Ringing Simulation checkbox is available on virtual extensions only and enables extra ring tones played to the caller before the voice
mail of the called virtual extension gets activated. If this checkbox is not enabled, the voice mailbox will get activated immediately the call arrives.
The ring tones will be played during the timeout specified in the Ringing Simulation Timeout text field.

The Edit Call Intercept Access List link leads you to the page where the extensions that are allowed to intercept calls should be defined.
The Edit Watch Access List link leads you to the page where the extensions that are allowed to watch calls should be defined.
Call Intercept Access List

The Call Intercept Access List page is used to define a list of extensions that are capable to intercept the current extension calls and to define the
appropriate permissions.

The Call Intercept service allows you to intercept the calls | EmET| UsEs| TR Internet Uplink  Network @GP}-’gl
assigned to an individual extension. The extensions that are qua
allowed to intercept calls are defined in the Call Intercept

Access List. With the special feature codes (for details, see Call Intercept Access List of Extension 11
Feature Codes in the Manual lll — Extension User’s Guide), you
may pick up aringing call of the extension. Add Edit Delste Selectall Inverse Selection
Caller Intercept
This page contains the following functional buttons: 7 | rex-14 | ves
Add functional button opens an Add Entry page where [] | PBX-16 | Yes
extensions may be added to the Call Intercept Access List. T e

This page requires the extension number in the Address text
field that will be allowed to intercept calls. The wildcard is
supported in the Address field to add a group of extensions with

Please check your pending events!

Copyright {C) 2002-2012 Epvygi Technologies, Ltd. All rights reserved.

Fig. 11-76: Call Intercept Access List

one entry.

The Allow Intercept checkbox on this page allows to select the o
|ntercept option for the added extension: Main System Users Telephony Internet Uplink Network @ep} 81
Attention: Call Intercept service calls are not displayed in Call Intercept Access List - Add Entry

Active Calls table on the Administrator’'s Main Page nor are

registered in the Call Statistics. Call Type: PBX

Address 14 (wildcard supported)

[¥] anow intercept

Save Back Help

Please check your pending events!

Copyright (C) 2003-2012 Epygi Technole

gies, Ltd. All rights reserved.

Fig. 11-77: Call Intercept Access List - Add Entry
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Watch Access List ]
Main System Users Telephony Internet Uplink Network @epygl

The Watch Access List page is used to define a list of
extensions that are capable to watch the current extension calls

and to define the appropriate permissions. Watch Access List of Extension 11

This page contains the following functional buttons: Add Edit Delefe Selectall lnverse Selection
Watcher Presence Dialog

Add functional button opens the Watch Access List - Add

Entry page where extensions may be added to the Watch [ | PBx-~ Yes Yes
Access List. ) ) [ |Pex-18 |ves Yes
The Watch Access List - Add Entry page consists of the

following components:

Please check your

e Call Type lists the available call types:
PBX - local calls to Quadro's extensions. Fig. IIl-78: Watch Access List page
SIP - calls through a SIP server.
Auto - used for undefined call types.

The destination (independent on whether it is a PBX number or Main System Users Telephony InternstUpiink  Network @,ep}’gl
a SIP address) will be reached through the Call Routing Table. quacio

Watch Access List - Add Entry
® The Address text field is used to define the address where
the call will be redirected. The value in this field is strictly callType [PEX [7]
dependent on the Call Type defined in the same named
drop down list. If the PBX call type is selected, the Quadro sddress 18 SIP-Clipboard
extension number should be defined in this field. For the (wildcard supported)
SIP call type, the SIP_address should be defined. For the

Auto call type, a routing pattern needs to be defined. The [l Alow Presence Subscriptions

SIP-Clipboard button at the end of the line can be used [¥] Allow Dialog Supscriptions
only when SIP is selected in the Call Type drop down list. — — —
It opens a small window where one of the previously

Please check your pending events!

entered 10 SIP addresses can be automatically selected  |... e 20000012 £omi T
again. If the address already exists in the table, selecting
Save will cause the error "Caller address already exists".
Wildcard is allowed in this field.

echnologies, Ltd All rights reserved

Fig. 11-79: Watch Access List - Add Entry page

The checkboxes on this page allow to select one or more options of the Watch Access List for the extension:

e Allow Presence Subscriptions

e Allow Dialog Subscriptions
Edit opens a page Watch Access List-Edit Entry where the permissions of the added extensions may be modified.

Delete removes the selected extensions from the list. If no records are selected an error message occurs.
Select all selects all existing records in the list.
Inverse selection inverses the current selection of records (if no records are selected, all records will be checked).

2- SIP Settings Main System Users Telephony Internet Uplink HNetwork @ epygl .
This group is used to configure extension’s SIP registration
settings and consists of the following components: Extensions Management - Edit Entry
User Name requires a user name for the extension registration General Sefings <P Reaistration Sett e
on the SIP server. The registration user name needs to be egistration Settings =
i iti i SIP Setti
unique on the_SIP server and it is displayed on the called phone ﬂ User Name 7410114
when performing an IP call. e
Remote Settings Password ~ [seeees
Password indicates the password for the extension registration Call Queue Settings
Confirm Password  [ssesess
on a SIP server. Voice Mailbox Settings
F SIP Server sip epygiloc
. . . . Cl. of Service Setting
Registration Password is used to confirm the password. If the ass dLushine wellnes
Licensing SIP Port 5060

entered password does not correspond to the one entered in the
Password field, the error message “The passwords do not ¥ Registration on SIP Server
match. Please try again” will appear.

SIP Server indicates the host address of the SIP server. The Go To User Settings
field is not limited regarding symbol usage or length. It can be Go To Line Settings
either an IP address such as 192.168.0.26 or a host address o To Codec Settings Save Back Help

such as sip.epygi.com.

Please check vour pending events!
Copyright {C) 2003-2012 Epygi Te

chnologies, Ltd. All rights reserved

Fig. 11-80: Extensions Management - Edit Entry — SIP Settings page
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SIP Port indicates the host port number to connect to the SIP server. The SIP server port may only contain digit values, otherwise the error message
“SIP Server Port is incorrect” will be displayed when applying the extension settings. If the SIP server port is not specified, Quadro will access the
SIP server through the default port 5060.

Registration on SIP Server enables the SIP server registration option. If the extension has already been registered on an SIP server, its IP address
will be displayed in brackets.

3. SIP Advanced Settings

This group is used to configure advanced SIP settings (Outbound Proxy, Secondary SIP Server and Outbound Proxy for the Secondary SIP Server
settings and to define other SIP server specific settings).

The SIP Outbound proxy is an SIP server where all the SIP requests and other SIP messages are transferred. Some SIP servers use an outbound
proxy server to escape restrictions of NAT. For example, Free World Dialup service uses an Outbound Proxy server. If an Outbound proxy is
specified for an extension, all SIP calls originating from that extension are made through that outbound proxy, i.e., all requests are sent to that
outbound proxy, even those made by Speed Calling.

The Secondary SIP Server acts as an alternative SIP
registration server when the primary SIP Registration Server is

inaccessible. If the connection with the primary SIP server fails, Main System Users Telephony

Quadro will automatically start sending SIP messages to the
Secondary SIP Server. It will switch back to the primary SIP
server as soon as the connection is reestablished.

Authentication User Name requires an identification parameter
to reach the SIP server. It should be provided by the SIP service
provider and can be requested for some SIP servers only. For
others, the field should be left empty.

Send Keep-alive Messages to Proxy enables the SIP
registration server accessibility to the verification mechanism.
Timeout indicates the timeout between two attempts for the SIP
registration server accessibility verification. If no reply is
received from the primary SIP server within this timeout, the
Secondary SIP server will be contacted. When the primary SIP
server recovers, SIP packets will resume being sent to it.

The RTP Priority Level drop down list is used to select the
priority (low, medium or high) of the RTP packets sent from a
corresponding extension. RTP packets with higher priority will
be sent first in case of heavy traffic.

The Do Not Use SIP OIld Hold Method checkbox enables the

Extensions Management - Edit Entry

Internet Uplink Network

@© epyg{:

General Seftings

SIP Seftings

SIP Advanced Settings
Remote Settings

Call Queue Settings

Voice Mailbox Settings

Class of Service Settings
Licensing

Go To User Seftings
Go To Line Settings
Go To Codec Settings

SIP Advanced Settings - 14
Advanced Settings

Authentication User Name

¥ Send Keep-alive Messages to Proxy

Timeout (sec) |60

RTP priority level medium ¥
¥ Do NotUse SIP 0ld Hold Method
Outbound Proxy
Host address
Port
Secondary SIP Server

Host address

new recommended method of call hold in SIP, in which case the Port 5060
hold request is indicated with the "a=sendonly" media attribute,
rather than with the IP address of 0.0.0.0 used before. The
checkbox should be enabled if the remote party does not
recognize hold requests initiated from the Quadro.

Outbound Proxy for Secondary SIP Server

Host address

Port

A group of Host address and Port text fields respectively
require the host address (IP address or the host name) and the lSoca (mebBacke il
port numbers of the Outbound Proxy, Secondary SIP Server
and the Outbound Proxy for the Secondary SIP Server.
These settings are provided by the SIP servers’ providers and
are used by Quadro to reach the selected SIP servers.

cgies, Ltd. All rights reserved.

Fig. 11-81: Extensions Management - Edit Entry — Advanced SIP Settings page

4. Remote Settings

This group is used to configure SIP Remote Extension functionality. This is an advanced telephony feature that allows Quadro users to remotely
operate Quadro. Users need to register a hardware or software SIP phone on the Quadro by defining the Quadro’s global IP address and an
appropriate Username/Password. A registered SIP Remote phone can act fully as a phone connected locally to Quadro, i.e. it can use Quadro’'s PBX
features, place and receive calls, access voice mails, etc.

The Enable checkbox activates the SIP Remote Extension’s functionality.

Please Note: SIP Remote Extension functionality may be enabled only for active (attached to IP line) extensions.

Identification parameters used by the remote SIP device for registration on the Quadro should be defined in the Username and Password text
fields. They should match on both Quadro and SIP phone for a successful connection. To achieve the well protected strong password minimum 8
characters of letters in upper and lower case, symbols and numbers should be used. If you are unable to define a strong password, press Choose
Generated Password to use one of system defined strong passwords. The Password field is checked against its strength and you may see how
strong is your inserted password right below that field.

Line Appearance text field requires a number of simultaneous calls supported by the SIP phone.
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When the Enable RTP Proxy checkbox is selected, incoming
and outgoing RTP streams to and from the remote SIP phone
will be routed through Quadro. When the checkbox is not
selected, RTP packets will be moving directly between peers.

When the Fallback To Local Extension When Not Registered
checkbox is selected, incoming calls towards the corresponding
extension on the Quadro will be forwarded to the remote SIP
phone only if it is registered. Otherwise, when the remote SIP
phone is unregistered, incoming calls will be routed to the line
extension it is attached to. When this checkbox is not selected,
all incoming calls will be routed to the remote SIP phone only if it
is registered. Otherwise, if the remote SIP phone is
unregistered, calls will be forwarded to the extension’s voice
mailbox.

The Symmetric RTP checkbox should be selected when the
remote extension is located behind the symmetrical NAT.

5. Call Queue Settings

) - ]' -
Extensions Management - Edit Entry
Gensral Setings
SIP Remate Extension Settings - 14
« Enavle
Usemame Rem14 + Enable Hot Desking Capasility
Password [ Generale Password Mot Desking Automatic Logout:
Ling Appearance |2 Hiver
#l Enatle RTP Praxy
¥ srer 0 howns) 0 min

G0 T User Setings
G0 To Line Settinas
G0 To Codec Setungs Swe

A

Fig. 11-82: Extensions Management - Edit Entry — Remote Settings page

This group is used to configure the Call Queue service that allows multiple incoming calls to be kept in the queue when being on the line and
enables the calls to be answered in the order they have been received. This feature can be also used within Receptionist Management (see

below for more details).

The Enable checkbox activates the Call Queue functionality on
the extension.

The Call Queue Size text field requires the length of the call
queue. This is the maximum number of calls that will be
accepted into the queue and kept on hold while the extension
user is on a call. If a maximum number of calls are already held
in the call queue, the next incoming call will be routed to the
extension’s Voice Mail, if enabled, or will be disconnected.

Please Note: By configuring Call Queue size, Call Forwarding if
Busy and Voice Mail telephony services will not take effect on
the corresponding extension until the call queue is not filled.
These telephony services will affect only the calls out of the call
queue.

The Max Call Queue Appearance text field requires the
maximum number of active calls on the line. For example, if 1 is
configured in this field and the extension is in use, the next
incoming call will go to the call queue. If 2 is configured in this
field and extension is in use, the next incoming call alert will be
heard in the background (if Call Waiting service is enabled on
the corresponding extension) and the extension will hold the first
call to answer the second one or they can be joined for a call
conference. However, the next incoming call will again go to the
call queue.

Main System Users Telephony Internet Uplink Hetwork @ CPYgl
Extensions Management - Edit Entry
General Seftings
Call Queue Settings - 14
SIP Settings & Enable
SIP Advanced Seftine
SIP Advanced Jefiings Call Queue Size 4
Remaote Settings
Call Queue Settings Wax Calls Presented to Extension 1
Voice Wailbox Setings Redirection on Timeout
Class of Senvice Settings ¥ Enable Redirection on Timaout
Licensing
Call Queue Massage Repetition Count 5
CallType |PBX ¥
SIP-Clipboard
address 17 SIP-Clipboard
Go To User Settings
Go To Line Settings
G0 To Codec Seftings ZeroOut Redirection
® | voice Mail
CallType |FPBX ¥
Address SIP-Clipboard
Upload new call queue welcome message | Choose File | Nofile chosen
Upload new call queue message Choose File | Mo file chosen
Save Back Help
iss, Ltd. All rights ressrved

Fig. 11-83: Extensions Management - Edit Entry — Call Queue Settings page

Enable Redirection checkbox is used to enable the call redirection to the other destination after some time spent in the queue. This will avoid the
caller to wait in the queue for too long. This checkbox selection enables the following components:

Call Queue Message Repetition Count text field requires the number of call queue messages (played during the caller is in the queue) after
which the call in the queue will be automatically redirected to the destination defined below.

Call Type lists the available call types:
® PBX - local calls to Quadro’s extensions
e S|P — calls through a SIP server
® PSTN - calls to a global telephone network

e Auto — used for undefined call types. The destination (independent on whether it is a PBX number, a SIP address or a PSTN number) will

be reached through the Call Routing Table.

The Address text field is used to define the address where the call will be redirected. The value in this field is strictly dependent on the Call
Type defined in the same named drop down list. If the PBX call type is selected, the Quadro extension number should be defined in this field.
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For the SIP call type, the SIP address should be defined, for the PSTN call type, the PSTN user number should be defined here. For the Auto
call type, a routing pattern needs to be defined.

The ZeroOut Redirection radio buttons are used to enable the call redirection to the extension voice mailbox or other destination after some time
spent in the queue. This will avoid the caller to wait in the queue for too long.

® The Voice Mail radio button selection allows the user to redirect the call to the extensions voicemail.

e The second radio button selection allows the callers to redirect the call to the specified destination instead of holding in the extension's
queue.The caller will then be automatically transferred to the destination specified in this page. This selection activates the following fields to be
inserted:

Call Type lists the available call types:
0 PBX-local calls to Quadro's extensions.
0  SIP - calls through a SIP server.
0 PSTN - calls to a global telephone network.

0 Auto - used for undefined call types. The destination (independent on whether it is a PBX number, a SIP address or a PSTN
number) will be reached through the Call Routing Table.

The Address text field is used to define the address where the call will be redirected. The value in this field is strictly dependent on the Call
Type defined in the same named drop down list. If the PBX call type is selected, the Quadro extension number should be defined in this field.
For the SIP call type, the SIP address should be defined, for the PSTN call type, the PSTN user number should be defined here. For the Auto
call type, a routing pattern needs to be defined. The SIP-Clipboard button at the end of the line can be used only when SIP is selected in the
Call Type drop down list. It opens a small window where one of the previously entered 10 SIP addresses can be automatically selected again.
If the address already exists in the table, selecting Save will cause the error "Caller address already exists". Wildcard is allowed in this field.

Please Note: To activate the ZeroOut Redirection feature, the caller should dial 0 digit.

Upload new call queue welcome message allows updating the active Call Queue welcome message (played when a caller joins the extension’s
call queue), downloading it to the PC, or restoring the default one.

The Remove call queue welcome message functional link appears only when the custom call queue welcome message is already uploaded and is
used to remove it and restore the default call queue welcome message.

The Download call queue welcome message functional link appears only when the custom call queue welcome message is already uploaded and
is used to download it to PC and opens the file chooser window where the saving location can be specified.

Upload new call queue message allows updating the active call queue message (played when a caller is being held in the queue), downloading it
to the PC, or restoring the default one.

The Remove call queue message functional link appears only when the custom call queue message is already uploaded and is used to remove it
and restore the default call queue welcome message.

The Download call queue message functional link appears only when the custom call queue message is already uploaded and is used to download
it to PC and opens the file chooser window where the saving location can be specified.

Browse buttons open the file chooser window to browse for a new Call Queue welcome message file. The uploaded files should to be in PCMU
(CCITT u-law, 8 kHz, 8 bit Mono) wave format, otherwise the system will prevent uploading it with the “Invalid audio file, or format is not supported”
warning message. The system also prevents uploading if there is not enough memory available for the corresponding extension, which will cause the
“You do not have enough space” warning message.

6. Voice Mailbox Settings

This group is used to configure voice mailbox storage and consists of a group of manipulation radio buttons to define the location where voice mails
will be collected.

® Disable Voice Mail — disables the Voice Mail service for the corresponding extension. With this selection, the extension user will be unable to
reach their Voice Mail Settings, but will be able to access their Voice Mailbox and manage the existing voice mails.

® Use Internal Voice Mail — enables the Voice Mail service for the corresponding extension and defines the Quadro’s internal storage as a
location for the Voice Mails.

This selection also allows you to manipulate with the Voice Mail Configuration Wizard used by the extension’s user to setup personal settings
(the password, the voice mail greeting message and the user's name for Extensions Directory) from the handset. By default, the Voice Mail
Configuration Wizard is enabled when the Quadro’s is in the factory reset state. It can be manually enabled from this page by pressing the
Activate button. When the Voice Mail Configuration Wizard is activated, the extension’s user is prompted to insert personal settings as
he/she enters his/her Voice Mailbox for the first time. Unless the required information is not inserted, the button is changed to Deactivate and
the Configuration Wizard Status becomes Activated. Use Deactivate button to stop Voice Mail Configuration Wizard. When the user
inserted the required information, the Configuration Wizard Status on this page is changed to Passed and a Reactivate button appears.
Using Reactivate button you might re-enable the Voice Mail Configuration Wizard so the user will be again prompted about his/her personal
settings next time entering his/her Voice Mailbox.

Instructions on how to insert the information prompted in the Voice Mail Configuration Wizard are available in the Features Codes (see
Manual lll — Extension User’'s Guide).
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The Shared Mailbox section is used to setup a mailbox sharing. The Edit Voice Mailbox Access List link goes to the page where a list of
PBX extensions can be defined for which the mailbox of the current extension will be shared and accessible without password authentication.
For more details on how to access Shared Mailboxes, see Feature Codes.

® Use External Voice Mail — enables the Voice Mail service for the corresponding extension and is used to define a remote Voice Mail Server as
a location for the Voice Mails. In this case recorded voice mails will be collected on the remote server. Radio button selection enables a sub-

group of manipulation radio buttons:

If the remote Voice Mail Server is combined with the SIP Proxy server, it is recommended to select Proxy Controlled Mailbox Type. With this
selection, SIP proxy will keep the recorded voice mail on itself. When extension accesses his mailbox by dialing *0, the call will be redirected to

the voice mailbox on the proxy server.

If the remote Voice Mail Server acts as a standalone location of voice mails, it is recommended to select Independent Mailbox Type. With this
selection, Quadro redirects the recorded voice mails to the defined remote Voice Mail server. When extension accesses his mailbox by dialing

*0, the call will be redirected to the remote voice mail server.

For each of these selections, it is required to enter the SIP URI of the Voice Mail Server where voice mails of the corresponding extension will

be collected.

The Transport Protocol for SIP messages radio buttons allow the transport protocol (UDP or TCP) for transmission of SIP messages to be

selected.

With MS Exchange Server you can keep recorded voice
messages into one universal inbox.

o] UM Auto Attendant URI text field requires the SIP
URI of the MS Exchange Server. When extension
accesses his mailbox by dialing *0, the call will be
redirected to the voice mailbox on the MS Exchange
Server.

o] UM Extension text field requires an extension number
that Unified Messaging will use when voice mail is
submitted to the user's MS Exchange Server mailbox.

Please Note: When the MS Exchange Server option is
selected as an external voice mail server, the transport protocol
TCP is automatically used regardless of the Transport Protocol
for SIP messages radio button selection.

Attention: By choosing the Use External Voice Mail option,
some internal voice mailbox services may become unavailable.
Instead, the services of the external voice mail server will
become available to the user. Please consult with the external
voice mail server administrator before enabling this option.

7. Class of Service Settings

The Class of Service Settings page is used to assign the
defined classes to a PBX extensions.

To use Class of Service feature it should be enabled from the
Class of Service page.

Class of Service feature allows to specify which PBX extensions
can use which routing rules to make a call. For example, if an
extension is not assigned to a certain class of service and an
attempt is made to place a call from that extension using routing
rule with the Class of Service feature enabled, then "Number
dialed does not exist" message will be played to the caller.

The Go to Class of servicelink leads to the Class of
Services page where the class of services can be configured.

The Go to Call Routing Table link leads to the Call Routing
Table page where the call routing rules can be assigned to a
certain class of service(s). The classes defined in the Class of
Services page will appear on this page to assign the PBX
extensions to a certain class of service(s).

PBX extensions can be attached to a several class of services
at the same time.

r 1+
Main System  Users Telephony Intarnat Uplink Metwork @ (‘ p } g l
Extensions Management - Edit Entry
Voice Mallbox Settings = 14
Dz abnle Volce Kadl
Lse Internal Vodoe Mai
Configuralion wizard status: Aclivated | Deactivale
Shared Mailoox - EQiE YoIoe Malbox Access List
L
Dge Edernal Voloe Man I‘:A'l:uull Fratecal for
SIP messages
Prooy Controllad Malioox Type LoF
oion S — TCP
Voloe Mall Retrieve S
Go To User Seifings =

Go To Line Setings
G To Lodec Se1n0s

Inaapanaant Maidoa: Typs

Manbox
Uk

M3 Exchange Server
LM bt

Attenaant

um
Extension

Save Back Melp

Fig. 11-84: Extensions Management - Edit Entry — Voice Mailbox Settings page

Main  System Users

@ cpysl-

quadro

Telephony Internet Uplink Network

Extensions Management - Edit Entry

General Seftings

SIP Seftings

8IP Advanced Settings

Remote Settings
Call Queue Seftings

Vaoice Mailbox Settings

Class of Service Settings
Licensing

Go To User Settings
Go To Line Seftings
Go To Codec Settings

Class of Service Settings - 14

Info: To use Class of Service it should b abled from Class of Service page!

Go to Class of service
Go to Call Routing Table

¥ for SIP rule (88%) for PSTN rule (55%)

Save Back Help

Please checkvour pending events!

Copyright (C} 2003-2012 Epygi

ogies, Ltd. All rights reserved

Fig. II-85: Extensions Management - Edit Entry — Class of Service Settings page
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8. Licensing

) ) i 3 . . . . Main  System Users Telephony Internet Uplink Network @epygl
This page is only available if the corresponding licensing is

enabled from the Features page.

) . ) Extensions Management - Edit Entry
This group allows you to configure the extension to be used by

the Quadro Communication Manager (QCM) soft-phone General Setings
application, iQall and the Pro/Basic level Desktop License Settings - 14
Communication Console.

SIP Settinas

Enable QCM (CQuadre Communication Manager) license

The Enable QCM (Quadro Communication Manager) license e )

. ! _— # Enable DCC Pro license
checkbox allows you to set the corresponding extension to be Remote Sefings
used by the QCM application. When the checkbox is not Call Queue Setlings Enzble DCC Basic license
selected on this page, the QCM will be functional with the Voice Mailbox Settinas ¥ Enable iQall Toggling license

extension only during trial period. Class of Senvice Seftings

Enable DCC Pro license checkbox enables Quadro PBX Licensing
extensions to use the Pro-level Desktop Communication
Console (the application description can be found at Epygi
Technical Support).

Enable DCC Basic license checkbox enables Quadro PBX

extensions to use the Basic-level Desktop Communication Go To User Settings

Console (the application description can be found at Epygi Go To Line Seftings

Technical Support). Go To Codec Settings | sae || Back | | Help
Please Note: These checkboxes can be simultaneously e ——

Cepyright [C) 2002-2013 Epygi Technologies, Lid. All rights reserved.

selected on as many extensions as QCM and/or DCC licenses
are available on the Quadro.

Fig. 11-86: Extensions Management - Edit Entry — License Settings page
Enable iQall Toggling license checkbox allows you to allocate the iQall Toggling licenses to the corresponding extensions.

The Go to User Settings link is used to make a quick jump to the extension specific Extension's Main Menu page (see Manual Il — Extension User’'s
Guide).

The Go to Line Settings link is used to make a quick jump to the Line Settings page of the corresponding extension.

The Go to Codec Settings link is used to make a quick jump to the Codec Settings page of the corresponding extension.

Pickup Group Extension Settings
Pickup Group & Access List

The Pickup Group service is used to monitor calls addressed to a certain list of extensions and to pick up calls ringing on the listed extensions. This
service may be used when a group of extensions are located in the same area so the persons nearby can hear the ringing on one of the extensions.
This feature allows you to pick up the call ringing on a certain extension by dialing the number of the pickup extension.

The Pickup Group list is used to define the extensions that can be monitored by calling a certain pickup extension.

The Access List is used to define PBX, SIP or PSTN users that are allowed or forbidden to intercept calls ringing on extensions in the Pickup
Group.

If a user dials the pickup extension when several extensions of the pickup group are ringing, the first (oldest in time) call will be picked up. When the
user dials the pickup extension and no extensions of the pickup group are ringing, the “No call is available to pickup” message will be played to the
user. When the user that is not listed in the Access List dials the pickup extension, password authorization (of the pickup extension) will be required
to answer the call. When a denied user dials the pickup extension, the “Party does not accept your call’ message will be played to the user.

For Pickup Group extensions, the Extensions Management - Edit Entry page consists of General Settings, SIP Settings and Advanced SIP
Settings pages. The SIP Settings and Advanced SIP Settings pages are the same as for regular extensions (see User Extension Settings)
described above. The General Settings page has a different content as follows:
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1. _General Sett!ngs (fOI’ piCkup grOL_Jp e_xtension_) Main System Users Telephony Internet Uplink Network @ep}’gl
This group requires personal extension information and has the quadre

following components:

Display Name is an optional parameter used to recognize the Extensions Management - Edit Entry

caller. Usually the display name appears on the called party’s
phone display when a call is made or a voice mail is sent.

General Settings
General Settings - 35

. . SIF Sedi
Password requires a password for the new extension. Seinne

5IP Advanced Settings | Display Name Pickup

The extension password may only contain digits. If non-
numeric symbols are entered an “Incorrect Password: no
symbol characters allowed” error message will prevent making Confirm Passward |eessees
the extension.

FPagsword LTTTITL) Choose Generated Pagsword

Showun Puhblic Directory
) 50 To € .

If you are unable to define a strong password, press Choose GoTo Codec SAMIS | = oo Group
Generated Password to use one of system defined strong
passwords. The Password field is checked against its strength

and you may see how strong is your inserted password right

below that field.

EditAccess List

Flease check vour pending events!
Copyright (C) 2003-2011 Epyai Technalogies, Ltd. All rights reserved.

Fig. 11-87: Extensions Management - Edit Entry — General Settings for pickup extension page

Confirm Password requires a password confirmation. If the input is not corresponding to the one in the Extension Password field, the “Incorrect
Password confirm” error message will appear.

The Edit Pickup Group link leads to the page where a list of monitored extensions can be defined.

Ban System Users  Tephiay  WeWndUpki etwak Ql)“_,l
The Pickup Group of Extension page lists all available regular
and virtual extensions on the Quadro and allows you to manage Pickup Group of Extension 35
the Pickup Group. e (s s s s
The Enable functional button is used to include the selected Ofw nntiiond
extension(s) to the Pickup Group of the corresponding pickup Ofe it e machod
extension. The extensions in the Pickup Group can be O ——
monitored by the pickup extension. The calls addressed to the Ofm [Ensvd ot sacked
extensions in the Pickup Group can be answered by the pickup cf» e ot et

extension. Olw [r——

The Disable functional button is used to exclude the selected - 8
extension(s) from the Pickup Group of the corresponding pickup ofn
extension. Ofa

n sibiad (At

] Désatiod (tachad

Fig. 11-88: Pickup Group of Extension page

The Edit Access List link leads to the page where permissions for the users to use the pickup service can be defined.

. . . Main Systemn Users Telephony Internet Uplink Network @ep}!gl
The Access List of Extension page lists all users (or a group quadio
of users if a wildcard is used) and the appropriate permissions
to pickup the calls ringing on the extensions from the Pickup Access List of Extension 35
Group. Add Edit Delete Selectall Inverse Selection
Caller Action
[ | PBEx-= Allow
|:| SIP - 11369@sip epygiloc | Allow
[ |Pex-18 Allave
I:l PSTM - 207104 Allowy
Please check your pending events!
Copyright () 2003-2011 Epyai Technologies, Lid. All rights resemed

Fig. 11-89: Access List of Extension page for Pickup Group
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. Main System Users Telephony Internet Uplink Network @ep}"gl
The Add functional button opens an Add Entry page where a quadro
new user with corresponding permissions might be created.
This page consists of the following components: Access List - Add Entry

Call Type lists the available call types:
® PBX - local calls from Quadro’s extensions
e SIP —calls through a SIP server sddress |11389@sin epygiloc

e PSTN - calls from global telephone network twildeard supported)

Call Type | SIP v

e Auto — used for undefined call types. The destination Action: [ Allow 8
(independent on whether it is a PBX number, SIP
address or PSTN number) will be passed through the Flease check your pending events!
Call Routing Table. Copyright (C) 2003-2011 Eprai Technologies, Lid. All ights reserved.

Fig. 11-90: Access List of Extension —Add Entry page for Pickup group

The Address text field is used to define the address to be included in the Access List table. The value in this field is strictly dependent on the Call
Type defined in the same named drop down list. If the PBX call type is selected, the Quadro extension number should be defined in this field. For the
SIP call type, the SIP address should be defined, for the PSTN call type, the PSTN user number should be defined here.

The Action drop down list is used to select the defined user’s permissions (allow or deny) to use the pickup service for the extensions included in the
Pickup Group.

Call Park Extension Settings

For Call Park extensions, the Extensions Management - Edit Entry page consists of General Settings, SIP Settings and Advanced SIP
Settings pages. The SIP Settings and Advanced SIP Settings pages are the same as for the regular extensions (see User Extension Settings),
while General Settings page has a different content:

1 General Sett!ngs (for call park e)ften_Sion) ) Main System Users Telephony  IntenetUplink  Network @ep')’gl
This group requires personal extension information and has the quadro

following components:

Display Name is an optional parameter used to recognize the Extensions Management - Edit Entry
caller. Usually the display name appears on the called party's
phone display whenever a call is performed or a voice mail is General Settings
sent. General Settings - 45
SIP Seftings

SIP Advanced Setlings | Display Name Parking

Password requires a password for the new extension.

The extension password may only contain digits. If non-numeric
symbols are entered an “Incorrect Password: no symbol
characters allowed” error will prevent making the extension. Retrieve Access List

Park Access List Password I Choose Generated Password

Confirn Pasgword |essssss
If you are unable to define a strong password, press Choose
Generated Password to use one of system defined strong ] shaw on Public Directory
passwords. The Password field is checked against its strength
and you may see how strong is your inserted password right
below that field.

Refrieve Timeout |15 min

Go To Codec Settings

Confirm Password requires a password confirmation. If the

input is not corresponding to the one in the Extension Please check your pending events!
Password fleld, the error W|” appear: “Incorrect Password Copyright (C)2003-2014 Epyai Technologies, Lid. All rights resensed.
confirm”.

Fig. 11-91: Extensions Management - Edit Entry — General Settings for call park extension page

With the Show on Public Directory checkbox enabled, the details of the corresponding extension will be displayed in the User Settings table on the
Main Page of the Extension’s Quadro Web Management (accessed by the extension’s login, see Manual Il — Extension User's Guide). Besides this,
the details of the extension will be displayed in the Public Directories on the snom and Aastra SIP phones. Leave this checkbox unselected if the
extension is reserved or not used, or when the extension serves as an intermediate unit for call forwarding, etc.

Retrieve Timeout text field requires a timeout (in minutes) during which the parked call will stay active, i.e. the parked user will remain on-hold.
When the call park retrieve timeout expires, the hold music stops playing to the parked user and a new call is being placed towards the extension
initiating the call park. If the extension initiating the call park does not answer the call, the caller which has been recently parked will reach the
extension’s Voice Mailbox, if enabled, otherwise will be disconnected.

Quadro4Li; (SW Version 5.3.x) 50



Quadro4Li Manual I1: Administrator's Guide

Administrator’s Menus

2.  Park Access List

This page is used to define a list of extensions that are allowed
to park the call to the corresponding call park extension. The
wildcard is supported in the Address field to add a group of
extensions with one entry.

If the extension is not in the Park Access List for the
corresponding call park extension, it will not be able to park a
call to this call park extension.

By default, this table contains a “*” entry which allows any PBX
users to park the call to this extension.

Attention: If you modify the Park Access List by adding new
extensions, do not forget to remove the default “*” entry from the
list for the new configuration to take effect.

3. Retrieve Access List

This page is used to define a list of callers that are allowed to
retrieve a call parked to the corresponding call park extension.

If the caller is not in the Retrieve Access List for the
corresponding call park extension, it will not be able to pickup a
call parked to this call park extension.

By default, this table contains an “Auto-*" entry which allows any
caller to pickup the call parked to this extension.

Attention: If you modify the Retrieve Access List by adding new
callers, do not forget to remove the default “Auto-*" entry from
the list for the new configuration to take effect.

The Add functional button opens an Add Entry page where a
new caller can be added to the list. This page consists of the
following components:

Call Type lists the available call types:
® PBX - local calls from Quadro’s extensions
® S|P — calls through a SIP server
® PSTN — calls from global telephone network

® Auto — used for undefined call types. The destination
(independent on whether it is a PBX number, SIP address
or PSTN number) will be passed through Call Routing
Table.

The Address text field is used to define the address to be
included in the Retrieve Access List table. The value in this field
is strictly dependent on the Call Type defined in the same
named drop down list. If the PBX call type is selected, the
Quadro extension number should be defined in this field. For the
SIP call type, the SIP address should be defined, for the PSTN
call type, the PSTN user number should be defined here. The
wildcard is supported in this field.

Paging Group Extension Settings
Paging Group & Access List

Main Systemn Users Telephony Internet Uplink

Extensions Management - Edit Entry

HNetwork

@-cpysi

quadro

Seneral Settings
Park Access List -45

SIP Settings
SIP Advanced Settings

=

.l

Edit Delete Selectall lnverse

Park Access List

Eetrieve Access List

17

12

g|o|o

Go To Codec Settings

Please check your pending events!
Copyright (C) 2003-2011 Epwai Technologies, Lid. All rights reserved.

Fig. 11-92: Extensions Management - Edit Entry — Park Access List for call park extension

Main System Users  Telephony Internet Uplink

Extensions Management - Edit Entry

Metwork

@©cpysi

quadra

General Settings
Retrieve Access List-45

SIP Settings

SIP Advanced Settings Add Edit Delete Selectall Inwerse Selection
Park Access List Address

Retrieve Access List D Auto-*

[] | psTh-297104

[] | siP-11368@sin.epysiloc

Go To Codec Settings

Flease checkyour pending events!
Copyright (C)2002-2011 Epyai Teshnologies, Ltd. All rights resened.

Fig. 11-93: Extensions Management - Edit Entry — Retrieve Access List for call park extension

Main System Users Telephony Internet Uplink

Retrieve Access Settings - Add Entry

Call Type |PSTH

Address 287104

{wildcard supported)

Please check your pending events!
Copyright (£)2003-2011 Epyai Technologies, Ltd. All rights resenved

@-<pysi

quadro

Network

Fig. 11-94: Extensions Management - Edit Entry — Retrieve Access List for call park extension

The Paging Group service is used to page a group of extensions by forcing extensions to go off-hook and opening one-way communication. The
service is particularly used for announcements addressed to a group of extensions. Service allows to page multiple extensions by dialing the Paging

Group extension.

Please Note: The Paging Group service requires called extensions to use one of the following SIP or analog phones which are able to

automatically go off-hook:

e snom 300 ®  Aastra 6737i
e snom 320 ®  Aastra 6739i
® snom 360 ®  Aastra 480e
e snom 370 ®  Grandstream BT200

e  Polycom VVX 1500

e  Polycom SoundStation IP 6000
®  Thomson ST2030S

e  Yealink SIP-T20P
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® snom 710 e  Grandstream GXP1400 ®  Yealink SIP-T22P

® snom 720 ®  Grandstream GXP1405 ®  Yealink SIP-T26P

® snom 760 ®  Grandstream GXP1450 ®  Yealink SIP-T28P

e snom 820 e  Grandstream GXP2000 ®  Yealink SIP-T32G

e snom 821 e  Grandstream GXP2100 ®  Yealink SIP-T38G

e snom 870 e  Grandstream GXP2110 ®  Yealink SIP-T46G

® Aastra 480i e  Grandstream GXP2120 ®  Yealink VP530

® Aastra 9133i ®  Grandstream GXV3140 ®  Linksys SPA942

® Aastra 9112i ®  Grandstream GXV3175 ®  Linksys SPA941

® Aastra 9143i e  Polycom SoundPoint IP 300SIP ®  Linksys SPA922

® Aastra 9480i e  Polycom SoundPoint IP 330SIP ®  Linksys SPA921

® Aastra 6751i e  Polycom SoundPoint IP 331SIP ®  Linksys SPA2002

® Aastra 6753i e  Polycom SoundPoint IP 501SIP ®  Linksys SPAPAP2T
® Aastra 6755i e  Polycom SoundPoint IP 550SIP e  AudioCodes 310HD
® Aastra 6757i e  Polycom SoundPoint IP 601SIP e  AudioCodes 320HD
® Aastra 6730i e  Polycom SoundPoint IP 650SIP ®  Panasonic KX-UT136
® Aastra 6731i e  Polycom VVX 300/310 ®  Panasonic KX-UT123
® Aastra 6735i e  Polycom VVX 400/410 ®  Panasonic KX-TGP550T04

The Paging Group list is used to define the extensions that will be paged. They will automatically go off-hook when the paging call comes in.

The Access List is used to define PBX, SIP or PSTN users that are explicitly allowed/forbidden to activate the call paging using the corresponding
extension.

When calling to the Paging Group extension, the call will be forwarded to the extensions listed in the Paging Group table. The phones of the called
extensions will automatically go off-hook (the phone speaker automatically becomes activated) and the caller will be able to make his announcement.
Since the paging call opens one-way communication, the called extensions will not be able to give an answer to the caller. To terminate the paging
call, caller should simply hang up.

Attention: Call paging will not work if the called extension is in call.

When caller not listed in the Access List calls the Paging Group extension, password authorization (using the password of the Paging Group
extension) will be required to start the call paging. When a denied user tries to call the Paging Group extension, “Party does not accept your call”
message will be played to the caller. When caller dials the Paging Group extension with empty Paging Group table, “Number dialed temporarily
unavailable” message will be played to the caller.

For Paging Group extensions, Extensions Management - Edit Entry page consists of General Settings, SIP Settings and Advanced SIP
Settings pages. The SIP Settings and Advanced SIP Settings pages are the same as for the regular extensions (see User Extension Settings),
while General Settings page has a different content:

l' General Settings (for paglng group extension) Main System Users Telephony Internet Uplink Network @e})}’gl
This group requires personal extension information and has quadra

the following components: Extensions Management - Edit Entry

Display Name is an optional parameter used to recognize the
General Settings

caller. Usually the display name appears on the called party’s General Settings - 55
phone display whenever a call is performed. SIP Settings
. . SIP Advanced Settings | Display MName Paging
Password requires a password for the new extension.
Password sssssss [ Choose Generated Password ]
The extension password may only contain digits. If non- Confirm Passward | sssssss
numeric symbols are entered an “Incorrect Password: no
" . . Show on Public Directory
symbol characters allowed” error will prevent making the GoTo Codec Settinas | _ o
. Edil Panine Group
extension.
EditAccess List
If you are unable to define a strong password, press Choose

Generated Password to use one of system defined strong
passwords. The Password field is checked against its strength
and you may see how strong is your inserted password right
below that field.

Please check your pending events!
Copyright (C) 2003-2011 Epyai Technologies, Ltd. &ll rights reserved

Fig. 11-95: Extensions Management - Edit Entry — General Settings for paging extension page

Confirm Password requires a password confirmation. If the input is not corresponding to the one in the Extension Password field, the error will
appear: “Incorrect Password confirm”.

The Edit Paging Group link leads to the page where a list of extensions to be paged is created.
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The Paging Group of Extension page lists all to be paged,
i.e. those that will automatically go off-hook (by automatic
activation of the phone’s speaker) once the call to the paging
group comes in.

Add functional button opens an Add Entry page with an only
drop down list containing all available extensions on the
Quadro.

The Edit Access List link leads to the page where permissions for users to use the Paging Group service can be defined.

The Access List of Extension page lists all users (or a group
of users if a wildcard is used) and the appropriate permissions
to use the Paging Group through the corresponding extension.

The Add functional button opens an Add Entry page where a
new user with corresponding permissions might be created.
This page consists of the following components:

Call Type lists the available call types:
® PBX - local calls from Quadro’s extensions
® S|P — calls through a SIP server
® PSTN — calls from global telephone network

e Auto — used for undefined call types. The destination
(independent on whether it is a PBX number, SIP
address or PSTN number) will be passed through Call
Routing Table.

Wain System Users  Telephory  lerie Uk

Paging Group of Extension 87

A Dslels Seloct ol liewise Seloction

Metwoh

@cpygi

Halp

Fig. 11-96: Paging Group of Extension page

Wain  System Users  Telephoiy Wit Upnk,

Access List of Extension 67

B [t Delele Select ol e se Salectiog

Hetwenh,

@ epygi

Holp |

Fig. 11-97: Access List of Extension page for Paging group

Main  System  Users  Talephony brirernan Uplink

Access List - Add Entry
SR -

00200242sin apvgl com

Allgw

Save | Back

[__SiP-Clipbyard

Hatwork

@:‘l}\'gi

[ Heln

Fig. 11-98: Access List of Extension —Add Entry page for Paging Group

The Address text field is used to define the address to be included in the Access List table. The value in this field is strictly dependent on the Call
Type defined in the same named drop down list. If the PBX call type is selected, the Quadro extension number should be defined in this field. For the
SIP call type, the SIP address should be defined, for the PSTN call type, the PSTN user number should be defined here.

The Action drop down list is used to select the defined user’s permissions (allow or deny) to use the Paging Group service for the extensions

included in the Paging Group table.

Attendant Extension Settings

For Attendant extensions, the Extensions Management - Edit Entry page consists of General Settings, Attendant Scenario, SIP Settings and
SIP Advanced Settings pages. The SIP Settings and SIP Advanced Settings pages are the same as for the regular extensions described above.
The General Settings and Attendant Scenario pages are described below:

1. General Settings (for attendant extension)
This group requires personal extension information and has the
following components:

Display Name is an optional parameter used to define the Auto
Attendant's description. Usually the display name appears on
the called party's phone display when a call is made or a voice
mail is sent.

With the Enable FAX Forwarding checkbox enabled, the
system moves the incoming FAX to the selected extension if a
FAX tone is detected on the Auto Attendant.

£ r 1
Main  System  Users  Telephony nmernet Uplink HNetwork @ € [)} :'-:;I
quadio
Extensions Management - Edit Entry
General Semings
General Settings - 00
Aftendant Scenario
HIF Setings Display Mame Atenclant
SIF Advanced Setinas Enable FAX forwarding
Extension to forward
Show on Public Directory
Fercentage of Total Memory Z - %
[ save ] [ sack ] [ hew ]
Pleage checkyour pending events!
o pyrl ght (I3) PO 1 Lpyl Teshnalogies, Ltd, Al fghte reeenied

Fig. 11-99: Extensions Management - Edit Entry — General Settings for Auto Attendant page
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The Extension to forward drop down list is used to choose the extension where the incoming FAX addressed to the Quadro’s Auto Attendant will be

forwarded. The list contains only those extensions that have FAX support enabled. FAX support can be enabled from the Extension Codecs page.
Please Note: FAX forwarding is applicable only for incoming calls from PSTN and IP networks. It is not valid for PBX calls.

With the Show on Public Directory checkbox enabled, the details of the corresponding auto attendant extension will be displayed in the User
Settings table on the Main Page of the Extension’s Quadro Web Management (accessed by the extension’s login, see Manual Ill — Extension User’s
Guide). Besides this, the details of the extension will be displayed in the Public Directories on the Snom and Aastra SIP phones. Leave this checkbox
unselected if this auto attendant extension is reserved or not used.

The Percentage of System Memory drop down list is used to define the space for the Auto Attendant’s system messages. The maximum value in
the drop down list is equal to the maximum available space for voice messages on Quadro.

2. Attendant Scenario

This group is used to select between default and custom attendant functionality scenarios. When the Default scenario is selected, a group of settings

should be adjusted. Here, the user defined Auto Attendant system messages can be uploaded and the list of Friendly Phones can be configured.
For Custom scenario, a scenario script file (in EpygiXML coding, the coding standard can be found at Epygi Technical Support) should be defined
and the custom voice messages can be uploaded.

The Default manipulation radio button selection enables the following components:

The Send AA Digits to Routing Table checkbox selection
switches the Auto Attendant to the routing mode. Any
inserted digits on the Auto Attendant prompt will be passed
through the Routing Table on the Quadro.

Redirection on Timeout - this group allows automatic call
redirection in case no action has been performed by the
caller. The group offers the following options:

Enable Redirection on Timeout checkbox is used to
enable/disable the automatic call redirection.

Recurring Attendant Prompt Repetition Count text field
indicates the number of Recurring Attendant Prompts to be
consecutively played to the caller with no action from
his/her side. When the Recurring Attendant Prompt is
played the number of times indicated in this text field, the
call will be automatically redirected to the defined
destination.

Call Type drop down list includes possible incoming call
types (PBX, PSTN, SIP or Auto). PBX selection means that
the call will be redirected to the local extension. SIP
selection means that the call will be redirected to the SIP
destination correspondingly. PSTN selection means that
the call will be redirected to the PSTN destination. Auto
selection is used for undefined call types: destination
(independent on whether it is a PBX number, SIP address
or PSTN number) will be reached through Routing.

Call To text field requires the destination number dialed in
the format depending on the selected Call Type. The
wildcard is supported in this field.

Attendant Welcome Message - this group allows updating
the active Auto Attendant welcome message (played only
once when entering Auto Attendant), downloading it to the
PC, or restoring the default one. The group offers the
following components:

Enable Welcome Message checkbox is used to
enable/disable the Auto Attendant welcome message (the
default one or the custom one uploaded from this page or
recorded from the handset (see Feature Codes) being
played when callers enter Quadro’s Auto Attendant.

Upload new welcome message indicates the file name used to upload a new welcome message. The uploaded file needs to be in PCMU
(CCITT u-law, 8 kHz, 8 bit Mono) wave format, otherwise the system will prevent uploading it and the “Invalid audio file, or format is not
supported” warning message will appear. The system also prevents uploading if there is not enough memory available for the corresponding

Main System Users Telephony

Internet Uplink  Network

Extensions Management - Edit Entry

General Settings

Attendant Scenario
SIP Seftings
SIP Advanced Settings

Go To Codec
Settings

Attendant Scenario - 00

® Defaul ¥ Send AA Digits to Routing Table

¥/ Enable Redirection on Timeout

Call Type

CalTo

¥ Enable ZeroOut
Rediectealtype PEX [w]

[

Redirection on Timeout

Recurring Attendant Prompt Repetition Count |10

Pex [+

15

ZeroOut !

SIP-Clipboard

SIP-Clipboard

—
VXUL Seenario | e VL scenaro fie [ Choose Fie

Upload VXML Scendrio Voice liessages

No file chosen

Customized Scenaric | eqi seenarip

Import/Expert scenario
Remeve scenario

View/Download VXML scenario

Attendant Ringing Announcement

¥ Enable Ringing Announcement

® Fie Uplead new ringing announcement

Download Ringing Announcement
Remove Ringing Announcement

Choose Filg | No fle chosen

RTP Channel

Chooss Crannet | []

Save Back

Please check your pending events

Fig. 11-100: Extensions Management - Edit Entry — Attendant Scenario page

extension and the “You do not have enough space” warning message will appear.

Browse opens the file chooser window to browse for a new welcome message file.

The Download Welcome Message and Remove Welcome Message links appear only if a file has been uploaded previously. The Download
Welcome Message link is used to download the message file to the PC and opens the file-chooser window where the saving location may be

specified. The Remove Welcome Message link is used to restore the default welcome message.
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e Recurring Attendant Prompt - this group allows updating the active recurring Auto Attendant message (played after the Attendant Welcome
Message and then periodically repeated while being in the Auto Attendant), downloading it to the PC, or restoring the default one. The group
offers the following components:

Upload new Recurring Attendant Prompt indicates the file name used to upload a new recurring auto attendant prompt. The uploaded file
needs to be in PCMU (CCITT u-law, 8 kHz, 8 bit Mono) wave format, otherwise the system will prevent uploading and the “Invalid audio file, or
format is not supported” warning message will appear. The system also prevents uploading if there is not enough memory available for the
corresponding extension. This will cause the “You do not have enough space” warning message to appear.

Browse opens the file chooser window to browse for a new Recurring Attendant Prompt file.

The Download Recurring Attendant Prompt and Remove Recurring Attendant Prompt links appear only if a file has been uploaded
previously. The Download Recurring Attendant Prompt link is used to download the Recurring Attendant Prompt file to the PC and opens the
file-chooser window where the saving location may be specified. The Remove Recurring Attendant Prompt link is used to restore the default
Recurring Attendant Prompt.

The Attendant Ringing Announcement group allows uploading an optional voice message that is played to callers instead of ring-back tones
when making calls through an auto attendant. The Ringing Announcement can be enabled for both custom and default attendants.

Please Note: The Attendant Ringing Announcement is played to SIP-to-extension and PSTN-to-extension calls only. The announcement can
also be played to SIP-attendant-SIP and PSTN-attendant-SIP calls if they are made by a call routing rule for which the RTP proxy is enabled.

The group offers the following components:

The Enable Ringing Announcement checkbox enables/disables the Auto Attendant optional announcement message. When this checkbox is
selected but no custom announcement message is uploaded, the default message will be played to callers.

o File selection is used to upload the ringing announcement file. The following option is available under this selection:

Upload new ringing announcement indicates the file name used to upload an announcement. The uploaded file needs to be in PCMU
(CCITT u-law, 8 kHz, 8 bit Mono) wave format, otherwise the system will prevent uploading and the “Invalid audio file, or format is not
supported” warning message will appear. The system also prevents uploading if there is not enough memory available for the
corresponding extension. This will cause the “You do not have enough space” warning message to appear.

Choose File opens the file chooser window to browse for a new announcement.

The Download Ringing Announcement and Remove Ringing Announcement links appear only if a file has been uploaded previously.
The Download Ringing Announcement link is used to download the announcement file to the PC and opens the file-chooser window
where the saving location may be specified. The Remove Ringing Announcement link is used to restore the default ring back tones.

o0 RTP Channel selection is used to define the channel for the broadcast streaming. The RTP channels are created by the system
administrator. Therefore if you are experiencing problems with using the RTP channels as ringing announcement, or no RTP channels are
available to select on this page, turn to your system administrator for clarification.

e Friendly Phones - the Edit Authorized Phones Database link refers to the Authorized Phones Database page where a list of trusted external
phones can be created. If external SIP or PSTN users are added to the Quadro Authorized Phones database, they are free to access the Auto
Attendant Services without passing the authentication or to use the Call Back services.

The VXML Scenario manipulation radio button selection allows you to upload Attendant’s custom scenario file and voice messages. The selections
are:

e The Upload VXML Scenario File indicates the file name used to upload a new scenario file. The uploaded file needs to be in EpygiXML format
(the coding standard can be found at Epygi Technical Support) and is restricted to a 20KB file size. Browse opens the file chooser window to
browse for a custom scenario file.

Please Note: You may upload an attendant scenario file along with the voice prompt recordings as a single file. To do this, create an archive file
of the “tar.gz” type containing all the necessary files and upload it from the Upload VXML Scenario Voice Messages page.

e The View/Download Scenario link appears only when a custom scenario file has been previously uploaded and is used to view or download
the scenario file. The Remove Scenario link is used to remove a custom scenario file and return to the default Auto Attendant scenario.

e The Upload VXML Scenario Voice Messages link refers to the page where voice messages used in the uploaded custom scenario should be

managed.
This page provides the possibility of uploading voice messages to Mok Spsiein Users  Tabpbaey  Wsrnat gk Netwaak ©@cpysi
be played in the custom Auto Attendant scenario. It also removes z
and downloads the uploaded files to a PC. Upload Custom Scenario Voice Messages

The Upload VXML Scenario Voice Messages page contains a Atteridant Oy

table where uploaded custom voice messages are listed. Use the ik Voo ik
Download functional button to download and use Remove to B
delete the corresponding custom voice message. Browse opens
a file chooser window to browse for a custom voice message or
for an archive file with the “tar.gz” extension containing the
custom attendant scenario and the voice prompt recordings.

Halp

Fig. 11-101: Upload Custom Voice Messages page

The Customized Scenario radio button selection allows you to switch the Attendant to the customized Attendant scenario. The Customized
Scenario radio button selection enables the following components:

® The Create Scenario link refers to the Edit Scenario page where a new scenario for a current Auto Attendant might be created.
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The Edit Scenario page consists of two pages for menu configurations: The Main menu configuration page and the Submenus configuration page.

The Main menu is the menu where all incoming calls to the certain Auto Attendant will be placed first. The Submenus are the supplementary menus
which can be called from the other menus.

Both the Main menu and all Submenus can call each other. This allows the opportunity to have several index levels for the Auto Attendant. There
are no limitations on the depth and nesting levels of menus.

The Main menu page consists of the fOIIOWIng COmpOnentS: Main  System  Users  Telephony It et Upslinik Netwonk @CP}':—U

Welcome message indicates the file name used to upload a
new custom Auto Attendant welcome message. The Auto
Attendant Welcome message will play only once when callers
enter the Customized Auto Attendant.

Edit Scenario - 00 MainMenu

Malnmeny  Submenus

= WWelcome message | Browse

Dalay After massage: ] secaond(s)

Delay after message requires the delay (in seconds) after = Rocuring mossage [ Browes_ )
. . . Play count: 3
which the Recurring message will be played. Interval 5 sacand(s)

. . . . Addd Edit Delete Select oll | se Selectios
Recurring message indicates the file name used to upload a [ [userwma [ Anecuncement message | Action pw——

new custom Auto Attendant recurring message. The Auto oo None Ho Action
Attendant Recurring message will play after the Attendant = tone Mo meven
Welcome message (if it is uploaded).

(- Mone Call 10 the Tollgwing exbension 17

(- Mone Mo Action

Play Count text field indicates the number of times the

. . . . [ | Asvy ingut ather than in the list sbove | None Ha Action
corresponding Recurring message will be consecutively =l — P
played to the caller. Oiat Timeout : J—
Interval requires the time period (in seconds) between MLtiact wawntos piop g B
consecutively played Recurring messages.

) ) [ sawe Back [ wHeip |
Browse opens the file chooser window to browse for a new Blease checkvour pending everts!
custom welcome or recurring message file. R it wht ot o it Pt e Y e
. 2, An altempt was made 10 call & number not matching with any “Destination Number Pattern” in the Call Routing table,

Press the Save button to submit the changes or use Back to o CE3 3003 5033 Eacal Taeh s nal s L1 AH s ssarees. Y ?
keep the initial data. Fig. 11-102: Create scenario-Main menu page

Attention: The uploaded file needs to be in PCMU (CCITT u-law, 8 kHz, 8 bit Mono) wave format, otherwise the system will prevent uploading it
and the “Invalid audio file, or format is not supported” warning message will appear. The system also prevents uploading if there is not enough
memory available for the corresponding extension and the “You do not have enough space” warning message will appear.

The Download and Remove links appear only if a file has been uploaded previously. The Download link is used to download the message file to
the PC and opens the file-chooser window where the saving location may be specified. The Remove link is used to restore the default welcome
message.

The User Input Options table is for configuring the action to be taken based on one of the following user choices:
®  User Input
®  Any input other than in the list above
e Noinput

The user will press one of the following input options on the phone to activate the corresponding action. The option can be selected after reaching
the Auto Attendant Service and after the Welcome and/or Recurring messages have been played.

The User Input table consists of the following functional buttons:
Add opens the Add Option page where the actions for previously unspecified inputs can be configured.
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Add link opens the Add Option page where the actions for
previously unspecified inputs can be configured.

Edit link opens the Edit Option page where the actions of
previously configured User Input options can be adjusted.

5 Fery
Main  System  Users  Telephony Internat Uplink MNatwork @f- P\ l-,l

TR

Edit Scenario - 00 MainMenu - Add Option

Disseription

Cption: g -

The Add/Edit Option page offers the following components: :tt =
ction

Description — text field for an optional description of the option. Py

Option is used for choosing the user input for which some O oot e fammenm

. . .l o menu

announcement and/or action should be configured. The Mo = ubrmans name

following input options are available in the list to configure the

Customized Scenario: @ Call o the following extension | [9g

e  Digits (in arange from 0 to 9)

2 Call b thee followdng numbier

0 Invoke Extension Directory

° Signs (“*” and “#”) 2 Torrminate the Gall
[ Ewm | [ Baek | Hulp

Announcement indicates the file name used to upload a new
custom message. When the caller selects the option configured
in the Option drop down list, this message will be played once

Pleaze check your pending events|
20022012 Epval

Lid. Al rights resenved

Fig. 11-103: Main menu — Add Option — Edit Scenario page

before the Action will be activated.

Attention: The uploaded file needs to be in PCMU (CCITT u-law, 8 kHz, 8 bit Mono) wave format, otherwise the system will prevent uploading it
and the “Invalid audio file, or format is not supported” warning message will appear. The system also prevents uploading if there is not enough
memory available for the corresponding extension and the “You do not have enough space” warning message will appear.

The Download and Remove links appear only if a file has been uploaded previously. The Download link is used to download the message file to
the PC and opens the file-chooser window where the saving location may be specified. The Remove link is used to restore the default welcome

message.

Action is used to configure the action based on the caller's selection.
The Action radio buttons allows you to configure the action type after playing the Announcement message (if configured):

No Action the Auto Attendant will continue to play the Recurring message (if configured) of the current menu.

Go to the following menu will go to the specified submenu and take actions defined in that submenu. The drop down list allows the
selection of a previously created submenu or to create a new submenu by choosing the Create New Submenu item. The New submenu

Call to the number dialed will send the user inputs to Call Routing table and if there is a matching with any Call Routing rule the call will
be made with the conditions of Call Routing rule (available only in case when the Any input other than in the list above input is edited).

L]
L]
name text field requires the new submenu name.
e Call To the following extension will call to the extension number specified in the extensions drop-down list.
e  Call to the following number will call the specified phone number via the Call Routing Table.
L]
e Invoke Extensions Directory will connect the caller to Extensions Directory.
®  Terminate the call will exit from this Customized Scenario and disconnect the call.

The following options can be configured too:

Any input other than in the list above - allows configuring the action taken when the caller makes a selection other than options listed in
the User Input table. If it is configured to No Action then the timer for No Input will reset and it will be counting the No Input time again.

No input — allows configuring the action taken when the caller doesn'’t enter anything during the certain period. The No Input timeout is
equal to [Welcome message duration] + Delay after message + [Recurring message duration] * Play Count + Play Count * Interval. If
there is no input during that time, the action specified for No input will take effect.

The Dial Timeout specifies the period of time to determine when the user has completed dialing and to begin to process the call. The timer will start
after the last digit or symbol is entered. If the (#) key has been pressed then the call will be processed immediately.

Delete removes the selected option(s) from the list of configured options.
Select all selects all existing options.
Inverse Selection inverses the current selection (if no record is selected, clicking on inverse selection will check all records).
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Incorrect number handling link opens the Edit Incorrect Number Handling page which is similar to Edit Option page to configure the action
taken when the user has selected a destination that resulted in a failed call, such as an invalid extension number.

Incorrect number handling link will open the page to configure the action taken when the user has selected a destination that resulted in a failed

call, such as an invalid extension number.

Please Note: The Incorrect number handling will be activated only in the following two cases:

®  An attempt was made to call a non-existent extension,

®  An attempt was made to call a number not matching with any "Destination Number Pattern" in the Call Routing table.

Attention: If afile with the same name is uploaded for other options, the previous file will be replaced.

The Submenus page consists of the following functional
buttons:

Add opens the Edit Scenario - Add menu page where a new
Menu name may be defined.

Edit opens the Edit Scenario page where a newly created
submenu scenario settings might be adjusted.

Delete removes the selected submenu(s).

Select all selects all entries of the table.

Inverse Selection inverses the current selection (if no record is
selected, clicking on inverse selection will check all records).

Main System Users Telephony

Edit Scenario - 00 Submenus

Main menu  Submenus

Edit Delete Selectall Ihwverse Selection

Iimernet Uplink

Network @cpygi

TMicroR

Please check your pending events!
Copyright (C) 20032012 Epygi Technologies, Lid. All rights resenved

Menu name Description
[1 | sub1
1 | subz

Fig. 11-104: Create scenario-Submenus page

Main  System Users Telephony

Edit Scenario - 00 Add menu

Menu name: |sub2

Please checkyour pending events!

Internet Uplink

Copyright (C) 2003-2012 Epyai Technologies, Ltd. All fights reserved

@-cpysi

ThlicroR

Hetwork

page, where a previously created scenario can be changed.

Fig. 11-105: Submenus — Add Entry — Edit Scenario page

The Edit Scenario link appears only if a new scenario has been created previously. The Edit Scenario link opens the Edit Scenario

® The Import/Export scenario link leads to the page where a new scenario file can be imported or exported.

The Import/Export Scenario page offers the following
components:
Import scenario is used for uploading the previously

downloaded scenario and custom messages file.

Export scenario appears when the Customized Scenario was
previously configured for the current Auto Attendant. The
Download scenario link is used to download the scenario and
voice message files to the PC and opens the file-chooser
window where the saving location may be specified.

[
the generated script in a VXML file format.

To Configure an Extension

Main  System Users Telephony

Import/Export Scenario - 00

Import:
Scenario file

Export:

Download scenario

Blease checkvour pending events!
Copyright (£) 2003-2012 Epyai Technologiss Ltd. Al rights resenved

Internet Uplink

@-cpysi

TMicroR

Metwork

Fig. 11-106: Import/Export Scenario page

The Remove Scenario link removes the current Customized Scenario. After pressing the Remove scenario link all configurations and
uploaded voice messages will be deleted from the system.

The View/Download VXML Scenario link appears only when a customized scenario has been created and is used to view or download
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1. Pressthe Add button on the Extensions Management page. The Add Entry page will appear in the browser window.
2. Enter the desired extension number in the Extension text field and select the extension type from the Type drop down list.
3. Press Save to create an extension with the defined number.
4.  Select the checkbox of the newly created extension in the Extensions Management table and press the Edit button. The Edit Entry page

will appear in the browser window.

5. Move through the extension’s configuration pages and fill the fields with the appropriate information.

6. To apply extension settings, press Save.
To Delete an Extension

1. Toremove an extension with all its settings select one or more checkboxes of the corresponding extensions that should be deleted from
the Extensions Management table. Press Select all if all extensions should be deleted.

2. Click on the Delete button on the Extensions Management page.

3. Confirm the deletion by clicking on Yes. The extension(s) will be deleted. To abort the deletion and keep the extension in the list, click No.

Upload Universal Extension Recordings

The Upload Universal Extension Recordings are to be defined by the Quadro administrator and will be present instead of the default voice
messages for all extensions on the Quadro. They will be used when no custom messages have been uploaded or recorded.

The following system messages can be uploaded from this page:

° Hold Music — played to the held user. The Edit link is used to select the way custom hold music will be provided.

e Voice Mail Regular Greeting — played when a caller reaches the extension’s voice mailbox

e Voice Mail Out-of-Office Greeting — played when a caller reaches the extension’s voice mailbox if the Out-of-office greeting is enabled
° Incoming call blocking - played when a blocked user calls the extension

° Outgoing call blocking — played when the extension dials a blocked destination

° Call Queue Welcome Message - played when a caller joins the extension’s call queue

° Call Queue Message - played when a caller is being held in the queue

The Upload Universal Extension Recordings page consists of
a table where the universal voice messages are listed.

An Upload functional link is present for each voice message
recording that is not uploaded in the table and it is used to
upload the custom system message. When a message is
uploaded, the Upload functional link is replaced by Download
and Remove functional links respectively. These are used to
download to the PC and to remove the uploaded system
message.

The Memory Allocation group includes a drop down list used
to specify the Percentage of System Memory for the universal
extension recordings. The maximum value in the drop down list
is equal to the maximum available space for voice messages on
Quadro.

Main System Users Telephony Internet Uplink Network

@-cpysi

Upload Universal Extension Recordings

Hold music no message is uploaded Edit
voice Mail regular greeting no message is uploaded | Upload
Woice Mail out-of-office greeting | no message is uploaded | Upload
Incoming call blocking no message is uploaded | Upload
Outgoing call blocking no message is uploaded | Upload
Call Queue Welcome Message | no message is uploaded | Upload
Call Queue Message no message is uploaded | Upload

Memory Allocation

Percentage of System Memory |1 [=] %
Please check your pending events!
Copyright {C) 2002-2012 Epvai Technologies, Ltd. All rights reserved.

Fig. 11-107: Upload Universal Extension Recordings page

Please Note: Changing the Percentage of System Memory on this page will stop any recordings of universal extension voice messages from the

handset.

Upload Universal Extension Recordings - Hold music

The manipulation radio buttons on this page allows you to select the way custom hold music will be provided.

° Default Music enables the default music. If the option
is selected, the text field Upload Recording will be
disabled.

° File selection is used to upload the hold music file.
The following option is available under this selection:

Upload Recording text field can be used to type the
path where hold music file is located. If hold music file
is browsed with the help of file-chooser, this field
displays the path of the browsed file. Browse button
is used to browse for the hold music file.

The music file needs to be in PCMU (CCITT u-law, 8
kHz, 8 bit Mono) wave format, otherwise the system
will prevent uploading the file and display the warning
message ‘"Invalid audio file or format is not
supported”. The system will refuse uploading also if
there is not enough memory available for the

Main System Users Telephony Internet Uplink Network

Upload Universal Extension Recordings - Hold music

@ Default music

) File

Upload recording | Choose File | Mo file chosen

RTF Channel
- Choose Channel: E|

Copyright {C) 2002-2012 Epygi Technologies

Ltd. All rights reserved.

Fig. 11-108: Upload Universal Extension Recordings p-Hold music page
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corresponding extension and will then announce "You
do not have enough space".

Please Note: It is recommended to use a piece of music not longer than one minute in order to leave enough space for user defined
messages and voice mails.

. RTP Channel selection is used to define the channel for the broadcast streaming. The RTP channels are created by the system
administrator. Therefore if you are experiencing problems with using the RTP channels as hold music, or no RTP channels are available to
select on this page, turn to your system administrator for clarification.

Extension Codecs

To establish IP voice communication, both partners have to use the same codec. When establishing the communication line, this codec is
negotiated. If the caller does not find an appropriate codec, the communication cannot take place. If you want to be reachable by all IP calls, it is
helpful to support as many codecs as possible. In this case, all the codecs that Quadro offers should be added to the Codecs table. Some codecs
require a high transfer rate of up to 64 kbit/s. If you are certain you do not want to use these codecs, make sure they are not listed in the table

Codecs.

The Extension Codecs page displays a list of Codecs with the Main System Users Telephony Imtemst Uplink Network @-<pysi
ThicroR

state of the Out of Band DTMF and FAX Support features for

Quadro extensions and the Auto Attendant. Extension 14 Codecs

Please Note: Use caution when configuring Auto Attendant

Enable Disable Selectall Inverse Selection Move Up Move Down Make preferred

_Codec_s as they are used by virtual extensions for redirecting the Audio Codecs State
|nCOm|ng Ca”S' [] | G.711u (PCM audio coding standard, 8 kHz sample rate, 8 bits, 64 kbit/s data rate) {preferred) | Enabled
The table Codecs lists active voice codecs for the selected line [ | 6.711a (PCM audio coding standard, 8 kHz sample rate, 8 bits, 64 kbit's data rate) Enabled
that are supported by Quadro. The order of records in the Active [ | 6.729a (CSACELP speech coding at 3 kbitis rate) Enabled
Codecs table is important for tr_ansmitting and receiving. A codec 01 | 5.726-16 cADP O spech coding at 16 kbt rate) Disabled
placed at the top of the table will be used as the preferred codec. 01 [5725-24 gi0rcm spassn cocing ot 24 vorte e P
If the remote party does not support the preferred codec, the
. . . . . [ | 5.728-32 (ADPCM speech coding at 32 kbitis rate) Disabled
following codecs will be tried in a top to down order in the
COdeCS table. [] | G.726-40 (ADPCM speech coding at 40 khitis rate) Cizabled
) ) [ | iLBC tinternet Low Bit Rate Coder at 13,33 khit's rate) Dizabled
Each record in the table has an assigned checkbox. They are - -
[] | 5.722 (HD audio coding at 46-84 khili's data rate, 16 kHz sample rate ) Dizabled
used to select the record to be deleted or moved up or down.
[ | 5.722.1 (HD audio coding at 24-32 khit's data rate, 16 kHz sample rate ) Disabled
An error occurs if no records are selected and the user activates 1 | TovE Time Domain Valcing Cutafr at 1,95 kbits rate) Disabled
the delete button, the “No records selected” error message ideo Codecs State
appears At IeaSt One COdec mUSt be attaChed to the Ilne When D H.263 (Video coding for [ow bit rate cammunication) Disabled
attempting to delete the last codec, the “At least one codec
. . " . D H.264 (Advanced video coding for (0w bit rate communication) Disabled
should stay in the codec list” error message will appear.
[] | H.263+ (Wideo coding for low bit rate communication) Disahled

Enable/Disable functional button is used to enable or disabled
the corresponding codec for the extension. When the codec is

disabled, the extension user will not be able to use it for placing
a Ca”_ [¥]Enable Pass Through FAX

Out of Band DTMF Transport

[ Enable T38 FAX

[JEnable Pass Through Madem
The Move Up/Move Down buttons are used to move the
selected codec one level up/down in the table.

[Farce self Codecs Preference for Inbound Calls

Secure RTP Settings
Make preferred moves the selected codec to the top of the

table, setting its priority to the highest. Clicking the Make
preferred button when a disabled codec is selected will first

. Please check your pending events!
enable the codec and then move it to the top. Copyright (C) 2003-2012 Epyal Technologies, Ltd, All ights eservad

SRTF Palicy: | Make and accept only unsecure calls hd

Fig. 11-109: Extension Codecs list

The Out of Band DTMF Transport checkbox enables DTMF code transmission in parallel with the voice stream. The destination receiving the
DTMF code will play it locally if it supports the feature. This is helpful to avoid DTMF's loss upon bad traffic. This feature is valuable for all codecs but
it is especially recommended to enable it in case low bit rate codecs (G.729, G.726/16, etc.) are selected.

Enable T.38 FAX checkbox enables the FAX tone detection and the T.38 codec support for the FAX transmission from/to the FAX machine/modem
attached to the line. It also enables the T.38 codec support for incoming unified FAX messages.

The Enable Pass Through FAX checkbox enables the FAX tone detection and the G.711 codec support for the FAX transmission from/to the FAX
machine/modem attached to the line. It also enables the G.711 codec support for incoming unified FAX messages.

If both of the above checkboxes are enabled, the T.38 codec will be used as a preferred codec for FAX transmission. If it is not supported by the
peer, the G.711 codec will be used instead. If the extension is attached to the line that has no FAX machine/modem connected (the extension is
virtual or is attached to an IP line), the incoming FAX can only be stored in the extension's voice mailbox. To allow FAX to be stored in the voice
mailbox, the extension's user should not answer the incoming calls, so that they are forwarded to the voice mailbox.

Please Note: If both of the above checkboxes are disabled, no FAX transmission to the peer's voice mailbox will be possible. Enable Pass Through
Modem checkbox is only available for Auto Attendant and extensions attached to the FXS lines (it is not available for extensions attached to the IP
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line). This checkbox enables the modem tone detection and the G.711 codec support for the data transmission from/to the modem attached to the
line. During data transmission, Silence Suppression (see RTP Settings) and Echo Cancellation are being disabled on the line.

Please Note: If the extension/attendant is intended to accept modem connections, disable the Enable T.38 FAX checkbox to allow the system to
identify the modem tones correctly. Otherwise, the modem connection may fail.

The Force Self Codecs Preference for Inbound Calls checkbox enables the usage of your own preferred codecs (if available on both peers) for
the IP connection establishment on the extension.

Secure RTP Settings are used to configure secure voice over IP communication on the Quadro. The SRTP Policy drop down list is used to select
the secure IP connection policy. For IP phones, the following options are available:

° Make and accept only secure calls - only the secure calls will be generated and accepted.

° Make and accept only unsecure calls - only the unsecure calls will be generated and accepted.

° Try to establish secure calls, accept anything - system will try first to establish secure call, but will fallback to unsecure call if party
doesn't accept secure calls; both secure and unsecure incoming calls will be accepted, as requested by remote party, with the preference
given to establishing secure call.

° Make unsecure calls, accept anything - system will establish unsecure outgoing calls, but both secure and unsecure incoming calls will
be accepted as requested by remote party.

For bandwidth used by secure calls, see Needed Bandwidth for IP Calls.

Call Park and Directed Call Park Services

The Call Park and Directed Call Park services are used to store a call on a specific number so that any other user on the system can retrieve it. For
example, a user receives a call but wants to take it in a conference room where it is possible to speak privately. Transferring the call to the
conference room is not an option because the conference room it is transferred to might be in use, or the user is unable to walk to the conference
room in time to answer the call. The user can use Call Park and Directed Call Park to place the call at a specific number and then retrieve when
they reach the conference room.

To use the Call Park or the Directed Call Park features, at least one Call Park extension should be created in the Extensions Management table.
Additionally, two lists should be defined for the call park extension: Park Access List for users that might park a call to the corresponding Call Park
extension and Retrieve Access List for the users that can pick up calls parked to that extension. By default, both of these lists have entries so any
PBX extension on the Quadro can park the call, and any destination can retrieve the parked call. Any limitations to these settings should be done
individually for each call park extension.

To make a Call Park

To make a Call Park, the Quadro user which has been previously added to the Park Access List for at least one of the available Call Park extension
on the Quadro should dial the appropriate digit combination (see Feature Codes in Manual Ill - Extension User's Guide) during the call. The active
call will go on hold, while the PBX number and the SIP username (if it is registered on the SIP server) of the first available call park extension where
the user is added will be played to him/her.

The pickup user will be able to pick up the parked call from any destination by calling the extension where the call has been parked (either by its PBX
number or SIP address). The authentication password will be prompted (if configured) of the call park extension in order to retrieve the parked call.

For example, the Call Park extension 77 is created which has been registered on the SIP Server under the 892220 registration username. The
Quadro user is added to the Park Access List, while the phone at the remote location is added to the Park Access List of that call park extension.
While being on a call with user A, the Quadro user dials the appropriate calling code. As a reply, Quadro will play the extension 77 and SIP
username 892220 to the Quadro user. The user A goes on hold. The Quadro user moves to a remote location and makes a call to the call park
extension. The Quadro user enters call park extension's password and resumes the conversation with user A.

To make a Directed Call Park

To make a Directed Call Park, the Quadro user, which has been previously added to the Park Access List for at least one of the available Call Park
extension on the Quadro, should place the current call on hold and then dial the Call Park extension number within the five second timeout (see
Feature Codes in Manual Ill - Extension User's Guide).

Attention: If the five second timeout is exceeded, then the Quadro will consider it as an attempt for retrieving the parked call.

The Call Park extensions can be mapped directly to the programmable keys on IP phones. Using the programmable key configuration calls can be
easily parked by placing the current call on hold and then pressing the park extension button. The call will automatically be parked to that Call Park
extension. Pressing the park extension button again will retrieve the parked call.

The pickup user will be able to pick up the parked call from any destination by calling the Call Park extension where the call has been parked (either
by its PBX number or SIP address). The authentication password will be prompted (if configured) of the Call Park extension in order to retrieve the
parked call.

Please Note: The Call Parking is valid for the period defined in the Call Park Extension Settings. By default it is 15 minutes. During that time hold
music (if configured) will be played to the parked party. When the Retrieve Timeout expires, the phone that initiated the call parking will start to ring.
If no one picks up the parked call, or if the phone is off hook, the parked call will be automatically disconnected.

Receptionist Management

The receptionist feature on the Quadro offers a variety of services to manipulate with multiple calls, to keep the calls in the queue with the
perspective to be answered by the receptionist and finally to be forwarded to the corresponding destination, if needed.

Quadro4Li; (SW Version 5.3.x) 61



Quadro4Li Manual I1: Administrator's Guide Administrator’s Menus

The Receptionist service requires called extensions to use one of the following SIP Phones.

®  Aastra 6730i ®  snom 320

® Aastra6731i ®  snom 360

®  Aastra 6735i ®  snom 370

® Aastra6737i ® snom 720

®  Aastra 6739 ® snom 760

®  Aastra 6755i (55i) ®  snom 820

®  Aastra6757iCT (57iCT) ® snom 821

®  Aastra6757i (57i) ® snom 870

®  Aastra9133i ®  Grandstream GXP 2000
®  Aastra 9143i (33i) ®  Grandstream GXP 2100
®  Aastra 9480i (35i) ®  Grandstream GXP 2110
®  Aastra 9480iCT (35iCT) ®  Grandstream GXP 2120
®  Aastra 480i ®  Yealink SIP T-28P

®  Aastra480iCT ®  Yealink SIP T-26P

e  Polycom SoundPoint IP 650 ®  Yealink SIP-T38G

®  snom 190 ®  Yealink SIP-T46G

®  snom 200 e  Epygi QCM

The following services are available to the receptionist:

Call Queue

Extension Status

Call Interception

Voicemail Transfer
Multi-Company Receptionist

Call Queue

This feature allows keeping multiple incoming calls in the queue when being on the line and to answer calls in the order they have been received.
The usage of this service is not limited to receptionist only and can also be used by the extension user, if configured correspondingly.

The configuration of the Call Queue feature is done from the Extensions Management— Edit Entry page where the length of the call queue and the
call queue appearance is defined. When the Call Queue service is enabled, the second arriving call to the receptionist/extension user will be either
set into the queue (if call queue appearance is 1) or will be ringing in the background of the active call (if call waiting is enabled for the user and the
call queue appearance value is greater than 1). If the call ringing in the background isn’t answered, it will be transferred to the user’s voice mailbox
or, if no answer forwarding is enabled, it will be forwarded to the corresponding destination.

If the call is set into the queue, the caller will hear a message asking them to wait until the call will be answered. Once the receptionist or extension
user terminates the call, the next call in the queue will ring to the user.

For regular IP users, indication about the callers in the queue is through the Call Waiting service (see Manual lll-Extension User's Guide). When a
new caller arrives to the call queue, the phone display (if available) of the phone connected to the IP will display the total number of callers in the
queue along with the name/phone number of the last caller.

Extension Status

Quadro provides the possibility of controlling and determining the actual state of the managers phones’ through the receptionist's IP phone
(configuration of the IP phone is done automatically by Quadro through the Receptionist Phone Configuration Wizard). A programmable key on the
receptionist’s IP phone that is assigned to the corresponding manager will blink when an incoming call to the manager’s phone is currently ringing.
The key lamp will be ON when manager is on a call and will be OFF if the manager’s phone is in the idle state. The extension status can be watched
(viewed) by the receptionist to determine the availability of managers for incoming call transfers to them.

Call Interception

To use Call Interception service, the managers’ phones watch option should be enabled and each manager should have a programmable key
assigned on the receptionist's IP phone. This is performed automatically by Quadro through the Receptionist Phone Configuration Wizard.
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When an incoming call addressed to the certain manager comes in, the receptionist can see the corresponding programmable key blinking and the
caller's ID on the phone’s display. The receptionist is able to intercept the incoming call by pressing the blinking key. The caller will then be
connected to the receptionist. If the receptionist does not answer the call addressed to the manager, and if the manager does not answer it either,
the call will be directed to the manager’s voice mailbox if it is enabled. If the manager’s voice mailbox is not enabled, the call will be disconnected.

Kickback

Quadro allows the receptionist to forward the incoming calls to the manager's extension and if there is no answer the call is returned to the
receptionist's phone, instead of getting into Voice Mail Service or being disconnected. To use this service, receptionist should simply transfer the
incoming call to the local extension. In case of no answer, the call will automatically get back to the receptionist.

Voicemail Transfer

Quadro allows the receptionist or extension user to forward incoming calls directly to the voice mail of the other attached extension. To do so, an
appropriate routing pattern should be added to the Call Routing table. Hence, when transferring a call to the assigned extension, incoming call will
directly go to the extension’s voice mailbox.

Multi-Company Receptionist

Quadro provides the possibility to use a single IP phone to manage the receptionist’s features for multiple companies at the same time. To do so, the
incoming line appearance for the phone should be created, attached to the IP line of the IP phone and be labeled to the corresponding company
name. Being busy with a call related to one company, the receptionist is able to also receive the calls related to other companies. While calls are
ringing in the background, the receptionist can switch between the incoming calls. If the receptionist does not answer the incoming calls, and if the
Call Queue service is enabled on the extensions, the incoming calls will be stored in the queue specific for each company line.

The Receptionist Management page allows you to configure Main System Users Conferences Telephony  InternetUplink  Network @(’-P}’gl
IP phones to be used as a receptionist on the Quadro. This quadiom
page contains the list of configured receptionists with -
information about the attached IP lines and watched extensions. Reugaptiontst Mattagematit

Add Edit Delete Selectall Inverse Selection

Receptionist Attached IP Lines Watched Extensions
D Epvgi Receptionist IF Line 4 101,107,104

Please checkvour pending events!
Copyright (C)2003-2011 Epugi Technologies, Ltd. All rights resenved.

Fig. 11-110: Receptionist Management page

Add opens the Receptionist Phone Configuration Wizard where the new receptionist phone can be created and configured. The wizard consists
of several pages.

The Receptionist Phone Configuration Wizard - Page 1 has Main System Users Conferences  Telephony Iiternet Uplink Network @ep}’gi
. usdrom
the following components: !

L. . ) L Receptionist Phone Configuration Wizard
The Description text field requires the description of the

receptionist to be configured.

IP Phone Model

The Phone Model drop down list is used to select the IP phone
model to be used by the receptionist. Description: EvvyiReeptonist
Phane Madel Snom 820 ||
The MAC Address text fields require the MAC Address of the
corresponding IP phone.

MAC Address a6 [lar blar blar ler |ler
Attached IP Lines 4

Based on the selected IP phone model and the inserted MAC Il use sossion Tiier

Address, the IP phone can be automatically configured by [ Use Kickoack

simple reset/reboot (for more information about IP phone
configuration, refer to the corresponding IP phone’s users

manual).
The Attached IP Lines text field requires the numbers of \ hiex \ \ |
Quadro’s IP lines used by the receptionist. The IP lines should
Please checkyour pending events!
be separated by commas. 0052011 Epuai T Lig. Al ights resered

Fig. 11-111: Receptionist Phone Configuration Wizard — Page 1

The Use Session Timer enables the SIP session timer for the IP lines specified in the Attached IP Lines text field. This checkbox enables
advanced mechanisms for connection activity checking. This option allows both user agents and proxies to determine if the SIP session is still active.
The Use Kickback checkbox enables the kickback service on the corresponding receptionist. When this service is enabled, if receptionist transfers
the incoming calls to the extension and if there is no answer or if the called extension is busy on another call, the call is returned to the receptionist's
phone, instead of getting into Voice Mail Service or being disconnected. To use this service, receptionist should simply transfer the incoming call to
the local extension. In case of no answer or busy, the call will automatically get back to the receptionist. When this service is not enabled, the
incoming call will reach the Voice Mail Service or the call queue of the called extension, depending on the extension user’s configuration.
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Mein Systom Users Telephomy  imtermetUpMiok  Metwork ©epy

If you have selected the snom 320/360/370/720/760/
820/821/870, Grandstream GXP 2000/2100/2110/2120, Yealink
T-28P/T-26P/T-38G IP phones from the Phone Model drop
down list, the next page in the wizard will be the Receptionist Hardware Modules
Phone Configuration Wizard — Hardware Modules. For all
other phone models, this page is skipped.

For Grandstream GXP 2000/2100/2110/2120 IP phones, this
page contains a single checkbox only:

The Enable Expansion Module checkbox is used to enable the
supplementary module attached to the IP phone. The
Expansion Modules Count drop down list allows you to select
how many additional expansion modules will be connected to
the IP phone. When the module is selected, the number of
programmable keys on the next page of the wizard is multiplied

Receptionist Phone Configuration Wizard

[FlEnabie expansion module

Expansion modubes count |1

Frevigus | [ rHem ] [ Sanee ) [ Hew

accordingly. T T —
Fig. 11-112: Receptionist Phone Configuration Wizard — Hardware Modules for snom phone
H H H H H i System Users Conferences welephony et e il et vy on .{\ "‘I[

For Aastra 6739i, 6755 and 6757i IP phones, Receptionist Lt L g Liirover WS il ot RN W oo Q: P’q;},m
Phone Configuration Wizard - Hardware Modules page
contains a number of drop down lists to select the types of the Receptioniat: Fhohe: Cohfiguration Wizard
expansion modules and the sequence in which they are
connected to the IP phone. Hardwars Modules

Expansion Modules

T""""' MBI (GIEM)

.T° IR 675 (SE0M) | %

MO (46 70i (536)

[ Gees) | I | |

Fleate chetk your panding events!
2011 Epvui Tashnolyaies, Lid. All iights iesemved

Fig. 11-113: Receptionist Phone Configuration Wizard — Hardware Modules for Aastra phone

The next page of the wizard is skipped for QCM Phone Model selection. The content of this page depends on the configuration made on the first
page of the Receptionist Phone Configuration Wizard.

The Receptionist Phone Configuration Wizard -
Programmable Keys Configuration page both for Aastra and )
shom phones '_5 used to set the_correspondence between the Main System Users Conferences  Telephony Internet Uplink HNetwork @epygl
selected Functions and the available Programmable keys on quadrom
the IP Phone. To do so, assign a Function to each

programmable key from the drop down list on this page. Receptionist Phone Configuration Wizard

The following options are available in Functions the drop down
list:

Programmable Keys Configuration
e \Watch Ext. # - watch the extension on the Quadro and a

possibility to pickup the call addressed to that extension. Functionality ) ) Key

| Preconfigured 5 | P1

e Call Park Ext # - watch the calls parked to the Preconfigured v P2
corresponding extensions and a possibility to retrieve the | Preconfigured ] P3
calls parked to that extension. |Preconigured v P4

This list also contains a number of PBX services available on
the Quadro and accessible with the * key combination (see
Quadro’s Feature Codes). When configured from this page, the
key combinations become transparent for the IP phones too.

® Vmail — accesses the voice mailbox of the extension to
which the receptionist IP line is attached to.

e DND - enables the Do Not Disturb service on the

extension to which the receptionist IP line is attached to. ‘ ‘ Hex ‘ ‘ l

® CallFwd - accessed Forwarding Management of the
extension to which the receptionist IP line is attached to.

Please check vour gending events!
Copyright (C)2003-2011 Esyai Technslogies, Ltd, All rights reserved.

. . Fig. -114: Receptionist Phone Configuration Wizard — Programmable Keys Configuration for snom phone
e AutoReDI — auto redials the last dialed call. 9 a 9 9 V! 9 p
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® CallBack — calls back to the last caller. @L‘pygi

Hain  System  Users  Comferences Tetephony Ifermet Uplink Hetwotk
® Linelnfo — gets the IP line information from the Quadro. o . . )
Receptionist Phone Configuration Wizard

e CallBIk — blocks the last caller.

. . Softkeys Configuration

For snom phones, when multiple IP lines are selected on the
Attached IP Lines text field on the first page of the o i Fciionali
Receptionist Phone Configuration Wizard, this list 1 WachExt 1 v 10 Calsck
additionally contains the number of specified IP lines. That ? Vimal ¥ i AutfsDs 4
selection is used to set the correspondence between the ! Colid 4 12 Wach€a 1! @
selected IP lines and the available Programmable keys on the ! S = " Woch€nt12 9
IP Phone. To do so, select the IP lines corresponding to each : z Mo MechBeld 8

. . . ] w 15 WalchExt 14 &
programmable key from the Functions drop down list on this ) " _.__"‘r :

. L b v el it 32 b
page. Each programmable key on the snom IP phone will now . 5 - e
be responsible for the selected IP line on the Quadro. . Sirsreorl " ]
L Prirdous | Hext Carcil Help
Fig. 11-115: Receptionist Phone Configuration Wizard — SoftKeys Configuration for Aastra phone

For Aastra phones (except the 9133i model), a Hard Key Line -
4 (L4) drop down is available to use the default Hard Key Line 4 Mol System Users  Conferences  Telophomy  Mtemet Uplink  Metwork (—c('[JE'::’,l
of the IP phone for the SLA lines. You may select the SLA line
to which the Hard Key Line 4 of your Aastra phone will be ReceptonistEhone: Configuraton:iizard
assigned. The Hard Key Line 4 assigned to an SLA line will
work exactly the same way like the programmable key does. DRy

. . . Oescnplion: Epygi Recepbionist
Please Note: Once a new receptionist is created, the Call o -

. . . one Modal: Snom 220
Queue feature will be automatically enabled with the MAG Adderss 4o 876767
corresponding Call Queue Size and Max Call Queue Adtathed 1P Linos: 4
Appearance settings on all extensions attached to the IP lines el el e
v N . N wWatchad Extanslons: 101,107, 104
defined in the Attached IP Lines text field.
NOTE: You must restart the phone before the new seftings will take effect.

The next page of the wizard is a Receptionist Phone vARnING s o o1 i Stiaors

Configuration Wizard - Summary where the configured
settings for the receptionist should be verified. Additionally, this

Rebool IP phone now

page contains a Reboot IP Phone now checkbox which should | (Previous | Finizn_| | Cancel ] | vew ) |
be selected if you wish to have your IP phone rebooted once the

. . . . . Please check your pending senl
corresponding receptionist is created. Reboot is needed for @ | cesmanerzvonmns tees Tasnnsioaiss sas. A nans sssrvas

proper functionality of the IP phc.me' However, if you wish to Fig. 1I-116: Receptionist Phone Configuration Wizard — Summary page
reboot the IP phone later, leave this checkbox unselected.

Extensions Directory

The Extensions Directory is a useful tool for callers to get direct access to the Quadro extensions by spelling the username with the help of the
phone keypad. The Extensions Directory can be accessed through Quadro’'s Auto Attendant Services and it has its own manipulation buttons to
browse the directory.

The Extensions Directory Settings page allows you to make a list of names assigned to the extensions on the Quadro. If the name spelled by the
caller matches the one(s) listed in the Extensions Directory, the corresponding extension user name(s) will be played to the caller for verifying the
input and selecting the user to connect. Each extension’s user should record their name with the help of the handset (see chapter Update System
Messages), or they can upload a wave file from the Account Settings page.

The Custom Greeting column in the Extensions M Systen Users  Telephoty  WdemetUplnk  Hetwork @"IP_\'_.‘-‘:J_
Directory table displays whether or not a custom . ) )
greeting (user’s name) is recorded or uploaded. Users Extensions Directory Settings

cannot be accessed through the Extensions Directory Al E stete Selectof WoessSsiection Metn Mo donn
and it is implied as being an inactive entry in the event a Matne cano
custom greeting is not recorded or uploaded. Warnings a]

will be seen in the Extensions Directory table for inactive [ | w4
entries. Extension numbers in the Extensions Directory
table are made as a link to move to the corresponding
extension's Account Settings page. This helps the
administrator access the extension's settings page
where a custom greeting can be manually uploaded.

Back | [ Hen

Fig. 11-117: Extension Directory table
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Move Up and Move Down are used to move the
selected record one level up or down in the Extensions

Directory table. The sequence of the entries in the
Extensions Directory is important if several records
match the same spelled name. The Extensions Directory
table is parsed from the top down and the matched
entries will be played according to their position in the
table.

Add opens the Add Entry page where a new name may
be assigned to the extension. An error message
appears and prevents adding a new entry to the

Maln  system  Users  Telephony Betarmvet Uplink Natwetk

Extensions Directory Settings - Add Entry

TOKMY
1~
guest

swve | [ Back |

@cpysi

Extensions Directory if no extensions are available in the
Extensions Management table.

The Add Entry page offers the following components:

Fig. 11-118: Extensions Directory - Add Entry page

Name requires the name of the extension owner. Several extensions can have the same name and a single extension may have several names.
User's Name is the identification parameter being searched within the Extensions Directory. You should use uppercases letters in this field,
otherwise the name will automatically be changed to uppercase when saving it to the Extensions Directory table.

Call to drop down list contains all extensions on the Quadro that should ring when selecting the specified Name.

Description can be used for any optional information requiring

entry in the Extensions Directory.

Please Note: The entries in the Extensions Directory can automatically be deleted if the extensions assigned to the entries are removed from the

Extensions Management table.

Authorized Phones Database

The Authorized Phones Database page is used to create a list of trusted external phones. If they are part of the Quadro Authorized Phones
database, external SIP or PSTN, then users are free to access the Quadro Auto Attendant services without requiring authentication. When adding a
trusted phone to the list, an existing extension has to be chosen. The parameters (extension number and password, as well as SIP and Speed
Calling Settings) will be used automatically for the trusted caller access of the Quadro Auto Attendant. A direct connection to the Call Relay menu

can be optionally provided.

The Authorized Phones Database page displays the
Authorized Phones Database table where the trusted phones
are listed. Only SIP and PSTN users can be added to the
Authorized Phones Database.

The Authorized Phones Database table displays all trusted
callers with their settings. For example, the call type, caller
address, extension they automatically login with, information if
they have automatic access to Call Relay Menu of the Auto
Attendant, etc.

Main System Users  Telephomy erie Upled  Wetwork

Authorized Phones Database

A BN Delste Ssbectafl Rrerse Ssbection

Coll Type ¥

i ity Ergor ©0 Bty Mem Camack Do

@cpysi

o |

Fig. 11-119: Authorized Phones Database

Each record in the table has an assigned checkbox. The checkbox is used to edit or delete the corresponding record. The “No records selected”
error message occurs if the user activates the edit or delete button with no records being selected. The error message “One record should be
selected” appears if the user tries to edit more than one record. The heading of each column in the table has a link. By clicking on the column
heading, the table will be sorted by the selected column. When sorting (ascending or descending), arrows will be displayed next to the column

heading.

The Add functional button refers to the Authorized Phones Database- Add Entry page where new trusted users may be entered.

The Authorized Phones Database- Add Entry page offers

two groups of input options:

Caller Settings

Main System  Users  Telephony Itermed Uplink  Hetwork

Authorized Phones Database - Add Entry

The Call Type drop down list includes possible incoming call
types (PSTN, SIP or Auto). In SIP, the caller connects Quadro i ET

through a SIP server and PSTN means the caller is a PSTN
user. Auto is used for undefined call types and the destination
(independent on whether it is a PBX number, SIP address or

PSTN number) will be reached through Routing.

The Caller Address text field requires the caller's SIP address
or PSTN number to be added to the trusted phones list. The
PSTN number length depends on the area code and phone
number. The wildcard is supported in this field. If the caller
address already exists in the Authorized Phones Database,
the error message “The record already exists” appears when

selecting the Save button.

11221 @s' eztglcom [ &F-Clipboara_ |

13 =

Fram Home

Callback Saming:

PETH »

0039411310

[Eaw | [ max

@ epygi

Quadrod4Li; (SW Version 5.3.x)

66



Quadro4Li Manual I1: Administrator's Guide Administrator’s Menus

Fig. 11-120: Authorized Phones Database - Add Entry page

The Login Extension drop down list provides all existing extensions on the Quadro. When calling the Quadro Auto Attendant, a trusted user will
automatically be logged in as the selected extension, i.e., the extension number and its password will be automatically submitted by the Quadro
system. The trusted user will directly access the Quadro Auto Attendant services. The SIP settings of the login extension will be used when making
IP calls.

The Automatically Enter Call Relay Menu checkbox enables direct access for the trusted user to the Quadro Auto Attendant Call Relay menu. If
the checkbox is not selected, a trusted caller will be directed to the Auto Attendant's main menu, but will still be able to reach Remote Access (Voice
Mailbox of the specified extension) and Call Relay services (see Feature Codes) with no authentication.

Please Note: Login Extension drop down list and Automatically Enter Call Relay Menu checkbox have no sense for Auto Attendant with custom
scenario configured (see Attendant Extension Settings).

The Description text field allows entering an optional comment.
Callback Settings

The Enable Callback checkbox selection gives the possibility for a specified trusted caller to use the Instant Call Back service (see chapter Call
Back Services).

The Callback Call Type drop down list includes possible callback call types (PBX, PSTN, SIP and Auto).

The Callback Destination text field requires the destination number where Quadro should instantly call back to. The value inserted in this field is
dependent on the selected callback call type: for PBX, extension number is required, for SIP, the SIP address is requires and for PSTN, a PSTN
number is required. Auto is used for undefined call types: destination (independent on whether it is a PBX number, SIP address or PSTN number)
will be reached through Call Routing table. If this field is left empty, the callers address will be implied as a callback destination.

Please Note: The Call Back service is functional and enabled only for PSTN callers.

To Add an Authorized phone to the database

Enter the desired Auto Attendant Settings page.

Select Edit Authorized Phones Database to enter the Authorized Phones Database page.

Press the Add button on the Authorized Phones Database page. The Add Entry page will appear in the browser window.
Choose the call type and enter a caller address in the corresponding text field.

Select a Login Extension and the Automatically Enter Call Relay Menu checkbox (if required).

Enable Call Back service if required and define a Call Back Destination in the same named field.

Fill in an optional Description in the appropriate field, if required.

Press Save to submit the settings.

ONoOGOA~WONE

To Delete an Authorized phone from the database

1. Enter the desired Auto Attendant Settings page.

2. Select Edit Authorized Phones Database to enter the Authorized Phones Database page.

3.  Toremove an authorized phone(s), select one or more checkboxes of the corresponding records that should be deleted from the
Authorized Phones Database table. Press Select all if all records should be deleted.

4.  Press the Delete button on the Authorized Phones Database page.

5.  Confirm the deletion by clicking on Yes or cancel the action by clicking on No.

Call Back Services

With Call Back service, PSTN callers can save a call charge when calling to and through Quadro. Quadro provides the possibility of creating a list of
those trusted PSTN callers that are allowed to make free of charge calls to Quadro's Auto Attendant or through its Call Relay menu to the third party
IP or PSTN destination. Two types of Call Back services are available on the Quadro: Pre-configured Call Back and Remote Call Back
Configuration.

Pre-Configured Call Back

For Pre-configured Call Back, a list of trusted PSTN callers must be configured in the Quadro's Authorized Phones Database using Web
Management. The Call Back service should be enabled and a valid callback destination should be specified for each PSTN caller.

To use Pre-configured Call Back, the PSTN caller registered in the Authorized Phones Database simply calls to the PSTN number attached to the
Quadro from the global PSTN network. Let the call to ring twice and then hang up. Call Back will be instantly activated, and Quadro will call back to
the defined Call Back destination. By answering the incoming call the PSTN party will be connected to the Auto Attendant menu.

Remote Call Back

The Remote Call Back Configuration service is used by authorized PSTN caller to configure or reconfigure by an authorized PSTN caller using a
phone and calling to the Quadro's Auto Attendant. Remote Call Back Configuration is divided into two modes accessible from the Quadro's Auto
Attendant: Permanent Call Back and Non-Permanent Call Back.

Please Note: Remote Call Back Configuration services are only available when the Automatically Enter Call Relay Menu checkbox is disabled in
Authorized Phones Database for the trusted user.

Permanent Call Back service allows the callers registered in the Authorized Phones Database to create a new trusted PSTN Caller with Call Back
enabled. They can also modify the Call Back destination of an existing PSTN Caller in the Authorized Phones Database. By calling Quadro's PSTN
number (that is previously routed to the Auto Attendant) and entering the Auto Attendant menu, the caller can use the 0@ code (see Feature
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Codes) to create a new trusted PSTN Caller as well as to modify the Call Back destination for the already registered Caller in the Authorized Phones
Database.

Entering the Permanent Call Back reconfiguration menu, the system will ask the caller to login by dialing the number and an appropriate password
for the Quadro's extension that is used as login extension in Call Back settings. After entering the login successfully the PSTN callers should follow
the voice instructions for configuring a new entry or reconfiguring the existing entry in Authorized Phone database.

When the system accepts the settings, the corresponding entry will be logged to the Authorized Phones Database. The detected PSTN caller
address must correspond to the one applied by the caller, the ISDN line must be available on the Quadro, there must be network connectivity and
the destination must be reachable. The PSTN caller will then be disconnected from the Quadro's Auto Attendant and the defined Call Back
destination will receive a call from the Quadro within the next 45 seconds. Answering the incoming call, the PSTN caller will be reconnected to the
Quadro's Auto Attendant.

Non-Permanent Call Back configuration service allows the trusted caller to organize one-time Call Back to the defined PSTN destination. In this
situation, no entry will be logged to the Authorized Phones Database.

By calling Quadro's PSTN number (that is previously routed to the Auto Attendant) and entering the Auto Attendant menu, the caller is able to use
the *5 menu (see Feature Codes) to modify the Call Back destination for the already registered Caller in the Authorized Phones Database.

The system will ask the caller to login by dialing the number and an appropriate password for the Quadro's extension that is used as login extension
in the Call Back settings. After successful login, the PSTN caller should follow the voice instructions for reconfiguring the existing entry in Authorized
Phone database.

The detected PSTN caller address must correspond to the one applied by the caller, the ISDN line must be available on the Quadro, there must be
network connectivity and the destination must be reachable. The PSTN caller will then be disconnected from the Quadro's Auto Attendant and the
defined Call Back destination will receive a call from the Quadro within the next 45 seconds. Answering the incoming call, the PSTN caller will be
reconnected to the Quadro's Auto Attendant.
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Telephony Menu

Main System Users  Telephony
Call Statistics
SIP Settings
Quadro4Li Manag R ssfings
MAT Traversal Seffings

Line Settings

Call Start Time | Call Durs ISDHISEHings
————1—— Gain Cantral

MNE 51P Tunnel Setiings
Call Routing
YolP Carrier Wizard
Radiuz Client Settings
aice Mail Recording Codec
Dial Timeout
IPCC Setings
Irtarmet connection stats; Key System Ermulation

Please checkvourpending RTP Streaming Channels
Copyright (C) 2003-2011 Epyqi Technologies, Lid. All rights reserved.

Active Calls

Internet Uplink Network

@cpysi

quadro
Refresh in 587 seconds!

Boot loader: 5.0.3/Release
Firmware Version: 5.2.46/Release

Uszers currently logyed in:
- adwin from 192.168.70.11, expires 05:35
- adwin from 192,168.70.26, expires 05:43

Telephony

.. @ cpygi

« System
* Users
« Telephony
> Call Statistics
SIP Settings
RTP Settings
NAT Traversal Settings
> Line Settings
> ISDM Settings
Gain Control
SIP Tunnel Settings
Call Routing
VolP Carrier Wizard
Radius Client Settings
Voice Mail Common Settings
Dial Timeout
3PCC Settings
Key Systerm Emulation
> RTP Streaming Channels
Internet Uplink
Network
Install Checklist

Fig. 11-121: Telephony Menu in Dynamo Theme

Feature Codes

Help
Logout

Please check your pending events!

Home Logout

t 2002-2012 Epygi Technolegies, Ltd. All rights re

Call Statistics

Fig. 11-122: Telephony Menu in Plain Theme

The Call Statistics page consists of five tables. They provide information on successful, unsuccessful and missed incoming and outgoing calls on
the first three tables, statistics settings in the fourth table and automatically downloading the call statistics in the fifth one. Call statistics allows the
collecting of call events on the Quadro with their parameters and to search them by various criteria.

The Statistics Settings page offers the following input options:

The Enable Call Reporting checkbox enables Call Statistics reporting. The selected number of statistics entries will be displayed in the Call

Statistics tables.

The Maximal Number of Displayed Call Records drop down
lists are used to select the number of Successful, Missed and
Unsuccessful Outgoing statistics entries to be displayed in the
corresponding Call Statistics tables. If the record numbers
exceed the numbers specified in these drop down lists, the
oldest record will be removed.

The Download All Call Statistics link is used to download the
entire displayed statistics in a file that can be viewed with a
simple text editor. This type of call statistics file is easy-to-read
and can be displayed in a spreadsheet.

The Download All Call Statistics (CSV format) link is used to
download the entire displayed statistics in CSV (Comma-
Separated Values) formatted file.

The Download All Call Statistics (old format) link is used to
download the entire displayed statistics in an old formatted file.
This file can also be viewed with a simple text editor but
contains more intricately aligned content.

The Clear all
records.

Records button is used to clear all statistics

Main System Users  Telephony

Call Statistics - Statistics Settings

Successful Calls Missed Calls Unsucce

Enahle Call Reporting
Maximal Mumber Of Successful Call Records:
Maximal Mumber OfMissed Call Records:
Maximal Number Of Unsuccessful Call Records:

Dowenload All Call Staistics
Daownload All Call Statistics (CSY formaty

Dowenload Al Call Statistics {old formaty

Clear all Records

Flease checkyour pending events!
Copytight (C) 2002-2011 Epvai Technologies. Ltd. All rights resenced.

o
InternetUplink  Network @ep} gl
quadro
ful Qutgaing Calls  Statistics Settings AUtDmathaHT Download
00 v
100~
100 v

Fig. 11-123: Call Statistics Settings page

When the number of Call Statistics entries exceeds the numbers specified in the Statistics Settings page, the oldest entries are being automatically
deleted. In order to keep the call statistics entries safe, Quadro allows you to configure an automatic download service of the call statistics.
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The AUtOmatiCa”y Download page iS USed to conﬁgure the Main System Users Telephony Internet Uplink Network @epygl
automatic downloading of the call statistics. Two options of quadte

downloading the call statistics are available: uploading the call
statistics file to the server or sending it to the mailing address.

This page consists of the following components: Ino; WARNING. gl ssrice (s dlebied
Successful Calle Missed Calls Unsuccessful Outaoing Calls  Statistics Settings  Automatically Download

Call statistics - Automatically Download

The Enable Automatically Download Call Statistics checkbox
enables automatic downloading mechanism of the call statistics.
Please Note: This service only refers to the statistics collected Number Of Call Records To Download: [50 v
from the moment of enabling this service and forward; any

Enable Automatic Downloading of Call Statistics

. .. . File F: t. | Tah Del ol T I

previously generated statistics will not be downloaded. Ve Format: Tah Delmited Tent (ioo) z
L @ ia E- X
The Number of Call Records to Download drop down list is ¥ Send iz E-mall || E-mil Address  |aslghik_sanasaryan@emygian
used to select th_e portion size of the ca!l statistics (including all O sendmserver | gerver Name
types of call statistic, i.e. successful, missed and unsuccessful oy
. . . . . . . . erver Fol

outgoing call statistics, in the timing order) which will be
downloaded to the server or send per email. The number Path on Server
selected in this drop down list indicates the number of entries in Send Method
the single downloaded call statistics file. If there are no enough TP
entries in the call statistics table on the Quadro, the system will
wait until the necessary number of entries will be collected and i
then will upload the statistics file to the server or send it to the Hserhiame
email address. Fassword

Please check your pending events!
Copyright (C) 20053-2011 Epvai Technologiss, Ltd. All rights reserved.

Fig. 11-124: Call Statistics — Automatically Download page

The following group of manipulation radio buttons allows you to select whether the call statistics files will be delivered by email or stored in some
location on the server:

® The Send via Email radio button is used to send the call statistics files via email. The selection enables Email Address text field that requires
the email address of the administrating person to receive the call statistics files.

® The Send to Server radio button is used to store the call statistics files on a remote server. This selection enables the following fields to be
inserted:
The Server Name requires the IP address or the host name of the remote server.
The Server Port requires the port number of the remote server.

The Path on Server requires the path on the server to store the call statistics files in.

The Send Method manipulation radio buttons allow you to select the remote server type: TFTP or FTP. In case of FTP selection, the
authentication username and the password need to be inserted. In case these fields are left empty, anonymous authentication will be
used.

The Download Now button is used to perform a manually immediate download of the call statistics.

The Number of Records displays the current number of statistics entries in the table. For successful calls, Total Duration, Maximum Duration,
Average Duration and Minimum Duration statistics are displayed on top of the table.

The Call Statistics - Successful Calls, Missed Calls and Unsuccessful Outgoing Calls pages consist of the general information on successful,
missed and unsuccessful calls, search fields and the calls table. The search components are as follows:
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e The From and To text fields are used to search by date and

time. The data must be entered in either of the following T ©@cpvs
formats: dd-mm-yyyy hh:mm:ss or dd-Mon-yyyy hh:mm:ss.
The time criteria are optional. The From requires an earlier
date and time than the To field. If the entered data does not
meet this condition, the error message “Minimal date should
be less than maximal date” prevents statistics filtering.

Statistlcs - Successiul Calls

e The From and To drop down lists are used to search by - e = rom) | e
duration. The duration has to be selected from the list of Sl
values. The From field must indicate a shorter duration than
the To field. If the inserted data does not meet this
condition, the error message “Minimal duration should be
less than maximal duration” prevents statistics filtering.

e The Calling Phone and Called Phone respectively require
the caller and called party’'s SIP address (see chapter
Entering a SIP Addresses correctly), extension or PSTN
number as search criteria. Wildcard symbols are allowed
here.

The Call Statistics: Successful Calls, Missed Calls and
Unsuccessful Outgoing Calls tables are lists of successful,
missed and unsuccessful incoming and outgoing calls and their
parameters (Call Start Time, Call Duration, Call destinations).
Each column heading in the tables is a link. By clicking on the
column heading, the table will be sorted by the selected column.
Upon sorting (ascending or descending), arrows will be
displayed close to the column heading.

The Details column is only present in Successful Calls table
and provides the following information:

e  Brief information about the call quality, voice codec used to
receive and transmit packets and the close call reason. The
close call reason appears to provide more information
about the call termination reason which can be a network
problem, termination by one of the call parties, voice mail
service activation, etc. Clicking on the details information
will open the RTP Statistics page where all RTP
parameters of established call are provided.

e Authenticated By information details the callers that
passed an authentication on the Quadro as configured in
the Local AAA Table (see Call Routing).

e Information about FAX statistics for the calls that have a
FAX transmission handled. It only appears when there was
a FAX transmission during the call. Clicking on the FAX link
in the Details column will move to the FAX Statistics page.

Fig. 11-125: Call Statistics page

The Call Detail column is present only in the Unsuccessful Outgoing Calls table and indicates the reason why the call was unsuccessful.
The Filter performs a search procedure by the selected criteria. The search may be done with several criteria at the same time.

The Records per page are used to select the number of displayed statistic records per page. The Previous and Next can be utilized to switch
between these pages.

The Download Call Statistics links are available below all Call Statistics tables and allows you to download the displayed call statistics in a text file.

To Enable/Disable the Statistics

1. Enter the Call Statistics Settings page.

2. Select or deselect the Enable Call Reporting checkbox to enable or disable statistics recording.

3. If enabling the statistics, the maximum number of records to be stored in the statistics table should be selected from the corresponding
drop down lists.

4.  Press Save to apply the new configuration.

To Filter the Statistics

1. Enter the desired criteria fields.
2. Press the Filter button to search the call reports within the Call Statistics table.

Please Note: To return to the complete Statistics Table, clear all search criteria and press Filter.
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To Reset the Statistics

1. Pressthe Clear All Records button in the Call Statistics Settings page.
2. Confirm the deletion by clicking on Yes. The call statistics will then be deleted. To abort the deletion and keep the statistics information,

click on No.

RTP Statistics

The RTP Statistics page provides detailed information about the established call is provided. When Quadro serves as an RTP proxy, this page
displays two groups (legs) of RTP statistics. For example, when calling from an IP Phone attached to the Quadro’s IP line to an external SIP
destination or from one external SIP destination to another through the Quadro’s Auto Attendant. Each group of parameters describes characteristics
of a piece of RTP stream composing an overall SIP session. Normally, one leg describes the RTP stream from caller to the Quadro and the other leg

describes the RTP stream from Quadro to the destination.

Quality - estimated call quality, which depends on RTP statistic.
Below is the legend for Call Quality definitions on the displayed RTP
Statistics:

excellent — RX Lost Packets < 1% & RX Jitter < 20
good - RX Lost Packets < 5% & RX Jitter < 80
satisfactory - RX Lost Packets < 10% & RX Jitter < 150
bad - RX Lost Packets < 20% & RX Jitter <200

very bad - RX Lost Packets > 20% or RX Jitter > 200

The Source and Destination fields indicate the two peers between
which the RTP stream is transmitted. The characteristics in the table
below describes to the piece of RTP stream between these peers.

Rx/Tx Codec - codec for received and transmitted RTP stream
respectively.

Rx/Tx Packets -number of RTP  packets received and

transmitted respectively.

Rx/Tx Packet Size -size of RTP packet (payload) received and
transmitted respectively.

Rx Lost Packets - number of lost RTP packets for received stream.

Rx Jitter - inter-arrival jitter is an estimate of the statistical variance
of the RTP data packet inter-arrival time, measured in timestamp
units.
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RTP Statistics
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Fig. 11-126: RTP Statistics page

The inter-arrival jitter is defined to be the mean deviation (smoothed absolute value) of the difference D in packet spacing at the receiver compared
to the sender for a pair of packets. If Si is the RTP timestamp from packet i, and Ri is the time of arrival in RTP timestamp units for packet i, then for

two packets i and j, D may be expressed as:
D(i.j) = (Rj - Ri) - (S - Si) = (R] - ) - (Ri - Si)

J(i) = 3(i-1) + (D(i-1,i)| - I(i-1))/16, where J(i) is Rx Jitter for packet i.

For more details about Jitter calculations, please refer to the RFC1889.

Rx Maximum Delay - maximum variance (absolute value) of actual arrival time of the RTP data packet compared to estimated arrival time,

measured in milliseconds.

If Si is the RTP timestamp from packet i, and Ri is the time of arrival in RTP timestamp units for packet i, then variance for packet i may be

expressed as following: V(i) = |(Ri - R1) - (Si- S1)| = |(Ri- Si) - (R1 - S1)|

Rx Maximum Delay = max V(i) / 8

RX Delay Increase Count — indicates the number of times the delay in jitter buffer is increased during the call.
RX Delay Decrease Count - indicates the number of times the delay in jitter buffer is decreased during the call.

Please Note: RTP Statistics is logged only when at least one of the call endpoints is located on the Quadro. For example, it will not be logged when:

e calls incoming from or addressed to the IP lines or remote extension,

e calls from an external user are routed to another external user through Quadro’s routing rules.

In the first case, RTP statistics will be logged if remote extension or IP line user is calling locally to the Quadro’s extension or auto attendant.

The Configure Call Quality Event Notification link leads to the Configure Call Quality Event Notification page where call quality control

notification specifics can be configured.

From the Configure Call Quality Event Notification page you may configure event notification policy when the call quality is lower than the allowed

level.
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This page consists of a Notify checkbox, which enables the call
quality monitoring mechanism for the corresponding event
notifications, and a Call Quality less than drop down list where the
least satisfactory call quality should be selected. When a call with the
quality less than the level selected here is registered on the Quadro,
an event notification will appear. When the Notify checkbox is
disabled, no Call Quality events will occur on the Quadro.

Please Note: The ways of notification for the Call Quality events
should be configured from the Events page.

Main  Sytem Users  Telephoey Ieamet gk Metwork

Configure Call Quality Event Notification
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Fig. 11-127: Configure Call Quality Event Notification page

The Configure System Events link leads to the Events page where the methods of notification for each system event can be configured.

FAX Statistics

The FAX statistics page is accessed from the Call Statistics page by
clicking on the FAX link in the Details column for the calls that
contain T.38 FAX transmission.

The FAX statistics page provides information about received and
transmitted packets, lost, bad and duplicated packets. This statistics
refers only to the T.38 FAX transmission. The FAX statistics is not
available for the FAX transmitted with other protocols.

SIP Settings
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Fig. 11-128: FAX Statistics page

The SIP Settings provide information on the SIP receive UDP and TCP ports and allows you to select DNS server configurations for SIP and the SIP

timers scheme.

The UDP Port indicates the SIP UDP (User Datagram Protocol)
receive port number. By default 5060 is selected and used. The SIP
UDP port cannot be in the selected RTP/RTCP port range for IP lines
(see RTP_Settings), otherwise the “Mapped port for SIP shouldn’'t be
in RTP port range” error message appears.

The TCP Port indicates the SIP TCP (Transmission Control Protocol)
receive port number. By default, 5060 is selected and used.

Please Note: Quadro will not use TCP protocol as a transport for SIP
messages if the TCP Port field is left empty.

The TLS Port indicates the SIP TLS (Transport Layer Security)
receive port number. By default, TLS port is not used and is empty
(coded to 0). TLS port number should be different from the TCP Port
number.

The Realm text field requires messaging level information to be
included in SIP messages sent by Quadro. This information might be
used by remote side for authentication purposes.

Enable Session Timer enables advanced mechanisms for
connection activity checking. This option allows both user agents and
proxies to determine if the SIP session is still active.

The DNS server for SIP radio button group allows you to choose
between regular DNS servers configured in the DNS Settings page
and specific DNS servers for SIP traffic.

e Use default is used to apply regular DNS servers for SIP traffic.

e Specific is used to enable SIP specific DNS servers. For this
selection, both primary and secondary SIP DNS servers should
be defined in the SIP DNS 1 and SIP DNS 2 text fields. At the
least, a primary DNS server should be inserted.

Main System Users Telephony Internet Uplink Network

SIP Settings

UDP Port 5060
TCP Port |5060
TLS Port

Realm guadro

[CIEnable Session Timer

DNS server for SIP
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& Use default | Use the DNS defined in the netwark settings
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SIP DMS 1
SIP DMS 2
SIP timers
® RFCIZHY Al timers aceording 1o the standard

(@] High availability | The retry periods are shortened

O custom All timers according to the standard, except.
Registration timeout secand(s)
Registration failure timeaut secondis)
Transaction duration secand(s)
Session refresh timeout second(s)

HostAliases for SIP
TLS Certificates

Generate and Install Mew CA Root Cerlificate

Download Current ©A Root Cedificate

Elease checkwour pending events!

Copyright (C) 2003-2012 Epyai Technologies, Ltd Al rights resenved

The SIP Timers radio button group is used to define the timeouts of the SIP messages retransmission.

e RFC 3261 will apply standard SIP timers described in the corresponding specification.

Fig. 11-129: SIP Settings page
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e High availability will apply SIP timers to shorten the call establishment, registration confirmation and registration failure procedures. This
selection provides more firmness to the SIP connection but increases the network traffic on the Quadro.

® Custom allows manually defining the Registration Timeout, Registration Failure Timeout, Transaction Duration and Session refresh

timeout SIP timers (in seconds).

Host aliases for SIP link leads to the page where Quadro's external aliases are listed.

Generate And Install New CA Root Certificate link leads to the page where new CA root certificate may be defined, generated and installed.

Download Current CA Root Certificate link is used to download the actual CA root certificate in a .crt format.

Host aliases for SIP

This page is used to create a list of Quadro's hostnames register
on remote DNS servers. This list will be used to identify SIP
packets received from remote servers where Quadro is
registered with different names.

The Host aliases for SIP page consists of a table where
Quadro's aliases are listed. Add opens the Add Entry page
where a new alias name for Quadro should be defined.

Generate And Install New CA Root Certificate

The Generate and Install New CA Root Certificate page is
used to define, generate and install a new CA root certificate for
SIP TLS traffic. All fields in this page require root certificate
specific information.

The General Certificate and Install button is used to generate
a new CA root certificate based on the defined data and to
install it on the Quadro. Quadro will get rebooted automatically
once the new certificate is installed. You may download the
actual copy of the certificate from SIP_Settings page.

To ensure a secure TLS connection with the Quadro's defined
CA root certificate, both sides should have the same certificate
installed. If the end user is an IP phone, you may activate the
TLS certificate update mechanism from it to obtain the latest
certificate generated by the Quadro. If the end user is a server
or other device, you may download the certificate from the
Quadro and apply it manually on the remote side.

RTP Settings

Geonerate And Install New CA Root Certificate for SIP TLS
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Fig. 11-130: Host aliases for SIP page
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Fig. 11-131: Generate and Install New CA Root Certificate page

The RTP Settings page allows the administrator to configure the codec’s packet size and silence suppression for each voice codec, to select the
G726 codec standard, to define RTP/RTCP port ranges, etc. All parameters listed on this page may be modified and submitted.

The Codec Properties table lists all codecs with the corresponding packetization interval and information about silence suppression.

Edit opens the Edit RTP Settings page where the codec settings can be modified. To use Edit, only one codec may be selected at a time,
otherwise the “One record should be selected” error message appears.
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The Packetization Interval is the time interval between two
RTP packets of the same stream. If the interval is increased, the
overhead is decreased but the voice quality may deteriorate as
a result. If the interval is decreased, the network load is
increased and the delay is reduced.

Silence Suppression disables RTP packet transmission in
case of no voice activity. This feature helps to avoid extra traffic
if the RTP stream contains no voice activity. It is activated after
two seconds of silence and restarted immediately if any audio
appears.

The G.726 Standard radio buttons are used to select between
packaging the G.726 codewords into octets. If you experience
problems with the G.726 voice quality when one of these
packaging is selected, try a different one.

e |f Use ITU_T specification is selected, the ITU 1.366.2
(“AAL2 type 2 service specific convergence sublayer for
narrow-band services”) type packaging of codewords is
used, where packing code words into octets is starting from
the most significant rather than the least significant digit in
the octet.

e |f Use IETF RFC is selected, the IETF RFC (“RTP Profile
for Audio and Video Conferences with Minimal Control”)
type packaging of codewords is used, where packing code
words is starting from the least significant position in the
octet.

RTP/RTCP Port Range:
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Fig. 11-132: RTP Settings page

e Min - minimal port has to be higher than 1024 and lower than the maximal port range. Only even numbers are allowed.

e Max - maximal port has to be lower than 65536 and higher than the minimal port range. Only odd numbers are allowed.

Since the specified maximum port has to be higher than the minimum port, the error message “Min port number should be less than max port
number” will appear if this condition is not met. The port range must consist of digits only, otherwise the error “Incorrect Port Range: only Integer
values allowed” will appear. The difference between Max and Min RTP ports should be 100 ports or less (according to the system’s capabilities)
otherwise the corresponding warning appears. RTP/RTCP Port ranges cannot include the defined SIP UDP ports (see SIP_Settings) otherwise an

error message will appear.

Telephone Event Draft Support enables telephony events transmission according to the draft-ietf-avt-rfc2833bis-04. The checkbox needs to be
toggled if the SIP destination party phone or IVR has problems recognizing DTMFs generated by the Quadro.

Enable RTCP Support enables Real Time Control Protocol support and allows for the RTCP packets transmission. RTCP protocol is used for
monitoring the RTP streams and changing RTP characteristics depending on Network conditions.

The RTP Settings — Edit Entry page offers a drop down list and
a checkbox.

Packetization Interval contains possible values (in milliseconds)
to be configured for the selected codec.

The Enable Silence Suppression checkbox selection enables
voice activity detection for the selected codec.

To Edit Codec Parameters

Main  Systeni
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RTP Settings - Edit Entry
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1. Select the codec from the Codecs Table that is to be edited.

2. Press the Edit button on the RTP Settings page. The Edit Entry page will appear in the browser window.

3. Change values in Packetization Interval and/or enable/disable Silence Suppression.
4. To save the codec settings press Save, or to keep the initial data click Back.

NAT Traversal Settings

Fig. 11-133: RTP Settings - Edit Entry

The NAT Traversal Settings page is divided into separate pages used to configure General NAT settings, SIP NAT parameters, RTP and STUN
parameters for NAT and a page where the NAT Exclusion table may be filled.
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The General Settings page consists of a manipulation radio buttons
group to select the mode of the NAT Traversal usage for the SIP traffic
(any incoming and outgoing SIP messages from and to the Quadro will
be routed through the NAT PC).

e Automatic — with this selection, system will analyze the Quadro’s
WAN IP address and if it is in the IP range specified for local
networks (according to RFC), the SIP traffic will be routed through
NAT. Otherwise, if Quadro’'s WAN I[P address is outside the
specified IP range, no SIP traffic will be routed through NAT server.

® Force — with this selection, all the SIP traffic will be routed through
the NAT server.

e Disable — with this selection, no SIP traffic will be routed through the
NAT server.

Main System Users  Telephony Internet Uplink Network
quadro
NAT Traversal Settings
General Settings  SIP Parameters RTP Parameters STUN Parameters MAT Exclusion Tahle
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Fig. 11-134: General NAT traversal page

The SIP Parameters page is used to configure NAT specific settings for SIP and offers two independent groups of settings:

UDP Parameters:
Manipulation radio buttons allow you to select the type of connection over
NAT:

Selecting Use STUN will switch to automatic discovery of Mapped
settings for the SIP UDP traffic over NAT. STUN settings are
configured on the STUN parameters page (see below).

Selecting Use Manual NAT Traversal allows you to manually define
the mapped settings for the SIP UDP traffic over NAT:

Mapped Host requires the IP address of the mapped host for SIP UDP
traffic over NAT.

Mapped Port requires the port number on the mapped host for the SIP
UDP traffic over NAT.

TCP Parameters:

Mapped Host requires the IP address of the mapped host for SIP TCP
traffic over NAT.

Mapped Port requires the port number on the mapped host for the SIP
TCP traffic over NAT.

The RTP Parameters page is used to choose between the STUN and
Manual NAT traversal connection for the RTP traffic and to define the
RTP/RTCP ports for the connection over NAT.

Manipulation radio buttons allow you to select the type of connection over
NAT:
Selecting Use STUN will switch to automatic discovery of Mapped

settings for the RTP UDP traffic over NAT. STUN settings are configured
on the STUN Parameters page (see below).

Selecting Use Manual NAT Traversal allows you to manually define the
RTP/RTCP port ranges for the RTP traffic over NAT:

® The Mapped Host text fields require the Mapped Host for RTP
traffic over NAT.

® Mapped RTP/RTCP Port Range:
Min - minimal port has to be higher than 1024 and lower than the
maximal port range. Only even numbers are allowed.
Max - maximal port has to be lower than 65536 and higher than the
minimal port range. Only odd numbers are allowed.
Please Note: RTP/RTCP Mapped Port ranges should be greater than or
equal to the RTP/RTCP port ranges defined on the RTP_Settings page.
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Fig. 11-135: SIP Parameters page
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Fig. 11-136: RTP Parameters page
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The STUN Parameters page enables automatic NAT configuration miain || Systam| | Usera] [ Taiephony internet Uplink  Network @ep}-’gl
through the STUN server and is used to configure the STUN (Simple quadro
Traversal of UDP over NAT) client on the Quadro. This page requires the i
following data to be inserted: NAT Traversal Settings
The STUN Server text fleld requires the STUN server's hostname or IP General Seflings  SIP Parameters ETP Parameters STUN Parameters MAT Exclusion Tahle
address. The STUN Port text field requires the STUN server port Primary STUN server:  [atun apygicom
number.

Primary STUN Port: 3478

The Secondary STUN Server and Secondary STUN Port text fields
respectively require the parameters of the secondary STUN server.

Secondary STUN server:

Secondary STUN Port

The Polling Interval drop down list contains the possible time intervals Polling interval: Thaur %
between referrals to the STUN server.

Keep-alive interval: 120 second(s)

The Keep-alive interval text field provides the options to select the time NATIP checking interval: 300 second(s)
interval (in seconds) for keeping NAT mapping alive. The value should be
in the range of 10 to 300 seconds.

g
The NAT IP checking interval text field indicates the interval (in Flease chack your pending evants!
seconds) between the NAT IP checking attempts (used to distinguish the | =epwiantic)2002.2011 Epvai Technolagies, Lid. Al fights reservad.
possible NAT IP address changes and to perform registration on the new Fig. I-137: STUN Parameters page

host). The value should be in the range of 10 to 3600.

The NAT Exclusion Table page includes a table where all possible IP ranges are listed that allows you to exclude some network addresses from
being NATed. For example, if a Quadro user needs to make SIP calls within the local network as well as outside of that network, all local IP
addresses are required to be excluded from NAT traversal settings by being listed in this table. Otherwise, a malfunction may occur in SIP

operations.

The NAT Exclusion Table page offers the following input options: 1ol
Main System Users  Telephony Internet Uplink MNetwork @ep }' 81

Each record in the table has a corresponding checkbox assigned to its quadro

row. The checkbox is used to delete or to edit the corresponding record.

Only one record may be edited at a time. An error message will appear if NAT Traversal Settings

no selection is made or more than one is selected.
General Settings  SIP Parameters RTP Parameters STUM Parameters MAT Exclusion Table

Each column heading in the table is a link. By clicking on the column

heading, the table will be sorted by the selected column. When sorting Add Edit Delete Selectall lwerse Selection
(ascending or descending), arrows will be displayed next to the column P address Subnet Mask
heading.

[ [17260.158.0 265,265,265,

The Add Entry page includes the following text fields:
Y Pe )

Please check your pending events!
Copyright (C) 2003-2011 Epyai Tachnologies, Lid. All rights reserved

Add opens the Add Entry page where a new IP range can be added.

Fig. 11-138: NAT Exclusion Table page

Edit opens the Edit Entry page where the IP range can be modified. This page includes the same components as the Add Entry page.

The NAT Exclusion Table lists all possible IP ranges that are not included in the NAT process, but may be accessed directly. IP addresses that are
not listed in the NAT Exclusion Table are accessed over NAT.

4 1
Main  System Users  Telephony Internet Uplink Network @ep }' 81

IP address requires the IP address that is placed behind NAT within quadre
the local network.

NAT Traversal Settings - NAT Exclusion Table - Add Entry
Subnet Mask requires the subnet mask corresponding to the

SpeCIerd IP address. General Seftings SIP Parameters TP Parameters STUMN Parameters NAT Exclusion Table
IP address
172 . |60 .|168 11 IP-Cliphoard
Subnet Mask

265 |[z55 [[295 [0

Please check your pending events!
Copyright (C12003-2011 Epyai Technglogies, Ltd. Al rights reserved

Fig. 11-139: NAT Exclusion Table - Add Entry page

To Configure the NAT Exclusion Table

1. Pressthe Add button on the NAT Exclusion Table page. The Add Entry page will appear in the browser window.
2. Specify an IP Address and its Subnet Mask in the corresponding text fields.
3. Press Save on the Add Entry page to add the selected IP range to the NAT Exclusion Table list.

Quadro4Li; (SW Version 5.3.x) 77



Quadro4Li Manual I1: Administrator's Guide Administrator’s Menus

To Delete an IP Range from the NAT Exclusion Table

1. Select the checkboxes of the corresponding IP range(s) that should to be deleted from the NAT Exclusion Table. Press Select all if all IP
ranges should to be deleted.

2. Press the Delete button on the NAT Exclusion Table page.

3. Confirm the deletion by pressing Yes. The IP range will then be deleted. To abort the deletion and keep the IP range in the list, press No.

Line Settings

The Line Settings are used to configure Quadro IP Line (if available on the board) settings. The Line Settings page consists of IP Line Settings
page for IP Lines configuration.

IP Line Settings

The IP Line Settings page is used to configure IP lines for IP phones to be connected to the Quadro. Quadro provides the options to connect SIP
phones to its LAN side, assign the corresponding IP line to an active extension, and use SIP phones as a simple phone with all telephony services of
the Quadro (for example, call hold, waiting, transfer, etc).

There are 16 IP lines available on Quadro4Li.
The IP Lines Settings page displays a table with the available IP lines on the Quadro.

Enable PnP to IP lines checkbox is used to setup the SIP phones connected to the Quadro via Plug and Play automatic configuration service. To
use this service, this checkbox needs to be selected. The SIP phone should be reset then. After a clean boot-up of the SIP phone, Quadro will detect
the SIP phone and all its characteristics, generate the automatic configuration file and will upload it to the SIP phone. The SIP phone will be then
configured on the first available IP line of the Quadro and will become completely functional.

Please Note: The Plug and Play service is only available for the supported SIP phones (see the list below). This service will not work in case the SIP
phone is already manually configured or if it is not reset after enabling the Enable PnP to IP lines checkbox.

Enable Firmware Version Control checkbox is used to control the firmware version running on the SIP Phone attached to the Quadro. This service
also allows you to have the new firmware automatically downloaded and installed on your SIP Phone (in case your SIP phone was running an old
firmware upon connecting to the Quadro or when the Quadro’s firmware has been updated and the compatibility was changed to the higher firmware
version of the SIP phone). Every new firmware of Quadro is compatible to a certain firmware version of each supported SIP phone. If you are running
older firmware on your SIP phone, this service will automatically download and install the newer firmware on your SIP phone.

Please Note: The Firmware Version Control service is only available for the supported SIP phones (see the list below).
Attention: Do not select this checkbox if you wish to run other firmware version on your SIP phone than the one compatible with the Quadro.

The Connect IP phones from WAN side checkbox indicates whether the IP phones are connected to the Quadro via its WAN or LAN port. Disable
the checkbox if the phones are placed on the Quadro LAN; otherwise leave it enabled.

The alternating Hide disabled IP lines and Show disabled IP lines buttons are used to respectively hide or show the IP lines that have not been
activated with a feature key. To enable the lines, install a feature key from the Features page.

The IP Lines table lists all available IP lines with additional information about each of them: number of the extension attached to it, information about
the phone type and the configuration details.

Each column heading in the tables is link. By clicking on the column heading, the table will be sorted by the selected column. When sorting
(ascending or descending), arrows will be displayed next to the column heading.

By pressing on the IP line # link in the Available IP Lines column, the Edit IP Line page specific for the current IP line is opened. This page offers a
group of manipulation radio buttons that allows you to enable the IP line and to configure it to for use by the SIP phones.
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Inactive — this selection disables the corresponding IP line.

SIP Phone - this selection configures the IP line for a SIP phone to be
connected to the Quadro’'s LAN.

° Phone Model drop down list is used to select the IP phone
model to be used by the receptionist. The drop down list,
excluding Other selection, enables the MAC address text
fields used to insert the MAC Address of the corresponding
SIP phone. Use Other selection if your SIP phone is not in
this list.

° Line Appearance text field requires a number of
simultaneous calls supported by the SIP phone.

° Username and Password are required for this selection.
They should match on both the Quadro and the SIP phone for
a successful connection. The Password field is checked
against its strength and you may see how strong is your
inserted password right below that field. To achieve the well
protected strong password minimum 8 characters of letters in
upper and lower case, symbols and numbers should be used.
If you are unable to define a strong password, press Choose
Generated Password to use one of system defined strong
passwords.

° Transport drop down list is used to select the SIP protocol
transport layer - UDP, TCP or TLS. For TLS you may activate
the TLS certificate update mechanism from IP Phone to
obtain the latest certificate generated by the Quadro.

For automatic SIP phone configuration, the SIP phone should be
reset/rebooted. The appropriate configuration will then be automatically
downloaded from Quadro to the SIP Phone.

Please Note: For automatic configuration, some SIP phones may
require additional actions to follow the restart. For example, by default
the IP Dialog SIP Tone Il is in a non-auto-provisioning mode, so it
should be manually enabled on the phone. Refer to the user's manual
of the corresponding SIP phone for instructions on performing a factory
reset or reboot on any of the supported phones, what additional
configurations are required for a specific SIP phone, and how to
manipulate with the GUI.

By pressing the Web link in the Details column for each configured SIP
phone will lead you to the Web configuration page of the corresponding
SIP phone.

Please Note: This link only works from the LAN side of the Quadro, i.e.
when the Quadro’s GUI is accessed from a PC located in the Quadro’s
LAN. If you wish to connect the SIP phone’s GUI through the WAN, an
appropriate Incoming Traffic/Port Forwarding Filtering Rules should
be added on the Quadro.

The Advanced link in the Details column appears for the snom and
Aastra IP phones and takes you to the Programmable Keys
Configuration page where programmable keys for the corresponding IP
phone can be configured.

The Reboot link in the Details column appears for supported IP phones
and is used to remotely initiate a reboot of an IP phone attached to the
line.

@cpysi

quadio

Main  System Users  Telephony Internet Uplink Network

Line Settings

IP Line Settinas

[¥ Enable PnP for IP lines

[¥) Enable fimmurare version coniral
Connect IP phones from WAN side

Hide disabled IP lines

Available IP Lines | Attached Extension | Type | Details

IPLine 1 1" Inactive | UserName: locext1 1, Model: 55i, 00:08:50:19:76:C3, Advanced Web
1P Line 2 12 Inactive | UserName: locext12, Model: 91330, 00:08:50:18:15:96, Advanced Web
IE Line 3 13 Inactive = UserMame: locext13, Model: 480i, 00:08:50:03.DB:BC, Advanced Web
IPLine 4 14 Inactive  UserName: locext14, Model: 480i, 00:08:50:03:06:7C, Advanced Web
IPLine s 15 Inactive | UserName: locext15, Model: 480i, 00:08:50:03.0B:12, Advanced Web
IPLinef 16 Inactive = UserMame: locext18, Model: 9133i, 00:08:50:18:15.CB, Advanced Web
IPLine? 17 Inactive = UserName: locext7, Model: 571, 00:08:50:19:5C:7B, Advanced Web
IPLine g 18 Inactive = UserName: locext18, Model: Polycom SoundPoint® IP 650, 11:11:11:11:11:14
IPLine g 19 Inactive | UserMame: locext19, Model: 480i, 00:00:00:00:00:00 Advanced
’_If’L,mle‘ 20 Inactive e
IP Line 18 (disabled) 28 mavure
Copyright (£) 2003-2008 Epygi T Lt Al rights resemed.
Fig. 1I-140: IP Line Settings page
Main  System Users  Telephony Internet Uplink Network @ € P ‘)" 81
quadro
IP Line Settings - IP Line 1
O Inactive
® 5P phons | Phone Madel Snom 370 =

MAC Address oo [0 poo poo o poo 0o

Line Appearance: |2

Usemame locext! 1
Paggward. Ty Choose Generated Password
Transport UDP v

|:| Use Session Timer

Use template <—use default—>» ¥
Enahle Hot Desking Capability

Hot Desking Automatic Logout:

@3‘ MNewer
C:‘ After houris) min
Ol a

Please checkyour pending events!
Copyright (C) 20022011 Epuai Te chnologies, Ltd. All rights reserved.

Fig. II-141: IP Line Edit page
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Supported SIP Phones

The following is the list of SIP phones that can be configured to work with Quadro IP PBXs using the Plug-and-Play and/or Auto-Configuration option:

e snom 300

e snom 320

e snom 360

e snom 370

e snom 710

® snom 720

® snom 760

e snom 820

e snom 821

e snom 870

® snom MeetingPoint
® snom m9

® Aastra 6751i

Aastra 6739i

Aastra 6757ICT

Aastra 9112i

Aastra 9133i

Aastra 9143i(33i)

Aastra 9480i(35i)

Aastra 9480iCT

Polycom SoundPoint IP 450SIP
Polycom SoundPoint IP 501SIP
Polycom SoundPoint IP 550SIP
Polycom SoundPoint IP 601SIP
Polycom SoundPoint IP 650SIP
Polycom SoundStation IP 6000

Grandstream GXP2100
Grandstream GXP2110
Grandstream GXP2120
Linksys SPA921
Linksys SPA922
Linksys SPA941
Linksys SPA942
Yealink SIP-T20P
Yealink SIP-T22P
Yealink SIP-T26P
Yealink SIP-T28P
Yealink SIP-T32G
Yealink SIP-T38G

® Aastra 6753i °
® Aastra 6755i °
® Aastra 6757i °
® Aastra 480i °
® Aastra 480iCT °
® Aastra 6730i °
® Aastra 6731i °
® Aastra 6735i °

® Aastra6737i

Manage IP Phones Templates

Polycom VVX 300/310
Polycom VVX 400/410
Polycom VVX 1500
Grandstream BT200
Grandstream GXP1400
Grandstream GXP1405
Grandstream GXP1450
Grandstream GXP2000

e  Yealink SIP-T46G

° Yealink W52P

° Yealink VP530

° AudioCodes 310HD

° AudioCodes 320HD

° Panasonic KX-UT136

° Panasonic KX-UT123

° Panasonic KX-TGP550T04

The Manage IP Phone Templates page is used to create custom templates for the IP Phones. The templates contain a set of configuration settings
that are uploaded to the IP phone once it is registered on the Quadro. With the custom templates the most popular configuration settings may be
adjusted accordingly. The saved custom templates can be then configured from the Edit IP Line Settings page to be used on the particular IP

phone.

The Manage IP Phone Templates page consists of a table where
the available IP phone templates are listed. The systemdefault
template in this table indicates the Quadro default template for all
IP phones. This template cannot be edited or deleted.

Add opens the Add Entry page where an IP phone template can
be created.

The Add Entry page includes the following text fields:

e Template Name text field indicates the name of the template.
This name will be visible in the Edit IP Line Settings page
when defining the template for the IP phone.

e Description text field requires optional information about the
template.

Edit opens the Manage IP Phone Templates - Edit Entry page
where the selected template’s settings can be adjusted.

The Manage IP Phone Templates - Edit Entry page allows
configuration of multiple IP phones. The IP phones templates help
you manage the settings for group of IP phones, which saves your
time and ensures consistency.

This page allows you to adjust the IP phone’s template general
settings and define options for advanced configuration of the IP
phones models, which can be common for group of IP phones.

The subpages for each supported IP phone model allows you to
define a set of extensions mapped to keys on IP phones (see
Programmable Keys Configuration).

Itar et Ui Matwiork

Elease checkyouroen
Copyright (03 2003-2041 Epyal

Fig. 11-142: Manage IP Phone Templates page

Main  System Users  Telephony

Manage IP Phone Templates - Add Entry

Ternplate Name | Template Office

Description Terplate for office IP phones

Please check your pending events!

Copyright (C) 2003-2011 Epyal Technologies, Ltd. All rights resenved.

@-cpysi

quadie

Internet Uplink Network

Fig. 11-143: Manage IP Phone Templates — Add Entry
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For Aastra models the General Settings page contains the following components:

Local Dial Plan — indicates the number and pattern of digits dialed by the user in order to reach a particular destination.

Send Dial Plan Terminator — is used to switch a dial plan terminator or timeout. When the IP phone is configured to use a dial plan
terminator (such as the pound sign (#)), the phone waits for 4 or 5 seconds after the handset is picked up or a key is pressed to place a
call.

Play a Ring Splash - is used to switch a "call waiting tone" when there is an incoming call on the BLF (Busy Lamp Field) monitored extension. If the
host tone is idle, the tone plays a "ring splash".

For snom models the General Settings page contains the following components:

Dial-Plan String — indicates a dial plan string used to match dialed digits from the handset to the certain actions, e.g. dialing.

Dialog-Info Call Pickup - is used to switch a subscription to the status information of SIP URLs mapped as “Destination/Extension” on the
programmable keys.

Transfer on Onhook - is used to switch the call transfer when the handset is placed on hook.

Call join on Xfer (2 calls) - when this option is enabled, you will connect the newly arrived incoming call to the call on hold by pressing
Xfer button. When this option is disabled and you press the Xfer button, you will have an option to choose the call on hold to transfer the
newly arrived incoming call to, or to dial a new destination manually.

Message LED for Dialog State/Missed Calls — when this option is enabled, the phone will indicate missed calls and changing dialog
states using the message LED.

Dialtone during Hold - when this option is enabled and the call is held the caller gets dial tone. Otherwise there will be no dial tone after
pressing Hold.

Do not Disturb — this selection allows you to manipulate with the IP phone DND service. When the *72 is selected from this list, the DND
service of the IP Phone and the DND service of the Quadro for the corresponding extension will be activated when enabling the DND
service from IP Phone. This option is recommended. When keyeventF_DND is selected only DND service of the phone will be activated
when enabling the DND.

Record Missed Calls — when this option is selected, the information about the missed calls will be displayed on the IP Phone.

Any parameters not listed above or parameters defined in this page for other IP phone models can be found in the user's manual of the
corresponding IP phone.

Please Note: Save changes before moving among the configuration pages.

IP Phones Logo

The IP Phones Logo page is used to upload a custom logo for the Mol System  Users  Teephony  ternetUplink  Network «cpysgi
IP Phones. This page contains only those IP phones for which
Quadro supports the custom logo upload. The uploaded custom
logo will be visible on the display of the IP phone.

nom 3so
. Snom 370 Broweee]

The Enable checkbox is used to enable the custom logo for the : =
selected IP phone model(s). Srom £ —
e 021 [ Brewse_]
. Snom 870 [ Erewss__]
The Browse button opens the file-chooser to select the custom H —
|ogo file. vaalink SIP-T28F )
veniink SIP-TIEP [ Growme. )
Vealink SIP.T22F [ orewss. |

auadre
IP Phones Logo

=l Enabie Logo

VMARIMIMG:  Far Snom phones the Tles must Be in XML formal acearding to Sp FrrrEnd ation

For vealink phones the files must be in DOB format according to k recommendation

[ Hop

Fig. 11-144: IP Phones Logo

Programmable Keys Configuration

The Programmable Keys Configuration page is used to assign a function to the programmable keys of the IP phone. The design of this page
depends on the IP phone model.
Independently on the IP phone model, this page contains a number of the programmable keys and Functionality drop down list assigned to each of

them.
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. . . . . . mn  Sysiem  Users Talaphony Inteamat Liplink Heatyeoas - \I i
The following options are available in the Functionality drop S s ' (e PYS.,
down list:
) ) ) Programmable Keys Configuration
® SLA - use the functionality of the SLA line as

. . f Top Keys
configured in the Key System Emulat!on page. It LEUNC A e —
may be a direct connection to the available PSTN 1 Hona ~ - Hore -
lines on the Quadro or to the certain SIP server. 2 Hone A a Mone ¥
i MNone v Hong v
e  Watch Ext. # - watch the extension on the Quadro
and a possibility to pickup the call addressed to that Bottom Keys
. Key  Fuctionality ey Fuctionasty
extension. 1 AT - n Lingieda -
e Call Park Ext # - watch the calls parked to the £ = e = &
corresponding extensions and a possibility to J . a I"'"' z
retrieve the calls parked to that extension. 3 S = s 3
This list also contains a number of PBX services available on s E - " Tione -
the Quadro and accessible with the * key combination (see ¥ oKD “ T [New <
(] [ - ~

18 Hano

Quadro's Feature Codes). When configured from this page,
the key combinations become transparent for the IP phones
too.

o AutReDd - E Hane

CalBack v 20 Hane hd

Hard Key Ling 4 L4y | SLAS »

Save | Back Help

mghl (%) 228 i

Fig. 11-145: Programmable Keys Configuration page (the preview is individual for different IP phone model)

Vmail - accesses the voice mailbox of the extension to which the receptionist IP line is attached to.

DND - enables the Do Not Disturb service on the extension to which the receptionist IP line is attached to.
CallFwd - accessed Forwarding Management of the extension to which the receptionist IP line is attached to.
AutoReDI - auto redials the last dialed call.

CallBack - calls back to the last caller.

Linelnfo - gets the IP line information from the Quadro.

CallBIk - blocks the last caller.

For Aastra phones (except the 9133i model), a Hard Key Line 4 (L4) drop down is available to use the default Hard Key Line 4 of the IP phone for
the SLA lines. You may select the SLA line to which the Hard Key Line 4 of your Aastra phone will be assigned. The Hard Key Line 4 assigned to an
SLA line will work exactly the same way like the programmable key does.

Please Note: When saving changes on this page, the system asks for a confirmation to remotely reboot the IP phone. It is recommended to reboot
the IP phone after configuration changes on this page in order to make the new configuration effective on the IP phone.

ISDN Settings

The Integrated Services Digital Network (ISDN) is distinguished by digital telephony and data-transport services offered by regional telephone
carriers. ISDN involves the digitization of the telephone network, which permits voice, data, text, graphics, music, video, and other source material to
be transmitted over existing telephone wires. The ISDN Basic Rate Interface (BRI) service offers two B channels (voice transfer) and one D channel
(signaling data transfer). The BRI B-channel service operates at 64 kbit/s and is meant to carry user data. The BRI D-channel service operates at 16
kbit/s and is meant to carry control and signaling information, although it can support user data transmission under certain circumstances.

The ISDN service allows Quadro act as a user or as a network. If connected to a private PBX, the Quadro should be configured in the network
mode. If an ISDN trunk from the CO (Central Office) is connected to the Quadro, it should be configured as a user. Quadro supports the MSN
(Multiple Subscriber Number) service, i.e., it can be subscribed to multiple numbers from the CO, and two simultaneous calls can take place at a
time.

The ISDN Trunk Settings page is used to configure the ISDN trunk and their signaling. There are 4 ISDN trunks available on the Quadro4Li
gateway.

The Trunk Settings table lists the available ISDN trunks on the Quadro and their settings (trunk name and interface types).

The Start and Stop functional links are used to start/shutdown Main System Users Telephony  InternetUplink  Network @GP'}"S]
the selected ISDN trunk(s). When an ISDN trunk is in a e
shutdown state, ISDN calls cannot be placed or received. ISDN Trunk Settings

The Restart functional link is used to bring channel(s) to the Start Stop Restart Copyto Trunkis) Restore Default Settings Selectall Inverse Selection

initial idle state on both sides. When applying one of these Trunks Interface Type Connection Tupe Stats

options, any active traffic on the channel(s) will be terminated. O | Twnk1 User PTMP (Foint To Multi Pointy | ISON Stats

The Copy to Trunk(s) functional link displays a page used to O | Tz Heer PTMIP (PointTo Mull Peinth | SDM Stats

choose a trunk to which selected trunk’s settings should be D | Twnks Metwark FTMP (Point To Multi Pointy | IS0 Stats

copied to. [ | Trunk 4 Metwork PTMP (Point To Multi Pointy ISOM Stats

The Restore Default Settings functional link restores the
default Slgnallng SettlngS of the Selected ISDN trunk(S) Copyright (C)2003-2002 Epval Technologies, Lid, All rights reserved.

Fig. 11-146: ISDN Settings page
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Clicking on the corresponding ISDN trunk will lead to the ISDN wizard where trunk’s ISDN signaling settings can be configured. The ISDN Wizard
consists of several pages.

The ISDN Wizard — ISDN Settings allows you to choose the interface type and the connection type of the selected trunk(s).

The Interface Type drop down list allows you to select between
the User and the Network interfaces. If the ISDN port of the B N [ epyai
Quadro is connected to the CO then User interface type should fon fom Q Timiy  SemibEh e @ [ v
be selected. If the ISDN port of the Quadro is connected to the .
PBX then Network interface type should be selected (in that ISDN Wizard
case Quadro acts as a CO for that PBX).

. i i i ISDN Settings
The Connection Type manipulation radio button group allows

you to choose the connection type for the selected trunk(s):

Trunk 1

® PTP (Point to Point) Intefaco Tipe |User B8
In case of connection to the CO (User interface type is Comectien Type
selected on Quadro) choose this option if only Quadro is -
connected to the ISDN trunk from CO (no other ISDN
devices are connected to the particular ISDN trunk from © | Prue(PaintTouts Paint)
CO besides the Quadro).
In case of connection to the PBX (Network interface type
is selected on Quadro) choose this option if only the PBX is
connected to the ISDN trunk from the Quadro (no other
ISDN devices are connected to the particular ISDN trunk
from the Quadro).
In both cases, with this selection, Quadro sets the TEI to
manually mode assigning the default value of 0. If needed, el Schualaleg L, Alighs et
that value can be changed later in the Advanced Settings Fig. I-147: ISDN Wizard — ISDN Settings
page of ISDN Wizard.

e PTMP (Point to Multi Point)
In case of connection to the CO (User interface type is selected on the Quadro) choose this option if there can be other devices connected to
the same ISDN trunk from CO except the Quadro.
In case of connection to PBX (Network interface type is selected on the Quadro) choose this option if there can be other devices connected to
the same ISDN trunk from Quadro except for the PBX.
In both cases, with this selection Quadro sets the TEI to automatic mode.

) | TP Poine To Point)

Please Note: Consult with your CO operator or network administrator before configuring the ISDN connection type.
The ISDN Wizard - Page 2 content is dependent on the connection type selected on the previous page of ISDN Wizard:

The neXt page IS ISDN leard - MSN Settlngs page WhICh IS Main  System Users Tedephiomy st et Uplink HNetwark @UP\'Q[
used to turn on the MSN configuration. It is recommended to
enable the MSN when there are multiple ISDN devices ISDN Wizard
connected to the same ISDN bus. If the MSN is enabled on this
page, the next page will require the MSN table configuration. ISDN PTMP Settings
Serace Type
MEN
Ho N3N

Fig. 11-148: ISDN Wizard — ISDN PRMP Settings

For MSN service enabled, the Routing Settings page is used to assign MSN numbers to the certain destinations on the Quadro. The MSN number
can be assigned to the Quadro’s extensions, to the Auto Attendant, or to the routing agent. The destination selected from this page will ring upon
incoming call to the corresponding MSN number comes in.
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The fields in the MSN Number column require the MSN
numbers allocated to the Quadro.

Please Note: At least one MSN number should be defined in
this page. The system displays an error message if the same
MSN number is used twice in this page.

The Route Incoming Call to drop-down lists are used to select
the destination where the incoming call addressed to the certain
MSN number will be routed. Choosing the Routing with
inbound destination number selection will automatically use
the initially dialed number to connect the destination without any
additional dialing. If MSN is disabled on the ISDN Wizard - MSN
Settings page, the ISDN Wizard - Routing Settings page
contains only one Route Incoming Call to drop-down list.

Selecting the Use Default outgoing Caller ID allows you to
overwrite the source caller information with the one specified in
the Default outgoing Caller ID field when placing outgoing
calls toward the CO. The Default outgoing Caller ID field
requires the caller ID for the outgoing calls from the Quadro
through the ISDN trunk. That number should be registered at
the CO and can be one of the MSNs provided by the CO. If this
checkbox is enabled but no value is defined in the Default
outgoing Caller ID, empty caller information will be sent to the
CO. If this checkbox is disabled, the source caller information
will be forwarded to the CO.

Main  System Users Tedephiomy st et Uplink Network @ (.[)}IE‘J[
TQuadne 3T
ISDN Wizard
Routing Settings
Teunk . 1
MSH Busnberis) Foue Incoming Callta
S0m o -
521002 " -
531003 1 -
Sr1004 Routing with inbound destination numbar %
511003 1 v
521006 15 -
Sro07 kil -
521008 E7] -
521009 3 -
S3010 w -
[#] e Defauit outgoing Calier 1D
Ciefaull cangoing Caller I 10207099
[Flavanced Eetings
Copryb(E) 2007 Bl Tashsleaies 116 AN Hghis redweved

Fig. 11-149: ISDN Wizard — Routing Settings

Select the Advanced Settings checkbox if you wish to adjust trunk L2 and L3 Settings manually, otherwise leave this checkbox unselected to use

the system default values.

If the trunk is configured in the Network mode, the next page of the wizard will be the ISDN Wizard - ISDN Low Level Settings page, otherwise if
the trunk is configured in the User mode, this page will be skipped and the next page will be the ISDN Wizard - L2&L3 Settings page.

The ISDN Wizard - ISDN Low Level Settings page offers a
Power Source selection option. When this option is selected,
the QuadrolSDN device will act as a power supply for the ISDN
phones connected to it. Otherwise when this checkbox is not
selected, ISDN phones should have their own power supplies.

Please Note: This checkbox should be always disabled when
the ISDN gateway has a PBX or Telecom connected.

) e, ) o N i @cpygi
ISDN Wizard
ISDN Low Level Settings
0
| Previous Hast Cancel Help

Fig. 11-150: ISDN Wizard — ISDN Low Level Settings

The ISDN Wizard — L2&L3 Settings is used for advanced configuration only and contains L2&L3 Settings. This page only appears when the
Advanced Settings checkbox is selected on the previous page of the wizard. This page contains the following components:

ISDN L2 Timers:

® Excessive Ack. Delay T200 configures the period in milliseconds (numeric values from 500 to 9999) between the transmitted signaling packet

and its acknowledgement received.

e |dle Timer T203 configures the period in milliseconds (numeric values from 1000 to 99999) for the ISDN client idle timeout.
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ISDN L3 Timers:

® The T302 Timer text field requires the value for the T302 -
timer in milliseconds (digit values from 0 to 15000). It :
indicates that the time frame system is waiting for a digit to it
be dialed. When the timer expires, it initiates the call.

LI&L: Semmings

® T309 Timer requires the value for the T309 timer in
milliseconds (numeric values from O to 90000). It is
responsible for call steadiness during link disconnection
within the period equal to this timer value. If the value in
this field is zero (0), the T309 timer will be disabled.

® T310 Timer requires the value for the T310 timer in
milliseconds (numeric values from 1000 to 120000). It is
responsible for the outgoing call steadiness when CALL
PROCEEDING is already received from the destination but
call confirmation (ALERT, CONNECT, DISC or SPNN————
PROGRESS) has not yet arrived. e

e Alert Guard Timeout requires the value for the Alert
Guard Timer in milliseconds (numeric values from 0 to 500)
between CALL PROC and ALERT messages. Alert Guard
Timer it is used when Quadro is connected to a slow ISDN-
PBX.

Recommended values are:
- fast connection (Oms);
- normal (150ms), default;
- slow ISDN-PBX (350ms); Fig. II-151: ISDN Wizard — L2&L3 Settings
- very slow ISDN-PBX (500ms).

The Coding Type drop down list allows you to select between a-law and mu-law coding types.

The Switch Type is another configuration parameter that depends on the Service Provider.

The Passive Mode checkbox is used to leave the ISDN Layerl connection in the Slave mode. When this checkbox is selected, Layerl remains idle
when calls are not available. When this checkbox is not selected, Quadro keeps its Layerl always active. This checkbox enables the Enable TEI
Remove Procedure and Permanent TEI Value checkboxes. With the Enable TEI Remove Procedure checkbox is selected, the trunk will lose the
assigned TEI when entering into passive mode on the Layer 2. With the Permanent TEI Value checkbox is selected, the trunk will keep the assigned
TEI when entering into passive mode on the Layer 2 or when Quadro detected ISDN link DOWN signal from carrier.

Please Note: The Passive Mode, Enable TEI Remove Procedure and Permanent TEI Value checkboxes are present only for connection types
different from PTP (Point to Point) selected on the first page of ISDN Wizard. If PTP (Point to Point) connection type is selected on the first page of
the ISDN Wizard, these three checkboxes are replaced with a TEI Address text field that requires the channel number (digit values from 0 to 63) for
connection establishment between the CO and the ISDN client.

Channel Selection is used to select between the Preferred and Exclusive B channel selection methods. For Preferred channel selection, the CO
answers to the call request by the first available timeslot. With the Exclusive channel selection, the CO should feedback only by the timeslot asked
in the call request.

The Bearer Establishment Procedure drop down list allows selecting the session initiation method on the B channel. One of the following options
can be selected for the transmission path completion prior to receipt of a call acceptance indication:

e on channel negotiation at the destination interface
® on progress indication with in-band information

e on call acceptance

The Calling Party Type of Number drop down list allows you to select the type identifying the origin of call.
The Called Party Type of Number drop down list allows you to select the type identifying the subaddress of the called party of the call.

The Called Party Numbering Plan and Calling Party Numbering Plan drop down lists correspondingly indicate the numbering plan of the called
party's and calling party's number.

The Incoming Called Digits Size text field indicates the number of received digits (in a range from 0 to 255) required to establish a call. When this
field has a “0” value, the system uses either the timeout defined in the T302 field or the Sending Complete Information element messages to
establish a call. Independent on the value in this field, Sending Complete Information element and the pound sign always result in call
establishment.

The Generate Progress tone on IP checkbox selection will generate the progress tone to IP.

When Generate Progress Tone to PSTN/PBX checkbox is selected, Quadro generates ring tones to callers during ISDN call dialing. This feature is
mainly applicable to 2-stage dialing mode.

Enable CLIR Service checkbox selection enables Calling Line Identification Restriction (CLIR) service which displays the incoming caller ID only if
Presentation Indication is allowed on the remote side. Otherwise, if CLIR service is disabled, caller ID will be unconditionally displayed.

When the Alternative Disconnection Mode checkbox is not selected, Quadro will disconnect the call as soon as the disconnect message has been
received from the peer. When the checkbox is selected, Quadro’s user may hear a busy tone when peer has been disconnected.

P-Asserted-Identity:
The Disable P-Asserted-Identity radio button disables the P-Asserted-Identity feature for both incoming and outgoing calls.
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The Override CLID with P-Asserted-Identity radio button selection enables SIP P-Asserted-ldentity support. For the calls from SIP to ISDN if Invite
SIP message contains a P-Asserted-ldentity, then the CallerID on ISDN is sent with the original Caller ID, which comes from the identity field. SIP
user agent should check for the existence of the P-Asserted-Identity, then the P-Preferred-Identity, then the Remote-Party-1D to fill the identity field.
For the calls from ISDN to SIP with restricted Caller ID, the SIP Invite message contains P-Asserted-lIdentity field with the value from the Caller ID on
ISDN. The SIP From field contains “anonymous”.

The Use Redirecting Number Info Element with P-Asserted-Identity radio button selection enables full support of the SIP P-Asserted-ldentity.
For the calls from SIP to ISDN, if the SIP Invite message contains a P-Asserted-ldentity or a P-Preferred-Identity or a Remote-Party-ID, then the
CallerID on ISDN contains the number from the user name field and the Redirecting Number IE contains the original number from the identity field.
SIP user agent should check for the existence of the P-Asserted-ldentity, then the P-Preferred-ldentity, then the Remote-Party-ID to fill the identity
field.

For the calls from ISDN to SIP with Caller ID, the SIP Invite message contains P-Asserted-ldentity field with the original number value from the
Redirecting Number IE on ISDN. The SIP From field contains the value from the user name.

When the Send Calling Party Subaddress checkbox is selected, Quadro will send the extension number as subaddress and the value defined in
the Default outgoing Caller ID field as caller ID on the outgoing call. When this checkbox is disabled, no subaddress information will be sent and
the caller ID will be defined according to the selection of the Use Default Outgoing Caller ID checkbox (see above). Caller ID information, along
with the Subaddress, can be displayed on the phone display depending on the phone and PBX settings and capabilities.

When the Ignore Empty Channel Identification in CALL PROCEEDING Msg. option is selected, Quadro will ignore the empty ISDN L3 Channel
Identification information element in CALL PROCEEDING message and will not response with STATUS message. When this checkbox is disabled,
Quadro will response with STATUS message on empty Channel Identification information element.

The B1 Channel and B2 Channel checkboxes enables/disables timeslots for voice transfer. Disabling the timeslot will prevent both incoming and
outgoing calls.

Clicking on the ISDN Stats link will open the ISDN Status page that displays ISDN traffic statistics on the corresponding ISDN trunk. The ISDN
Stats link is displayed for every active trunk on the board and refers to the page where ISDN trunk and traffic statistics can be viewed.

The ISDN Trunk Status page provides the following information about the
selected trunk state:

i . v TV e Ot 1 i @ cpyui

. . . ISDN Status - Trunk 1
Link displays the ISDN link state: up or down.

Frame Synchronization displays the signal synchronization state in the
trunk: Yes or No.

HDLC Receive shows the number of packets received in HDLC (High-
level Data Link Control) format.

HDLC CRC Error shows the number of packets received with CRC
(Cyclical Redundancy Check) errors.

HDLC Packet Abort displays the number of received aborted packets.

HDLC Transmit displays the number of packets transmitted in HDLC
format.

HDLC Octet Count displays the number of error packets received in
HDLC format.

The following SDN BRI Layer 2 statistics are displayed for received and
transmitted packets:

TEI value shows the actual TEI value.
L2 State shows the actual BRI L2 state.

Information Frame shows the number of signaling packets for call
initiation and termination.

Receive Ready displays the number of controlling packets while the
ISDN link is up. o

Receive Not Ready displays the number of controlling packets in case
of inability to accept calls by destination.

’ . Fig. 1-152: ISDN Trunk Stat
SABME shows the number of packets upon connection establishment. 9 funi Status page

Disconnected Mode shows the number of packets when the connection is being disconnected.

Disconnect shows the number of packets upon connection termination.

Unnumbered Acknowledgement shows the number of packets upon accepting connection establishment/termination.

Framer shows the number of packets as a result of an error condition.

TEI Request shows the number of packets containing TEI (Terminal Endpoint Identifier) to initiate subscription of the device in the network.
Unnumbered Information Frame shows the number of broadcast signaling packets received for call initiation and termination.

Exchange Identification shows the number of received packets containing connection management settings.
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ISDN BRI Layer 2 Errors statistics:
Incorrect Length shows the number of packets with an incorrect length.
Bad Supervisory Frame shows the number of packets with an incorrect supervisory header.
Bad Unnumbered Information Frame shows the number of packets with an incorrect unnumbered information frame header.
Bad Frame Type shows the number of packets with a bad frame type.
Bad Unnumbered Frame shows the number of packets with an incorrect unnumbered acknowledgement frame header.

Foreign TEI Value shows the number of packets with a bad or foreign TEI (Terminal Endpoint Identifier) value.

ISDN BRI Layer 3 statistics:
Active Calls shows the number of currently active calls in the selected trunk.
Outgoing Calls shows the number of all outgoing calls in the selected trunk.

Incoming Calls shows the number of all incoming calls in the selected trunk.

ISDN trunk statistics are not displayed on this page at first, but the page is automatically refreshed every 10 minutes. Statistics collected from that
time, as well as the last resetting of the counter, will be displayed there. System Uptime, Current System Time and Last Time Cleared (last time
ISDN statistics has been cleared) are displayed at the bottom of the page.

To reset the statistics counters press the Clear button.

Gain Control

The Gain Control settings are used to define transmit and receive gains. .
@cpysi

i i : i Main System Users  Telephony Internet Uplink Network
(] For ISDN trunks Transmit Gain defines the level of voice 24Li108

transmitted by Quadro to the PSTN network and Receive Gain
defines the volume of voice received by Quadro from the PSTN Gain Control

network.
e For Voice Mail the Recording Gain defines the volume of the

phone microphone upon playing voice mails or system messages \SDN 1 ISDN 2
and the Playback Gain defines the phone speaker volume upon transmit Gain: (7 B Transmit Gain: [0 |+
playing voice mails or system messages. ‘ o

Receive Gain: § Receive Gain: [
The Gain Control page consists of the Transmit Gain and Receive —
Gain drop down lists for each line. They contain the allowed gain ISDN 3 -
values, which can be set by the administrator for every line. Transmit Gain: [0 Transmit Gain: |0 |88
Receive Gail: & v Receive Gain: B
Please Note: If gain control is configured incorrectly, DTMF digits may eeeive bale
not be recognized properly. The gain control settings depend solely on
the board location (country) and the phone type. Voice Mail
Recording Gain: |0 |
The Restore Default Gains button reloads the default values.
Playback Gain: 0w

Copyright (C) 2003-2008 Epyai Technolagies, Ld. All ights raserved

Fig. 11-153: Gain Control page

SIP Tunnel Settings

The SIP Tunneling service is used to build a tunnel between Quadros and to use that tunnel for routing the SIP calls through the remote Quadros.
When this service is enabled, slave Quadros should be registered on the master Quadro with the corresponding username/password. With the
appropriate configuration done on the master Quadro, the master device can use the slave Quadros for routing the SIP calls through them and
accessing peers located behind the slave Quadro or recognized by it. This enables the master Quadro to locate the slave, even when the network
settings, like IP address, SIP port and other settings are changed on the slave Quadro.

When the SIP Tunneling service is enabled, virtual tunnels between the master and its slaves are created. A possibility to use the created SIP
tunnels will be automatically enabled in the Call Routing table.

Optionally, a SIP tunnel can be mutually established on two Quadros allowing to route SIP calls back and forth. A Quadro can be at the same time
configured both as a slave and as a master to the same remote device, i.e. the slave Quadro can act as a master for the master device it is
registered on. For example, the Quadrol can act as a slave for the Quadro2. In its turn, the Quadro2 can act as a slave for the Quadrol. With this
configuration and the corresponding routing rules added in the Call Routing table on both devices, the SIP calls will be routed from Quadrol to
Quadro2 and vice versa.
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The SIP Tunnel Settings page is used to enable the Quadro as
a slave or master device for SIP tunneling. The page consists of
the following components:

The Enable Tunnels to Slave Devices checkbox enables the
Quadro as a master device and allows you to configure the SIP
tunnels to the slave Quadros. When this checkbox is enabled
the Tunnels to Slave Devices table needs to be configured.

The link Tunnels to Slave Devices moves you to the page
where a list of slave devices needs to be defined.

The Tunnels to Slave Devices page consists of a table where
slave devices are listed with the corresponding authentication
parameters.

Add functional button leads to the Add Entry page where a new
slave device parameters needs to be provided.

The Add Entry page consists of the following components:

The SIP Tunnel Name text field requires the tunnel name for
the corresponding connection. System suggests you to start the
SIP tunnel name with the “SIP_Tunnel_" words, according to the
automatic prefix used for the SIP tunnels on the Quadro,
however this is not mandatory.

The User Name text field requires the authentication user
name. The field in front of this text field displays the default non-
editable prefix for SIP tunnels: “SIPTunnel_".

The Password text field requires the authentication password.

Please Note: The User Name and Password should match
both on master and slave Quadros for the successful SIP tunnel
establishment.

The Symmetric NAT checkbox should be selected when the
slave Quadro is located behind the symmetrical NAT.

The Enable Tunnels to Master Devices checkbox enables the
Quadro as a slave device and allows connecting to the master
Quadro via SIP tunnel. When this checkbox is enabled the
Tunnels to Master Devices table needs to be configured.

The link Tunnels to Master Devices moves you to the page
where a list of master devices needs to be defined.

Main System Users  Tebephony Wt Uplink Netwerk @ cpygl
e in 20 s
SIP Tunnel Settings
[ Enads Tunnals to Sl Deicos
Tunegts 12 i Diices
[] Enabe Tunnals 1o Mastor Divices
Tuncwels 8o Master Devices
gave | [ bk | Help
Capyght (C) 2007 Coval Tashraleales ks Al dghts ressaved
Fig. 11-154: SIP Tunnel Settings page
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Fig. 11-155: SIP Tunnel Settings — Tunnels to Slave Devices page
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Usor Nama onval
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Fig. 11-156: SIP Tunnel Settings — Tunnels to Slave Devices — Add Entry page
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Fig. 11-157: SIP Tunnel Settings — Tunnels to Master Devices page

The Tunnels to Master Devices page consists of a table where master devices are listed with the corresponding authentication parameters.

Add functional button leads to the Add Entry page where a new master device parameters needs to be provided.

The Add Entry page consists of the following components:

The Enable Registration checkbox selection is used to enable the registration to the corresponding master device.

Quadrod4Li; (SW Version 5.3.x)

88



Quadro4Li Manual I1: Administrator's Guide Administrator’s Menus

The Tunnel Name text field requires the SIP tunnel name for
the corresponding connection. System suggests you to start the
SIP tunnel name with the “SIP_Tunnel_" words, according to the
automatic prefix used for the SIP tunnels on the Quadro,

T Gt i Ty @cpygi

SIP Tunnel Settings - Tunnels to Master Devices - Add Entry

however this is not mandatory. ElEnabie Rugleradon
Tunnel Name. SIP_Turmnil
The User Name text field requires the authentication user User Hame Guatranat
name. The field in front of this text field displays the default non- Password
editable prefix for SIP tunnels: “SIPTunnel_". Mastor govico 19216876735
The Password text field requires the authentication password. :"J oo :
Save [ macx | Help

Please Note: The User Name and Password should match
both on master and slave Quadros for the successful SIP tunnel
establishment.

Capyugh(C) 2007 Epgl Tashnalsgins, Lif Al ighis ressss

Fig. 11-158: SIP Tunnel Settings — Tunnels to Master Devices — Add Entry page

The Master device IP text field requires the IP address of the master device.
The Master device port text field requires the SIP port number of the master device.
The Registration State field displays information whether the slave device is registered on the master or not.

The Registration Date/Time field displays the time and the date of last registration on the master’s device.

Call Routing

The Call Routing service simplifies the calling procedure for Quadro users, i.e., different types of calls (internal, SIP, PSTN or IP-PSTN) can be
placed in the same way. SIP registration is not needed for extensions to make routing calls.

The Call Routing page offers the following components:

When the Route all incoming SIP calls to Call Routing checkbox is disabled, for all incoming SIP calls Quadro will first search the incoming SIP
address in the Extensions Management table. If found, the incoming SIP call will ring on the corresponding extension. If not found, Quadro will look
for a matching routing rule in Call Routing table.

When the Route all incoming SIP calls to Call Routing

checkbox is enabled, for all incoming SIP calls Quadro will Main System Users Telephony litermet Uplink  Network @epygl
directly look for a matching routing rule in Call Routing table and e
will ignore the possible matches in the Extensions Management call Routing
table.
The Call Routing Table link leads to the Call Routing table B4 Route allincoming SIP calls ta Cal Routing
where routing patterns may be manually defined. & Call Routing Tabls
The Local AAA Table link leads to the page where local AAA e
N N . . R ohal Speed Dial Directary
(Authentication, Authorization, and Accounting) database can be
managed.
The Global Speed Dial Directory link leads to the page where Bleace checkvour pending eventsl
glObal Speed dlallng rules may be uploaded in afile. 1 - ATTENTION: Regardiess of whether the Route all incoming SIP calls to Call Routing checkbox is selected or not, SIP

calls from external callers will or may go to the Call Routing table, so any unprotected routing rule can be misused. That is
why it is strongly recommended to secure the rules in the Call Routing table by setting the filtering or authentication
options.

Copyright?C) 2003-2011 Epvai Technologies, Lid All rights reserved.

Fig. 11-159: Call Routing page
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Copyright(C)2003-2008 Epvai Technologies, Lid. All rights reserved.

Fig. 11-160: Call Routing table — brief preview
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Defining patterns in the Call Routing Table avoids registering Quadro at the routing management server and gives you an option to establish a
direct connection to the destination or to use a SIP server for call routing.

The Call Routing Table lists manually defined routing patterns along with their parameters (pattern number, state, routing and inbound caller
settings, RTP Proxy and Date/Time period settings, metric and description), as well as automatically created and undeletable patterns created from
the System Configuration Wizard.

The alternating Show Detailed View and Show Brief View buttons are used to display entries in the Call Routing table in detailed and brief views
correspondingly. The brief view displays the most important settings of the routing rules. The detailed view displays all settings of the routing rules as
they are configured in the Call Routing Wizard (see below).

The alternating Hide disabled records and Show all records buttons are used to respectively hide or show disabled records in the Call Routing
table. The system does not consider the disabled records when parsing the table for the call route.

If the route has an Authentication or an Authentication&Accounting selected from the AAA Required checkbox group, it will have a link to the
Users List in the Call Routing table. The Users List page contains a list of authorized users defined from the Local AAA Table and gives the
option to enable/disable authentication of each user for a particular route.

Since the Call Routing Table may have multiple entries that could match to same pattern, the table will be internally rearranged according to the
rules with the following consequences:

® The pattern matching best to the Best Matching Algorithm will have the higher position in the rearranged list

e |f multiple patterns equally match to the Best Matching Algorithm, the pattern with the lower metric will get the higher position in the rearranged
list

e [f the multiple patterns with the same metric have been matched to the Best Matching Algorithm, the pattern in the higher position in the table
will get the higher position in the rearranged list.

The pattern in the highest position of the rearranged list will be considered as the preferred one. The second and subsequent matching patterns will
be used, if the destination refused the call due to the configured Fail Reason.

The Enable/Disable functional buttons are used to enable/disable the selected route(s). Disabled routes will have no effect. Enabled routes will be
parsed when initiating routing calls. The State column in the Call Routing Table displays the current state of the routes (enabled/disabled).

Add starts the Call Routing Wizard where a new routing pattern may be defined. The Call Routing Wizard is divided into several pages. Page 1
displays the following components:

The Enable checkbox is used to enable the newly created routing rule. By default, this checkbox is selected, so the newly created routing rule will be
enabled. But if you wish to create a routing rule for a later use, disable it from this page. The new routing rule will be added to the Call Routing Table
but will be disabled and will not be considered when placing calls through the call routing unless it is enabled again.

The Pattern text field specifies calls to which the rule should be applied. If a call, either inbound or outbound, has a destination number that matches
the specified pattern, it will be completed according to the current rule. A routing pattern may contain wildcards. The complete list of characters and
wildcards allowed in this text field is given in the chapter Allowed Characters and Wildcards.

Number of Discarded Symbols (NDS) requires the number of

symbols that should be discarded from the beginning of the S T e I S it @ cpysi
routing pattern. The field should be empty if digits do not need to
be discarded. Only numeric values are allowed for this field, Call Routing Wizard

otherwise the error message “Error: Number of Discarded
Symbols is incorrect - digits allowed only” will appear.

Routing Call Type - Add Entry

Prefix requires entering the symbols (letters, digits and any
characters supported in the SIP username) that will be placed in
front of the routing pattern instead of the discarded digits. The
following tags can be used for this field:

¥ Enable Hecord

Dastination Number Pattarm 1732 (ildEard SUppaned Enanler kH

Disanles Koy

anarization for

e <callerid:range> - used to apply the complete or a part of 3 aslinaisatiing
caller ID (the caller’'s number detected during the call) as a
prefix. For example, <callerid:1-3> indicates that the first 3
digits of the caller ID will be considered as a prefix,
<callerid:3-end> indicates that the caller ID from its 3" digit
and up to the end will be applied as a prefix. This tag can
be used in combination with other digits at the beginning or i
at the end, as well as with wildcards.

Destinabon Typea: SIp =l

Metric 10

Te Epygl head office
e <dialednum:range> - used to apply the complete or a part | RO Sy P
of dialed number (the number dialed by the caller to place
a call) as a prefix. For example, <dialednum:1-3> indicates
that the first 3 digits of the dialed number will be considered
as a prefix, <dialednum:3-end> indicates that the dialed
number from its 3" digit and up to the end will be applied Frey Nex Gan Halp
as a prefix. This tag can be used in combination with other
digits at the beginning or at the end, as well as with
wildcards.

] Set Date/Time Parod(s)
| Set Overall Calling Time Limat

| Set Tracing [ Dabup Options on This Rule

Fig. 11-161: Call Routing Wizard - page 1

A two-stage dialing allows successive numbers to be dialed one after another with a delay in-between. For example, 11,,,11018 will call 11, wait until
the call is established, wait for three seconds and then dial 11018. The capability of automatically dialing successive numbers allows the caller to
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bypass the IVR system on the call path and establish a direct call. The two-stage dialing is available for PBX, ISDN, and E1/T1 (if available on the
model) call types.

Suffix requires entering the symbols (letters, digits and any characters supported in the SIP username) that will be placed in the end of the routing
pattern. For example, if the routing Pattern is 12345, the Number of Discarded Symbols is two, and the Prefix is 909 and Suffix is Oa, the final
phone number will be 9093450a.

Call Type gives you the option to select the call type. The following call types are available:

® PBX - local calls to Quadro’s extensions

e PBX-Voicemall - calls directly to the voice mailbox of the local PBX extension

e PBX-Intercom - local calls to PBX extensions with the request of Intercom service (see Manual 11l — Extension Users Guide)
e S|P — calls through a SIP server

® S|P_Tunnel — calls through a SIP tunnels established (see SIP Tunnel Settings)

® |P-PSTN - calls through the IP-PSTN provider to the remove PSTN global telephone network
® |SDN - calls to a ISDN global telephone network.

Metric allows entering a rating for the selected route in a range from 0 to 20. If a value is not inserted into this field, 10 will be used as the default. If
two route entries match a user’s dial string, the route with the lower metric will be chosen.

The Description text field requires an optional description of the routing pattern.

The Filter on Source / Modify Caller ID checkbox selection allows limiting the functionality of the current route to be used by the defined caller(s)
only. If this checkbox is enabled, source caller information (Source Number Pattern, Source Type, Source Host, etc.) will be required later in the
Call Routing Wizard. This option is enabled by default.

The Set Date / Time Period(s) checkbox selection allows you to define a validity period(s) for current routing patterns to take place and to define
pattern date/time rules. When this checkbox is enabled, the Call Routing Wizard page will be displayed.

The Set Overall Calling Time Limit checkbox selection allows the total call duration for all calls to be configured over a specific time frame for each
Call Routing entry. Once the total duration has been reached, the entry can be disabled, allowing calls to use the next available route.

If this checkbox is not selected in the Call Routing Wizard first page, the overall call duration will be unlimited. When this checkbox is selected, Call
Routing Wizard - Routing Overall Call Limitation Settings page will be displayed.

Please Note: The Overall Calling Time Limitation checkbox is not allowed for PBX, PBX-Voicemail and PBX-Intercom destination types routing
rules.

Set Tracing / Debug Options on This Rule checkbox is used to switch events notification on the certain execution results of the corresponding
routing rule. When this checkbox is enabled, the Call Routing Wizard page will be displayed.

Require Authorization for Enabling/Disabling checkbox is used to enable administrator’'s password authentication when enabler/disabler keys are
configured for the routing rule. The service can be used locally from the handset (see Feature Codes in Manual Ill - Extension Users Guide) or
remotely from Auto Attendant (see Auto Attendant Services in Manual Ill - Extension Users Guide). When this checkbox is selected, administrator’s
password will be requested to enable/disable the certain routing rule(s). If the administrator’'s password has been inserted incorrectly for 3 times, no
status changes will be applied to any of the routing record(s), even to those which have no authorization enabled.

Enabler Key and Disabler Key text fields request digit combination which should be dialed from the handset or Auto Attendant to enable or disable
the certain routing rules in the Call Routing Table. You can set the same Enabler/Disabler Key for multiple routing rules (the same key may be used
as enabler for one routing rule, and as disabler for another one) - this will allow managing several routing rules with the single key.
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The second page of the Call Routing Wizard offers different
components depending on the Call Type selected on the
previous page.

Use Extension Settings drop down list is applicable to SIP and
IP-PSTN call types and allows you to select the extension (also
Auto Attendant) on behalf of the call that will be placed. The SIP
settings of the selected extension will be used as the caller
information. If an entry is not selected from this list, the original
caller information will be kept. When Keep original DID
checkbox is selected, the called destination will receive the
original caller's information and not the information of the
extension selected from the Use Extension Settings list.

When the checkbox Add Remote Party ID is selected, the
Remote-Party-ID parameter is being delivered to the destination
side upon call establishment procedure.

SIP Tunnel drop-down list appears only when the “SIP_Tunnel”
Call Type is selected on the previous page. The list is used to
select the particular SIP tunnel to route the calls through the
corresponding Quadro.

Destination Host requires the IP address or the host name of
the destination (for a direct call) or the SIP server (for calls
through the SIP server).

Destination Port requires the port number of the destination or
of the SIP server.

User Name and Password require the identification settings for
the public SIP server or servers requiring authentication.

Enable Activity Timeout checkbox is used to limit time-to-live
period of routing pattern (makes sense if accept or failure
feedback arrives too late from the destination). Checkbox
selection enables the Activity Timeout text field which is used
to insert a routing pattern activity timeout (in the range from 1 to
180 seconds). When timeout is configured, the routing pattern
will be active within the defined time frame and if no response
has been received from the destination during that period, the
pattern will be stopped and next routing rule might be optionally
considered (depending on the Fail Reason configuration on the
corresponding pattern).

Main System Users  Telephony Internet Upink ~ Network

Call Routing Wizard

@©cpygr

Routing Call settings - Aa Entry

Use Edzngion Sedfings: |11 ¢ | ! Kaep Original Caller ID
¥ Add Remate Party ID
Destination Host sip.epygilc

Dreslinsation Port 5060

Usemame. admin
Pazgward e
Enablie Actiity Temeoul
Ry Timeout
o LJz2 RTF Pray
) Single Call Durakion Limit
Maimum Duraion {seck |50

AAA Required:

¥ Lacal Auhenication

Faikwer Reason(s)

¥ | Hone

Falkoer Reasonjs)
Busy
Hetwork Falure

Ot

Aoy

SIP Privacy

Deault Privacy

Lisabie Prvacy

Enatik: Privacy
Session | Header

User i1}

Require Privacy

Tramsport Protocol for SIP messages
¥ UOP
TGP

I8

Fremous Heat

(Gancel

Help

Fig. 11-162: Call Routing Wizard - page 2

The Multiple Logons (ML) checkbox is only available for the IP-PSTN call type and allows/denies multiple logon to the public SIP server with the
same username at the same time. The Allowed Call Count text field that allows you to limit the number of multiple logons to the public SIP server.
The field requires information in a range from 2 to 20. If you leave this field empty, no limitation will apply to the number of simultaneous logons.

The Use RTP Proxy checkbox is available for SIP and IP-PSTN call types and is applicable when a route is used for calls through Quadro between
peers that are both located outside the Quadro. When this checkbox is selected, RTP streams between external users will be routed through
Quadro. When the checkbox is not selected, RTP packets will move directly between peers.

The Callect Call checkbox is available only for ISDN destination type and is used when it is simply preferable for the called phone to pay for the call.
This service is applicabe only if the Collect Call checkbox is enabled on both calling and called party's IP PBXs.

The Single Call Duration Limit checkbox is available for SIP, IP-PSTN and PSTN call types and is used to limit the duration of the call placed with
the selected routing rule. If this checkbox is not selected, the call duration will be unlimited. This checkbox selection enables the Maximum Duration
text field where the maximum duration of the call (in seconds) should be defined. Once the call duration reaches the value defined here, the call will

be disconnected without prior notice.

The Play audible signal before Intercom activation checkbox is appeared only if PBX Intercom is selected as Destination Type (see Manual lll

— Extension User's Guide-Intercom Service).

The AAA Required checkboxes are used to choose one or more of the following Authentication, Authorization, and Accounting (AAA) settings:

e |Local Authentication — with this checkbox selected, callers will need to pass authentication through the Local AAA table (see below) when

dialing the current pattern.

® RADIUS Authentication and Authorization — this checkbox is present when a RADIUS client is enabled. With this checkbox selected, callers

will need to pass the authentication through RADIUS server (see above) when dialing the current pattern.

® The RADIUS Accounting checkbox is accessible when the RADIUS Client is enabled. With this checkbox selected, no authentication will take
place, but CDRs (call detail reports) of the calls made through this routing record will be sent to the RADIUS server. This checkbox selection

enables the Client Code Identification checkbox.
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If the authentication is configured based on the caller's address, callers will pass the authentication automatically; otherwise they will be
required to identify themselves by a username and a password.

e The Client Code Identification checkbox selection activates the code identification feature: a caller, after dialing the destination phone
number, may optionally enter “*” and then an Identity Code. An Identity Code is an arbitrary digit string entered by the user to identify a
specific call or call group. The Identity Code is sent with CDR to the RADIUS server and might be used by a billing program for grouping the
calls having the same Identity Code.

The Check with 3PCC checkbox is used to request a 3PCC approval before placing a call with the specific routing rule. When this checkbox is
selected and the corresponding routing rule is used to place a call, Quadro sends a request to the call controlling application for the managing
person to accept or reject the specific call (it can be a popup window or any other type of dialog box, depending on the call controlling application). If
the request is accepted, the call will be placed. Otherwise, if the request is rejected, the call will be skipped. In case of no feedback from the call
controlling application, the call will be accepted after a timeout defined in the configuration of the call controlling application.

The Failover Reason(s) radio buttons indicate whether the system should use the next matching pattern if call setup with the current routing rule
fails and allows choosing the reasons to be considered as a failover.

e None - indicates that matching patterns should not be used regardless of the failover reason.

® Failover Reason(s) - indicates possible failure reasons. Failure reasons vary depending on the call type selected on the previous page. If the
call cannot be established due to selected Failure Reasons, the call routing table will be parsed for the next matching pattern and, if found, the
call will be routed to the specified destination.

e Cannot Establish Connection - failure reason is available for ISDN calls and indicates cases when connection cannot be established.
®  Busy - available for PBX, SIP, SIP Tunnel, and IP-PSTN call types and indicates cases when the dialed destination is busy.
e  Wrong Number - available for PBX, SIP, SIP Tunnel, and IP-PSTN call types and indicates cases when the dialed number is wrong.

e  Network Failure - available for SIP, SIP Tunnel, and IP-PSTN call types and indicates cases when system overload, network failure or
timeout expiration occurred.

®  System Failure - available for SIP, SIP Tunnel, and IP-PSTN call types and indicates cases indicated in Network Failure and Other fail
reasons.

®  Other - available for SIP, SIP Tunnel, and IP-PSTN call types and indicates cases when authorization, negotiation, not supported or
request rejected or other unknown errors occur.

e  Any stands for all failure reasons mentioned in the Failover Reason(s) group.

The Custom Profile text field is present if the PBX-Voicemail call type has been selected on the first page of the Call Routing Wizard. This field
requires the Voice Mail Profile name to activate the custom voice mail settings (see Voice Mail Profiles) on the extension when the corresponding
routing rule will be used.

Please Note: If an extension does not have a profile specified here or the specified profile name is incorrect, the default Voice Mail Settings of the
extension will be used.

The Transport Protocol for SIP messages manipulation radio buttons group is available for SIP or IP-PSTN call types only and allows you to select
the transport (UDP or TCP) to transmit the SIP messages through.

The SIP Privacy manipulation radio buttons group is only available for the SIP call type and allows you to select the security of the SIP route by
means of hiding (or replacing, depending on the configuration of the SIP server) the key headers of the SIP messages used to establish the call.

e Default Privacy — with this selection, Quadro specific SIP privacy will not be applied and all privacy will rely on the configuration of the SIP
Server.

e Disable Privacy — with this selection, SIP call security will not be disabled and all headers of the SIP message will be transparently visible to
the destination.

e Enable Privacy - with this selection, SIP privacy will be specified for the corresponding route. This selection enables a group of checkboxes in
order to choose the key headers that are to be fully or partly hidden or replaced. The Require Privacy checkbox selection is used to restrict the
delivery of the SIP message if any of the selected headers cannot be hidden (or replaced, depending on the configuration of the SIP server)
before being sent to the destination.

The Port ID drop down list is present for ISDN call types and contains ISDN trunks. Any Port selection allows to route calls via the first available
ISDN trunk.
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The Ca” ROUtin_g Wizard - Page 3 appears If the FI” Ca” Main  System Users Telephony Internet Uplink Network @epygl
Source Information checkbox had been enabled on Page 1 of
the Call Routing Wizard. It will require information about the
inbound caller.

The Source Number Pattern field requires the caller address
for which the current route will be applied. The complete list of
characters and wildcards allowed in this text field is given below. Source Fifter

The Source Type drop down list gives you the option to select
the call type (PBX, SIP, ISDN, Any) used by the inbound caller SeureeTree Pex [7]
to reach the Quadro.

Call Routing Wizard

Source Filter / Modify Caller ID - Add Entry

Source Number Pattern - (wildcard supported)

Caller ID Modification

Mumber of Discarded Symbols;

Prefix

Discard Non-Numeric Symbols
Display Name: Jehn

[]Remave Display Name

lease check your pendin nts!
opyright (C) 20022012 Eoval Tech 5

Fig. 11-163: Call Routing Wizard - page 3

The settings in the Caller ID Modification group allow Caller IDs of inbound calls to be modified.

The Number of Discarded Symbols (NDS) text field requires the number of digits that should be discarded from the beginning of the Inbound
Caller Pattern. The field should be empty if digits do not need to be discarded. Only numeric values are allowed for this field, otherwise the
error message “Error: Number of Discarded Symbols is incorrect - digits allowed only” will appear.

The Prefix text field requires entering the symbols (alphanumerics and any characters supported in the SIP username) that will be placed in
front of the Inbound Caller Pattern instead of the discarded digits. (For example, if the routing pattern is 12345, the Number of Discarded
Symbols is two, and the prefix digits are 909, the final phone number will be 909345.) Wildcards are allowed here.

The Discard Non-Numeric Symbols checkbox is used to discard any non-numeric symbols from the Inbound Caller Pattern.

The Display Name text field allows you to replace an original caller’s ID with the custom display name for the corresponding routing rule. This
field is optional and when it is left empty, an original caller ID will be displayed on the called destination’s phone, otherwise the name inserted
here will appear on the phone. This field is not available for PBX-Voicemail call type routing rules.

The Remove Display Name checkbox is used to remove caller IDs from calls made with this routing rule. This field is not available for PBX-
Voicemail call type routing rules.

The Next button will open the Call Routing Wizard - Page 4 where different information about Inbound Caller will be required depending on the
selected Inbound Call Type. For the SIP Inbound Call Type, the Inbound Host text field will require one or more IP addresses or host names of the
SIP server where the caller is registered, or the caller’'s device if they are direct calls, separated by a space. In case of ISDN Inbound Call Types
selected, Inbound Port ID drop down list will require to select the Trunk number, and on the next step, a list of timeslot(s) used to receive calls from
the defined caller.

The Call Routing Wizard — Date/Time Rules page appears if the

Set Date / Time Period(s) checkbox previously had been enabled Wan System Users  Telplney  WlometUplek  Network (ct‘]J}'gi

on Page 1 of the Call Routing Wizard. It will require information

about the pattern validity period(s). Call Routing Wizard

This page provides selection between Typical and Custom
date/time rule definitions.

The Typical selection contains the following group of radio buttons
that are used to select the frequency of the corresponding routing
pattern that is to take place:

In the Available Time Period drop down lists, the time range of
the pattern validation should be defined. Any time selected in this
field will be considered corresponding to the Quadro’'s Time/Date
Settings.

The Custom selection provides the option to manually define the

Date/Time Rules - Add Entry

Daily

Weekly — the preferred weekday(s) should be selected for

this option.

Monthly — the calendar day should be selected for this @ sanuate| rsislemartrs [0 9] - [Dec 8
option. wiedas [T @ - 31

Annually — the calendar day and month should be selected vsllabl Teme Peried (1 mm-
for this option. R REEREL

Previous et Cancel Help

validity period(s). Use the following format to insert pattern o S Toa T L4

date/time rule(s): — Fig. II-164: Call Routing Wizard —Date/Time Rules page
[Month,Month-Month,...][Day-Day,Day,...][nh:mm-hh:mm,...]; ...
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The Call Routing Wizard — Routing Overall Call Limitation

Settings - Edit Entry page appears if the Set Calling Time
Limit checkbox previously had been enabled on Page 1 and
allows to define the available duration of the calls with the selected
routing rule as well as to specify the Expiration/Renewal Date for
the available calls duration.

The Routing Overall Call Limitation Settings - Edit Entry page
consists of the following components:

e The Available Calls Durationtext field requires the
maximum available duration of the calls (in minutes) placed
with the selected routing rule. Once the Available Calls
Duration reaches the value defined here, the current call
will be disconnected without prior notice and no new call will
be possible until this field is updated.

e The Expiration/Renewal Date settings are used to
configure the Expiration Date and Renewal Amount of
the Available Calls Duration. Expiration/Renewal
Date field provides selection  between Periodic and
Specific Date.

0  The Periodic selection is used to define the
expiration date of the allocated Available Calls
Duration for the selected routing rule and has the
following options:

End of day

End of week

End of month

@-epysi

Main System Users Conferences  Telephony Internet Uplink Network
Call Routing Wizard
Routing Overall Calls Limitation Settings - Edit Entry
Available Calls Duration: |60 min.
Expiration/Renewal Date:
@ Periodic
e End of day E
Renewal Amount: 10 min.
Discard remainder before renewal
) Specific date
- yyyy-mm-dd
Please check vour pending events!
Copyright (C] 2002-2012 Epvai Technologies Ltd. All rights reserved

Fig. 11-165: Call Routing Wizard — Routing Call Limitation Settings - Edit Entry page

0 The Renewal Amount text field requires the renewal amount (in minutes) to be added to the Available Calls Duration when the
expiration date of the Available Calls Duration is reached.

o The Discard remainder before renewal option selection allows to discard the remainder of Available Calls Duration before
renewal and set the Renewal Amount as an available calls duration.

o0 The Specific Date selection provides a possibility to manually define the expiration date allocated for the Available Calls
Duration for the selected routing rule. When the Specific Date expires, the selected routing rule becomes unavailable automatically
and no new call will be possible until this field is updated.

The Call Routing Wizard — Tracing/Debug Options page appears if
the Set Tracing / Debug Options on This Rule checkbox was
previously enabled on Page 1 of the Call Routing Wizard. It will
require information about the tracing/debug options.

This page offers result options of the corresponding routing rule
execution when the notification event will be printed in the Events
page.
o In Case of Successful Call — a notification event is
printed when the successful call was established with
the routing rule.

° In Case of Failover — a notification event is printed
when the call ends up on one of the failover reasons
selected on the Page 2 of the Call Routing Wizard.

° In Case if Call Failed to Establish — a notification event
is printed when the call executed with the routing rule
failed.

Call Routing Wizard

Main System Users Telephony Internet Uplink Metwork

@-cpygi

Tracing/Debug Options

Generate Events:
[lin Case of Successiul Call
[lin Case of Failover

[lin Case if Call Failed to Establish

e | [ oanear )

Please check your pending events!
Copyright (C) 2003-2012 Epyai Technol

ogies, Ltd. All rights reserved

Fig. 11-166: Call Routing Wizard — Tracing/Debug Options page
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The Ca” ROUting WiZard ~ CIaSS Of SerViCeS ~ Edlt Entry page iS Main System Users Conferences Telephony Internet Uplink Network @ep}ig{n:
used to assign the defined class of services to a certain call routing

pattern. To use Class of Service feature for the corresponding routing Call Routing Wizard

rule, it should be enabled from the Class of Service page.

The Class of Service (CoS) functionality allows to permit or deny the Class of Services - Edit Entry

attempt of extensions to use certain types of call routing rules.

Suppose you want for a Certain group Of PBX extensions to deny the Info: To use Class of Service it should be enabled from Class of Senvice page!

right to make international calls, but allow them to make local and
long distance calls and for another group of PBX extensions give a
permission to make international calls only.

The classes defined in the Class of Service page will appear on this
page to assign the corresponding routing rule to a certain class of
service(s).

Please Note: The Class of Service feature is applicable only
for PBX source type routing rules.

Please Note: The Filter on Source/Modify Caller ID option should be
selected on the first page of the Call Routing Wizard to have a

possibility to select the source caller type as a PBX. —— —— oo | s

P class 1 Fclass 2 Dclass 3

Each routing rule can be attached to a several class of service(s).

Please check vour pending events!
Copyright (C) 2003-2013 Epyal Technalogies, Ltd. Al rights reserved

Fig. 11-167: Call Routing Wizard — Class of Services — Edit Entry page

Please Note: Established patterns based on the Emergency Codes and PSTN Access Codes Settings in the System Configuration Wizard will be
marked in bold and will be placed in the first position in the Call Routing Table. Additionally, they cannot be modified and deleted from the Call
Routing Table.

The Duplicate functional button is used to create a routing pattern with the settings of an existing one. This is to avoid configuring a new routing
entry completely by duplicating an existing entry with different settings. To use the Duplicate button only one record may be selected, otherwise the
error message “One row should be selected” will appear. The Duplicate button opens the Call Routing Wizard where all fields except the Pattern
field are already filled in. A Pattern for the new route will be required anyway.

The Move Up/Move Down buttons are used to move call routing patterns one level up or down within the Call Routing table. The sequence of the
routing patterns is important when making routing calls because the Call Routing table is parsed from the top down and routing will take place
according to the first pattern that matches the dialed number. The Move To button is used to move the selected entry to a different position in the
Call Routing Table. This will increase or decrease the selected pattern’s priority. Pressing the button will open the page where a row number should
be specified together with the position the selected entry is to be placed (before or after the defined row).

Local AAA Table

The Local AAA Table page allows you to manage local
authentication and the authorization database. Callers dialing the S ] BTG 7 _ @ep\m‘i
routes which have an AAA (Authentication, Authorization, and : Lyl I UL B /O
Accounting) option enabled, will pass the authorization on the Local
AAA Table by using a phone number or username/password, Call Routing - Local AAA Table
depending on the corresponding entry configuration on this page.

quadro

Adid Edit Delete Selectall Inverse Selection
The caller passes authorization automatically if the detected phone Caller ID/\User NamePIN Code | Expiration Date and Time | Description
number of the caller dialing a route has the AAA option enabled and is 7 | Pin code - <hiddens Ler 7011 1788
registered in the Local AAA Table. If the caller ID service is disabled
or the caller’s phone number is not registered, the caller is asked to

enter a registration user name and password.

Please check your pending events!

The Add functional button opens the Call Routing — Local AAA = apyright (2 2005-2011 Egyai Technologies, Lid. All ights resarved
Table - Add Entry page where a new local AAA record can be
created.

O | caller 1D : 11369@sip.epygiloc Mever expires

Fig. 11-168: Local AAA Table page
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The Call Routing — Local AAA Table - Add Entry page offers a

group of manipulation radio buttons to select the type of authorization
and the following other parameters: ro
cpysl

Main System Users  Telephony Internet Uplink Metwork
e Authentication by Caller ID — this selection is used to set the uadre
authentication based on the caller's phone number (which is
considered to be automatically detected). The Phone

Number/SIP User Name text field requires the caller's phone

Call Routing - Local AAA Table - Add Entry

number or the SIP username. Only numeric and wildcard ) Authertcation by Galler D | Phone NurmberfeiP
characters are allowed for this field. ", T, "', -, ‘{", } are used
to define a range or a quantity of numbers. For example, 2{13- O autnentication by login User hame

17, ww, a-c} means that the dialed number may be 213, 214,
215, 216, or 217, 2ww, 2a, 2b and 2c to match the specified
phone number; in the case of 2[3,7], the dialed number may be @ authentication by FIN

Passward

23 or 27 to match the specified phone number. The {11, 15, 23, i S
38, 45} pattern means that the dialed number may be 11, 15, 23,
38 or 45 to match the pattern. Expiration Date and Time
e Authentication by Login — this selection is used to set the Mlespires in Lol E0] |08 (] | 2011 [
authentication based on the username and password inserted by 05 v | (48]
the user upon login. The Username text field requires the o
authentication username. Only numeric values are allowed for Sesengion
this field, otherwise the error message “Incorrect Username -
digits allowed only” will appear. The Password text field requires Flease check vour pending events!
the authentication password. Only numeric values are allowed for | Sepyiant(€)2003-2011 Epyai Technelogies, Ltd. Al rights resered
this field, otherwise the error message “Incorrect Password - Fig. II-169: Local AAA Table - Add Entry page

digits allowed only” will appear.

e Authentication by PIN- this selection is used to set the authentication based on the PIN inserted by the user upon login. Only digit values are
allowed for this field, otherwise the appropriate error message will be displayed.

The Expiration Date and Time drop down-lists are used to set the date and time when the registration will expire.
The Expires in checkbox is used to enable the Expiration Date and Time feature.

The Description text field requires an optional description about the calling party.

Edit opens the Edit Entry page to modify the local AAA entry.

Delete removes the selected local AAA entry from the Local AAA Table.

Select all selects all records of the table.
Inverse selection inverses the current selection (if no records are selected, clicking on inverse selection will check all records).

Global Speed Dial Directory

Main  System  Users  Telephomy Trates nnest Uplink Network @l‘[)}':_’,'l
The Global Speed Dial Directory link leads to the page where
global speed dialing rules may be uploaded in a file. With this Global Speed Dial Directory

service, you may define multiple speed dial rules, write and save

. . Upload Global S d Dial O i{ file: rowa e
them in a file and then upload all of them at once. pload BiebalSpesd sl Blreciom e Ce J

Wievw/Dovwnload Speed Dial Directory

To compose the configuration file, any text editor can be used S ——
which may produce files compatible to the CSV format: the speed ;_[m ":‘:’:w]m[u_:;';l‘_‘ﬂ e»]ﬂ-.r . (et ]
dial code and destination should be separated by commas. There CaBYIGN (£12003.2012 Sims. A1l Hahts razerved

should be a line break after each code defined.

Fig. 11-170: Global Speed Dial Directory page

The View/Download Speed Dial Directory and Remove Speed Dial Directory links appear only if a global speed dial configuration file is uploaded
previously.

The View/Download Speed Dial Directory link is used to download the configuration file to the PC and opens the file-chooser window where the
saving location may be specified. The Remove Speed Dial Directory link is used to restore the default configuration.

The speed dial configuration file downloaded from the Quadro is in the CSV format.

To use the global speed dialing rules, user should simply dial the speed dial code assigned to that speed dialing rule. The call will be parsed through
the rules of Call Routing table.

To create a new Call Routing rule

Click on the Call Routing Table link on the Call Routing page.
Press the Add button on the Call Routing page.

Specify the Destination Number Pattern in the corresponding field.
Select the Number of Discarded Symbols and Prefix if required.
Select the Destination Type from the drop down list.

Define the Metric or leave the default.

oA wWNE
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7. Enter a Description if needed.

8. Enable the Filter on Source / Modify Caller ID checkbox, if the route functionality should be limited. This is dependent on the source caller
information.

9. Enable the Set Date/Time Period(s) checkbox if a route should be functional within certain time/date intervals.

10. Enable the Set Overall Calling Time Limit checkbox if the total duration of the calls placed with the selected routing rule should be defined.

11. Enable the Set Tracing / Debug Options on This Rule checkbox, if the tracing/debug options should be defined.

12. Press Next.

13. Select the user or attendant extension from the Use Extension Settings drop down list that the call will be placed on.

14. Specify the Destination Host and Port Number, Username and Password if an IP or IP-PSTN call type has been selected. For the IP-PSTN
call type, enable Multiple Logons if necessary. Enable the Use RTP Proxy checkbox if needed.

15. Choose the Authentication and Accounting method from the AAA Required drop down list.

16. Choose a Fail Reason from the corresponding drop down list.

17. Configure Transport Protocol for SIP messages and SIP Privacy parameters as needed.

18. Press the Next button.

19. If the Filter on Source / Modify Caller ID checkbox has been previously enabled, fill in the Source Number Pattern into the corresponding
text field. Choose the needed value from the Source Type drop down list, as well as the Number of Discarded Symbols and Prefix values.

20. Press the Next button.

21. If IP has been selected on the previous step in the Source Type drop down list, then Source Host should be inserted in the current page. If
ISDN has been selected in the Source Type drop down list, then the ISDN port number should be selected here.

22. If the Set Date/Time Period(s) checkbox has been selected on the first page, pressing Next will open the Date/Time Rules page where route
validity should be defined.

23. If the Set Tracing / Debug Options on This Rule checkbox has been selected on the first page, pressing Next will open the Tracing/ Debug
Options page where the tracing/debug options should be defined.

24. If the Set Overall Calling Time Limit checkbox has been selected on the first page, pressing Next will open the Routing Overall Calls
Limitation Settings page where the total call duration for all calls can be configured over a specific time frame for each Call Routing Entry.

25. Ifthe Class of Service feature is enabled, assign the defined classes to the selected routing rule.

26. Press the Finish button to establish a local route with the inserted settings.

To create alocal AAA entry

Click on the Local AAA Table link on the Call Routing page.

Press the Add button on the Local AAA Table page.

Choose the Authentication type.

Enter the Phone Number, Username and Password or the Authentication by PIN depending on the selected Authentication type.
Use the Expiration Date and Time checkbox to enable the expiration timeout.

Select the Expiration Date and Time from the corresponding drop down lists.

Press Save to apply these settings.

Nogohs~wNhpE

Allowed Characters and Wildcards
The following is the set of characters and wildcards allowed in the Pattern and Inbound Caller Pattern text fields of the Call Routing Wizard:
Characters:

0...9

a..z

A..Z

+=8$;/~_-.&()"!*?{, (]

Please Note: The symbols * and ? should be prefixed with a slash (\) if they are used as ordinary characters; otherwise the system will
interpret them as wildcards.

Please Note: The symbols !, {, }, [, ], - and , are used to define a range of characters and cannot be used as ordinary characters.

Wildcards:

* Any number of any characters
? Any single character
{} A character or a string from the specified set of characters and strings.

The following control symbols are used to specify a set:
° Use acomma (,) to separate the elements of a set.
Please Note: No spaces are allowed within braces.
Example:
The pattern is 9{1,3,11,a}.
Numbers matching the pattern are 91, 93, 911, 9a.

. Use a minus sign (-) to specify a range of characters. Each successive element of the range is obtained by increasing the
previous element (the element code) by one.

Example:
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The pattern is 2{11-15,a-d}5.
Numbers matching the pattern are 2115, 2125, 2135, 2145, 2155, 2a5, 2b5, 2¢5, 2d5.

° Use an exclamation point to exclude a character or a string from a set.

Example:

Please Note: You can use the wildcard ? within the braces, but not *. Thus, {12-104,15?,367?} is a valid pattern, whereas

The pattern is 2{11-15,a-d,!14,!c}5.
Numbers matching the pattern are 2115, 2125, 2135, 2155, 2a5, 2b5, 2d5.

{15*,36%*} is not.

Please Note: The symbol ! cannot be used to exclude a range of symbols. For example 2{15-60,!23-32} or 2{15-60,!23-

132} are not valid patterns. To valid pattern will be to 2{15-22,33-60}.

1 The same as above with the exception that character ranges can include single-digit/character elements only.

Example:

The pattern is 2[1-5, a-c]5.
Numbers matching the pattern are 215, 225, 235, 245, 255, 2a5, 2b5, 2c5.

\ Precedes a control symbol (*, ?, -, ! and , ) to indicate that it is used as an ordinary character, not a wildcard.

Example:

Please Note: Patterns cannot be prefixed with the * symbol. The system considers the patterns starting with * as feature codes

The pattern is 1\*[1-3]

Numbers matching the pattern are: 1*1, 1*2, 1*3

and does not parse them through the Call Routing table.

Best Matching Algorithm

All calls through and within a Quadro are made according to call routing patterns that specify a destination based on a dialed number. When a user
dials a number to make a call, the Quadro matches the dialed number against the existing patterns that are specified in the Call Routing table. If the
dialed number matches only to a single pattern, this pattern will be used to set up a call. If several patterns have been found to match the number,
the Quadro uses the Best Matching Algorithm to prioritize the matching patterns. Once the patterns are prioritized, the pattern with the highest
priority will be used as a preferred route for call setup. The successive patterns will be used only if the destination specified by a higher priority

pattern is unreachable.

To prioritize the matching patterns, the following criteria are sequentially applied to matching patterns. The criteria are ordered by their priorities:
Each consecutive criterion is calculated only for the patterns that take the same value for the preceding criteria: that is Criterion 3 is calculated only

for patterns that take the same value for Criterion 1 and Criterion 2.

Criterion 1

The presence of asterisks (“*") in a pattern

The patterns without “*” have a higher priority.

Criterion 2

The total number of matching digits/symbols inside and outside the braces/brackets

The more matching digits a pattern contains, the higher its priority.

Criterion 3

The number of matching digits/symbols outside the braces/brackets

The more matching digits outside braces/brackets a pattern contains, the higher its priority.

Please Note: This criterion is used only if several patterns take an equal but non-zero value for Criterion
2.

Criterion 4

The total number of question marks (‘?’) inside and outside the braces/brackets

The more question marks a pattern contains, the higher its priority.

Criterion 5

The number of question marks (“?") outside braces/brackets
The more question marks outside braces/brackets a pattern contains, the higher its priority.

Please Note: This criterion is used only if several patterns take an equal but non-zero value for Criterion
4.

Criterion 6

The number of square brackets (“[]")

The more brackets a pattern contains, the higher its priority.

Criterion 7

The number of braces (“{}")
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The more braces a pattern contains, the higher its priority.
The number of asterisks (“*")
Criterion 8
The fewer asterisks a pattern contains, the higher its priority.
The value of the metric
Criterion 9
The lower the metric of a pattern is, the higher its priority.
The position in the routing table
Criterion 10
The higher the position of a pattern in the routing table is, the higher its priority.

Example.

The user has dialed 1231 and the following matching patterns have been found.

The list of patterns
*l*
123*
{11-15}3*
72?1
123?

[1-3]*
[1-3]77?
{100-150, asd, \*\?}1
12*31
1[1-3]3[0-8]
1231
*2*1

*

Step 1: The list is split into two groups separating the patterns with “*” from those without (Criterion 1). The patterns with “*” form a group with a

lower priority

and are pushed back to the end of the list.

Criterion 1

The list split into two
subgroups

2221
1232
[1-3]727
{100-150, asd, \\?}1
1[1-3]3[0-8]
1231
*l*
123+
{11-15)3*
[1-3]*

12#31
*x]

*

Step 2: The two groups of patterns are arranged separately from each other by the total number of matching digits inside and outside the
braces/brackets in the descending order (Criterion 2). The patterns that contain the same number of matching digits are grouped into sub-

lists.

Criterion 2

The list of patterns | Matching digits N | Thelist of patterns | Matching digits
22?1 2 1[1-3]3[0-8] 4
123? 3 1 | 1231 4
[1-3]77? 1 {100-150, asd, \*\?}1 4

123? 3
{100-150, asd, \*\?}1 4

2271 2
1[1-3]3[0-8] 4

[1-3]77?? 1
1231 4
*1* 1 12*31 4
123* 3 PED 3
{11-15}3* 3 3 .
[1-3]* 1 {11-15}3 3
12*31 4 *2*1 2
*2*1 2 4 *l* l
* 0 [1-3]* 1

* 0
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Step 3: The new sub-lists are arranged separately from each other by the number of matching digits outside the braces/brackets (Criterion 3). The
patterns that contain the same number of matching digits are grouped into sub-lists.
Criterion 3

The list of patterns | Matching digits
1[1-3]3[0-8] 2
1231 4
{100-150, asd, \*\?}1 1
123? -
72271 -
[1-3]2?? -
12*31 -
123* 3
{11-15}3* 1
*Q%] -
*1* 1
[1-3]* 0
* -

The list of patterns

Matching digits

1231 4
1[1-3]3[0-8] 2
{100-150, asd, M2} 1
1232 -
2271 R
[1-3]72? R
12+31 -
123 3
{11-15)3* 1
2] R
*1* 1
[1-3]* 0
*

The Best Matching Algorithm will stop after executing step 3 as no new sub-lists are formed. The resultant list of prioritized patterns will be the

following:

VolP Carrier Wizard

The VolP Carrier Wizard is used to define access codes for available VolP Carrier accounts which will particularly allow you to reach users over IP-
PSTN providers or to call to the peers registered on the certain SIP servers by dialing simple digit combinations.

The prioritized list

1231
1[1-3]3[0-8]
{100-150, asd, \\?}1
1232
2271
[1-3]72?
12+31
123+
{11-15}3*
*x]
*1*
[1-3]*
*

For each configured VolP carrier, the wizard creates a specific IP-PSTN routing rule in the Call Routing table. This entry is available to PBX users
only, which means only PBX users can make calls to the corresponding VolIP carrier. Additionally, a virtual extension automatically generated in
Extensions Management will be registered on the defined VolP Carrier's SIP server. The settings of that extension will be used to make calls from

Quadro’s users towards the created VolP Carrier will be placed.

VoIP Carrier Wizard — Page 1 provides a following option of

describing the VolIP carrier:

When predefined carrier is selected in the VolP Carrier drop
down list, the SIP Server and Port will be already predefined in
the next page. Manual selection allows you to manually set up

the VolIP Carrier settings.

The Description field allows you to
description of the VolP Carrier.

insert an optional

Main  System Users  Telephony

VolP Carrier Wizard

Intermet Uplink Network

@ cpygi

Select VolP Carrier

VoIP Carrier: | pranual =

Description:  [ieny

[ Cancel

Halp

Fig. 11-171: VoIP Carrier Wizard page 1
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VoIP Carrier Wizard — Page 2 is used to define VolP Carrier
Settings. The page contains following components:

1. VolP Carrier Common Settings

The Account Name text field requires a username for
authentication on the defined SIP server.

The Password text field requires a password for authentication
on the defined SIP server.

The Confirm Password text field requires a password
confirmation. If the input is not corresponding to the one in the
Extension Password field, the error message “Incorrect
Password confirm” will appear.

The SIP Server text field requires an IP address or the
hostname of the SIP server destination party it is registered on.

The SIP Server Port text field requires the port number of the
SIP server destination party it is registered on.

2. VolP Carrier Advanced Settings

Main  System  Users  Tedephony

VolP Carrier Wizard

intarnat Upbink

Hatwork

ValP Carrier Settings

VolP Carrier Common Settings
Account Narme: kebu_sccount

Password:

Confirm
Password:

SI8 Sorver:

SIF Server Port: s080

¥ Use RTP Proxy

Authentication
User Name:

Sond Keop-alive Moasages 1o Prowy
Timeout: |80 e

Outbound Proxy

Host Ar

Port

Secondary SIP Server

Host

Fon

Oulbound Proxy for Secondary SIP Server

HOS1 AdOress

Pon

dedress

VolP Carrier Advanced Settings

Fravious Hast

Cancel

Help

Fig. 11-172: VoIP Carrier Wizard page 2

The Use RTP Proxy checkbox is applicable only when a route is used for calls towards a configured VolP Carrier from a peer located outside the
Quadro. When this checkbox is selected, the RTP streams between external users will be routed through Quadro. When the checkbox is not

selected, RTP packets will move directly between peers.

UserID requires an identification parameter to reach the SIP server. It should have been provided by the SIP service provider and can be requested

only for certain SIP servers. For others, the field should be left empty.

Send Keep-alive Messages to Proxy enables the SIP registration server accessibility to the verification mechanism. Timeout indicates the timeout
between two attempts of SIP registration server accessibility verification. If a reply is not received from the primary SIP server within this timeout, the
secondary SIP server will be contacted. When the primary SIP server recovers, SIP packets will continue to be sent to the server.

A group of Host address and Port text fields respectively require the host address (IP address or the host name), the port number of the Outbound
Proxy, Secondary SIP Server and the Outbound Proxy for the Secondary SIP Server. These settings are provided by the SIP servers’ providers

and are used by Quadro to reach the selected SIP servers.

VoIP Carrier Wizard — Page 3 contains the following VolP
Carrier access code selection components:

The Access code text field requires a digit combination by
dialing which the corresponding VolP Carrier will be reached.
The Access code radio buttons allows you to create outbound
routing rules.

e By prefix text field requires entering the prefix that will be
placed in front of the routing pattern instead of the
discarded digits. The Prefix field can consist of numeric
values only. A corresponding warning appears if any other
symbols are inserted.

e By pattern text field specifies calls to which the rule
should be applied. If an outbound call has a destination
number that matches the specified pattern, it will be
completed according to the current rule. A routing pattern
may contain wildcards. The complete list of characters and
wildcards allowed in this text field is given on the Allowed
Characters and Wildcards page.

The Route Incoming Calls to drop down list allows you to select
an extension (or Auto Attendant) on the Quadro where incoming
calls from the configured VolP Carrier should be routed to. For
the selected extension there will be an unconditional forwarding
set up which will care for incoming calls forwarding from the VolP
carrier to the corresponding extension.

@cpysi

Main System Users Telephony Internet Uplink Hetwork
ThlicroR
VolIP Carrier Wizard
VoIP Carrier Access Code
Access code:
@pyprefix: ||0
O By pattern:
Emergency Code: i
Route Incoming Calls to: v
DOrailover to PSTN
| | | | |
1 - WARNING: if this TSP is 311 compliant then you have to bind this account with the geographical address of
your device. [fthe TSP is not 811 compliant then the public safety agency will not be able to determine the
address automatically

Please check your pending events!

Copyright (C) 20032012 Eprgi Technologies, Lid. Al ights reserved

Fig. 11-173: VoIP Carrier Wizard page 3

The Emergency Code text field requires the emergency code supported by the specified ITSP. By default this field is filled with the information
defined in the Quadro’'s System Configuration Wizard, but this field also allows to define an ITSP specific emergency codes. In case your system has
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both local PSTN emergency codes and ITSP codes configured, when dialing the certain emergency code, Quadro will first try to reach the local
PSTN allocated emergency destination, and if failed will dial the ITSP emergency destination.

Please Note: If the defined ITSP is 911 compliant then you have to bind this account with the geographical address of your device. If the ITSP is not
911 compliant then the public safety agency will not be able to determine the address automatically.

The Failover to PSTN checkbox selection will route the call to the PSTN through the local FXO line in case if the VolP Carrier is not available. When
this checkbox is selected, an additional entry will be added to the Call Routing table. This maintains digit transmission to the local PSTN when an IP
call towards the configured VolP Carrier cannot be established.

Please Note: A warning message will appear when the defined Access Code already exists in the Call Routing table or causes a conflict with
entries already in the Call Routing table. In this case, when continuing through the VolP Carrier Wizard, the existing entry in the Call Routing table
will automatically be overwritten by the new settings.

RADIUS Client Settings

RADIUS (Remote Authentication Dial In User Service) specifies the RADIUS protocol used for authentication, authorization and accounting, to
differentiate, to secure and to account for the users. The RADIUS Server provides the option for a caller from/through Quadro to pass authentication
and to be able to dial a specific number.

When a RADIUS client is enabled on the Quadro, and according to the configuration of AAA Required option (see Call Routing table), the RADIUS
server will be used to authenticate user and/or to account for the call. This can be accomplished by automatic detection of the caller's number or a
customized login prompt where the caller is expected to enter a username and password.

Transactions between the client and the RADIUS server are authenticated through the use of a shared Secret Key, which is never sent over the
network. In addition, user passwords are encrypted when sent between the client and RADIUS server to eliminate the possibility of a party viewing
an unsecured network where they could determine a user's password. If no response from the RADIUS Server is returned after the Receive Timeout
expires, the request is resent numerous times as defined in the Retry Count list. The client can also forward requests to an alternate server(s) if the
primary server is down or unreachable. An alternate server can be used after a number of failed tries to the primary server.

Once the RADIUS server receives the request, it determines if the sending client is valid. A request from a client that the RADIUS server does not
recognize must be silently discarded. If the client is valid, the RADIUS server consults a database of users to find the user whose name matches the
request. The user entry in the database contains a list of requirements (username, password, etc.) that must be met to give access to the user. If all
conditions are met, the user gets access to the Quadro Network.

The RADIUS Client Settings page contains the Enable RADIUS Client checkbox that enables RADIUS client on the Quadro.

Please Note: The RADIUS Client cannot be disabled if there is at least one route with RADIUS Authentication and Authorization or RADIUS
Accounting values configured in the AAA Required drop down list at the Call Routing table. In order to be able to disable the RADIUS Client on the
Quadro, appropriate routes should be removed first.

The other RADIUS Client settings are divided into three groups:

1. Registration Settings
The Primary Server requires the IP address of the primary Radius Server.
The Secondary Server requires the IP address of the secondary Radius Server.

NAT Station IP text fields require the NAT PC WAN IP address. If no NAT Station is specified here, Quadro’s IP address will be sent to the RADIUS
server.

Secret Key is used to insert the secret key between the Radius client and the server. Contact the Radius server administrator to get the secret key
for your Quadro.
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The Confirm Secret Key field is used to verify the secret key. If
the entered Secret Key does not correspond to the one in the
Confirm Secret Key field, the error message “The Secret Key
does not match. Please try again” will appear.

Retry Count allows you to select the number of attempts
authorized before canceling the registration.

Receive Timeout allows you to select the timeout (in seconds)
between two attempts to register.

Main  System Users T

RADIUS Client Setti

Enable RADIUS clignt
Frimary Server.
Secondary Server:

MAT station IP

elephony

ngs

Internet Uplink

Registration Settings

192168756212

212.218.21 .68

5 15

Network

IP-Clipboard

@cpysi

ThlicroR

Encoding Type allows you to select the encoding type (PAP or
CHAP) that should be unique on both the client and the server
sides for the establishment of a successful connection. Encoding
type should also be requested from the Radius Server
administrator.

The Authorization Port text field requires the port number on the
RADIUS server where Quadro is to send the authentication
requests.

The Accounting Port text field requires the port number on the
RADIUS server where Quadro is to send the accounting
messages.

Secret Key,

Canfirm Secret Key:

Retry Count. 3~
Receive Timeout fsec): |5+
Encoding Type

Autharization port: 1812
Accounting port 1812
Authentication Settings

I Enale commoen login for all users in time of by Phone authentication
Username
Password

Authentication on Destination RADIUS Server:
Username:

quadrorad

Pasaword eesnene

Confirm Passward: | eeseses

Accounting Settings
Use this User Name if accaunting only is reguired.
User Mame: guadro

Send Accounting messages:

© Both Start and Stop message

O Only Stap message

Please check your pending events!
Capyright (C) 2003-2012 Epyai Technalagies, Ltd. All rights resenved.

Fig. 11-174: Radius Client Settings page

2. Authentication Settings

The Enable common login for all users in time of by Phone authentication checkbox enables custom settings for the callers who passed an
authorization by phone on the Quadro. This checkbox enables Username and Password text fields to insert the custom settings that will stand
instead of the source caller’s settings when being delivered to the RADIUS server.

The Authentication on Destination RADIUS Server parameters group is used to insert a Username and a Password (followed by the password
confirmation) to pass authentication on the RADIUS Server of the destination Quadro. If these fields are left empty, the original authentication
settings that users enter for authentication will be used.

3. Accounting Settings

The Username field is dedicated for accounting services only. It is used to insert an identification username for accounting purposes. When no
username is specified in this field, the source username will be used for accounting.

The Send Accounting messages manipulation radio buttons group is used to select sending both Start and Stop accounting messages or only
Stop accounting message.

Voice Mail Common Settings

The Voice Mail Common Settings page is used to configure the codec for the Voice Mail recording and other settings related to the voicemail to
email and FAX to email sending.

This page offers the following components:

The Recording Codec drop down list contains the existing codecs for voice mail compression. Changing the Voice Mail recording codec will directly
affect the allocated memory size for users.

Email Subject for voice field is used to when user enables Send new voice messages via e-mail option from his personal Voice Mail Settings. In
this field you may define a flexible subject for all emails sent from the Quadro and carrying the voice mails.

Besides using static text in the subject line, you may want to use the predefined tags to combine the needed subject:

e Hostname - the hostname of the Quadro.

e Displayname - the caller's display name. This value is not displayed for PSTN callers.

e Username - the caller's SIP username. For PBX caller this is the caller's PBX number, for PSTN callers this is the caller's PSTN number.

e Full name - the caller's full SIP address (SIP username and the SIP server). For PBX caller this is the caller's PBX number, for PSTN callers
this is the caller's PSTN number.

e Duration - the voice mail duration.
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e Date - the date the voice mail was received.
To insert the predefined tag to the subject line, you should

simply click on the corresponding tag. The following format )
should be maintained to create a flexible subject: Main  System Users  Telephony Internet Uplink Network @G‘P\’Ol
Example: Voice mail received from $[VM_DISPNAME] Voice Mail Common Settings
$[VM_DATE]

- Recording Codec:
In this example, all email subjects will contain a static text £ 7292 [E-ACELP spesch coding ot 8 khit’s rate) =]
"Voice mail received from" following by the display name of E-mal Subject for voce:

“oice mail received from S[VM_DISPNAME] $[VIM_USERMNAME]

the caller and the date voice mail is received.

Insert: Hostname Displavname Username Fullname Duration Date
FAX to E-mail format drop down list is used to define the FAX to E-mail format:
format of the FAX document received in the voice mail and to

A TIFF (Tag Image File Format) [=]
be attached to the email, in case user has enabled Send new
voice messages via e-mail option from his personal Voice
Mail Settings. TIFF or PDF formats may be selected here. [eSma] [Backan)] ==—rr—

Please check your pending events!

Copyright (C) 2002-2012 E

gies, Ltd. Al rights reserved

Fig. 11-175: Voice Mail Coming Settings page

Dial Plan Settings

The Dial Plan Settings page is used to adjust the dialing o
timeout setting. Main System Users  Telephony Internet Uplink Network @ep}gl

quadra
The Routing Dial Timeout setting specifies a period of time ] ]
after the last dialed digit that the system identifies as a Dial Plan Settings
completion of dialing. If the user does not press any key

within the specified timeout, the system assumes that the Routing Dial Timeout. |1 sec

dialing is complete and starts calling the dialed number. Only
predefined values included in the drop-down list can be used Please check your pending events!
for thIS Settlng. Copyright (C) 2002-2011 Epygi Technologies, Ltd. All rights reserved.

Fig. 11-176: Dial Plan Settings page

The Routing Dial Timeout setting will also be applied to all the supported IP phones that are auto-configured with the Quadro and provide the
possibility of changing this setting through the auto-configuration file. The modified value of the setting will take effect after rebooting the IP phones.

3PCC Settings

The 3PCC Settings page is used to adjust the third party call .
controlling settings. 3PCC service on the Quadro allows call Main System Users Telephony InfernetUplink  Network @ep}-’gl
controlling applications to remotely initiate and handle calls on Pruadre
the Quadro and to subscribe for certain event notifications 3PCC Settings

from the Quadro.

O secure Connection

This page consists of the following components:

Request Timeout {secy 10
The Secure Connection checkbox is used enable a secure Fealure Key: Mot Added
encrypted connection between the call controlling application VAN Port: Mot Opened
and the Quadro.
Copyright () 2003-2008 Epygi Technologies, Ltd. All rights reserved

Fig. 11-177: 3PCC Settings page

Please Note: For successful connection, this option should be set up in the same way on both sides (enabled or disabled on both sides).

The Request Timeout text field requires the timeout (in seconds) during which the Quadro should receive a response to the request from the call
controlling application. If the response is not received during this timeout, Quadro will perform a request dependent default action. For example, if the
call controlling application is configured to handle incoming calls on the Quadro. Once the incoming call occurs, Quadro is trying to transfer the call to
the call controlling application. If the call controlling application does not response within the mentioned timeout, Quadro will answer the call or
perform an action configured for unanswered incoming calls. This setting is dependent on the network conditions therefore consult with your network
administrator before changing the default value.

The read-only Feature Key text field indicates whether the feature key for the 3PCC Support is installed on the system. The system will not accept
connections from 3PCC applications if no key is found. The 3PCC support is an optional feature and can be activated with a feature key from the
Features page.

The read-only WAN Port text field indicates whether there is a filtering rule specified for the Call Control Access. If a third-party call control
application connects to the Quadro from the WAN interface, a filtering rule for the corresponding host should be created on the Call Control Access
page to allow the application a remote access. Creating a filtering rule is not required if the firewall is not setup on the Quadro. The field shows
Opened if there is at least one enabled filtering rule for the Call Control Access.

Key System Emulation

The Key System Emulation is a widely used service in legacy PBXs simplifying the direct connection to the available PSTN lines. On the Quadro, the
usage of Key System Emulation services is limited to the IP phones attached to the Quadro through the available IP lines and provides direct
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connection to the available PSTN lines and SIP networks. In its turn, the IP phones are limited to the following models with the perspective to enlarge
the list of recommended IP phones in the future:

® Aastra 480i ® Aastra 6737i
® Aastra 480iCT ® Aastra 6739i
® Aastra 9133i e snom 320

® Aastra 9480i e snom 360

® Aastra 9480iCT e snom 370

® Aastra 9143i ® snom 710

® Aastra 6755i ® snom 720

® Aastra 6757i ® snom 760

® Aastra 6757iCT e snom 820

® Aastra 6730i e snom 821

® Aastra 6731i e snom 870

® Aastra 6735i

The Key System Emulation feature allows to:

e Have a direct connection to the available PSTN lines and SIP networks behind the Quadro by pushing the programmable keys
on the IP phone.

e  Monitor the availability and status of all configured external lines via programmable keys on the IP Phones.

®  Place the call on hold from one IP phone and pick it from another IP phone attached on the Quadro.

How Key System Emulation works:

Depending on the model, the IP phone has a number of programmable keys available. Basically, all programmable keys should have an LED, which
can be switched ON, OFF or blinking. If an IP phone has a display, the programmable keys may also have an additional description (like what the
particular programmable key does or just a name) displayed on it.

On the Quadro, Shared Line Appearance (SLA) lines act as an intermediate link between the external PSTN lines or SIP servers on one end and the
programmable keys on the IP phones. The SLA lines should be first configured on the Quadro from the Key System Emulation page. Each SLA line
can correspond to one of the external PSTN lines or be a direct connection to a SIP server. Once configured, SLA lines can be assigned to the
programmable keys on the IP phones. For the incoming and outgoing calls to be handled, each programmable key will correspond to the particular
PSTN line or SIP network (server). The same PSTN line or SIP network can be configured on the different programmable keys for different IP
phones.

When the incoming call comes to an SLA line (from PSTN or SIP user), all IP phones that use the Key System Emulation are starting to ring and the
programmable key assigned to the corresponding SLA line is beginning to blink on all IP phones. To pick the incoming call push the blinking
programmable key on any of the ringing IP phones. The corresponding programmable key will stop blinking on all other IP phones, the IP phone
rings stop and the programmable keys go to the state ON indicating that the line is busy.

If a user of one IP phone holds an active call performed on the SLA line, the programmable key is starting to blink on all IP phones. The user who
has held the call can then inform the other IP phone to pick up the held call. To pick the held call, the user of the other IP phone should simply push
the blinking programmable key on his IP phone. Once the call is picked, the corresponding programmable key will show solid light (busy) on all other
IP phones.

To make an external call through the certain SLA line, the programmable key assigned to that SLA line should be in the idle state. The IP phone user
should then push the corresponding programmable key, depending on what line he needs to get, and wait for a dial tone. Once the dial tone is
heard, user can dial the number and the push the OK/Dial button on his IP phone. The call will be placed through the corresponding SLA line. During
the call, the programmable keys assigned to that SLA line on all other IP phones goes to the state ON indicating that the line is busy.

Please Note: If the IP phone is configured through the Plug-and-Play option while connecting to the Quadro, the first few programmable keys on the
IP phone will be by default assigned to the first SLA lines on the Quadro in the consequent order.

The Key System Emulation page is used to configure and setup the Shared Line Appearance (SLA) lines on the Quadro. The available SLA lines
and their configuration parameters are listed in the table on this page.

The Quadro4Li product has 8 SLA lines.
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Pressing on the SLA# link will open the corresponding SLA
line settings (see below).

The Advanced Configuration link moves to the Key
System Advanced Settings page that is used to
enable/disable the blind transfer service from SLA lines to
extensions or their voice mailboxes.

Main  System Users  Telephony Internet Uplink Network
Key System Emulation

Line External Trunk Advanced Settings
SLAL Inactive Fonwarding for SLA1
SLAZ Inactive Forwarding for SLAZ
SLAZ Inactive Eorwarding for SLAZ
SLAd Inactive Forwarding for SLAL
SLAS Inactive Fonwarding for SLAS
SLAG Inactive Forwarding for SLAB
SLAT Inactive Forwarding for SLAT
SLAS Inactive Forwarding for SLAS

Advanced Configuration

Back

Copyright (£ 2003-2008 Epyai Technologies, Ltd. All rights reserved

@cpysi

Q4Li109

Key System Emulation - SLA#

Fig. 11-178: Key System Emulation page

The Key System Emulation - SLA# page is used to configure the corresponding SLA line on the Quadro and contains the following components:

The SLA Name text field is used to insert the preferred name for the corresponding SLA line. On the IP phones with the display available, this name

is visible on the display next to the programmable key.

A group of manipulation radio buttons allow you to configure the SLA line:

Inactive - disables the corresponding SLA line.

PSTN - allows you to assign the SLA line to the available PSTN lines on the Quadro. This selection disappears when there are no more unassigned

PSTN lines available.

Attention: By assigning a PSTN line to an SLA line, it becomes unavailable for calls through Auto Attendant or Call Routing Table.
SIP - used to assign the SLA line to the certain SIP server. This selection has two sub-selections:
e Custom Settings - used to define a SIP server and SIP registration parameters. The following parameters are required for this selection:

Username - the registration username on the SIP server.

Password - the registration password on the SIP
server.

SIP Server - the IP address or the host name of the SIP
server.

SIP Port - the port of the SIP server.

Authentication User Name - an identification
parameter to reach the SIP server. It should be provided
by the SIP service provider and can be requested for
some SIP servers only. For others, the field should be
left empty.

Outbound Proxy Host Address and Port - the IP
address or the host name and the port number of the
outbound proxy SIP server. For more details see
Extensions Management.

e Use SLA Settings - choose this selection to use the
SIP settings of another SLA line. This selection is also
used to allow multiple line appearances on the same
ITSP provider. The SLA drop down list is used to select
the SLA line whose SIP settings will be used for the
corresponding SLA line.

The DID text field requires an optional identification
number used by some ITSP providers to differentiate
between the call appearances on the selected line.

The Use DID for outgoing calls indicates whether the
specified DID number should be included in the Caller
ID of calls initiated from the SLA. If this checkbox is
enabled, the DID number will be sent along with the SIP
username. This checkbox should be enabled if the IP-
PSTN provider authorizes the users by their DIDs.

Mame |SLA1

Main System Users Telephony Internet Uplink Network

Key System Emulation - SLA1

@cpysi

= Inactive

= PSTH

Lines |Trunk 1({ Timeslot 1)

@ SIP

@ Custom Settings

User Name 74111112
Password = |

SIP Server sip.epygi.loc
SIP Port 5060

Registration on SIP Server

[ use RTP Proxy

Authentication User Name
Outbound Proxy

Host address

Fort

SLA

7 Use SLA Settings E|

(n]ln]

[Cluse DID for outgoing calls

Please check vour pending events!

Copyright (C) 2003-2012 Epva

s Ltd Al rights r

Fig. 11-179: Key System Emulation — SLA# page
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The Forwarding for SLA# links in the Advanced Settings column refer to the Advanced Settings for SLA# page where the unconditional or no
answer call forwarding can be configured for each SLA line.
The Advanced Settings for SLA# page is used to configure the unconditional or no answer call forwarding for each When the forwarding is

enabled, all incoming calls to the corresponding SLA line will be redirected to the defined destination. If the call forwarding is activated, the
programmable key assigned to the corresponding SLA line will remain in the ON state until the call is disconnected.

The following ways of Call Forwarding are available for the SLA lines:

Unconditional - all incoming calls to the corresponding SLA line will be forwarded to the specified destinations.

No Answer - incoming calls will be forwarded to the specified destinations if the corresponding SLA line is not answered within 20 seconds.
The Enable Service checkbox selection on the related page activates corresponding call forwarding service on the current SLA line.
Attention: The following rules are applicable to all call forwarding
types:

@cpysi

Y PSTN deStInathnS (Wlth PSTN Or AUtO Ca” type) have prlOI’Ity Main  System  Users Telephony Internet Uplink Network o
in Forward to list. If there are different destinations in the
Forward to list, the call will be forwarded to PSTN destination Advanced Settings for SLA1
(in the same time any available SIP or PBX destinations will
receive a Short ring)- If the PSTN deStinatiOn was nOt theondronCaEoratdl EF}:T:‘I;SS?I:\I/:EA(I(I Edit Delete Selectall liverse Selection
successful, the next PSTN destination will be dialed, otherwise psnsEL LAl P T [rwmin
if there are no more PSTN destinations in the table, the call will e Selnes O | enatiea v

be forwarded to any available SIP and PBX destinations

A [ | Enahled
simultaneously.

Ltd. Al rights reserved.

PSTR-568742

° If there are multiple entries with any combination of PBX or SIP
call types, then all destinations will ring simultaneously and the
call will be established with the destination that will pick up the
call the first.

Please check your pending events!
002-2012 Epyai

Fig. 11-180: Advanced Settings for SLA# page

° Unconditional Call Forwarding service has higher priority versus to other forwarding types, i.e. when Unconditional Call Forwarding is enabled,
No Answer Forwarding services will not work even if they are enabled.
The table displayed in each page of Call Forwarding configuration lists the destinations where incoming calls addressed to the corresponding SLA
line will be forwarded.
Enable/Disable functional button is used to enable/disable the corresponding forwarding destinations. This is helpful to avoid removing forwarding
destination(s) if they are not applicable at the moment.
©cpysi

ThticioR

Add opens an Add Entry page where a new forwarding destination
may be specified by its Call Type (PBX, SIP, PSTN or Auto) and
depending on this call type, by its extension number, SIP address or
PSTN number in the Forward to text field. Only a SIP registration
username can be inserted here to forward calls to the user registered
at the same SIP server as the current extension is registered at, i.e. if
the SIP server hostname is left empty, the system will automatically Foran T |25
set the current extension's registration server hostname. The

extension number should be inserted in the Forward to text field for

Main System Users Telephony Internet Uplink Network

Forwarding List - Add Entry

Call Type PEX

the PBX call type. The PSTN number length depends on the area
code and phone number. When Auto is selected as a Call Type,
routing pattern will be considered here and parsed through Call

Routing table.

Please check your pending events!
Copyright (£ 2003-2012 Epyai Technologies, Ltd. All rights resenved

Fig. 11-181: Advanced Settings for SLA# page

Please Note: System allows you to forward incoming calls to the Quadro PSTN lines, thus giving callers a possibility to make calls through remote
Quadro's PSTN lines. To do so, select PSTN from the Call Type drop down list and type pstn (capital and lower case letters allowed) in the
Forward to text field. Caller will connect to the available PSTN line, get the dial tone and be free to dial the PSTN number.

The Hold Music Settings are used to define the music that will be played when being on hold or putting a remote party on hold. To specify this
music the following checkboxes and text fields are available:

Send Hold Music to Remote IP Party enables the specified music for sending to a remote IP party whenever it is on hold and waiting. If this
checkbox is disabled, Quadro will not send any hold music to the remote IP party. The remote IP party will then hear their own hold music, or
something similar, if configured. The hold music is always sent to PBX and PSTN destinations independent on the configuration of this option.

The Listen Hold Music drop down list specifies the music current user will hear when being on hold. It offers the following options:
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° Off - no music will be played. Main System Users Telephony  InternetUplink  Network @f‘Pygl
®  Own Music - the current user will define the music that will )
be played to them self while being on hold. Advanced Settings for SLA1
e Remote Party's Music - the current user will hear the Uncongitional Cal Forwarting | [7]Sand Hold Music o remots IF parly
remote party's hold music, if enabled, and sent by remote Mo fngwer Call Fonwarding | | eion Hotg wustc: [ Gwn_Music ¥
party Hold Music Settings
) _' ) @ File [J Restore default Hold Music file
The manipulation radio buttons group allows you to select the way
custom hold music will be provided. oA e ol Musie Tl
e  File selection is used to upload the hold music file. The © RTP Channel | chosse hanner [ v
following options are available under this selection:
Restore Default Hold Music File enables the default
music. If the checkbox is selected, the text field Upload Peadde el
New Hold Music File will be disabled.
Fig. 11-182: Advanced Settings for SLA# page
Upload New Hold Music File text field can be used to type the path where hold music file is located. If hold music file is browsed with the
help of file-chooser, this field displays the path of the browsed file. Browse button is used to browse for the hold music file.
The music file needs to be in PCMU (CCITT u-law, 8 kHz, 8 bit Mono) wave format, otherwise the system will prevent uploading the file
and display the warning message "Invalid audio file or format is not supported”. The system will refuse uploading also if there is not
enough memory available for the corresponding extension and will then announce "You do not have enough space".
Note: It is recommended to use a piece of music not longer than one minute in order to leave enough space for user defined messages
and voice mails.
The Download Hold Music File link appears only if a file has been uploaded recently. It downloads the audio file to the PC and opens a
window where the saving location can be specified.
e RTP Channel selection is used to define the channel for the broadcast streaming. The RTP channels are created by the system

administrator. Therefore if you are experiencing problems with using the RTP channels as hold music, or no RTP channels are available to

select on this page, turn to your system administrator for clarification.

Key System Advanced Configuration

The Key System Emulation - Advanced Configuration page is used to enable/disable the blind transfer service from SLA lines to extensions or
their voice mailboxes.The page consists of the following settings:

The Enable blind transfer to VM checkbox indicates whether
a call received to an SLA can be blind transferred to
extensions’ voice mailboxes. Selecting the checkbox will
enable the blind transfer functionality and will require a prefix
(digits only) that should precede the calls to voice mailboxes.
To call a voice mailbox, the user should dial the specified
prefix followed by the extension number.

The Enable blind transfer to extension checkbox indicates
whether a call received to an SLA can be blind transferred to
extensions. Selecting the checkbox will enable the blind
transfer functionality to extensions. You may optionally specify
a prefix that should precede the calls to extensions. Specifying
a prefix is mandatory if the extension numbers have the same
length as the SIP usernames on the SIP server on which the
SLA is registered.

Main System Users  Telephony Internet Uplink HNetwork @ e P \’81
J

quadro

Key System Emulation - Advanced Configuration

Enable blind transfar to Vb

Prefc |77

Enable hlind transfer to extension
Prefix

Copyright (C)2003-2008 Epyai Technologies, Lid, Al rights reserved.

Fig. 11-183: Key System Emulation - Advanced Configuration page

Please Note: If the Enable blind transfer extension checkbox is disabled, all calls initiated from SLAs are routed to the SIP server on which
the SLA is registered (if any). If the checkbox is enabled but no prefix is specified, outgoing calls will be routed to the SIP server only if the
number of dialed digits does not match the extension length specified on the system.

RTP Streaming Channels

The RTP Streaming Channels page is used to configure channels where the broadcast RTP streams are transmitted. These channels may be then
configured to be used as hold music (see Manual Ill — Extension User’s Guide) or any other type of music played to the caller.
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The RTP Streaming Channels page consists of a table where

RTP channels are listed. Main System Users Telephony Internet Uplink Network @ep}’gl
quadre
Add opens the Add Entry page where a new RTP channel can be RTP Streaming Channels
added.
Add Edit Delete Selectall hwerse
The Add Entry page includes the following text fields: Channel Name | Local RTP Port | Description
. ) [ | 7oo0 7000 o000
The RTP Channel Name text field requires the name or the —.
number of the RTP channel. ] | 7500 7500 Channel

The Port Number text field requires the broadcasting RTP port Pleass cheskvour pending events!

number Copyright (51 2003-2011 Epyni Teshnolagies, Ltd. All rights resenved

L . . . . . Fig. 1-184: RTP Streaming Channel page
The Description text field requires optional information related to

the RTP streaming channel.

-
Main System Users  Telephony Internet Uplink Network @6 Pygl

quadra
RTP Streaming Channels - Add Entry

RTF Channel Mame |7500

Port HMumber 7500

Description Hold Music Channel

Please check your pending events|
Copyright (C) 2003-2011 Epyai Technolagies, Ltd All ights reserved

Fig. 11-185: RTP Streaming Channel — Add Entry page

Class of Service

The current implementation of Class of Service (CoS) on Quadro is used to define the permissions that PBX extensions will have when using call
routing rules to make a call.

The Class of Service feature provides the ability to set restrictions on the call routing rules for each extension. The Class of Service functionality
allows to permit or deny the attempt of extensions to use certain types of call routing rules.

Suppose you want for a certain group of PBX extensions to deny the right to make international calls, but allow them to make local and long distance
calls and for another group of PBX extensions give a permission to make international calls only.

Class of Service allows to specify which extensions can use which routing rules to make a call.

For example, if an extension is not assigned to a certain class of service and an attempt is made to place a call from that extension using routing rule
with the Class of Service enabled, then “Number dialed does not exist” message will be played to the caller.

The permissions for a group of PBX extensions can be changed easily by modifying the CoS variable for each PBX extension.

On Quadro the defined CoS variables are associated with PBX extensions and call routing rules in the Call Routing Table.

In order to configure CoS feature, follow the steps below:
e  Atfirst assign the specified CoS(s) to a certain routing rule(s).

e  Assign the specified CoS(s) to the PBX extension(s).

If there is no CoS assigned to the call routing rule, that rule will be generally available for any PBX extension whether it is attached to a CoS or not.

Please Note: If the Enable Class of Service option is disabled, call routing rule(s) that are assigned to a certain CoS(s) will be available for any
PBX extension, if there are no any other filtering limitations.
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The Class Of SerV|ce page offers the fOIIOWIng components: Main System Users  Telephony Internet Uplink Network @ epygl :
Enable Class of Service checkbox is used to enable the Class of e
Service functionality on the Quadro and consists of the following Class of Services

components:

Go to Extensions Management

Add opens the Class of Services - Add Entry page where a new
class of service can be created.

Go to Conferences Management

Go to Call Routing Table

Edit opens the Class of Services - Edit Entry page where the

. s . g . | Enable CI f Servi

selected class of service's settings can be modified. This page nanle clsss of Senics

includes the same components as the Class of Services - Add I

Entry page does HName Description

for SIP rule (88*%)

Delete removes the selected class of services. If no records are
selected an error message occurs.
Select all selects all entries of the table. ST (EEck | Help |

Please check your pending events!
Copyright {€) 20022012 Epvgi Techno

for PSTN rule (55*%)

s, Lid. All rights reserved

Inverse Selection inverses the current selection (if no records are
selected, clicking on inverse selection will select all records).

Fig. 1I-186: Class of Services page

The Go to Extensions Management link leads to the Extensions Management page where the extensions can be assigned to use certain class of
service.

The Go to Call Routing Table link leads to the Call Routing Table page where the call routing rules can be assigned to a certain class of service.

The Class of Service — Add Entry page is used to create a new Class of Service and contains the following components:

e Nametext field indicates the name of the class of
service. This name will be visible in the Extensions
Management — Class of Service Settings page and in
the Call Routing Wizard when assigning the classes for
the extensions.

Class of Services - Add Entry

Halp

e  Description text field requires optional information about
the Class of Service.

Fig. 1I-187: Class of Services - Add Entry page
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Internet Uplink Menu

Main  System Users  Telephony Internet Uplink Network @epygl | rl tel n et U pl Irl k @ ep \,i' (_)"[

PPP/PPTP Settings Q4Li109 quadro 1o
Retresh in 600 secands!

WPN Configuration

Quadro4Li Management  Dynamic DNS Setings e Swctem
F Il MAT

Active Calls F‘”W.a e Llsers

iltering Rules

IDS Log e Telephory

: | s |nternet Uplink
o PPRIFFTF Settings
WPM Configuration
Dynamic DNS Settings
Firewall f NAT

Filtering Rules

Call Start Time | Call Duration | Calling F

Moitemns in list

Boot loader: 5.0.3/Release
Firmware Version: 5.0.4/Release

Users currently logged in:
- adwin frow 192.168.0.1, expires 16:05

O 0 0 0 0 C

- aduin from 192.168.0.1, expires 15:56 )
Internet connection status: DHCP Client _ aduin from 192.165.0.201, expires 16:04 IDS |_O
T
Copyright () 2003-2008 Epyai Technolagies, Ltd. Al rights resenved 5 |n5ta” Check“ <t
Fig. 1-188: Internet Uplink menu in Dynamo theme e Feature Codes
s Help
e | ogout

Please check your pending events|

Home Logout
Copyright 2002-2011 Epygi Technologies, Ltd. All rights reserved.

Fig. 11-189: Internet Uplink menu in Plain theme

PPP/ PPTP Settings

The PPP/PPTP Settings page is used to establish a connection over the DSL link, or any other type of uplink, to the ISP. A connection is needed to
set up and make or receive calls through PPP over Ethernet. The connection may be configured for manual setup or always up. Once a connection
has been established between the Quadro and the provider, Quadro users will be able to make and receive calls at any time.

The PPP/PPTP Settings page offers the following components:

The Advanced PPP Settings link refers to the same named page where certain parts of the negotiation process during connection establishment can
be adjusted. This link is not available when accessing this page through the Internet Configuration Wizard.

The PPTP Server text fields are only enabled when Quadro is running with the PPTP interface and require the IP address of the PPTP server.

The Encryption drop down list is only enabled when Quadro is running with the PPTP interface and it is used to select the encryption for the traffic
over the PPTP interface.

Authentication Settings require the Username and Password used for the authentication on the ISP server.

Dial Behavior radio buttons enables the following
selections:

Main System  Users  Telephory  Wlemet Uplink  Hetwark (c““‘."f-i]

Dial Manually - if this radio button is activated, a button
will be displayed in the main management window that PPP | PPTP Sottings
serves to switch the Internet connection on/off. When .
accessing the Internet, every station of the connected
LAN has to connect to Quadro first.
Always connected - Quadro stays in the always
connected mode. This will allow always being online in
the network.

IP Address Assignment radio buttons are used to define

the IP address assignment for the PPP interface with the

following options: El
Dynamic IP Address — the IP address to the PPP
interface will be assigned dynamically by the DHCP
server. o w2 (em 15 &9 [F-Cigaoard |
Fixed IP Address — the fixed user defined IP address
will be assigned to the PPP interface.

v [T [_He
The Keep Connection alive checkbox enables keeping the
connection alive by sending control packets dedicated for
the link state verification.

Fig. 11-190: PPP Dial Settings page
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Advanced PPP Settings

The Advanced PPP Settings are used to enable/disable certain parts of the negotiation process during connection establishment. These settings

are available only if Quadro has a PPPoE WAN interface.

Attention: Disabling any of the services below may cause problems when establishing a connection including the complete connection failure. The
default settings should be changed only if the ISP (Internet Service Provider) specifically requires it or if the peer system has problems with one of
the services listed below. More information about these services can be found at: http://www.protocols.com/pbook/ppp.htm.

The Advanced PPP Settings page offers the following group of checkboxes:

Enable automatic PPP restart at checkbox is used to select the time when the PPP connection will automatically be restarted. The checkbox
selection enables LCP echo failures text field that indicates the number of the LCP echo failure packets received before the PPP connection will be

considered as dead and will be restarted.

Disable CCP (Compression Control Protocol) negotiation -
this option should only be selected if the peer system is not
working properly. For example, if it is not accepting the requests
from the PPPD (Point-to-Point Daemon) for CCP negotiation.

Disable magic number negotiation - with this option, PPPD
cannot detect a looped-back line. This option should only be
selected if the peer is not working properly.

Disable protocol field compression negotiation in both the
receive and the transmit direction — with this option, no
protocol field compression will take place.

Disable Van Jacobson style TCP/IP header compression in
both the transmit and the receive direction — with this option,
no negotiation of TCP/IP header compression will take place
and the header will always be sent uncompressed.

Disable the connection-ID compression option in Van
Jacobson style TCP/IP header compression - with this
option, PPPD will not compress the connection-ID byte from
Van Jacobson and will not ask the peer to do so.

Disable the IPXCP and IPX protocols - this option should only
be selected if the peer is not working properly and cannot
handle requests from PPPD for IPXCP negotiation.

VPN Configuration

Main Sysiem Users  Telophony  IdeioedUplink  Hedwork

@y

Advanced PPP Seltings

M B

Fig. 11-191: Advanced PPP Settings page

A VPN (Virtual Private Network) is established to connect two local networks (intranets) securely over the Internet securely. The VPN routers
manage authentication between servers and clients and handle data encryption for the connection. Only authorized users may access the network

and the data exchange cannot be intercepted.

VPN connections are, in many ways, like every Internet connection, they are based on IP addresses, which means, the concerned VPN gateways
must authenticate the IP addresses of their respective partner's VPN gateways. Each time a specific VPN is to be established, usually the same IP
addresses are expected. This will not create problems if both VPN partners have fixed WAN IP addresses. There may be circumstances reasons to
prefer dynamically allocated IP addresses. To enable devices that use a variable IP address as part of a VPN, they are turned into “Road Warriors”.
For example, at this point they are able to reach their corporate network via authentication at the company's VPN gateway device. This VPN gateway
device must have a fixed IP address for Internet access. Every VPN needs at least one VPN gateway with a fixed IP address.

The partner devices of a VPN must have different WAN IP addresses, and if they are connected to local area networks, these LAN’s must have
different IP addresses. As all Quadro devices have the same default IP addresses on delivery, at least one of them must be reconfigured in order to

set a new IP address.

Quadro supports several kinds of VPN connections such as IPSec, L2TP and PPTP.

The VPN Configuration page offers IPSec Configuration and
PPTP/L2TP Configuration links that lead to the corresponding
feature settings pages.

Attention: It is strongly recommended not to run different types
of VPN tunnels between the same endpoints simultaneously.

Wam System Users  Tebephoiy bernet Upink Hetwok,

@-cpysi

VPN Configuration

[T (|

Fig. 11-192: VPN Configuration page

An IPSec connection includes authentication and encryption to protect data integrity and confidentiality. VPNs are “virtual” in the sense that
individuals can use the public Internet as a means of securely accessing an internal network. Once the IPSec connection is established, users have
access to the same network resources, addresses, and so forth as if they were connected locally. VPNs are “private” because the data is encrypted
between two VPN gateways. Encryption makes it very difficult for anyone to intercept data and capture sensitive information such as passwords. The
Quadro can be set up to act as a VPN router when connected to the Internet with a fixed IP address or as an IPSec connection Road Warrior when

using dynamic IP addresses.
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Establishing an IPSec connection normally requires the functionality of a VPN gateway on each side of the communication line. An intelligent Internet
access router, for example Quadro, delivers this function but also PCs or workstations may also be equipped with VPN gateway functionality. Home
offices typically prefer dynamically allocated IP addresses.

When Quadro is connected to the Internet with a fixed IP address, it will be set up to act as a VPN gateway. Quadro is then prepared to establish an
IPSec connection with another VPN gateway device, but also allows access to Road Warriors. A notebook /laptop used by a traveling employee
could also be a Road Warrior. Access to their company’s intranet via an IPSec connection can be obtained regardless of their location.

Quadro can also be set up to act as a Road Warrior. If a home office is connected to the Internet via Quadro with PPPoE (Point-to-Point Protocol)
and dynamic IP addressing, setting up Quadro as a Road Warrior will allow an IPSec connection to the corporate network.

For the encryption and decryption of the data transmitted via the IPSec connection, a key is used. RSA used by Quadro is an asymmetric key
system. It has to be available on both sides of the IPSec connection and will generate a different pair of keys on each side, a private key and a public
key. During the connection establishment, some data is encrypted with the remote party's public key. They can be decrypting the data with their
private key and the data encrypted there with Quadro’s public key can be decrypted with Quadro’s private key. Since the private key is never
transmitted, it stays completely unknown to everyone, thus the system remains safe. Even if someone gets the public key, decryption cannot be
possible without the private key. Quadro generates such a pair of keys automatically when it is set up. The user cannot see the private key, but must
know the public key because their IPSec connection partner will need it.

Please Note: A pair of keys will always be generated, a public one and a private one. The previously generated pair of keys will become invalid as
well as all existing IPSec connections that use RSA keying.

The IPSec Configuration link refers to the IPSec Connection Settings page. This page provides an overview of all existing IPSec connections
characterized by their Connection Name, the Remote Gateway (the IP address or the hostname of the IPSec connection partner), the State of the
IPSec connection (Stopped, Connecting, Activated, Waiting or Connected) and the dedicated Keying Type (the encryption type). The content of the
table can be sorted in ascending or descending order by clicking on the header of the respective column. There is a checkbox for every IPSec
connection to select it for further editing.

Start activates the connection establishment of the selected
IPSec connection. The State of the IPSec connection will
change into “Connected” or “Activated” depending on the IPSec
connection type. If no record is selected, the error message
“One Record should be selected” appears.

T — @ cpyg

IPSec Connection Settings
Attention: It is not recommended to simultaneously start a St Stop ASS Edn Delste Sabectal bresrss Sab
static and a dynamic connection configured to use the same Lttt
secret key. A dynamic connection may capture the static ] e
connection peer and vice versa, depending on which connection
established first.

S B Typs

L RSA Kiry Managernent

Stop disconnects the selected IPSec connection. The state of
the IPSec connection will change into “Stopped”. If no record is LA ] (=t
selected, the error message “One Record should be selected” ” Eaals
will appear. More than one record may be selected at a time to
be stopped.

Fig. 11-193: IPSec Connection Settings page

Add leads to the Add IPSec Connection wizard where a new IPSec connection can be defined and specified. The wizard provides several pages.

Edit leads to a set of IPSec Connection Properties pages to modify the parameters of the selected IPSec connection. The page includes the same
components as the Add IPSec Connection page. To operate with Edit, only one record may be selected, otherwise an error message “One row
must be selected” appears.

Restart all Connections restarts all active IPSec connections. The State of these IPSec connections will turn into Connected or Activated if the
restart procedure has been successfully completed.

RSA Key Management leads to the RSA Key Management page to see the current RSA key, to generate a new one and to send it to the peer via
e-mail.

The first IPSec Connection Wizard page Add IPSec Connection has the Connection Name text field that requires a new mandatory IPSec
connection name. If the text field is not filled in, the error message otherwise an error will occur “Error: Incorrect connection name” will appear.

Please Note: The input in the Connection Name field should only be in Latin characters, otherwise an error occurs and IPSec connection cannot be
created.
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The Peer type drop down list is used to choose the remote Mol Systen Users  Telephony et Uplik Netwerk @('P}'f{i__
machine type for the IPSec Connection to be established. If the

list does not include the required type of machine, choose IPSec Connection Wizard

Other.

Add IPSec Connection
The VPN Network Topology drop down list allows you to select

the location of the peers participating to the VPN connection. neston M wauass
The following options are present in the list: ‘ Quatra v
Quadro<->Peer v

® Quadro<>Peer — direct connection between Quadro and a
peer.

® Quadro<>[Internet]<>Peer — connection between Quadro
and peer over Internet.

® Quadro<>NAT<>[Internet]<>Peer — connection between
Quadro and peer over Internet through Quadro provider’s

NAT.
® Quadro<>[Internet]<>NAT<>Peer — connection between
Quadro and peer over Internet throth peer prowder’s Fig. 1-194: IPSec Connection Wizard - Add IPSec Connection
NAT.

The second page of the IPSec Connection Wizard, IPSec Connection Properties serves to specify the members of the IPSec Connection and to
set the basic parameters for encryption.

A group of radio buttons are used with Dynamic IP/Road Warrior and Static IP/ Remote Gateway to select if the remote Quadro (or another VPN
gateway device) is connected to the Internet with a dynamic IP address and is acting as a Road Warrior, or is connected to the Internet with a fixed
IP address and is acting as a VPN Gateway.

If Dynamic IP / RoadWarrior is selected, the Remote Gateway IP Address text field will automatically generate the value “any”, to allow access
independent from the sending IP address.

Selecting Static IP / Remote Gateway requires entering the
IP address or the hostname of the remote Quadro (or another Ccv v
VPN gateway device) in the Remote Gateway text field. Wb Syutn (i Tewhity  Gumeiphk ek pYs!

Please Note: The Static IP/ Remote Gateway selection is not IPSec Connection Wizard
possible if this Gateway is positioned behind NAT, since the

IP-address of the remote gateway is not reachable directly in IPSec Connection Properties - toQuadro99
this case.

Ieerved Key Exchange {IKE)

Quadro <> Remote Gateway allows access from the local
Quadro to the remote VPN gateway (local subnet and remote

Tipls DES |

MO »

subnet are not included). This includes management access. arwchs Osteway 130408187 )
The checkbox is disabled when Elusdeo <~ Remate G Crowp 2 (02103 8
“Quadro<>NAT<>[Internet]<>Peer” or ?f ncapsulated Secury Pagoad £59)

Trple DES &

“Quadro<>[Internet]<>NAT<>Peer” the is selected from the

VPN Network Topology drop down list on the first page of the 2 MDS
IPSec Connection Wizard. Mo s Jlss [0 |1 s (o )

Local Subnet <> Remote Gateway allows access from all 1z jie el it Jaicasang]

stations connected to the local network to the remote VPN Blsi

gateway device (local Quadro and remote subnet are not

included). The checkbox is disabled when ety =) o (i)

“Quadro<>[Internet]<>NAT<>Peer” is selected from the VPN
Network Topology drop down list on the first page of the
IPSec Connection Wizard.

Fig. 11-195: IPSec Connection Wizard -IPSec Connection Properties

Quadro <> Remote Subnet allows access from the local Quadro to all stations of the remote LAN (local subnet and remote VPN gateway devices
are not included). The checkbox is disabled when “Quadro<>NAT<>[Internet]<>Peer” is selected from the VPN Network Topology drop down list on
the first page of the IPSec Connection Wizard.

Local Subnet <> Remote Subnet allows access from all stations of the local network to all stations of the remote LAN (VPN gateway devices are
not included). In this case, the local and remote subnet IP addresses and subnet masks have to be entered in the corresponding text fields Local
Subnet IP and Remote Subnet IP.

More than one of the above checkboxes may be selected to specify the desired communication relations.

The Stop Connection if not successful checkbox allows you to stop the IPSec connection attempts if the partner is still unreachable after the
timeout period. If the checkbox is not selected, the system will continue to try to reach the IPSec connection partner.

The right side of the page offers the following security settings for key exchange, data encryption and authentication:

The area Keying Type offers the choice between automatic and manual keying. To use manual keying, the Static IP / Remote Gateway needs to
be selected.

Auto Keying requires the ESP (Encapsulated Security payload) and IKE (Internet Key Exchange) settings (in addition to Diffie-Helman Group
settings) to be selected for the automatic keying exchange. Encryption and Authentication parameters should be defined for each of these
standards, as well as for the Manual Keying.
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The Encryption drop down list offers the following standards for selection:

DES (Data Encryption Standard) is a block cipher algorithm with 64-bit blocks and a 56-bit key. This algorithm is considered to be unsecure for
sensitive information.

3DES (Triple DES) uses three DES encryptions on a single data block with three different keys to achieve a higher security than is available from a
single DES pass.

AES (Advanced Encryption Standard) is a computer security standard, which became effective on May 26, 2002 by NIST to replace DES. The
cryptography scheme is a symmetric block cipher, which encrypts and decrypts 128-bit blocks of data. Lengths of 128, 192, and 256 bits are
standard key lengths used by AES.

The area Authentication offers the following parameters to be selected:

SHA (Secure Hash Algorithm) is a strong digest algorithm proposed by the US NIST (National Institute of Standards and Technology) agency as a
standard digest algorithm and is used in the Digital Signature standard, FIPS number 186 from NIST. SHA is an improved variant of MD4 producing
a 160-bit hash. SHA and MD5 are the message digest algorithms available in IPSEC.

SHAL1 is an enhanced version of SHA. It works with checksums like MD5 does, but it makes a longer hash.

MD5 (Message Digest) is a hash algorithm that makes a checksum over the messages. The checksum is sent with the data and enables the receiver
to notice whether the data has been altered.

The Diffie-Hellman parameter is used to determine the length of the base prime numbers used during the key exchange process. The cryptographic
strength of any key derived depends, in part, on the strength of the Diffie-Hellman group, which is based upon the prime numbers.

Group 2048 (high) is stronger (more secure) than Group 2 (medium), which is stronger than Group 1 (low). Group 1 provides 768 bits of keying
strength, Group 2 provides 1024 bits, and Group 2048 provides 2048 bits. If mismatched groups are specified on each peer, negotiation fails.

Depending on whether the automatic keying type or the manual one has been selected, the button Next will lead you to the Automatic Keying or
Manual Keying page.

The third page of the IPSec Connection wizard, Automatic Keying, is used to setup a type of password (Shared Secret) or the RSA public key to
secure your IPSec Connection. The functionality of Perfect Forward Secrecy (PFS) can be added to both. Following ways of automatic keying are
available.

e Shared Secret is a type of password consisting of any characters that both of the IPSec Connection partners must know. The authentication will
be done with this shared secret. All encryption functions below will remain concealed.
Please Note: It is also not recommended to start multiple road warrior connections with the Shared Secret automatic keying selected. For
multiple road warriors to be started at the same time, it is recommended to use RSA keying with Local ID and Remote ID fields configured.

® RSA requires the public RSA key of your IPSec Connection partner.

Please Note: System prevents to start a connection with Shared Secret automatic keying selected if there is already a connection with RSA
automatic keying started, and vice versa.

The Local ID requires an IP address, Quadro FQDN (Fully Qualified Domain Name) that is resolved to an IP address, or any @-ed string that is
used in the same way.

Remote ID also requires an IP address, the IPSec Connection partner's FQDN (Fully Qualified Domain Name) that is resolved to an IP address, or
any @-ed string that is used in the same way.

The Local ID and Remote ID text fields may have the e Rsvtnry) Rhoern) T o ons) Sy oS ) e (C"I_J .-\'-‘%j
values in one of the formats presented below:

IP address — example: 10.1.19.32. IPSec Connection Wizard

Host name - example: vpn.epygi.com. This form

requires additional resources to resolve the host name, Automatic keying - toQuadro99

therefore it is not recommended to use this format.
@FQDN - example: @vpn.epygi.com. This form is
considered as a string, and is not being resolved. It is
recommended to use this form for most applications. L T L T
user @FQDN - example: quadro@vpn.epygi.com. This Erbexnhug/aimsussaroctinands
form is also considered as a string, and is not being
resolved. It has no advantages over the previous form. o 192188026

Please Note: The Local ID and Remote ID values are erncte 10 |quadrod0 sovpsonn

mandatory for RSA selection and are optional for Shared Bers por

Secret selection. However, it is recommended to define =

the Local ID and Remote ID values for multiple road- -
warrior connections. (Einn o] T )

v

Fig. 11-196: IPSec Connection Wizard - Automatic Keying Settings page

PFS (Perfect Forward Secrecy) is a procedure of system key exchange, which uses a long-term key and generates short-term keys as is required.
Thus, an attacker who acquires the long-term key can neither read previous messages that they may have captured nor read future ones.

Use IPSec Compression enables IPSec data compression. This option is displayed only if the IPSec-VPN partner supports it.
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The Manual Keying page offers the following

COmpOnentS: Maln  System  Users  Tebephony It Uplink Hatwork Q[‘P\‘%]

Depending on the selected encryption and authentication

services of the prior page (IPSec Connection Properties) IPSec Connection Wizard
you will get some of the following text fields:

Manual keying - toQuadro99

° DES Encryption Key
. 3DES Encryption Key T.‘-llst.-‘!ﬁ "wmrv
° SHAL Authentication Key S

ATTIGdTT | 5091152 | |bTelddal | |SabSdedd

e MD5 Authentication Key 40 <= Remate Gt 100

o Subgt <= Rermole Gatenrsy o107

Manual keys must be entered in the hexadecimal format, R . o

otherwise the error message “Incorrect Encryption Key” -
will appear.

The SPIs (Security Parameter Index) are indices to keep
the IPSec Connection tunnels distinct. A security
association (SA) is defined by destination, protocol and
SPI. Without the SPI, connections to the same gateway
using the same protocol cannot be distinguished.

Previous Finish Cancel Help

Fig. 11-197: IPSec Connection Wizard - Manual Keying Settings page

The public key is displayed in the RSA Public Key text

partner about it, for eXampIe via fax. Main - System  Users  Telephomy lieqnet Uplink Hetwark

field so that the user may inform their IPSec connection (c(‘[)""%j

The user has the option of generating a new pair of keys
by specifying the key length with the corresponding radio RSA Key Management
buttons Generate a new 1024bit RSA Key and
Generate a new 2048bit RSA Key and then clicking the
Generate Button.

Dah(HY¥8a/ dhx fakerirE A| di gi.comm

A valid RSA key should fit to following requirements: (270 (ol SR (L
VIShpVHe Tiqr XaQHZ0uy/ vokeywy ¥ Send

° RSA key doesn't start with "0s"
° RSA key doesn't end with "==" O Generale 2 new 2048 Lt RSA key
° RSA key contains symbols other than

Alphanum, +, /, =

The Email this to the peer text field requires the mailing
address of the IPSec connection partner. The Send

2007 Epygi Tachealagies, Lbd. &0 rights resurvad.

Back Help

button will insert Quadro’s public RSA key into an e-mail

. . Fig. 11-198: IPSec Connection Wizard - IPSec Connection RSA Key Settings page
and send it to the IPSec connection partner. 9 Y 95 pag

PPTP (Point-to-Point Tunneling Protocol) is used to establish a virtual private network (VPN) over the Internet. Remote users can access their
corporate networks via any ISP that supports PPTP on its servers. PPTP encapsulates any type of network protocol (IP, IPX, etc.) and transports it
over IP. Therefore, if IP is the original protocol, IP packets ride as encrypted messages inside PPTP packets running over IP. PPTP is based on
point-to-point protocol (PPP) and the Generic Routing Encapsulation (GRE) protocol. Encryption is performed by Microsoft's Point-to-Point
Encryption (MPPE), which is based on RC4.

L2TP (Layer 2 Tunneling Protocol) is a protocol from the IETF, which allows a PPP session to run over the Internet, an ATM, or frame relay network.
L2TP does not include encryption (as does PPTP), but defaults to using IPSec in order to provide virtual private network (VPN) connections from
remote users to the corporate LAN. Derived from Microsoft's Point-to-Point Tunneling Protocol (PPTP) and Cisco's Layer 2 Forwarding (L2F)
technology, L2TP encapsulates PPP frames into IP packets either at the remote user's PC or at an ISP that has an L2TP remote access
concentrator (LAC). The LAC transmits the L2TP packets over the network to the L2TP network server (LNS) at the corporate side. Large carriers
also may use L2TP to offer remote POPs to smaller ISPs. Users at the remote locations dial into the modem pool of an L2TP access concentrator,
which forwards the L2TP traffic over the Internet or private network to the L2TP servers at the ISP side, which then sends them on to the Internet.

For PPTP and L2TP Connections, two parties are required: a Client and a Server. The client is responsible for establishing the connection. The
server is waiting for clients, it is not able to initiate the connection itself.

Attention: L2TP tunnels have no data encryption mechanism.

The Host Name and a Password specify each side. The client should know the server’'s name and password (the Quadro server has no password)
and the server should set the client's host name and a password. The client and server settings have to match on both sides for successful
connection establishment.

Clients and Servers are identified by their hostnames, which means that only one client can be connected to the server in the same network. Servers
also define the range of IP addresses that are assigned to the Server and Client hosts participating in a connection.

The PPTP/L2TP Configuration link displays a page where a new PPTP and L2TP connection can be configured, as well as PPTP and L2TP server
settings can be adjusted. The page consists of 3 sub-pages.
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The Connections page lists all existing connections are listed,
characterized by their Connection Name, Type of the
connection (PPTP or L2TP), the Client/Server mode, the State
of the connection and the Remote Hostname IP (the IP
address or the hostname of the connection peer). The state of
the PPTP and L2TP Connections, except for the “Stopped”
state, is established as a link that refers to the page where
logout information about the connection status is displayed.
Logs can be useful to determine problems on PPTP or L2TP
connections failure.

Add functional button leads to the PPTP/L2TP Connection
Wizard page, where a new connection can be established.

Please Note: After creating a PPTP server connection, PPTP
connections between devices placed on the Quadro LAN
and external devices will no longer be possible. The PPTP pass-
through service for incoming and outgoing traffic will be
automatically disallowed once a PPTP server connection is
created.

The PPTP/L2TP Connection Wizard consists of several pages
and allows you to create a new PPTP or L2TP connection.

The PPTP/L2TP Connection Wizard — Page 1 consists of the
following components:

Connection Name text field requires a connection identification
name. The name of the connection cannot start with a digit
symbol, however it can contain digits further in the name.

Connection Type drop down list allows to select the type of the
connection (PPTP or L2TP).

The PPTP/L2TP Connection Wizard — Page 2 consists of the
following components:

The Peer Name text field requires the connection peer name. If
you are about to create a client connection, then the server's
name should be defined here. If you are creating a server
connection, then the client’s name should be defined here.

Please Note: When creating a connection with a Windows
Server, ensure that a user with the Quadro’'s host name and
Dial-in access exists on the server. When creating a connection
with a Windows Client, ensure that the Peer name specified on
this page matches the Dial-in connection’s username.

Please Note: The inputin the Peer Name field should only be in
Latin characters, otherwise an error occurs and no connection
can be created.

The Password text field requires the password for the
connection establishment.

Please Note: These authentication settings should be
identically configured on both peers for the successful
connection establishment.

Main  System Users  Telephony Iisternet Uplink Netwok

PPTPIL2TP Conflguration

@:pygi

Client Server | Reanote Host 1P Status.

Fig. 11-199: PPTP/L2TP Configuration page

Main  System Users  Telplony  Wlenet Upink Netwerk @ ('P}'f-’,i-
PPTPRIL2TP Connection Wizard
Add PPTPILZTP Connection
o [MyConnaction
PFTP »

Fig. 11-200: PPTP/L2TP Connection Wizard — Page 1

Main  System  Users  Telephory Il reed Uplink Metwork @ (‘l)\f': 1
PPTP/L2TP Connection Wizard
PPTP Connection Properties - PPTPConnection
Pesrtame | quadrod0s
Password  ess
Sadear
Client
PPTP Senver |192160.75.235
Authenticaton Encryption
O chap
5
@ MSCHAP2 | [PPE 128 B %
([Frevious ) ]

Fig. 11-201: PPTP/L2TP Connection Wizard for PPTP connection— Page 2
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The manipulation radio buttons selection on this page allows
you to choose whether the new connection will be a client or a
server. For the Client radio button selection, no further details
need to be provided. For the Server radio button selection, the
following information needs to be provided:

For PPTP connection, the PPTP Server text field requires an IP
address or a host name of the PPTP server. For L2TP
connection, the L2TP Server text fields require an IP address of
the L2TP server.

The Authentication manipulation radio buttons are only present
if the Connection Type selected on the previous page is PPTP.
They are used to select the corresponding authentication
protocol by which the client communicates with the server. The
MSCHAPv2 selection enables the Encryption drop down list
where the encryption method can be selected.

N B o] Rl D @cpygi
PPTP/L2TP Connection Wizard
L2TP Connection Properties - L2ZTPConnection
PasrName | Ouw.
Password
Client
LITF Server 192 168 75 235 w
[ Previous | [ Fuesh ] Canced Help

2008 Ererai Taenessicaion Lz Al

Fig. 11-202: PPTP/L2TP Connection Wizard for L2TP connection— Page 2

The Start functional button initiates the selected connection(s). If it is a client connection, then this button initiates a client activity of reaching the
server. The Start option is applicable for multiple connections selected at the same time.

The Stop functional button is used to stop the selected connection(s). Stopping the server connection will disconnect all connected clients and close
the PPTP/L2TP tunnel. The Stop option is applicable for multiple connections selected at the same time.

The PPTP Server Configuration page is used to configure the
PPTP server settings and offers the following components:

The PPTP Subnet text fields are used to enter the IP address
range for the PPTP server and clients within the PPTP tunnel.
The value specified for the subnet mask is fixed to 24 to restrict
the possible number of clients for the PPTP connection.

Please Note: The first address specified in the PPTP Subnet
will be assigned to the PPTP server; others will be assigned to
the clients. The PPTP server subnet should be different from the
L2TP server subnet, otherwise a corresponding error message
will appear.

The Authentication manipulation radio buttons are used to
select the corresponding authentication protocol by which the
client communicates with the server. The MSCHAPv2 selection
enables Encryption drop down list where the encryption
method can be selected.

The L2TP Server Configuration page is used to configure the
L2TP server settings and provides the following input options:

The L2TP Subnet text fields are used to enter the IP address
range for the L2TP server and clients within the L2TP tunnel.
The value specified for the subnet mask is fixed to 24 to restrict
the possible number of clients for the L2TP connection.

Please Note: The first address specified in the L2TP Subnet will
be assigned to the L2TP server; others will be assigned to the
clients. The L2TP server subnet should be different from the
PPTP server subnet, otherwise a corresponding error message
will appear.

To Specify an IPSec Connection

Main  System Users  Telephomy Ik et Uplink Metwerk @ ('|)}'f.’,i
DOl
PPTPIL2TP Configuration
Connections PRIP Serves Conflourations  L3TP Server Conaurations
] 1 1 0 1P-Cligboay |
Auhentication Encryplion
) CHAR
) MECHAP
@ MSCHAR | [MpRE 128 Be v
) [ Back | Help
Copraghl (C) 2007 Epvai Tashealeging Lid Al dghls resaerad
Fig. 11-203: PPTP Server Configuration page
Ml System Users  Tebephory  Wtenet Uplink Netwaak @“P\‘{]

PPTPIL2TP Configuration

LZTP Senvel Confkms stk
t 172 n 2 ] 2 | ®capooang |

S | [ Back [Cree ]

Fig. 11-204: L2TPServer Configuration page

1. Pressthe Add button on the IPSec Connection Settings page. The IPSec Connection Wizard will appear in the browser window.

2. Select a VPN Peer Type and assign a name to the IPSec Connection. Press Next to go to the next page of the IPSec Connection wizard.

3. Enter the remote side IP parameters, check subnets/gateways for the connection, select the NAT traversal option (if needed), and the
desired keying type. Press Next to go to the next page of the IPSec Connection wizard.

4. If the Automatic Keying type has been selected, enter the automatic keying parameters and select the PFS and IPSec compression
options (if needed). If the Manual Keying type has been selected enter the encryption and authentication keys and SPI(s).

5. To specify an IPSec connection with these parameters, press Finish. Press Cancel to abort the operation.
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To Manage an RSA key for the IPSec Connection

1. Press the RSA Key Management button on the IPSec Connection Settings page. The IPSec Connection RSA Key will appear in the
browser window.

2. Select the RSA key length and press Generate to generate a new RSA public key. This may take several seconds.

3. Enter a destination e-mail address in the Email this key to peer text field, then press Send to send the new RSA public key.

To Delete/Stop/Start/Enable/Disable a VPN Connection

1. Select one or more checkboxes of the corresponding connections that should to be deleted/stopped/started from the Connections tables.
Press Select all to delete/stop/start all connections.

2. Click on the Delete/Stop/ Start button from the table’s menu to perform the corresponding operation for the selected VPN connection(s).

3. If deleting, confirm it with pressing on Yes. The VPN connection will be deleted. To abort the deletion and keep the VPN connection in the
list, click No.

Dynamic DNS Settings

The Dynamic DNS (DynDNS) is a service that is used to map a dynamic IP address to a host name. This service is used if you are connected to the
Internet with a dynamic IP address (and PPP, DHCP client) and want to allow access from the Internet to a device behind the firewall. For example, if
you want to run your own WEB server.

To enable the DynDNS service on Quadro, you first have to choose a DynDNS provider and register at their website.

The Dynamic DNS Settings page provides the following
components:

. ! Main System Users  Telophony Wileenel ok Network @_(‘[J\I'HI
The Enable Dynamic DNS checkbox selection enables the b

dynamic DNS service. Dynamic DNS Settings

The User text field requires the username specified during the
registration at the DynDNS provider.

The Password text field requires the password specified during
the registration at the DynDNS provider.

guadrouseri 01

The Max time between updates text field requires entering the
period between two updates (in hours). The values entered in
these fields should be greater than 24, otherwise the error
message “Update interval times smaller than 24 hours are too
small” will appear. Normally, whenever you set up a connection
to the Internet, the DynDNS is updated at least once in the
period indicated in this field.

The Use predefined service radio button leads to the manual © Groats custom HTTF G | el [amans ewmgicom
configuration of the DynDNS service. The selection enables the o hent
following optional settings:

The Service drop down list contains the provider list where the

administrator needs to select the one that it has been
subscribed to.

Fave [Ce=k Hew ||

Fig. 11-205: Dynamic DNS Settings page

The Host text field requires the name of the host on the Internet.
The TZO Connection Type text field is used for a special parameter required by the DynDNS provider TZO.
The DHS Cloak-Title text field is used for a special parameter required by the DynDNS provider DHS.

The Mail Exchange text field requires the address of the e-mail server where the DynDNS service provider will relay your e-mails.
Attention: If this service is used, ensure that there is port forwarding configured for SMTP (port 25) to the internal e-mail server.

The easyDNS Partner text field is used for a special parameter required by the DynDNS provider easyDNS.

Selecting the Create Custom HTTP GET Request radio button will switch to the custom settings of the DynDNS service. Normally, the DynDNS
provider uses HTTP get requests to map dynamic IP addresses to host names. If the HTTP receive request is known to you, choose the Create
Custom HTTP GET Request radio button and enter the appropriate value into the URL text field.

The selection enables the following optional settings:

The URL text field requires the complete request to be sent to the DynDNS server. Normally it has the following format:
http://www.server.domain:port/scriptpath/scriptname?paraml=valuel&param2=value2

The request modifies the nameserver database so that the hostname will be resolved to the new IP address.

The Basic Authentication checkbox enables the encoding of the username and password entered in the text fields above, and then uses the Basic
Authentication method to notify the provider about the user authentication settings.

Most of the DynDNS providers require an authentication for security. Authentication parameters can be provided in the URL text field to be used for
the HTTP get request. The Basic Authentication checkbox can be selected if no authentication parameters to be provided.
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Firewall and NAT

The Firewall Configuration page allows setting up a firewall, configuring the security level and enabling the NAT and IDS services of Quadro.

A Firewall is a security service configured by the Quadro administrator based on various criteria. The firewall allows or blocks traffic based on
policies, services and/or IP addresses. The firewall has several levels of security policies (low, medium or high). The administrator may add
additional service-based rules. Filtering rules will take effect only if the Firewall has been enabled and are independent from the selected firewall

security level.

NAT (Network Address Translation) is used to allow Quadro LAN members to connect to the Internet using Quadro's WAN IP address. The
Quadro/NAT also handles forwarding incoming packets from the WAN to the PCs or devices on Quadro’s LAN.

The IDS (Intrusion Detection System) is a type of firewall, but together with deleting dangerous packets or packets containing intrusion attacks, IDS
generates a log file with information about these dropped packets and the senders responsible for those packets. The log can be viewed on the IDS
Log page and notifications about them can be sent to the user in various ways such as e-malil, flashing LED and display notification.

The Firewall Configuration page offers the following components:

The Enable IDS checkbox selection enables the Intrusion Detection System. The Enable NAT checkbox selection enables Network Address

Translation.

The Enable Firewall checkbox selection enables the firewall security service. The firewall security level has to be selected, otherwise the firewall

cannot be enabled.
The Firewall Security radio buttons are the following:

e Low Security - Everything that is not explicitly forbidden
will be allowed. This security level doesn't block anything
by default. It is recommended if the device is already
located behind another firewall or if every filter has been
configured correctly.

® Medium Security - Traffic originating from the LAN side
may pass and traffic from the WAN side will be blocked by
default. This is the recommended security level.

e High Security - Everything that is not explicitly allowed will
be blocked, including traffic from the LAN side.

The Advanced Firewall Settings link refers to the page where
Quadro’s privacy can be configured.

The View Filter Rules link opens the Filtering Rules page.

Advanced Firewall Settings

Main  System U

@ -cpysgi

quadio

Jgers  Telephony Witar et Uplink Natwork

Firewall Configuration

[=]Enabie IDS
[ Enable MAT

[l Enanie Firewan

O Low Everything is allowead that's not explicitly forblddent

Security This policy doesnt BIGCK anything per defaull. You have 16 canfigure the filters manually. This
aplion is recommended if this dedon is already located behind another fireewall or if you ame sure
ihat
¥ou have configured every filler correctly, Basic protection against the most cormmon attacks
(port scans, Nooding, ole) is sHl provided with this policy,

= Medium Traffic ariginating frorm the LAN-side may pass and traffic from the WAK- side will boe blooked per

Bircurity defaull. This is the recommended policy.

2 High Everything that i= not explicity allowed will be blocked. This Includes traffic from the LAN-side

Security You have to configure the filters to open up e firewall as desired

all Configuratic

Wigw Filtering Bules

Bliase cho gk your p

Help

nging eneents!

Copyright (C) 20032011 Epyal Teshnolegles, Lid. All rights reserved,

Fig. 11-206: Firewall and NAT Settings page

Advanced Firewall Settings are used to deny Ping and Portscanning operations addressed towards the device. With these features enabled,
Quadro will answer with inscrutable messages to the Ping and Portscanning operations.

Please Note: Operations are available only when the firewall is
enabled from the

Firewall and NAT page.
This page offers the following components:

The Ping Stealth checkbox selection prohibits a Ping operation
toward Quadro from its WAN.

The Fool Portscanner checkbox selection prohibits Quadro
portscanning from its WAN. As a reply to a Portscanning
operation, "network unreachable" or "host unreachable"
feedback messages will be sent.

Filtering Rules

Main  Systom

Uses  Tebephoy

Advanced Firewall Configuration

Inntenrwed Uplink Hetwork

©@cpygi

| Hulp

Fig. 11-207: Advanced Firewall Settings page

The Filtering Rules page allows you to configure the filters for incoming and outgoing traffic.

To prevent inaccurate configuration, only one rule per service is allowed. The user may use IP groups to include several IP addresses for this rule.
Since the filtering rules specify the operation mode of the firewall, they only take effect if the firewall has been enabled (additionally NAT should be
enabled to use the Port Forwarding function in the Incoming Traffic / Port Forwarding filtering rules). The filtering rules are independent from the
security level, so they will work if enabled, no matter what security level has been selected.

Please Note: Applying firewall rules will prevent the establishment of new connections that violate the rules. Applying rules does not kill existing

connections that violate the rule.
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View All displays all configured filters specified by their State

(enabled or disabled), the selected Service, the set Action Man Sytn Usets  Tolplomy  Wiernet UK Wetwork Q‘_n-pygl
(allowed or blocked), the IP addresses the filters apply to (if =
Restricted) and the destination of port forwarding (Redirect to, Filtering Rules

in case of Incoming Traffic/Port Forwarding). Since it is read-
only, no modifications are allowed and no functional buttons are
available. s

The Incoming Traffic/Port Forwarding filter is for incoming
traffic. The rules here allow or deny systems on the Internet to
reach the services of Quadro’s LAN. The NAT service should be
enabled on the Quadro to provide the possibility of Port
Forwarding in the Incoming Traffic/Port Forwarding filtering
rules. The Port Forwarding function will be unavailable if NAT is

View Filters for: Paolicy:

disabled on the Quadro. Packet Filter:
The Outgoing Traffic filter is for outgoing traffic. The rules here : :
allow or deny Quadro’s LAN users to reach external services. i _ — T

Management Access is used to enable management access to
the Quadro from the Internet. A host on the Internet can be
allowed to reach the Quadro.

Call Control Access is used to enable the access from the call

controlling application from the Internet to the Quadro. The call ) [
controlling applications can be used to remotely initiate and T
handle calls on the Quadro and to subscribe for certain event Fig. 1208 Filtering Rules page

notifications from the Quadro.
SIP Access is to allow or deny the SIP access to or from the particular SIP servers, SIP hosts or a group of them. The SIP Access filtering rule may
prevent or allow incoming or outgoing SIP calls to or from specified SIP server(s) or host(s).

When Blocked IP List is used, traffic from specific hosts may be blocked, no matter what services are opened in the other filters. NO traffic will be
allowed to the specified hosts. The Blocked IP List service has a higher priority if the same host is also listed in the Allowed IP List table.

Allowed IP List allows trusted hosts to reach your network and vice versa. It is an exception to other rules and only all services may be allowed for a
single host.

Restricted IPSec - Generally hosts in a VPN are allowed to have access to any service, i.e., no traffic will be blocked. They are treated as if they
were part of the Quadro LAN. However, this service can be manually denied here.

The Filtering Rules page provides several links. Each link opens its specific parameters on the same page. Only Change Policy (see chapter
Firewall and NAT), Manage user Defined Services (see chapter Service Pool) and Manage IP Pool Groups (see chapter |P_Pool) lead to separate
pages. The Filtering Rules page also includes the currently selected firewall security (Policy) level and its description.

The table displayed on the bottom of this page shows the filters selected above, specified by their State (enabled or disabled), the selected Service,
the set Action (allowed or blocked), the IP addresses the filters apply to (if Restricted) and the destination of port forwarding (Redirect to, in case of
Incoming Traffic/Port Forwarding). With the exception of View All, the table offers the following functional buttons:

Enable is used to enable the rule. If no records are selected the error message “No record(s) selected” will appear.

Disable is used to disable the rule. If norecords are selected the error message “No record(s) selected” will appear.

Add opens a filter specific page where new rules may be defined by a Service, an Action, a Restriction to certain IP address(es) or IP groups, and
if adding a rule for Incoming Traffic/Port Forwarding, the destination IP address for Forwarding.

The page to add a rule for Incoming Traffic/Port Forwarding offers the following input options:
Service includes a list of possible services to be configured. All user-defined services also will be displayed in this list.
Action includes possible actions to setup the rule.

Forward to IP requires the destination IP address where traffic should be transferred to if it comes from the restricted host. The IP address defined
in this field will be ignored for blocked action of the Incoming Traffic/Port Forwarding rule.

Please Note: Itis not allowed to forward incoming packets when the NAT service is disabled on the Quadro.
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Port Translation text field is available for “Allowed” action only
and optionally requires the port number that will stand instead of i Ve s Wi | e T N @:_‘p_vgi
the original port number when incoming packet is being wadalso
forwarded. If this field is left empty, the original port number will be

used when forwarding the packet. Add Filtering Rules - Incoming Traffic / Port Forwarding

Restriction radio buttons:

® Selecting Any blocks or allows all host IP addresses. This
selection is not present for the Management Access,
Blocked and Allowed IP List rules. e i

e Selecting Single IP will require the IP address of the allowed m e Jf 7 |( ok )

or blocked host.

® Selecting IP/Mask will require the subnet to be allowed or
blocked, specified by an IP address and the Maskbits. The
following are Maskbit examples:
255.0.0.0=/8,
255.255.0.0 = /186,
255.255.255.0 = /24,
255.255.255.255= /32 B D

® Single URL requires the hostname of the allowed or blocked
host. Destrigbon [Arule to aliow Egypi1o ranage fy Quadro
® Group indicates the user-defined groups that include IP BT [Fe ]
addresses that should to be allowed or blocked. ) B
The Description field is used to insert an optional description of Fig. 11-209: Filtering Rules - Page to add a rule for Incoming Traffic
the filtering rule.
To Add a Filtering Rule

1. Select the Filter link (Incoming Traffic/Port Forwarding, Outgoing Traffic, Management Access, SIP Access, Blocked IP List, Allowed IP
List or Restricting IPSec) to add a rule for it. The corresponding Filter table will appear in the same window.

2. Click Add on the Filtering Rules page. A page where a new rule may be added will appear in the browser window. The page will be
named corresponding to the selected filter.

3. Select a service name from the Service list to configure a rule for it. If the list has a default value, do not change the default values.

4.  Select an action from the Action list that is used in the rule. If the list has a default value, do not change the default values.

5. Enter the IP address in the Forward to IP field if an Incoming Traffic Rule is to be added.

6. Choose the restriction type by selecting Any, Single IP, IP/Mask or Single URL and enter the required information in the text fields or
select a group.

7. Insert a Description, if needed.

8. Toadd arule with these parameters, press Save.

To Delete Filtering Rules

1. Select the Filter link to delete a rule from its table. The appropriate Filter table will appear in the same window.

2. Check one or more checkboxes of the corresponding rules that should be deleted from the rules table. Press Select all if all rules should
to be deleted.

3. Press the Delete button on the Filtering Rules page.

4. Confirm the deletion by clicking on Yes, or cancel by clicking on No.

Service Pool

The Service Pool table is a list of all created services and their 2
parameters. It is used to add new services with the appropriate Main Systom Usews  Telopho  bvuned Uik Metwank (ci'l),\'};'l
settings (protocol type and port range). New services can be
used to add a restriction or permission by defining a new filtering

rule with the following: Service Pool Configuration

A B Delete Selectal Wvesse Sehction

Add opens the Add New Service page where new services may
be added.

Soree Prutncol Poat Fangy

1

Edit opens the Edit Service page where the service parameters
(except for the service name) can be modified. This page fenSe C ;
includes the same components as the Add New Service page. [ out | e
To operate with Edit only one record may be selected, otherwise
the error message “One row must be selected” will appear.

Fig. 11-210: Service Pool page
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The Add page is used to add new services and includes the
following text fields and buttons:

Service Name requires a name for the service that should be
added.

Main  Systom Usess  Tolaphony et Uplink. Natwork

Service Pool Configuration - Add

Cames

TCR v

@cpysi

Protocol includes a list of possible protocols to be selected. 50

Port Range requires a port range for the defined service.

See | [ Back | [ Help

Fig. 11-211: Service Pool - Page to add a new Service

To Add anew Service

Click on the Add button on the Service Pool Configuration page. A page where a new service may be added will appear in the browser

1. Selectthe Manage User Defined Services link on the Filtering Rules page.
2.
window.
3. Define aservice name in the Service Name text field.
4.  Select the protocol type for the service from the Protocol drop down list.
5. Enter the port range in the Port Range text fields or leave one of them empty to define a particular port for the service.
6. Toadd a service with these parameters, click on Save.

To Delete a Service

Select the Manage User Defined Services link. The Service Pool Configuration page appears with the table of services (if any).
Check one or more checkboxes of the corresponding services that should be deleted from the Service Pool table. Press Select all if all

1.
2.
services should be deleted.
3. Click on the Delete button on the Service Pool Configuration page.
4. Confirm the deletion by clicking on Yes, or cancel by clicking on No.
IP Pool

The Manage IP Pool Groups link opens the IP Pool Configuration page.

The IP Pool table is the list of all added groups and the members assigned to these groups. If a group is empty, EMPTY will be indicated in the
Members column. If hidden, the group members will still remain active but HIDDEN will be displayed in the Members column.

The IP Pool Configuration is used to add groups of IP addresses
that have the same restriction criteria. When adding a new filtering
rule, groups may be used instead of several IP addresses. IP Pool
Configuration offers the following components:

View makes hidden groups visible.

Hide makes group members hidden and adds the HIDDEN
comment in the member column.

Add opens the Add Group page where a new group may be
added. This page consists of the Group Name text field (requiring
the group name) and the Group Description text field (requiring
the optional group description), as well as standard Save and
Back buttons to apply or abort changes.

Edit opens the Edit Group page where the service parameters
can be modified. It provides the same components as the Add
Group page. To operate with Edit, only one record may be
selected, otherwise the error message “One row must be selected”
will appear.

Please Note: Changing a group name will also change the
references to this group, including groups where this group is a
member of, and all affected filter rules (enabled and disabled ones,
in all chains). Deleting a group will also delete any reference to the
corresponding group, including filter-rules and member relations to
the other groups.

Clicking on the Group name will display an IP Pool Group
Configuration page with the Members list for the current group.

Main  Systemn Users  Telsgdioany Iyt Uplisk, Batwark

IP Pool Configuration

W Hide Add Ed Dolete Sebectall vl

@-cpysi

[__Hein

Fig. 11-212: IP Pool Configuration page

Main System Users  Telephory Iternet Uplink Mootk

IP Pool Configuration - Add Group
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1 |memiders of my chid room

| s || Baw
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Fig. 11-213: IP Pool configuration — Add Group page
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The IP Pool Group Configuration page displays a list of all the
added member IP addresses for the selected group. It offers the
following components:

Current Group provides read-only information about the current
group name the members are listed for.

Add opens the Add Member page where a new member may be
added.

Edit opens the Edit Members page where the service parameters
can be modified. This page includes the same components as the
Add Member page. To operate with Edit, only one record may be
selected, otherwise the error message “One row must be selected”
will appear.

The Add Members page provides the following radio buttons:

IPaddress requires the member IP address that is to be added to
the group.

IP Subnet requires the subnet specified by the IP address and the
Maskbits. See above for more information about Maskbits.

URL Address requires the member hostname to be added to the
group.

The User-defined Group includes previously added groups that
may also be added as a member to another group.

Member description text fields can be used to enter an optional
description of the member.

To Add anew Group with Members

Main  System Users  Telephony Wernet Uplisk Blerwork

IP Pool Group Configuration

Current Group: ChatGroup

Dack

@cpysi

[_Heip

Fig. 11-214: IP Pool Group Configuration page

Main  System Users  Telephony Iternet Upleks  Hetwork

IP Pool Group Configuration - Add Member

Current Group: ChatGroup
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FamilyGroup

Dians mambar

[ | [ Bae |

Hop |

1. Selectthe Manage IP Pool Groups link on the Filtering Rules page.
2.
3. Define a group name in the Group Name text field and fill in the Group Description, if needed.
4. To add a group with the given parameters, press Save.
5. Openthe IP Pool Group Configuration page by clicking on the group name.
6.
7.
list to assign it to the currently selected group.
8. Enter a Member Description in the corresponding text field, if needed.
9. To add a member with these parameters to the selected group press Save.

To Delete a Member

Fig. 11-215: IP Pool Group Configuration — Add Member

Click on the Add button on the IP Pool Configuration page. A page where a new group may be added will appear in the browser window.

Select the Add button on the IP Pool Group Configuration page. A page opens where new members may be added to the group.
Enter an IP address for the member in the IP Address text fields, select a IP subnet or IP group from the User defined Group drop down

Select the Manage IP Pool Groups link. The IP Pool Configuration page appears with the table of groups (if any).

Check one or more checkboxes of the corresponding members that should be deleted from the Members table. Press Select all if all

1.
2. Click on the desired members that should be deleted. The IP Pool Group Configuration list will appear.
3.
members should be deleted.
4. Press the Delete button on the IP Pool Group Configuration page.
5. Confirm the deletion by pressing on Yes or cancel the deletion by pressing on No.

To Delete a Group

Select the Manage IP Pool Groups link. The IP Pool Configuration page appears with the table of groups (if any).
Check the one or more checkboxes of the corresponding groups that should be deleted from the groups table. Press Select all if all

1.
2.
groups should be deleted.
3. Press the Delete button on the IP Pool Configuration page.
4.

Confirm the deletion by pressing on Yes or cancel the deletion by pressing on No.
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IDS Log

The IDS logging page contains information about dropped packets
and the senders responsible for those packets. IDS discards
dangerous packets or packets including intrusion attacks. It
generates a table with the IDS log report. The administrator can be
notified about newly logged entries in various ways (mail, display
notification and Flashing LEDs) depending on the settings in the
Event Settings page. To make an IDS log reporting table, IDS
needs to be enabled on the |IDS Log page.

The IDS Logs table is a list of new or read IDS entries and
descriptions referring to them. The table provides a status row that
has the value New if the entry is still unread or it is empty if the
entry has already been read.

Mark All as Read marks all IDS logged entries as read and
removes the New status from the Status row of the IDS entries
table.

Delete Log is used to delete all entries from the IDS table.

A detailed log of the selected entry can be seen by clicking on the
Description link of the corresponding entry in the IDS Entries
table.

The IDS Logs detailed page has a following preview:

The Issue Detailed Log table is a detailed list of new and read
IDS entries. The table contains a Status row that has the value
New if the entry is still unread or that is empty if the entry has
already been read.

Man  Syclem  Useis  Tebsphwony Inntenrwst Uiphsk, Netwmb;

1DS Logs
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@cpysi
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Fig. 11-216: IDS Log page
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Fig. 11-217: IDS issue detailed preview
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Network Menu

Main System Users  Telephony Internet Uplink Network
DMNS Settings
DNS Server Seftings
DHCP Server Settings

DHCF Settings for the YLAN Interface

Quadro4Li Management

Active Calls

Call Start Time |l?.1|| Duration |C.1lli||( Phone | Called Phone

Mo iterns in list

Boot loader: 5.0.3/Release
Firmware Version: 5.Z2.46/Release

Users currently logged in:

- adwin from 192.168.70.11, expires 0&:l5

- adwin from 192.168.70.26, expires 06:19
Internet connection status: static IP

Please checkyour pending events!
Copyright (C) 2003-2011 Epyai Technologies, Ltd. Al rights resened

@cpysi

Network

* System

* lsers

* Telephony

o |nternet Uplink

s MNetwork

DS Settings

DMS Server Settings
DHCP Server Settings

=]

=]

(=]

o

DHCP Settings for the VLAN Interface

quadm @ep}rgl

s |nstall Checklist

Fig. 11-218: Network menu in Dynamo theme

DNS Settings

The DNS Settings page provides the option of setting up a name
server for the Quadro. It offers the following components:

The Nameserver Assignment radio buttons are as follows:

e The Dynamically by provider selection automatically
configures the assignment of the name server address from
the provider party.

e Fixed Nameserver address is a manually selected name
server. The Nameserver text field requires the IP address
of an external name server. The Alternative Nameserver
text field requires the IP address of the secondary name
server. The Alternative Nameserver is used if the main
name server cannot be accessed.

DNS Server Settings

s Feature Codes

* Help
e Logout

Please check your pending events!

Horre Lagou

3

Copyright 2003-2011 Epyai Technologies, Ltd. All rights resened.

Fig.
11-219: Network menu in Plain theme
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2 Fied Nameserver Address | oo 192 |[1ee

Alternative Mameserer: 192 ||168

156 IP-Cliphoard
2 IP-Cliphoard

Please check your pending events!

)2003-2011 Epyni T Ltd. Al rights resenved

Fig. 11-220: DNS Settings page

The DNS Server on the Quadro provides the services to the hosts in the Quadro’s LAN. With this service, Quadro returns the correct IP address to

the requested domain name, so that any device in the LAN can be accessed by its hostname or alternative alias name.

The DNS Server Settings page is used to configure DNS server settings on the Quadro and to define a list of aliases for the devices in the Quadro’s

LAN. This page contains the following components:

Zone field displays the Quadro’'s host domain name as it is
configured in the System Configuration Wizard.

Time to live (TTL) text field indicates the time (in seconds)
during which the DNS server will keep the resolved names in its
cache. During this time the same address will be resolved from
the cache of the DNS server. When this timeout expires, the
requested address will be resolved newly.

Mail Exchange (MX) text field indicates the mail server's
hostname. When resolving the email address, the reference will
go to the mail server defined in this field, before being sent out
to the external network. The value in this field will be used in the
MX record in the DNS server on the Quadro.

The table on this page lists aliases for each of the device in the
Quadro’s LAN to be resolves through the DNS server.

Main  System Users  Telephony

DNS Server Settings
Zone: epygi-config.loc
Time ta live (TTL): BE400 secons

Mail exchange (M)

Add Edit Delete Selectall lwerse

Internet Uplink Network

@-cpygi

quadra

IP Address Hostname

[ (172300158 Test

Flease check your pending events!

Copyright (C) 2003-2011 Epwai Technologies, Lid. All rights resenred.

Fig. 11-221: DNS Server Settings page
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Add functional link opens the page Add Host where a list of : ) (t!l‘ wei
. . . . . Mol Systemm Users  Telaplomy Irteniet Lplivik Metwork | b
aliased can be defined for the certain device in the Quadro’s

LAN. The page contains the following components: DNS Server Settings - Add Host
IP Address text fields require the IP address of the device in Paddess 172 1[50 Lo 158 |[(iP-chipboard
the QUadrO’S LAN. Hostname | Tast
Hostname text field requires the hostname of the device in the ey B
Quadro’s LAN. Amsz Lo
Alias 3
Alias text fields are used to enter up to 5 alias names by which Alias 4
the device in the Quadro’s LAN will be resolved. Ry 5
[ Saw ] [Bak ] (e ]

Eloage chock vur gending events!
Copytight (€) 20035011 Loval Tachnatoies. LIS, Al dahts rsesce 4

Fig. 11-222: DNS Server Settings — Add Host page

DHCP Server Settings

The DHCP Server Settings page provides the option of enabling a DHCP server and controlling the Quadro user’s LAN settings. Therefore, Quadro
LAN users will automatically be provided with the following settings using the configured parameters:

® |P addresses

® NTP (corresponds to the Quadro’s IP address)

® WINS server

e Nameserver (corresponds to the Quadro’s IP address)

e Domain name
The DHCP Server Settings page offers the following input S e e e pYel,
options:

P DHCP Settings for the LAN Interface
Enable DHCP Server checkbox activates the DHCP server 2] PPE—
on Quadro. With this checkbox enabled, Quadro will be able ] tive 1eazas anty 1o hasts listad in the Spacial devicas table
to assign dynamic |IP addresses to the devices in its LAN. Dymaarmic 1B Adcrosss Bange from (172 | [30 0 100 |[IP-Cliphoard | ta 172 |[30 0 54 | [P Cliphoard |
Give leases only to hosts listed in the static MAC VANE Surver. P o o 1 [(fEciskoad ]
address binding table checkbox enables the DHCP DHEE Advancest Seling:
services only for the devices listed in the table below. With
this checkbox selected, no DHCP services will be provided et Coont: _
. Add Fdit Debde Select all e se Selection

to the Other deVlCeS. MALC Addiess static IP Addiess Host Options Advanced Configuration
Please NOte When thIS CheCkbOX |S Se|eCted, a” IP phones O | quadro1s 1ZESFF B9 172309099 DHCP Agranced Setings
Conflgured to use plug and play or auto Conflguratlon ] | quadroMi 6@ 111 SEL00DF 1723010188 DHCP Agvanced Seftings

. . . . . View DHCP es
services (see IP_Line Settings) will keep their IP addresses ﬁ ] ( ep ]
received from the DHCP server of the Quadro. The IP 2003 Epest Tashnateates, Lig. AN righs restrved.
phones that are configured manually should be added to the

X X . Fig. 1-223: DHCP Settings page for LAN interface
Special Devices table to keep their IP addressed. 9 9spag

IP Address Range defines a range of IP addresses that will be assigned to the Quadro LAN users. The IP range must be at least 6, otherwise the
error message “Address Range too small” will prevent it from being saved. The error message “Address Range too large” will appear if the IP range
is greater than 254.

WINS Server defines a WINS server IP address for the Quadro LAN users.

The DHCP Advanced Settings link leads to the page where the advanced options of the Quadro's DHCP server can be configured.

The Special Devices table on this page allows you to set a static IP address binding on the MAC address of the device in the Quadro’s LAN. When
this table is configured, the devices with defined hostnames and MAC addresses will always get the same LAN IP address from the DHCP server.
Otherwise, devices not listed in this table will get dynamic LAN IP addresses. This table is also displayed in the System Configuration Wizard.

Add functional button opens an Add Host page where a .

new static MAC address binding can be defined. The page s T e R v e i @pl]\w_}]i
consists of the following components:
Hostname text field requires the hostname of the device in DHCP Settings for the LAN Interface - Add Host

the Quadro’s LAN.

MAC Address text fields require the MAC address of the e

device in the Quadro’s LAN. wichgdess 12 [[es |l [[ee f[or |[29

Static IP Address text fields require a fixed IP address of e lPassess 192 (jen |78 |[n1s || IP-Clhoard

the device in the Quadro’s LAN. e e
Please Note: If you leave this field empty, the device in the i

Quadro’s LAN will get the first available IP address from

. . . Fig. 11-224: Static MAC address binding — Add Host page
range defined in the DHCP Settings page (see above).
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View DHCP Leases leads to the page where the DHCP leased LAN IP addresses are listed.

The DHCP Leases page includes a list of the leased host
addresses that are part of the Quadro’s LAN. For these hosts,
Quadro acts as a server supplying them with a unique IP
address. It displays a read-only table describing all the leased
IP hosts and their parameters. The table contains the following
columns:

IP address - host IP address, assigned by Quadro.
MAC address - host MAC address, provided by the host itself.

Lease Start - date and time when the leased IP address has
been activated.

Lease End - date and time when the leased IP address has
been or will be deactivated.

Binding State — indicates the state of the DHCP lease.

Hostname - hostname, provided by the host itself.

DHCP Advanced Settings

The DHCP Advanced Settings page is used to modify the
advanced options of the DHCP server on the Quadro. This
page contains a table where a list of default DHCP server
options is already defined. More options can be added from
this page, as well as settings of the existing options can be
modified. All options in the table on this page are then sent to
the DHCP clients.

e The Authoritative checkbox is used to enable/disable
authoritative mode on the Quadro DHCP server.
Disabling the checkbox is recommended if several DHCP
servers are used on the network and the Quadro should
provide network parameters to IP phones only.

e The Ping Check checkbox enables checking the
availability of an IP address on the network before
providing it to a client. If this checkbox is selected, the
Quadro will first ping an IP address retrieved from the IP
pool and wait for a reply. If no a reply is received within a
timeout specified in the Ping timeout text field (by default
1 sec), the retrieved IP address will be provided to the
client. If otherwise, a new IP address will be retrieved
from the IP pool and the procedure will be repeated. If
this checkbox is not selected, the Quadro will provide an
IP address immediately when requested.

The following functional buttons are available:

Add opens a page Add Entry page where a new DHCP
server option can be defined. The Add Entry page contains a
group of manipulation radio buttons to select between the
predefined DHCP server options or to define your own DHCP
server option:

° Predefined - this selection allows you to select from the
predefined DHCP server options.

The Option Name drop down list contains the most
common DHCP server options.

The Option Value text field requires the value for the
selected option. The type and format of the value
inserted in this field is dependent on the option
selected from the Option Name drop down list.

° Custom - this selection allows you to define a new DHCP
server options. The following parameters are required to
be inserted for a new option:

Main  System Users  Telephony  loleamed Uplink — Network
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MAC address

@

Binding state | Hostmams

Help |

Fig. 11-225: DHCP Leases page for LAN interface
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Fig. 11-226: DHCP Advanced Settings
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Fig. 11-227: DHCP Advanced Settings — Add Entry

The Option Code text field is used to insert a code of the option. It may have values in a range from 0 to 255.

The Option Value Type drop down list is used to select the type of the option value. It may be an IP address, a boolean or integer value, etc.
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The Option Value text field is used to insert the value of an option. Depending on the selected Option Value Type, this field should have the
corresponding value. Warning messages will prevent saving if the value inserted in this field does not correspond to the requirements of the
Option Value Type. If an array should be inserted here, the values should be separated with a comma.

DHCP Settings for the VLAN Interface

DHCP Settings for the VLAN Interface is used to establish virtual networks in the Quadro’s LAN or to integrate the Quadro into the corporate
network’s virtual LAN/WAN. DHCP service can be activated both on virtual LAN or WAN interfaces. VLAN is useful in corporate companies to divide
large networks into groups and to have devices like Quadros and IP phones in each network separated (for example, to separate networks for data
and voice transmission). Priorities may be assigned to the interfaces for packets prioritization.

With VLAN configuration, each virtual network will be characterized with a VLAN ID (tag). Packets addressed to that network will be checked towards
the ID and if the ID number defined in the incoming packets matched the corresponding network’s ID, the packets will be accepted. Otherwise, if the
ID does not match, the packets will be dropped. In the same way, if the Quadro is integrated into the network that uses VLAN technology, outgoing
packets should have the ID number of the corresponding virtual network, for the remote party to accept the packets from the Quadro.

The DHCP Settings for the VLAN Interface page
contains a table with all enabled VLAN interfaces created
in VLAN Settings page (see below) and the corresponding
parameters (VLAN ID, IP Address Range and WINS
Server). This page contains the following components:

Enable DHCP Server checkbox activates the DHCP
server on Quadro for VLAN. With this checkbox enabled,
Quadro will be able to assign dynamic IP addresses to the
devices in its VLAN.

Activate functional button is used to activate DHCP
service on one of the VLAN interfaces in the list. Only one
VLAN interface can have DHCP service activated.

Edit functional button opens a page where the
corresponding VLAN interface can be configured and
controlled. This page contains all the same components as
the DHCP Server Settings page does.

VLAN Settings link moves to the page where virtual
LAN/WAN interfaces may be created.

VLAN Settings page lists all existing virtual interfaced
created on the Quadro and allows you to create new
interfaces.
Enable and Disable functional buttons are used to
correspondingly enable and disable the selected virtual
interface(s).

Add functional button opens an Add Entry page where a
new virtual network can be defined. The page consists of
the following components:

Enable checkbox is used to select whether the
corresponding virtual interface will be enabled or disabled
after it is created.

Interface Type manipulation radio buttons selection
allows to choose whether the virtual interface will be LAN
or WAN.

VLAN ID text field requires the virtual network ID. Numeric
value in a range from 0 to 4094 is allowed in this field.

Priority drop down list is used to select the priority of
packets in the corresponding interface. Packets with the
lower priority (0) will be delivered first.

IP Address text field requires the IP address of the virtual
interface.
Subnet Mask text field requires the subnet of the virtual
interface.

@cpysi

Quadrobd22: 62
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Fig. 11-228: DHCP Settings page for VLAN interface
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Fig. 11-229: VLAN Settings
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Fig. 11-230: VLAN Settings — Add Entry page
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Registration Form

The Registration Form page appears when administrating
an unregistered Quadro, and it has been created for
customer support purposes. The page requires customer @ p\ﬁi

C "}

registration at the Epygi Technical Support Center. It provides Main System Users Telephony  bemetlUpink  Network
several links offering the following registration options:

Register now leads to the Epygi Technical Support System Register Your Device In Technical Support Center
Registration page and requires customer’s information to
submit the Quadro registration form.

Remind me later hides the registration notification in the
Quadro through System Configuration Wizard or [nternet
Configuration Wizard until the next administrating activities.

Don’t remind me more hides the registration notification

Fig. 1-231: Device Registration page
forever. 9 9 pag
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Incoming Call Blocking and Outgoing Call Blocking

The Incoming Call Blocking and Outgoing Call Blocking pages offer extended features for the administrator to activate incoming/outgoing call
blocking services for certain callers. The users cannot change this information.

For more information on the Call Blocking Settings pages, see the Incoming Call Blocking and Outgoing Call Blocking chapters of the Extensions
Users Guide - Manual Ill.

The Ca” BIOCking pages accessed from the Ca”er |D Main Voice Mail Your Extension Supplementary Services @epygl.
Based Services table by clicking on the corresponding _

address, gives the administrator the option to enable Caller ID Based Services for Any Address

blocking services which could not be disabled by the users. Extension: 13

Along with the components seen by the user, an additional Higing Caller ntarmanin ¥ Enable Senvice

Protect this entry checkbox is available in the Call fncoming Call Blocking ¥l Send Message to Caller Party

Blocking - Add Entry pages for administrator access only. Qutacmna Call Blocking @ Protectnis entry

. . . Distinctive Ringine
With this checkbox selected, the user will be unable to e s
Call Hunting Restore Default Blocking Message File

deactivate the blocking services configured by the e Extaneion Rinain

administrator Upload New Blocking Message File | Choose File | Nofile chosen
" Unconditional Call Forwarding S

Busv Call Forwarding

No Answer Call Forwarding

Unregistered/inaccessible Call Forwarding

Find Me / Follow Me

Intercom

Emergency Interrupt
Voicemall Profile =2 Back Lislp

Copyright (G} 2003-2013 Epyai Technologies
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Fig. 11-232: Blocking Page for the Administrator
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Voice Mail Profiles

When the administrator accesses the Voice Mail Settings of
an extension, there is an additional Voice Mail Profiles link
present that leads to the page where custom voice mail
profiles and their settings can be defined. This link is hidden
for the extension user's access.

The Voice Mail Profiles page is used to define and configure
custom voice mail profiles.

The Voice Mail Profile is a group of most common Voice
Mail Settings which can be saved under a specific name. This
allows you to have several versions of Voice Mail Settings
configurations per extension.

Each Voice Mail Profile may have custom voice mail greeting,
maximum voice mail duration, new voice mail notifications
and Zero-Out settings. The Voice Mail Profiles are activated
based on the call routing rule used to establish a call. This is
limited to the PBX-Voicemail type of calls used for a direct
access to the extension's voice mailbox. The Voice Mail
Profile name should be provided in the Call Routing wizard
when defining a PBX-Voicemail routing rule. When the rule is
used, caller accesses the called extension's mailbox with the
settings configured in the corresponding voice mail profile.

With this service, you can pre-configure several versions of
Voice Mail Settings and save them as Voice Mail Profiles. For
example, if a call is originated from the PSTN network to the
corresponding extension's voice mailbox, the greeting
message can tell the caller: "You have reached the
company, please leave a message." and the maximum voice
mail duration is configured to 15 minutes. This voice mail
profile can be saved as "ForPSTN" and its name should be
defined in the routing rule responsible for incoming PSTN
calls distribution. In parallel to this voice mail profile, there can
be another profile designed for internal PBX calls. It will play
the following voice mail greeting: "Hi, you have reached
Mike's voice mailbox, please drop me a message and | shall
call you back.", the maximum voice mail duration is 5 minutes
and there is a Zero-Out feature configured to call Mike's
cellular phone. This voice mail profile can be saved as
"ForPBX" and its name should be defined in the routing rule
responsible for PBX calls distribution to the local extensions.

(o
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Fig. 11-233: Voice Mail Settings for the Administrator

When the first routing rule is used and the call reaches the extension that has the corresponding voice mail profile, the settings of the ForPSTN voice
mail profile will be activated. For the second routing rule, when the call reaches Mike's voice mailbox, the settings of the ForPBX voice mail profile

will be activated.

The same profile name can be used to create profiles for different extensions. This is useful if the profiles have a similar purpose but differ in certain
user-specific settings, such as voice mail greeting, Zero-Out destination number, new voice mail notification options, and so on. Creating multiple
profiles with the same name gives a wide flexibility to have different voice mail settings activated depending on which extension is called.

Please Note: If an extension does not have a profile specified in a call routing rule or the specified profile name is incorrect, the default Voice Mail

Settings of the extension will be used.

The Voice Mail Profiles page contains a table where all
Voice Mail Profiles for the corresponding extension are
listed. The following functional buttons are available:

Main  Voice Mail Your Extension

Voice Mail Profiles

Extension: 11

fdd Edi Delate
Profile Name
VME for Home

VMRS for Ot

1/10(0

VIS for Urgent Calls

Back

Supplementary Serdces

((3(‘[3\'“ i

Halp

Fig. 11-234: Voice Mail Profiles page
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Add opens the Add Entry page where a new Profile Name
should be defined.

Edit opens the Edit Entry page where Voice Mail Profile
settings should be defined.

The Voice Mail Profiles - Edit Entry page is used configure
the profile specific voice mail settings. This page contains
the following components:

Maximum Mail Message Duration lists the possible values
for maximum mail duration (counted in minutes) during
which a voice mail will be recorded. The Unlimited selection
allows voice message to be recorded as long as the user's
space could hold.

Send new voice message via email is an option to send
new voice mail files via e-mail to the defined recipients.
Mails will be automatically converted to the Windows PCMU
(CCITT u-law, 8 kHz, 8 bit Mono) wave format before being
attached to the e-mail. Checkbox activates the following
input options:

® Email Address requires the mailing address(s) of
the person(s) that should to receive the newly
arrived voice mails on their email accounts. Use a
space or a comma to separate the mailing
addresses in the text field.

® The next two fields are used for retransmission of
voice mails via email. Number of times text field
requires the maximum number of times the voice
mail will be delivered via email to the recipient within
the interval (in minutes) defined in the Repeat every
text field. If the voice mail is required to be sent only
once, insert "1" in Repeat every text field and "0" in
the Number of times text field.

® The Voice Mail and Fax dropdown lists allow to
select the email sent options- do not send
notification, send notification without attachment or
send notification with voice or fax attachments.

® Remove Voice Mail on send removes the voice

mail from the user mailbox after sending it to the
email recipient(s).

Main  Volce Mad Your Extension Supplemernary Services

@-cpysi
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Profile Name. |VMS for Office
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Fig. 11-235: Voice Mail Profiles — Add Entry page
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Fig. 11-236: Voice Mail Profiles — Edit Entry page

e Remove Fax On Send removes the fax attachment from the user mailbox after sending it to the email recipient(s).
Attention: The e-mail can only handle up to 3 minutes long voice mails. If the voice mail is longer than 3 minutes, it will be truncated and only the
first 3 minutes of it will be sent to the indicated e-mail address. However, in the e-mail body the recipient will receive the information that the attached
voice mail is truncated and the total length of the voice mail. Please note that the voice mails longer than 3 minutes will not be removed from the
voice mailbox once they are sent per e-mail even if the Remove Voice Mail on send checkbox is selected. This gives you a possibility to listen to
the ending of the voice mail directly from your voice mailbox (from the handset or by downloading it from the Web management).

Please Note: This service will work only when System Mail is enabled on the Quadro (see Mail Settings). Contact your system administrator, if you

have problems with voice mail delivery via email.

Send new voice message notification via SMS allows voice mail notification delivery via SMS to the defined mobile number. Checkbox activates

the following input options:

Mobile Number text field requires the destination's mobile number.

The next two fields are used for retransmission of SMS notifications. The Number of times text field requires the maximum number of times
the notification should be delivered to the recipient within the interval (in minutes) defined in the Repeat every text field. If notification is
required to be sent only once, insert "1" in Repeat every text field and "0" in the Number of times text field.

Please Note: This service will work only when SMS Service is enabled on the Quadro (see SMS Settings). Contact your system administrator, if you

have problems with voice mail notifications delivery via SMS.

Send new voice message notification via phone call enables the voice mail notification delivery via phone call to the defined phone number. The

checkbox activates the following input options:

e Call Type drop down list includes the available call types:
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PBX - local calls to Quadro extensions;
SIP - calls through a SIP server;
Auto - for undefined call types. Destination (independent on whether it is a PBX number or SIP address) will be reached through Routing;
Callback - automatic call to the voice mail author. This can be used as notification that the recipient has received the voice mail but has
not yet played it.
e Call To text field requires the destination's phone number depending on the selected call type. For Callback call type, no destination's phone
number is required.
® The next two fields are used for retransmission of phone notifications. The number of times text field indicates the maximum number of times
the notification should be delivered to the recipient within the interval (in minutes) defined in the Repeat every text field. If the notification is
specified to be sent only once, insert "1" in Repeat every text field and "0" in the Number of times text field. For Callback call type, the first
notification is sent to the voice mail author after the first expiration of the interval defined in the Repeat every text field. For calls with call type
different from Callback, the first notification will be sent immediately.

Restore default Notification Message restores the default notification message. If the checkbox is selected, the file upload will be disabled.

Upload new Notification Message will show the attached notification file selected by the current extension. Please note that a different
notification message can be uploaded in case this service serves as a notification to the extension user (to inform about the new voice mail
received) or if it serves as a notification for the voice mail author to be informed that the message has been received by the Quadro but is not
yet played by the extension user). The uploaded file needs to be in the PCMU (CCITT u-law, 8 kHz, 8 bit Mono) wave format, otherwise the
system will prevent uploading with the "Invalid audio file, or format is not supported" warning message. The system also prevents uploading
in case not enough space is available on Quadro for the corresponding extension and gives a "You do not have enough space" warning.

Browse browses for the notification file that must be in PCMU (CCITT u-law, 8 kHz, 8 bit Mono) wave format.

Download Notification Message appears only if a file has been uploaded previously. The link is used to download the audio file to the PC
and opens the file-chooser window where the saving location can be specified.

The ZeroOut voice mail feature allows a caller that has reached the called extension's voice mailbox to accelerate the automatic redirection feature
instead of leaving a message in the extension's Voice Mailbox. To activate this feature, the caller should dial 0 digit (see Feature Codes) during the
voice mail greeting which invites the caller to leave a message. The caller will then be automatically transferred to the destination specified in this

page.

Enable ZeroOut checkbox selection enables the ZeroOut feature and activates the following fields to be inserted:

e Redirect Call Type drop down list includes the available call types:
PBX - local calls between Quadro extensions and the Auto Attendant
SIP - calls through a SIP server
PSTN - calls through the ISDN
Auto - used for undefined call types. Destination (independent on whether it is a PBX number, SIP address or PSTN number) will be
reached through Routing.

e Redirect Address text field requires the destination address where caller should be automatically forwarded in case of activating the
ZeroOut feature.

Restore Default Greeting File will restore the default greeting file. If the checkbox is selected, the file upload will be disabled.

Upload New Greeting File shows an attached greeting file selected by the current user. The greeting file will be played to a caller party when it is
entering the voice mail system. The uploaded file needs to be in PCMU (CCITT u-law, 8 kHz, 8 bit Mono) wave format, otherwise the system will
prevent uploading and the "Invalid audio file, or format is not supported" warning message will be received. The system also prevents uploading in
case not enough space is available on Quadro for the corresponding extension. In this situation, the "You do not have enough space" warning will be
received. Optionally, greeting file can be recorded from the phone handset (see Feature Codes).

The Browse button helps to choose the desired greeting file that should be in PCMU (CCITT u-law, 8 kHz, 8 bit Mono) wave format.

Download Greeting File appears only if a file has been previously uploaded. The link is used to download the audio file to the PC and opens the
file-chooser window where the saving location can be specified.

Logout

This option is used to close the session between the user PC and Quadro and to leave the Quadro Web Management or to enter the management
with another login. By selecting the Logout button, the startup page will be displayed and the user needs to login again.
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Appendix: PBX Services for Quadro’s Administrator

The following PBX Services are accessible at the dial tone, characterized by beginning with the key °:

Administrator Login

Allows to modify Auto Attendant greeting and menu messages, as well as to manage universal extension messages.

Enabling/disabling the Call Routing rules

006

Allows managing the routing entries in the Call Routing table, i.e. to enable/disable certain dialing rules by dialing key combinations pre-
configured on each routing entry. By dialing 000 you will be required to dial enabler/disabler key to enable or disable the routing
rule(s) correspondingly. Since multiple routing rules may have the same enabler/disabler key combinations (the same key may be used

as enabler for one routing rule, and as disabler for another one), dialing the certain key will affect all pre-configured routing rules.

000

If the routing record has an authorization enabled on the enabler/disabler key, administrator's password will be required to be inserted
after the key. Once the administrator's password is dialed, system plays a confirmation about the accepted configuration and the state of

the certain routing rule(s) is getting modified.

If administrator's password has been inserted incorrectly for 3 times, no status changes will be applied to any of the routing record(s),
even to those which have no authorization enabled.

Administrator Login menu has the following sub-menus and the management keys:

o

Auto Attendant
Greeting

Dial
AA Number
(in case of
multiple AAs
on the Quadro)

o

Listen to
Current
AA Greeting

(2]

Record a New
AA Greeting

3]

Restore
Default
AA Greeting

0

Stop
Recording or
Playback

(2]

Auto Attendant
Menu Message

Dial
AA Number
(in case of
multiple AAs on
the Quadro)

Listen to AA
Menu Message

(2]

Record a New
AA Menu
Message

Restore Default
AA Menu
Message

Stop Recording
or Playback

© @O Administrator’s Login

o

Greeting
Message

o

Listen to
Current

Greeting
Message

(2]

Record a
Universal
Greeting
Message

3]

Restore

System

Default
Greeting
Message

0

Stop
Recording or
Playback
Greeting
Message

(3]

Incoming
Blocking
Message

o

Listen to
Current
Incoming
Blocking
Message

(2]

Record a
Universal
Incoming
Blocking
Message

3]

Restore

System

Default
Incoming
Blocking
Message

o

Stop
Recording or
Playback
Incoming
Blocking
Message

Universal Extension Messages

o

Outgoing
Blocking
Message

o

Listen to
Current
Outgoing
Blocking
Message

(2]

Record a
Universal
Outgoing
Blocking
Message

3]

Restore
System Default
Outgoing
Blocking
Message

L]

Stop Recording
or Playback
Outgoing
Blocking
Message

© ® Administrator’s Logout

©

Your Name

o

Listen to
Current
Name
recorded

(2]

Record a
Universal
Name

3]

Restore

System

Default
Name

0

Stop
Recording or
Playback
Name
Message

Out of Office
Message

o

Listen to
Current
Out of Office
Message

(2]

Record a
Universal
Out of Office
Message

3]

Restore
System
Default
Out of Office
Message

o

Stop
Recording or
Playback
Out of Office
Message

(7
Find
Me/Follow
Me Welcome
Message

o

Listen to
Current
Find
Me/Follow
Me Welcome
Message

(2]

Record a
Universal
Find
Me/Follow
Me Welcome
Message

3]

Restore
System
Default
Find
Me/Follow
Me Welcome
Message

o

Stop
Recording or
Playback
Find
Me/Follow
Me Welcome
Message
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Appendix: Extension User's Welcome Page

This welcome page may be helpful, if administrators want to inform their extension users about individual data, they need to use the extensions.
Such as phone numbers, phone lines, IP addresses and SIP numbers. To get a word form that may be edited and sent by mail, double-click on the
paperclip sidewise.

Welcome

You are using a Quadro4Li IP PBX made by Epygi Technologies, Ltd. This product
incorporates SIPVoice™ Digital Signal Processing technology to send crystal clear voice
around the globe without associated fees for long distance. But, you will soon learn, it
does much more. Your Quadro IP PBX, The Global Phone Network in a Box,
operates in much the same way as systems with which you are already familiar: a
telephone, a PBX, voice mail, a phone book, et cetera. Beyond that the Quadro4Li IP
PBX provides capabilities you never believed were accessible in a customer premise
telephony product. Soon you will experience the freedom and power of the Quadro4Li
IP PBX, The Global Phone Network in a Box.

To get started the following information is helpful.

PHONES

Your extension number is <extension number=> and your password is <password=> (optional).

Remember to type the Auto Attendant number when you pick up your phone receiver to find THE
WELCOME SPOT. *0 will take you directly to voice mail for your extension. *74 will confirm your extension
number.

LOCAL PHONE LINES

The Quadro4lLi offers 4 external phone lines. They are:

<1. local phone line> <2. local phone line> <3. local phone line> <4. local phone line>

1P

To reach your Quadro Voice Router from a network connection inside your office, home or place of utilization,
connect a Web browser to IP address: <IP address> (172.30.0.1 is the default IP address).

The email address of your Quadro Voice Router System Administrator is <email address>

The phone number of your Quadro Voice Router System Administrator is <phone numbers>

SIP

Your SIP number (an Internet phone number) is <SIP number=>@sip.epygi.com.

This is a number you can give others in order for them to reach you.

The SIP number to reach the Auto Attendant of your local Quadro is <SIP number>@sip.epygi.com.

Your SIP group link which provides you a phone directory of numbers to call is:

http://www.epyqi.com/sip/grp_view.php?viewgrp=<groupname=>

The email address of your SIP System Administrator is <email address>

The phone number of your SIP System Administrator is <phone numbers>
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Appendix: System Default Values

Administrator Settings

Parameter
Admin Settings

Quadro Hostname

Quadro Domain Name

LAN IP Address

DHCP Server

Regional Settings and Preferences

Emergency and PSTN codes
WAN Interface Protocol

WAN Interface Bandwidth

WAN IP

Mac Address

DNS Server
System Security Management

SIP IDS Settings

IP Routing Configuration

Configuration Management

Event Settings

Time/Date Settings

Mail Settings

SMS Settings

SNMP Settings

System Logs Settings

Features

System Default Value

Login name -admin
Password - 19

quadro

epygi-config.loc

172.30.0.1
Subnet Mask - 255.255.0.0

Disabled.
No special devices defined.

Locale — US,

TimeZone — Central Time (US&Canada),
Theme — Dynamo,

Theme on Login — disabled.

Emergency code -911,
PSTN code - 9.

Ethernet

Upstream — 10000,
Downstream — 10000,
Min Data Rate — 0.

Automatically through DHCP

Assigned by device,
MTU - 1500 Bytes.

Dynamically
Security Level-Medium

Enable SIP IDS — enabled
Add the IP address into the Blocked IP list in Firewall — enabled
Discard SIP messages from IP address — enabled.

No Routes

Automatically Backup Configuration — disabled
Automatic Firmware Update — enabled,
Server Configuration — Assign manually,
Server Name — ftp.epygi.com,
Server Port - 21,
Update Method - ftp,
Username and Password — empty,
Check and notify — Every day at 0:00.

"Display notification” for all except Login and Firmware Update. Those events have

“Do nothing” action assigned.

NTP Server and Client — enabled,
Predefined NTP Server - ntpl.epygi.com,
Polling interval — 6.

System Mail Settings-disabled,
SSL-disabled ,

Enable SMTP Authentication-disabled,
User Name-empty,

User Password-empty

Disabled

SNMP - disabled, no SNMP traps defined.

User Logging — enabled,
Developer Logging — enabled,
Archived Logging — disabled,
Remote Logging — disabled.

3pcc support — no key found,
DCC Pro Support— no key found,
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Parameter

Language Pack

User Rights Management

Extensions Management

Extension Settings — General

Extension Settings — SIP

Extension Settings — SIP Advanced

Extension Settings — Remote

Extension Settings — Call Queue

Extension Settings — Voice Mailbox

Extension Settings — Codecs

Attendant 00 Settings — General

Attendant 00 Settings — Attendant
Scenario

System Default Value

DCC Basic Support— no key found,
iQall Toggling Support- no key found,
IP phone support - no key found ,
Autodialer Support — no key found,
QCM support — no key found.

Default - English
Custom Language Pack — none

Users - admin (enabled), localadmin (disabled).

Roles - Extension (all accessible pages for extension), Local Administrators (all
accessible pages for localadmin).

GUI Access Password-Old Password (empty), New Password(empty), Confirm New
Password(empty).

Phone Access Password- Old Password (empty), New Password (empty), Confirm
New Password (empty).

Extension Length — 2, once applied extensions 00, 11-34 appear

All extensions are shown

Display name — none,

Password — empty,

11-34 extensions attached to the IP lines 1-24,
Use Kickback - disabled,

Call Relay — disabled,

Login Allowed-disabled,

3pcc/Click2Dial Login Allowed-disabled,

Show on Public Directory — disabled,
Percentage of Total Memory — 4%.

Registration username and password - automatically generated,
SIP server - empty,

SIP Server port — 5060,

SIP Server Registration —disabled.

Authentication User Name — undefined,

Send Keep-alive Messages to Proxy — disabled,
RTP Priority Level — medium,

Do Not Use SIP Old Hold Method — disabled,

Outbound Proxy, Secondary SIP Server and Outbound Proxy for Secondary SIP
Server — undefined,

Secondary SIP Server Port - 5060.

Remote Extension — disabled

Call Queue —disabled

Voice Mailbox - Internal Voice Mail,
Configuration Wizard Status — activated.
Codecs - G711u (preferred), G711a, G729a — enabled, G726/16, G726/24,

G726/32, G726/40, iLBC, G.722, G.722.1, TDVC, H.263, H.263+ and H.264 —
disabled,

Out of Band DTMF Transport — enabled,

Enable T.38 FAX — enabled,

Enable Pass Through FAX — enabled,

Enable Pass Through Modem — disabled,

Force Self Codecs Preference for Inbound Calls — disabled,
SRTP Palicy: Make unsecure calls, accept anything.
Display name — Empty,

FAX forwarding — disabled,

Show on Public Directory — enabled,

Percentage of System Memory — 3%.

Scenario — default,
Send AA digits to Routing Table — disabled,
Enable Redirection on Timeout — disabled,
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Parameter System Default Value

Enable Welcome Message — enabled,
Welcome Message, Recurring Attendant Prompt and Attendant Ringing
Announcement — default,

Attendant 00 Settings — SIP and SIP

Same as for an extension.
Advanced

Codecs - G711u (preferred), G711a, G726/16, G726/24, G726/32, G726/40, G729a,
enabled, iLBC, H.263, H.263+ and H.264 — disabled,

Out of Band DTMF Transport — enabled,
Enable T.38 FAX — disabled,

Enable Pass Through FAX — disabled,
Enable Pass Through Modem — disabled,

Force Self Codecs Preference for Inbound Calls — disabled,
SRTP Palicy: Make unsecure calls, accept anything.

Attendant 00 Settings - Codecs

Universal Extension Recordings Default, Percentage of System Memory — 1%.
Receptionist Management No entries
Extension Directory No entries
Authorized Phones Database No entries

Enabled, 100 entries for all type of calls.
Automatic Downloading of Call Statistics — disabled.

UDP and TCP Port — 5060,
Session Timer — disabled,
TLS Port-empty,
Realm-quadro,
DNS Server for SIP — default,
SIP timers — RFC 3261.
Properties for all Codecs except iLBC, G.722, G.722.1 and TDVC :
Packetization -20ms
Silence Suppression -yes
iLBC properties:
Packetization - 30ms
Silence Suppression — yes
G.722, G.722.1, TDVC properties-undefined,
G.726 Standard - ITU-T specification
RTP/RTCP port range - 6000-6099
RTCP Support — disabled
NAT Traversal for SIP — Force
SIP and RTP Parameters - Use manual NAT Traversal
SIP TCP Port — 5060
STUN Parameters:
Primary STUN Server - stun.epygi.com
Primary STUN Port — 3478
Secondary STUN Server — undefined
Secondary STUN Port - undefined
Polling Interval: 1 hour
Keep-alive interval: 120 seconds
NAT IP checking interval: 300 seconds
No entries in NAT Exclusion table

Call Statistics

SIP Settings

RTP Settings

NAT Traversal Settings

IP Lines Configuration:
PnP for IP lines — enabled,
Firmware version control — enabled,
Line Settings Configure IP phones from — LAN ,
Phones Default Template —systemdefault,
1-24 |P Lines attached to 11-34 extensions. IP Lines 1-16 enabled, others
enabled for a trial period. All IP lines are in inactive mode.
ISDN Trunks - Trunk 1, Trunk 2, Trunk 3 and Trunk 4 exist.
Settings for all Trunks:
State — started,
Interface Type — User,
Connection Type - PTMP( Point To Multi Point ),
Service Type — No MSN,

ISDN Settings
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Parameter

Gain Control Settings

SIP Tunnel Settings

Call Routing

RADIUS Settings

Voice Mail Common Settings

Dial Timeouts

3PCC Settings

Key System Emulation

Key System Emulation — Advanced

Configuration

RTP Streaming Channels

Class of Service

Advanced Settings for SLAs

IPSec, PPTP and L2TP

Dynamic DNS

Firewall

IDS
NAT

Filtering Rules

DNS Server Settings

DHCP Advanced Settings

System Default Value

Route Incoming Call to - 00,

Use Default outgoing Caller ID — enabled,
Default outgoing MSN — undefined,
Advanced Settings — disabled.

ISDN Trunks:
Transmit Gain: 0
Receive Gain: 0
Voice Mail:
Recording Gain: 0
Playback Gain: 0

Enable Trunks to Slave Devices — disabled,
Trunks to Slave Devices — no entries,
Enable Trunks to Master Devices — disabled,
Trunks to Master Devices — no entries.

Route all incoming SIP calls to Call Routing — disabled

Local Routing table -5 entries defined for PBX, SIP, PSTN and emergency calls
establishment.

Local AAA Table — Authentication by Caller ID-enabled,

Global Speed Dial Directory — undefined.

RADIUS client — disabled.

Voice Mail Recording — G729a,

E-mail Subject for voice — Voice mail received from $[VM_DISPNAME]
$[VM_USERNAME]

FAX to E-mail format —TIFF (Tag Image File Format)

4 seconds.

Secure Connection — disabled,
Request Timeout — 10,
Feature Key — added,

WAN port — not opened.

8 SLA lines — inactive.

Blind transfer to VM — disabled,
Blind transfer to extension — disabled.

Undefined.

Disabled.

Unconditional Call Forwarding — disabled,
No Answer Call Forwarding — disabled.

No connections.
PPTP Server Configuration

Subnet — 172.31.1.0/24,

Authentication - MSCHAPV2, MPEE 128 bit
L2TP Server Configuration

Subnet — 172.31.2.0/24.

Disabled

Firewall — disabled,
Ping Stealth - enabled
Fool Portscanner - disabled

Disabled.

Disabled.

Outgoing Traffic - MS File Sharing (Blocked for all),
SIP Access (Allowed for all),
No user defined services and IP pool groups

Time to live (TTL) — 86400 seconds,
Mail Exchange (MX) — undefined,
No aliases defined.

DHCP Options:

Gateways — 172.30.0.1
Subnet mask — 255.255.0.0

Quadro4Li; (SW Version 5.3.x)

141



Quadro4Li Manual Il1: Administrator's Guide Appendix: Software License Agreement

Parameter System Default Value

Domain name servers — 172.30.0.1

NBT name servers —0.0.0.0

NTP servers —172.30.0.1

Domain name — epygi-config.loc

Overload tftp server name — 172.30.01
DHCP Server Statements:

Authoritative — enabled,

Ping Check — enabled,

Ping Timeout — 1 sec.

VLAN Settings Undefined.

Extension Settings

Parameter System Default Value

Maximum mail message duration - 5 min,
Ask password before granting local access to mail box — disabled,
Ask password before granting remote access to mail box — enabled,
Send welcome message — disabled,
Play Voice Mail help — enabled,
Automatically play messages - enabled,
Send mails count information message — disabled,
Send date/time information message — enabled,
Send beep at the end of message — enabled,
Silent VM recording — disabled,
Send new voice messages via e-mail — disabled,
Voice Mail Settings Voice Mail-Send notification with attachment
Remove Voice Mail On Send-disabled
Fax- Send notification with attachment
Remove Fax On Send-disabled
Automatic Fax Receiving Mode— disabled,
Send new voice message notifications via SMS — disabled,
Send new voice message notifications via phone call — disabled,
Voice Mail Indication — enabled,
Zero Out — enabled, to 00 default Attendant,
Automatic Fax Receiving Mode — disabled,
Out of Office — disabled,
Greeting message — default,
Profiles for Voice Mail Settings — no entries.

Group List No entries

Speed Calling No entries

Display Name — undefined,

User Password Protection — disabled both for incoming and outgoing calls,
User's Name for Extensions Directory — default,

Custom Voice Messages — default.

Account Settings

No entries in the table.

For Any Callers — all services disabled,
Caller ID Based Services Blocking Voice Messages — default,

Intercom — Allow Activation on Request,

Activation signal — Ring Only If Requested.

No answer timeout — 20 sec,
Call Waiting Service — enabled,
Autoredial Interval - 10 sec,
Autoredial Period - 15 min.

Send Hold Music to remote party — enabled,
Basic Services - Hold Music Hold Music - Own Music.
Music file — default

Disabled.
Timeout - 30 min,

Basic Services - General

Basic Services - Do Not Disturb
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Parameter System Default Value

Send message to Caller Party — enabled.

Appendix: Software License Agreement

EPYGI TECHNOLOGIES, LTD.
Software License Agreement

THIS IS A CONTRACT.
CAREFULLY READ ALL THE TERMS AND CONDITIONS CONTAINED IN THIS AGREEMENT.
USE OF THE QUADRO HARDWARE AND OPERATIONAL SOFTWARE PROGRAM
INDICATES YOUR ACCEPTANCE OF THESE TERMS AND CONDITIONS. IF YOU DO NOT
AGREE TO THESE TERMS AND CONDITIONS, YOU MAY NOT USE THE HARDWARE OR
SOFTWARE.

1. License. Epygi Technologies, Ltd. (the "Licensor"), hereby grants to you a non-exclusive right to use the Quadro Operational Software
program, the documentation for the software and such revisions for the software and documentation as the Licensor may make available to you
from time to time (collectively, the "Licensed Materials"). You may use the Licensed Materials only in connection with your operation of your
Quadro. You may not use, copy, modify or transfer the Licensed Materials, in whole or in part, except as expressly provided for by this
Agreement.

2. Ownership. By paying the purchase price for the Licensed Materials, you are entitled to use the Licensed Materials according to the terms of
this Agreement. The Licensor, however, retains sole and exclusive title to, and ownership of, the Licensed Materials, regardless of the form or
media in or on which the original Licensed Materials and other copies may exist. You acknowledge that the Licensed Materials are not your
property and understand that any and all use and/or the transfer of the Licensed Materials is subject to the terms of this Agreement.

3. Term. This license is effective until terminated. This license will terminate if you fail to comply with any terms or conditions of this Agreement or
you transfer possession of the Licensed Materials to a third party in violation of this Agreement. You agree that upon such termination, you will
return the Licensed Materials to the Licensor, at its request.

4. No Unauthorized Copying or Modification. The Licensed Materials are copyrighted and contain proprietary information and trade secrets of
the Licensor. Unauthorized copying, modification or reproduction of the Licensed Materials is expressly forbidden. Further, you may not reverse
engineer, decompile, disassemble or electronically transfer the Licensed Materials, or translate the Licensed Materials into another language
under penalty of law.

5. Transfer. You may sell your license rights in the Licensed Materials to another party that also acquires your Quadro IPPBX product. If you sell
your license rights in the Licensed Materials you must at the same time transfer the documentation to the acquirer. Also, you cannot sell your
license rights in the Licensed Materials to another party unless that party also agrees to the terms and conditions of this Agreement. Except as
expressly permitted by this section, you may not transfer the Licensed Materials to a third party.

6. Protection And Security. Except as permitted under Section 5 of this Agreement, you agree not to deliver or otherwise make available the
Licensed Materials or any part thereof to any person other than the Licensor or its employees, without the prior written consent of the Licensor.
You agree to use your best efforts and take all reasonable steps to safeguard the Licensed Materials to ensure that no unauthorized person
shall have access thereto and that no unauthorized copy, publication, disclosure or distribution thereof, in whole or in part, in any form, shall be
made.

7. Limited Warranty. The only warranty the Licensor makes to you in connection with this license is that the media on which the Licensed
Materials are recorded will be free from defects in materials and workmanship under normal use for a period of one (1) year from the date of
purchase (the "Warranty Period"). If you determine within the Warranty Period that the media on which the Licensed Materials are recorded are
defective, the Licensor will replace the media without charge, as long as the original media are returned to the Licensor, with satisfactory proof
of purchase and date of purchase, within the Warranty Period. This warranty is limited to you as the licensee and is not transferable. The
foregoing warranty does not extend to any Licensed Materials that have been damaged as a result of accident, misuse or abuse.

EXCEPT FOR THE LIMITED WARRANTY DESCRIBED ABOVE, THE LICENSED MATERIALS ARE PROVIDED ON AN "AS IS" BASIS.
EXCEPT AS DESCRIBED ABOVE, THE LICENSOR MAKES NO REPRESENTATIONS OR WARRANTIES THAT THE LICENSED
MATERIALS ARE, OR WILL BE, FREE FROM ERRORS, DEFECTS, OMISSIONS, INACCURACIES, FAILURES, DELAYS OR
INTERRUPTIONS INCLUDING, WITHOUT LIMITATION, TO ANY IMPLIED WARRANTIES OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE, LACK OF VIRUSES AND ACCURACY OR COMPLETENESS OF RESPONSES, CORRESPONDENCE TO
DESCRIPTION OR NON-INFRINGEMENT. THE ENTIRE RISK ARISING OUT OF THE USE OR PERFORMANCE OF THE LICENSED
MATERIALS REMAINS WITH YOU.

8. LIMITATION OF LIABILITY AND REMEDIES. IN NO EVENT SHALL THE LICENSOR OR ANY OTHER PARTY WHO HAS BEEN INVOLVED
IN THE CREATION, PRODUCTION OR DELIVERY OF THE LICENSED MATERIALS BE LIABLE FOR ANY CONSEQUENTIAL,
INCIDENTAL, DIRECT, INDIRECT, SPECIAL, PUNITIVE OR OTHER DAMAGES, INCLUDING, WITHOUT LIMITATION, LOSS OF DATA,
LOSS OF BUSINESS PROFITS, BUSINESS INTERRUPTION, LOSS OF BUSINESS INFORMATION, OR OTHER PECUNIARY LOSS,
ARISING OUT OF THE USE OF OR INABILITY TO USE THE LICENSED MATERIALS, EVEN IF THE LICENSOR OR SUCH OTHER PARTY
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10.

11.

12.

13.

14.

HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. YOU AGREE THAT YOUR EXCLUSIVE REMEDIES, AND THE
LICENSOR'S OR SUCH OTHER PARTY'S ENTIRE LIABILITY WITH RESPECT TO THE LICENSED MATERIALS, SHALL BE AS SET
FORTH HEREIN, AND IN NO EVENT SHALL THE LICENSOR'S OR SUCH OTHER PARTY'S LIABILITY FOR ANY DAMAGES OR LOSS TO
YOU EXCEED THE LICENSE FEE PAID FOR THE LICENSE MATERIALS.

The foregoing limitation, exclusion and disclaimers apply to the maximum extent permitted by applicable law.
Compliance With Laws. You may not use the Licensed Materials for any illegal purpose or in any manner that violates applicable domestic or
foreign law. You are responsible for compliance with all domestic and foreign laws governing Voice over Internet Protocol (VolP) calls.

U.S. Government Restricted Rights. The Licensed Materials are provided with RESTRICTED RIGHTS. Use, duplication or disclosure by the
Government is subject to restrictions as set forth in subparagraphs (c)(1) and (2) of the Commercial Computer Software—Restricted Rights
clause at 48 C.F.R. section 52.227-19, or subparagraph (c)(1)(ii) of the Rights in Technical Data and Computer Software clause at DFARS
252.227.7013, as applicable.

Entire Agreement. It is understood that this Agreement, along with the Quadro Installation Guide and User’'s Manual, constitute the complete
and exclusive agreement between you and the Licensor and supersede any proposal or prior agreement or license, oral or written, and any
other communications related to the subject matter hereof. If one or more of the provisions of this Agreement is found to be illegal or
unenforceable, this Agreement shall not be rendered inoperative but the remaining provisions shall continue in full force and effect.

No Waiver. Failure by either you or the Licensor to enforce any of the provisions of this Agreement or any rights with respect hereto shall in no
way be considered to be a waiver of such provisions or rights, or to in any way affect the validity of this Agreement. If one or more of the
provisions contained in this Agreement are found to be invalid or unenforceable in any respect, the validity and enforceability of the remaining
provisions shall not be affected.

Governing Law. This Agreement shall be governed by and construed in accordance with the laws of the state of Texas, without regard to
choice of law provisions that would cause the application of the law of another jurisdiction.

Attorneys' Fees. In the event of any litigation or other dispute arising as a result of or by reason of this Agreement, the prevailing party in any
such litigation or other dispute shall be entitled to, in addition to any other damages assessed, its reasonable attorneys’ fees, and all other costs
and expenses incurred in connection with settling or resolving such dispute.

If you have any questions about this Agreement, please write to Epygi at 1400 Preston Road, Suite 300, Plano, Texas 75093 or call Epygi at
(972) 692-1166.
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